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Actual exam guestion from CyberArk's PAM-SEN
Question #: 1
Topic #: 1

[All PAM-SEN Questions]

You are installing a CPM.
In addition to Add Safes, Add/Update Users, Reset Users’ Passwords and Manage Server File Categories, which Vault authorization(s) does a CyberArk user need to

install the CPM?

A. Manage Directory Mapping

B. Activate Users

C. Backup All Safes, Restore All Safes
D. Audit Users, Add Network Areas
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 2
Topic #: 1

[All PAM-SEN Questions]
In which configuration file do you add LoadBalancerClientAddressHeader when you enable x-forwarding on the PYWA loadbalancer?

A. PVconfiguration.xml
B. web.config

C. apigw.ini

D. CyberArkScheduledTasks.exe.config

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 3
Topic #: 1

[All PAM-SEN Questions]

You are configuring SNMP remote monitoring for your organization's Vault servers.
In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?

A. SNMPHostIP

B. SNMPTrapPort
C. SNMPCommunity
D. SNMPVersion
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 4

Topic #: 1

[All PAM-SEN Questions]

You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA and WINDEMEA_Admin safes.
How do you set this in CyberArk?

A. In the CYBRWINDAD platform, under Automatic Password Management/General, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).

B. In the settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN safes, configure AllowedSafes and set to (WINDEMEA)|
(WINDEMEAADMIN).

C. In the CYBRWINDAD platform, under UI&Workflows/Properties/Optional, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
D. Modify cpm.ini on the relevant CPM/s and add the setting AllowedSafesCYBRWINDAD and set to (WINDEMEA)|(WINDEMEAADMIN).

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 5
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[All PAM-SEN Questions]

Before the hardening process, your customer identified a PSM Universal Connector executable that will be required to run on the PSM.
Which file should you update to allow this to run?

A. PSMConfigureAppLocker.xml|
B. PSMHardening.xm|
C. PSMAppConfig.xml
D. PSMConfigureHardening.xml
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 6
Topic #: 1

[All PAM-SEN Questions]

How should you configure PSM for SSH to support load balancing?

A. by using a network load balancer
B. in PYWA > Options = PSM for SSH Proxy > Servers
C. in PYWA > Options > PSM for SSH Proxy > Servers > VIP

D. by editing sshd.config on the all the PSM for SSH servers

Show Suggested Answer
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Topic # 1

[All PAM-SEN Questions]

In which configuration file on the Vault can filters be configured to either include or exclude log messages that are sent through SNMP?

A. PARAgent.ini

B. DBParm.ini

C. TSParm.ini

D CyberArkvZ MIB file

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 8
Topic #: 1

[All PAM-SEN Questions]

A first PSM server has been installed.

What should you confirm before installing any additional PSM servers?

A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.
B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PYWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Safe.

D. The path of the Recordings Folder must be different on all PSM installations.
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 9
Topic #: 1

[All PAM-SEN Questions]

During the PSM installation process, Safes and a User are created.
In addition to Add Safes, Add/Update Users, Reset Users’ Passwords, and Activate Users, which authorization(s) does the Vault user installing the PSM need to enahle

them to be successfully created?

A. Manage Vault File Categories
B. Manage Server File Categories
C. Manage Directory Mapping, Manage Server File Categories

D. Manage Directory Mapping, Manage Vault File Categories

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 10
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[All PAM-SEN Questions]

Your customer wants to store the Safes Data on Vault Drive D instead of Drive C.
Which file should you edit?

A. TSparm.ini
B. Vault.ini
C. DBparm.ini

D. user.ini
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 11
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[All PAM-SEN Questions]

What must you do to prepare a Windows server for PYWA installation?

A. In the InstallationAutomation folder, run the PYWA_Prerequisites.ps1 file as an administrator in Powershell.
B. Install the PrivateArk client.

C. Verify the user performing the installation is Domain Administrator and has logon access to the Vault server.

D. Enable IPv6.

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 12

Topic #: 1

[All PAM-SEN Questions]

Which statement about REST API is correct? (Choose two.)

A. When a user successfully authenticates to the Vault, an authentication token is returned.
B. REST APl Windows authentication method allows skipping the logon API by using the Windows default credentials with a Kerberos ticket.

C. To allow High Availability, REST API can be configured to support Session Load Balancing by editing the PVConfiguration.xml and setting the
AllowPVWASessionRedandancy=Yes.

D. Each REST API call requires that a valid authentication token be provided.

E. REST calls are directly sent to the currently active Vault using Port 1858.
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Actual exam question from CyberArk's PAM-SEN
Question #: 13
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[All PAM-SEN Questions]
HTMLS Gateway can be installed on which supported UNIX OS versions? (Choose two.)

A. Red Hat Enterprise Linux 7.x
B. Cent0S 7.x

C. Ubuntu 20.x

D. AK 7.x

E. Android 11.x

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam guestion from CyberArk's PAM-SEN
Question #: 14
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[All PAM-SEN Questions]

Which utility should be used to register the Vault in Amazon Web Services?

A. CAVaultManager
B. StorageManager

C. CloudVaultManager

D. CACert

Show Suggested Answer
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[All PAM-SEN Questions]

You are configuring the Vault to send syslog audit data to your organization’s SIEM solution.
What is a valid value for the SyslogServerProtocol parameter in DBFARM INI file?

TLS
. S5H
. SMTP

o o @

SNMP
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 16
Topic #: 1

[All PAM-SEN Questions]

When creating a distributed Vault environment architecture, what is the maximum number of Vault servers that can be deployed?

A. 5-number of primary and satellite Vaults can be specified during installation
B. 3 - all primary

C. 6-1 primary and 3 satellite

D. 10 -2 primary and 8 satellite

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #:17

Topic #: 1

[All PAM-SEN Questions]

DRAG DROP -

Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct sequence.

Answer Area

Unordered Options Ordered Response
_(.=\_
Open Powershell as Administrator and run the

script.
.

5
AN

Review these script logs: HardeningScript.log and
CYBRHardeningsecedit.log.

Locate the CPM_Hardening.ps1 script in the
installation media.

@

@
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 18
Topic #: 1

[All PAM-SEN Questions]

To enable LDAP over S5L for a Vault when DNS lookups are blocked, which step must be completed?

A. Add the FQDN & IP details for each LDAP host into the local hosts file of the Vault server.
B. Configure an AllowNonStandardFWAddresses rule in DBParm.ini on the Vault to allow outbound TCP 53 to the organization's DNS servers.
C. Ensure LDAP hosts added to the directory mapping configuration are defined using only IP addresses.

D. Set the ReferralsDNSLookup parameter value to "No” in the directory configuration.

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 19
Topic #: 1

[All PAM-SEN Questions]

In which file must the attribute ‘SignAuthnRequest="true™ be added to the PartnerldentityProvider element to support signed SAML requests?

A. saml.config
B. samlconfig.ini

C. PYWAConfig.xml

D. PVConfiguration.xm|

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 20

Topic #: 1

[All PAM-SEN Questions]

A customer is moving from an on-premises to a public cloud deployment.

What is the best and most cost-effective option to secure the server key?

A. Install the Vault in the cloud the same way you would in an on-premises environment. Place the server key in a password protected folder on the operating system.
B. Install the Vault in the cloud the same way you would in an on-premises environment. Purchase a Hardware Security Module to secure the server key.
C. Install the Vault using the native cloud images and secure the server key using native cloud Key Management Systems.

D. Install the Vault using the native cloud images and secure the server key with a Hardware Security Module.

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 21

Topic #: 1

[All PAM-SEN Questions]

Your customer upgraded recently to version 12.2 to allow the Linux team to use the new MFA caching feature. The PSM for SSH was installed with default configuration
settings. After setting the Authentication to SSH key and enabling MFA Caching from the PVYWA interface, the Linux Team cannot connect successfully using the new MFA
caching feature.

What is the most probable cause?

A. OpenSSH 7.8 or above is not installed.
B. The MFACaching parameter in the psmpparms file is not set to True.
C. A passphrase policy must be added.

D. MFA caching is not supported when the PSM for 5SH is deployed with default settings.

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 22
Topic #: 1

[All PAM-SEN Questions]

Which service must be set to Automatic (delayed start) after the Vault is installed and configured?

A. Windows Time service
B. PrivateArk Database
C. Windows Update service

D. PrivateArk Server

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 23
Topic #: 1

[All PAM-SEN Questions]

You want to add an additional maintenance user on the PSM for S5H.

How can you accomplish this if InstallCyberarkSSHD is set to Yes or No?

A. Create a local user and add it to the PSMMaintenance Group.
B. Create a local user called proxymng<number=.
C. Create a local user and add it to group configured for the parameter AllowGroups in the /etc/sshd_config file.

D. Create a local user, called psmpmng<number=,
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 24
Topic #: 1

[All PAM-SEN Questions]

Which SMTP address can be set on the Notification Settings page to re-invoke the ENE setup wizard after the initial Vault installation?

A, 255.255.255.255
B.8.8.8.8
C.192.168.1.1

D. 1.1.1.1

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 25
Topic #: 1

[All PAM-SEN Questions]

CyberArk User Neil is trying to connect to the Target Linux server 192.168.1.164 using a domain account ACME/linuxuser(1 on domain acme.corp using PSM for SSH
server 192.168.65.145.
What is the correct syntax?

A. ssh neil@linuxuser01:acme.corp@192.168.1.164(@192.7168.65.145

B. ssh neil@linuxuser01#acme.corp@192.168.1.164@192.168.65.145
C. ssh neil@linuxuser01@192.168.1.164@192.168.65.145

D. ssh neil@linuxuser01@acme.corp@192.168.1.164@192.168.65.145
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 26
Topic #: 1

[All PAM-SEN Questions]

In addition to bit rate and estimated total duration of recordings per day, what is needed to determine the amount of storage required for PSM recordings?

A. retention period
B. number of PSMs

C. number of users

D. number of targets

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 27
Topic #: 1

[All PAM-SEN Questions]

Which components can connect to a satellite Vault in a distributed Vault architecture?

A. CPM, EPM, PTA
B. PVWA, PSM
C. CPM, PVWA, PSM

D. CPM, PSM

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 28
Topic #: 1

[All PAM-SEN Questions]

You are installing PSM for S5H with AD-Bridge and CyberArkSSHD mode set to integrated for your customer.

Which additional packages do you need to install to meet the customer's needs? (Choose two.)

A. CARKpsmp-infra

B. libssh

C. OpenSSH 7.8 or higher
D. CARKpsmp-ADBridge

E. CARKpsmp-5SHD

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 29
Topic #: 1

[All PAM-SEN Questions]

Which component should be installed on the Vault if Distributed Vaults are used with PSM?

A. RabbitMQ
B. Disaster Recovery

C. Remote Control Client

D. Distributed Vault Server

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 30
Topic #: 1

[All PAM-SEN Questions]

What is the default username for the PSM for SSH maintenance user when InstallCyberarkSSHD is set to yes?

A. proxymng
B. psmp_maintenance

C. psmpmaintenanceuser

D. psmpmnguser

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 31
Topic #: 1

[All PAM-SEN Questions]

Which parameter must be identical for both the Identity Provider (IdP) and the PYWA?

A. |dP "EntitylD" and "PartnerldentityProvider Name" in PVWA saml.config file
B. IdP "User name" and "SingleSignOnServiceUrl" in PYWA saml.config file

C. |dP "Audience” and "ServiceProviderName” in the PVWA saml.config file

D. |dP "Secure hash algorithm” and "Certificate” in the PYWA saml.config file

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 32
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[All PAM-SEN Questions]

All 80 employees from your satellite Tokyo office are complaining that browsing the PVWA site is very slow; however, your New York headquarters users are not
experiencing this. The current PAM solution is:

2 distributed Vaults, the primary one in New York and a satellite in Tokyo

2 PVWA servers, both in New York with load balancing configured

2 PSM servers, both in New York without load balancing configured

1 CPM server in New York

All PYWA, PSM, and CPM servers are connected to the primary Vault

Which proposal optimally resolves the performance issue while minimizing the impact to production?

A. Install two new PVWA servers in Tokyo data center, configure load balancing, connect to the local satellite Vault and provide the URL of new PVWA servers to the
local employees.

B. Install two new PVWA servers in New York data center, configure load balancing and have them connect to the satellite Vault in Tokyo.

C. Install two new PSM servers in the Tokyo data center, configure load balancing, connect to the local satellite vault, and inform the local employees to browse using
the same PVWA URL.

D. Change the current distributed Vaults architecture, migrate back to a Primary-DR architecture, install two new PYWA servers in the Tokyo data center and confiqure
load balancing. Connect to the local DR Vault and provide the URL of new PVWA servers to the local employees.

Show Suggested Answer
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Question #: 33

Topic #: 1

[All PAM-SEN Questions]

You have been asked to limit a platform called “Windows_Servers” to safes called "WindowsDC1" and “WindowsDC2". The platform must not be assigned to any other
safe.
What is the correct way to accomplish this?

A. Edit the "Windows_Servers” platform, expand “Automatic Password Management”, then select General and modify "AllowedSafes” to be (WindowsDC1)|
(WindowsDC2).

B. Edit the “Windows_Servers” platform, expand "Automatic Password Management”, then select Options and modify “AllowedSafes” to be (Win*).
C. Edit the "WindowsDC1" and “WindowsDC2" safes through Safe Management, Add "Windows_Servers” to the “AllowedPlatforms”.

D. Log in to PrivateArk using an Administrative user, Select File, Server File Categories, Locate the category "WindowsServersAllowedSafes” and specify
“WindowsDC1,WindowsDC2".

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 34
Topic #: 1

[All PAM-SEN Questions]
The account used to install a PVYWA must have ownership of which safes? (Choose two.)

A. Vaultinternal

B. PYWAConfig

C. System

D. Notification Engine

E. PYWAReports

Show Suggested Answer
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Question #: 35
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[All PAM-SEN Questions]

DRAG DROP -
Arrange the steps to install the Password Vault Web Access (PVYWA) in the correct sequence.

Answer Area

Unordered Options Ordered Response

Run the PVWAInstallation.ps1 script in PowerShell
as Administrator.

AN

r—

Run the PVWA_Prerequisites.ps1 script in
Powershell as Administrator.

”

( Run the PVWARegisterComponent.ps1 script with
the Vault password and run the

PVWA _Hardening.ps1 script in PowerShell as
L Administrator.

@
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Question #: 36
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[All PAM-SEN Questions]

Which configuration file and Vault utility are used to migrate the server key to an HSM?

A. DBparm.ini and CAVaultManager.exe
B. VaultKeys.ini and CAVaultManager.exe

C. DBparm.ini and ChangeServerKeys.exe

D. VaultKeys.ini and ChangeServerkeys.exe

Show Suggested Answer
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[All PAM-SEN Questions]

There is a requirement for a password to change between 01:00 and 03:00 on Saturdays and Sundays; however, this does not work consistently.

Which platform setting may be the cause?

A. The Interval setting for the platform is incorrect and must be less than 120.
B. The Immediatelnterval setting for the platform is incorrect and must be greater than or equal to 1.
C. The DaysToRun setting for the platform is incorrect and must be set to Sat,Sun.

D. The HeadStartinterval setting for the platform is incorrect and must be set to 0.

Show Suggested Answer
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[All PAM-SEN Questions]

What must you do to synchronize a new Vault server with an organization's NTP server?

A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.
B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization’s NTP server.

C. Ensure the organization's NTP server is installed in the same location as the Vault server requiring synchronization.

D. Update the AutoSyncExternalObjects configuration in DBEParm.ini on the Vault server to schedule regular synchronization.

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam guestion from CyberArk's PAM-SEN
Question #: 39
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[All PAM-SEN Questions]

You need to add a new PSM server to an existing CyberArk environment.

What is the best way to determine the sizing of this server?

A. Review the "Recommended Server Specifications” for PSMs in the CyberArk Documents website.
B. Use the specifications of any existing PSM and request a server of the same size.
C. Use the CyberArk Support Knowledgebase, search for "PSM Sizing” and locate the Knowledgebase article related to sizing.

D. Refer to the Microsoft Windows website, determine the minimum specifications required for the Operating System you are installing, and then add 4 Gb of RAM and

20 GB of disk.

Show Suggested Answer
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[All PAM-SEN Questions]

Which file must you edit to ensure the PSM for SSH server is not hardened automatically after installation?

A vault.ini
B. user.cred
C. psmpparms

[, psmgw.config

Show Suggested Answer
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Question #: 41
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[All PAM-SEN Questions]

When integrating a Vault with HSM, which file is uploaded to the HSM device?

A. server.key
B. recpub.key
C. recprv.key

D. mdbase.dat

Show Suggested Answer
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Question #: 42
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[All PAM-SEN Questions]
What is a prerequisite step before CyberArk can be configured to support RADIUS authentication?

A. Log on to the PrivateArk Client, display the User properties of the user to configure, run the Authentication method drop-down list, and select RADIUS
authentication.

B. Inthe RADIUS server, define the CyberArk Vault as a RADIUS client/agent.
C. In the Vault installation folder, run CAVaultManager as administrator with the SecureSecretFiles command.

D. Navigate to /Server/Conf and open DBEParm.ini and set the RadiusServersinfo parameter.

Show Suggested Answer
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Actual exam guestion from CyberArk's PAM-SEN
Question #: 43
Topic #: 1

[All PAM-SEN Questions]

A customer wants to store PSM recordings for 100 days and estimates they will have 10 Windows sessions per day for 100 minutes each.

What is the minimum storage required for the Vault and PAReplicate for the PSM recordings?

A.25GB
B. 250 GB
C.300GB

D.5GB

Show Suggested Answer
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[All PAM-SEN Questions]

In large-scale environments, it is important to enable the CPM to focus its search operations on specific Safes instead of scanning all Safes it sees in
the Vault.

How is this accomplished?

A. Administration Options = CPM Settings
B. AllowedSafe Parameter on each platform policy

C. MaxConcurrentConnection parameter on each platform policy

0. Administration = Options = CPM Scanner

Show Suggested Answer
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Topic # 1

[All PAM-SEN Questions]

In addition to disabling Windows services or features not needed for PVWA operations, which tasks does PVWA_Hardening ps1 perform when run?
{Choose two )

A performs IS hardening

B. configures all group policy settings

C. renames the local Administrator Account
D. configures Windows Firewall

E. imports the CyberArk INF configuration

Show Suggested Answer
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Question #: 46
Topic #: 1

[All PAM-SEN Questions]

When SAML authentication is used to sign in to the PYWA, which service performs the actual authentication?

A. Active Directory (AD)
B. Identity Provider (IdP)
C. Service Provider (SP)

D. CyberArk Password Vault Web Access (PYWA)
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[All PAM-SEN Questions]
Which components support load balancing? (Choose two.)

A. CPM
B. PVWA
C. PSM
D. PTA
E. EPV
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Question #: 48
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[All PAM-SEN Questions]
Which method can be used to directly authenticate users to PSM for S5H? (Choose three.)

A. Cyberhrk authentication
B. LDAP authentication

C. RADIUS authentication
D. Windows authentication
E. SAML authentication

F. OpenlD Connect (OIDC) authentication
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[All PAM-SEN Questions]

You are designing the number of PYWASs a customer must deploy. The customer has three data centers with a distributed Vault in each, requires high availability, and

wants to use all Vaults at all times.

How many PVYWAs does the customer need?

A, six or more
B. four
C. two or less

D. three
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[All PAM-SEN Questions]

After installing the Vault, you need to allow Firewall Access for Windows Time service to sync with NTP servers 10.1.1.1 and 10.2.2.2.
What should you do?

A. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/udp.

B. Edit DBParm.ini to add: NTPServer=[10.1.1.1:123/UDP10.2.2.2:123/UDP].

C. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/udp,123:inbound/udp.
D. Edit the Windows Firewall configuration to add a rule for Port 123/udp outbound to 10.1.1.1 and 10.2.2.2.
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[All PAM-SEN Questions]

Which command should be executed to harden a Vault after registering it to Azure?

A. HardenAzureFW.psT
B. ExecuteStage ./Hardening/HardeningConf.xm|

C. HardenVaultFW.ps1

D. ExecuteStage ./Postinstallation/Postinstallation.xm|
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[All PAM-SEN Questions]

Which files does the Vault Installation Wizard prompt you for during the Vault install?

A. Operator CD and License
B. Master CD and License

C. Operator CD and Vault Certificate

D. Master CD and DBparm.ini
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Question #: 53
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[All PAM-SEN Questions]

Which statement is correct about a post-install hardening?

A. The Vault must be hardened during the Vault installation process.
B. After the Vault server is installed, you must join the server to the Enterprise Domain and reboot the host.
C. It is executed after Vault installation by running CAVaultHarden.exe and hardening options can be edited by changing the Hardening.ini file.

D. If it is mandated by an organization's IT governance, you do not have to execute Vault hardening; however, server hardening cannot be reversed.
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[All PAM-SEN Questions]

As a member of a PAM Level-2 support team, you are troubleshooting an issue related to load balancing four PYWA servers at two data centers. You received a note from
your Level-1 support team stating "When testing PVWA website from a workstation, we noticed that the "Source IP of last sign-in” was shown as the VIP (Virtual IP
address) assigned to the four PYWA servers instead of the workstation IP where the PYWA site was launched from.”

Which step should you take?

A. Verify the "LoadBalancerClientAddressHeader” parameter setting in PVWA configuration file Web.config is set to "X-Forwarded-For”.
B. Add the VIP (Virtual IP address) assigned to the four PYWA servers to the certificates issued for all four PYWA servers, if missing.
C. Add a firewall rule to allow the testing workstation to connect to the VIP (Virtual IP address) assigned to the four PVWA servers on Port TCP 443.

D. Edit the dbparm.ini file on the Vault server and add the IP or subnet of the workstation to the whitelist.
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Question #: 55
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[All PAM-SEN Questions]

You are installing the HTMLS gateway on a Linux host using the RPM provided.
After installing the Tomcat webapp, what is the next step in the installation process?

A. Deploy the HTMLS service (guacd).
B. Secure the connection between the guacd and the webapp.
C. Secure the webapp and JWT validation endpoint.

D. Configure ASLR.
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[All PAM-SEN Questions]

What is required before the first CPM can be installed?

A. The environment must have at least one Vault and one PVYWA installed.
B. The Vault environment must have at least one account stored in a safe.

C. Custom platforms must be downloaded from the CyberArk Marketplace.

D. The PSM component must be installed and proper functionality validated.
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[All PAM-SEN Questions]

When configuring RADIUS authentication, which utility is used to create a file containing an encrypted version of the RADIUS secret?

A. CAVaultManager
B. CACert

C. CreateAuthFile

D. CreateCredFile
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Topic #: 1

[All PAM-SEN Questions]

What is the purpose of the CPM_Preinstallation.ps1 script included with the CPM installation package?

A. It prompts for input parameters that will be used to pre-populate form fields in the installation wizard.
B. It automatically installs the CPM, requiring no additional user input.
C. It allows you to install the CPM using a command line approach rather than using the installation wizard.

D. It verifies the NET version installed on the server and sets the IS SSL TLS server configuration.
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Question #: 59
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[All PAM-SEN Questions]
Which tools are used during a CPM renaming process? (Choose two.)

A. APIKeyManager Utility

B. CreateCredFile Utility

C. CPMInDomain_Hardening.ps1
D. PMTerminal.exe

E. Data Execution Prevention
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[All PAM-SEN Questions]
When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GPO.
B. Apply advanced audit on the PSM server.

C. Link GPO to a dedicated OU containing CyberArk PSM servers.

D. Import an INF file to the local machine.

E. Configure AppLocker rules to block running unknown executables.
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[All PAM-SEN Questions]

Which step is required to register a Vault manually in Amazon Web Services using CAVaultManager?

A. Specify Amazon as the cloud vendor using the /CloudVendor Flag
B. After running the postinstall utility, restart the "PrivateArk Server” service
C. Specify the Cloud region using the /CloudRegion flag

D. Specify whether the Vault is distributed or stand alone
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[All PAM-SEN Questions]

What authentication methods can be implemented to enforce Two-Factor Authentication (2FA) for users authenticating to CyberArk using both the PVYWA (through the

browser) and the PrivateArk Client?

A. LDAP and RADIUS
B. CyberArk and RADIUS
C. SAML and Cyber Ark
D. SAML and RADIUS
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[All PAM-SEN Questions]

Which pre-requisite step must be completed before installing a Vault?

A_ Join the server to a domain.
B. Install a clean operating system.

C. Install antivirus software.

0. Copy the master CD to a folder on the Vault server.
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[All PAM-SEN Questions]

Which browser is supported for PSM Web Connectors developed using the CyberArk Plugin Generator Utility (PGU)?

A. Internet Explorer
B. Google Chrome
C. Opera

D. Firefox
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