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Question #1 Topic 1

Which two tools can be used to configure Cloud NGFWs for AWS? (Choose two.)

A. Prisma Cloud management console
B. Cortex XSIAM
C. Cloud service provider (CSP) management console

D. Panorama

Suggested Answer: CD

Currently there are no comments in this discussion, be the first to comment!



Question #2 Topic 1

In which two applications can Prisma Access threat logs for mobile user traffic be reviewed? (Choose two.)

A. Prisma Cloud dashboard
B. Strata Cloud Manager (SCM)
C. Strata Logging Service

D. Service connection firewall

Suggested Answer: BC

Currently there are no comments in this discussion, be the first to comment!



Question #3 Topic 1

A network security engineer needs to implement segmentation but is under strict compliance requirements to place security enforcement as close
as possible to the private applications hosted in Azure.
Which deployment style is valid and meets the requirements in this scenario?

A. On a PA-Series NGFW, configure several Layer 3 zones with Layer 3 interfaces assigned to logically segment the network.
B. On a VM-Series NGFW, configure several Layer 3 zones with Layer 3 interfaces assigned to logically segment the network.
C. On a VM-Series NGFW, configure several Layer 2 zones with Layer 2 interfaces assigned to logically segment the network.

D. On a PA-Series NGFW, configure several Layer 2 zones with Layer 2 interfaces assigned to logically segment the network.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #4 Topic 1

When adding a Zero Touch Provisioning (ZTP) firewall to Panorama, when can the firewall be powered on?

A. During license activation
B. After activating registration and completing license deployment profile
C. After all required installation and setup procedures are completed

D. During installation

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #5 Topic 1

Which profile can help prevent the transmission of sensitive information to internet applications?

A. Antivirus
B. Data Filtering
C. Anti-spyware

D. URL Filtering

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #6 Topic 1

How do template stacks help manage firewall configurations in Panorama?

A. By grouping templates across multiple firewalls
B. By creating template variables for permanent configurations in firewalls
C. By creating a diagram of the network for a view of all firewalls

D. By handling firmware updates across multiple firewalls

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #7 Topic 1

Which subscription sends non-file format-based traffic that matches Data Filtering profile criteria to a cloud service to render a verdict?

A. SaaS Security Inline

B. Enterprise DLP

C. Advanced URL Filtering
D. Advanced WildFire

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #8 Topic 1

A cloud security architect is designing a certificate management strategy for Strata Cloud Manager (SCM) across hybrid environments.
Which practice ensures optimal security with low management overhead?

A. Implement separate certificate authorities with independent validation rules for each cloud environment.
B. Configure manual certificate deployment with quarterly reviews and environment-specific security protocols.
C. Use cloud provider default certificates with scheduled synchronization and localized renewal processes.

D. Deploy centralized certificate automation with standardized protocols and continuous monitoring.

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #9 Topic 1

Which two prerequisites must be evaluated when decrypting internet-bound traffic? (Choose two.)

A. Incomplete certificate chains
B. RADIUS profile
C. Certificate pinning

D. SAML certificate

Suggested Answer: AC

Currently there are no comments in this discussion, be the first to comment!



Question #10 Topic 1

In which order does an NGFW process URL categories for Security policy?

A. 1. External dynamic lists
2. Custom URL categories
3. Predefined categories

B. 1. Custom URL categories

N

. External dynamic lists
3. Predefined categories

C. 1. Custom URL categories
2. Predefined categories
3. External dynamic lists

D. 1. Predefined categories

N

. External dynamic lists

w

. Custom URL categories

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #11 Topic 1

What must be configured to successfully onboard a Prisma Access remote network using Strata Cloud Manager (SCM)?

A. Cloud Identity Engine
B. GlobalProtect agent
C. IPSec termination node

D. Autonomous Digital Experience Manager (ADEM)

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #12 Topic 1

Which zone is available for use in Prisma Access?

A. Clientless VPN
B. DMZ
C. Interzone

D. Intrazone

Suggested Answer: D

Community vote distribution
A (100%)

B & edmuffins 1 month, 2 weeks ago

Selected Answer: A

Prisma Access operates in 3 zones - Trust, Untrust and Clientless VPN:

https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/prisma-access-zones
upvoted 3 times


https://www.examtopics.com/user/edmuffins/
https://www.examtopics.com/user/edmuffins/
https://www.examtopics.com/user/edmuffins/

Question #13 Topic 1

Which firewall attribute simplifies rule creation and automatically adapts to changes in server roles or security posture based on log events?

A. Dynamic Address Groups
B. Dynamic User Groups
C. Predefined IP addresses

D. Address objects

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #14 Topic 1

What is a necessary step for creation of a custom Prisma Access report on Strata Cloud Manager (SCM)?

A. Open a support ticket.
B. Configure a dashboard.
C. Generate a PDF summary report.

D. Set up Cloud Identity Engine.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #15 Topic 1

Which feature of Saa$ Security will allow a firewall administrator to identify unknown SaaS applications in an environment?

A. App-ID Cloud Engine
B. SaaS Data Security
C. Cloud Identity Engine
D. App-ID

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #16 Topic 1

When a rule has been set up to block uploading all Portable Executable (PE) files, which type of log will display blocked files that attempt to
traverse the network?

A. Traffic
B. Data filtering
C. URL filtering
D. Threat

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #17 Topic 1

A network security engineer wants to forward Strata Logging Service data to tools used by the security operations center (SOC) for further
investigation.

In which best practice step of Palo Alto Networks Zero Trust does this fit?

A. Implementation
B. Standards and Designs
C. Map and Verify Transactions

D. Report and Maintenance

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #18 Topic 1

Using Prisma Access, which solution provides the most security coverage of network protocols for the mobile workforce?

A. Enterprise browser
B. Explicit proxy
C. Client-based VPN

D. Clientless VPN

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #19 Topic 1

Which Security policy on a data center NGFW will block intrazone traffic in Zone Colorado for the Dynamic User Group "Testers" and custom
application "Payment System"?

A. Source & Destination Zone = Colorado
Users = Testers -

Application = Payment System -
Action = Deny

B. Source & Destination Zone = Colorado
Users = Testers -

Application = Any -
Action = Deny

C. Source Zone = Colorado -
Destination Zone = LA -
Users = Testers -

Application = Payment System -
Action = Deny

D. Source Zone = Colorado -
Destination Zone = LA -
Users = Testers -

Application = Any -
Action = Deny

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #20 Topic 1

A primary firewall in a high availability (HA) pair is experiencing a current failover issue with ICMP pings to a secondary device.
Which metric should be reviewed for proper ICMP pings between the firewall pair?

A. Non-functional state
B. Bidirectional Forwarding Detection (BFD)
C. Link monitoring

D. Heartbeat polling

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #21 Topic 1

After a firewall is associated with Strata Cloud Manager (SCM), which two additional actions are required to enable management of the firewall
from SCM? (Choose two.)

A. Install a device certificate.
B. Configure a Security policy allowing "stratacloudmanager.paloaltonetworks.com" for all users.
C. Configure NTP and DNS servers for the firewall.

D. Deploy a service connection for each branch site and connect with SCM.

Suggested Answer: AD

Community vote distribution
AC (100%)

E & 0b4d744 1 month ago
Both of these are necessary. B is not necessary because of the default rules out of the box and D is not because it applies to specific architectures
(like Prisma Access), not basic SCM firewall management.
upvoted 1 times

E & edmuffins 1 month, 2 weeks ago
Configure NTP and DNS servers for the firewall: You must configure the firewall's DNS and NTP servers because this is required for the firewall to
successfully connect to Strata Cloud Manager and to install software and content updates
upvoted 1 times


https://www.examtopics.com/user/0b4d744/
https://www.examtopics.com/user/0b4d744/
https://www.examtopics.com/user/0b4d744/
https://www.examtopics.com/user/edmuffins/
https://www.examtopics.com/user/edmuffins/
https://www.examtopics.com/user/edmuffins/

Question #22 Topic 1

In which order is Prisma SD-WAN dynamic path selection performed?

A. 1. Determine potential paths based on policy.
2. Determine link quality.
. Measure application performance.

~ w

. Measure link capacity.

. 1. Measure link capacity.

. Measure application performance.

. Determine link quality.

. Determine potential paths based on policy.

. 1. Determine potential paths based on policy.
. Measure application performance.
. Determine link quality.
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. Measure link capacity.

. 1. Determine link quality.
. Measure link capacity.
. Measure application performance.
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. Determine potential paths based on policy.

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #23 Topic 1

Which two frameworks are compared in the Compliance Summary dashboard of Strata Cloud Manager (SCM)? (Choose two.)

A. GDPR
B. NIST

C. PCI-DSS
D.CIS

Suggested Answer: BD

Currently there are no comments in this discussion, be the first to comment!



Question #24 Topic 1

Which NGFW tool should be reviewed when a management team wants feedback on how to reduce the attack surface of their network security
deployment and how it maps to the Center for Internet Security (CIS) Critical Security Controls?

A. Executive summary report
B. Policy Optimizer
C. Best Practice Assessment (BPA)

D. Command Center

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #25 Topic 1

A network engineer pushes specific Panorama reports of new Al URL category types to branch NGFWs.
Which two report types achieve this goal? (Choose two.)

A Al
B. PDF summary
C. Custom

D. SNMP

Suggested Answer: AC

Community vote distribution
BC (100%)

B & edmuffins 1 month, 2 weeks ago

Selected Answer: BC

Al is not a report type.
upvoted 1 times


https://www.examtopics.com/user/edmuffins/
https://www.examtopics.com/user/edmuffins/
https://www.examtopics.com/user/edmuffins/

Question #26 Topic 1

Which two types of logs must be forwarded to Strata Logging Service for loT Security to function? (Choose two.)

A. WildFire

B. Enhanced application
C. Threat

D. Traffic

Suggested Answer: CD

E & d624435 1 week, 6 days ago
The loT- Device Security needs Enhanced Application logging enabled and at minimum Traffic logs:
https://docs.paloaltonetworks.com/iot/getting-started/prepare-your-firewall-for-iot-security
Threat, WF and URL logs is enhancing the device secuirty for vulnerability evaluation.
upvoted 1 times


https://www.examtopics.com/user/d624435/
https://www.examtopics.com/user/d624435/
https://www.examtopics.com/user/d624435/

Question #27 Topic 1

Which two modes should be enabled on the GlobalProtect agent to allow a subset of users to connect directly to SaaS and internal applications
while allowing the remaining users to connect through third-party VPN? (Choose two.)

A. Remote desktop protocol (RDP)
B. Proxy
C. Tunnel

D. Clientless

Suggested Answer: BC

Currently there are no comments in this discussion, be the first to comment!



Question #28 Topic 1

In which security profile is credential phishing prevention implemented?

A. URL Filtering
B. Vulnerability Protection
C. Antivirus

D. Anti-spyware

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #29 Topic 1

How does PAN-0S identify App-IDs to perform application-layer inspection?

A. From predefined static rules based on IP addresses and ports configured by the administrator
B. From inspection of SSL certificates, cloud-based metadata, and manual application classification by the administrator
C. From periodic updates that categorize web traffic based on domain names, focusing on web-browsing activities

D. From multiple classification mechanisms - application signatures, application protocol decoding, and heuristics

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #30 Topic 1

Which GlobalProtect configuration is recommended for granular security enforcement of remote user device posture?

A. Applying log at session end to all GlobalProtect Security policies
B. Configuring host information profile (HIP) checks for all mobile users
C. Configuring a rule that blocks the ability of users to disable GlobalProtect while accessing internal applications

D. Implementing multi-factor authentication (MFA) for all users attempting to access internal applications

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



