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Topic 1Question #1

Review the VPN configuration shown in the exhibit.

What is the Forward Error Correction behavior if the SD-WAN network traffic download is 500 Mbps and has 8% of packet loss in the

environment?

A. 1 redundant packet for every 10 base packets

B. 3 redundant packet for every 5 base packets

C. 2 redundant packet for every 8 base packets

D. 3 redundant packet for every 9 base packets

Suggested Answer: A

Community vote distribution



  arielon Highly Voted  1 year, 5 months ago

Selected Answer: A

It's A."The FEC base and redundant values are used when the link quality has not exceeded the limits specified in the FEC profile mapping"

upvoted 8 times

  ac89l 11 months, 2 weeks ago

but it did exceed

you should review this:

https://docs.fortinet.com/document/fortigate/7.0.11/cli-reference/367620/config-vpn-ipsec-fec

bandwidth-bi-threshold: Apply FEC parameters when available bi-bandwidth is >= threshold

So it is "greater or equal"

So if equal , then B is correct.

upvoted 2 times

  Rony_Moussa Most Recent  5 months, 2 weeks ago

The exam was changed, anyone has new dump ?

upvoted 3 times

  BB_norway 8 months, 1 week ago

Can someone who took the exam recently confirm if those questions are still valid as of April 2024?

upvoted 1 times

  HongHCMC 9 months, 1 week ago

A is correct as 500Mbps has not exceeded 5000000 (5G) specified in the profile

upvoted 2 times

  node345 10 months, 1 week ago

5000000 Kbps are 5Gbps and not 500Mbps. Correct answer is A.

upvoted 3 times

  ac89l 11 months, 2 weeks ago

Selected Answer: B

you should review this:

https://docs.fortinet.com/document/fortigate/7.0.11/cli-reference/367620/config-vpn-ipsec-fec

bandwidth-bi-threshold: Apply FEC parameters when available bi-bandwidth is >= threshold

So it is "greater or equal"

So if equal , then B is correct.

upvoted 3 times

  re_j0hn 1 year ago

B is correct.

upvoted 1 times

  BozoPin 1 year, 2 months ago

Selected Answer: A

Excactly that, what arielon wrote

upvoted 1 times

  ama6 1 year, 3 months ago

Correct is C :

The FEC configuration in the exhibit specifies that if the packet loss is greater than 10%, then the FEC

mapping will be 8 base packets and 2 redundant packets. The download bandwidth of 500 Mbps is not

greater than 950 Mbps, so the FEC mapping is not overridden by the bandwidth setting. Therefore, the

FEC behavior will be 2 redundant packets for every 8 base packets.

Here is the explanation of the FEC mappings in the exhibit:

Packet loss greater than 10%:8 base packets and 2 redundant packets.

Upload bandwidth greater than 950 Mbps:9 base packets and 3 redundant packets.

The mappings are matched from top to bottom, so the first mapping that matches the conditions will be

used. In this case, the first mapping matches because the packet loss is greater than 10%. Therefore, the

FEC behavior will be 2 redundant packets for every 8 base packets.

A (60%) B (40%)
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Reference: https://docs.fortinet.com/document/fortigate/7.0.0/new-features/169010/adaptive-

forward-error-correction-7-0-2

upvoted 1 times

  Davidrichard 1 year, 4 months ago

Selected Answer: B

B is correct

https://docs.fortinet.com/document/fortigate/7.0.0/new-features/169010/adaptive-forward-error-correction-7-0-2

upvoted 3 times

https://www.examtopics.com/user/Davidrichard/
https://www.examtopics.com/user/Davidrichard/
https://www.examtopics.com/user/Davidrichard/


  HongHCMC 3 months, 1 week ago

PDQ stands for packet descriptor queue so B and E is correct

upvoted 1 times

  node345 4 months, 1 week ago

Selected Answer: A

Enabling bandwidth control can smooth burst traffic and keep the XAUI ports from getting overwhelmed and dropping sessions. Since the ISF has

a larger buffer it may be able to handle more traffic.

https://docs.fortinet.com/document/fortigate/7.4.3/hardware-acceleration/834580/enabling-bandwidth-control-between-the-isf-and-np6-xaui-

ports-to-reduce-the-number-of-dropped-egress-packets

This command displays the number of dropped packets for the selected NP6 processor.

https://docs.fortinet.com/document/fortigate/7.4.2/hardware-acceleration/48875/diagnose-npu-np6-dce-np6-id-number-of-dropped-np6-packets

It is not accumulated counter.

upvoted 1 times

  ama6 9 months, 3 weeks ago

Corret

B and E

upvoted 4 times

  Noidea 11 months, 1 week ago

B and E

upvoted 3 times

Topic 1Question #2

You are running a diagnose command continuously as traffic flows through a platform with NP6 and you obtain the following output:

Given the information shown in the output, which two statements are true? (Choose two.)

A. Enabling bandwidth control between the ISF and the NP will change the output

B. The output is showing a packet descriptor queue accumulated counter

C. Enable HPE shaper for the NP6 will change the output

D. Host-shortcut mode is enabled

E. There are packet drops at the XAUI

Suggested Answer: B

Community vote distribution

A (100%)
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  jeabcpe 2 months, 2 weeks ago

I don't see this question in my exam.

upvoted 1 times

  re_j0hn 6 months, 1 week ago

Three options - CSV, API and Report.

Correct answers are A and C.

upvoted 2 times

  ama6 9 months, 3 weeks ago

A and C

FortiSIEM supports two methods for importing user defined Lookup Table Data:

Report: You can import lookup table data from a report. This is the most common method for importing lookup table data.

API: You can also import lookup table data using the FortiSIEM API. This is a more advanced method that allows you to import lookup table data

programmatically.

upvoted 4 times

  Davidrichard 10 months ago

Selected Answer: AC

A and C

upvoted 3 times

  Noidea 11 months, 1 week ago

Agreed: AC

upvoted 3 times

  arielon 11 months, 2 weeks ago

Selected Answer: AC

https://help.fortinet.com/fsiem/6-5-0/Online-Help/HTML5_Help/importing_lookup_table_data.htm

upvoted 4 times

Topic 1Question #3

Which two methods are supported for importing user defined Lookup Table Data into the FortiSIEM? (Choose two.)

A. Report

B. FTP

C. API

D. SCP

Suggested Answer: AC

Community vote distribution

AC (100%)
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  musaabghanem Highly Voted  10 months, 1 week ago

Selected Answer: B

https://docs.fortinet.com/document/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0-1

upvoted 9 times

  HongHCMC Most Recent  3 months, 1 week ago

Selected Answer: B

This is stated in the document.

upvoted 1 times

  HongHCMC 3 months, 1 week ago

Both B and D are correct. But only one answer are selected. Confusion here

upvoted 1 times

  pitz 9 months ago

Selected Answer: B

https://docs.fortinet.com/document/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0-1

upvoted 4 times

  ama6 9 months, 3 weeks ago

D is correct

FortiGate NAC LAN Segments are a feature that allows users to assign different VLANs to different LAN segments without changing the IP

address of hosts or bouncing the switch port. This provides physical isolation while maintaining firewall sessions and avoiding DHCP issues. One

benefit of using FortiGate NAC LAN Segments is that it allows for assignment of dynamic address objects matching NAC policy.

upvoted 2 times

Topic 1Question #4

What is the benefit of using FortiGate NAC LAN Segments?

A. It provides support for multiple DHCP servers within the same VLAN

B. It provides physical isolation without changing the IP address of hosts

C. It provides support for IGMP snooping between hosts within the same VLAN

D. It allows for assignment of dynamic address objects matching NAC policy

Suggested Answer: B

Community vote distribution

B (100%)
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  Davidrichard Highly Voted  4 months ago

Selected Answer: CD

https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/1458/configuring-outbound-settings-in-fortimail

https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/963264/configuring-outbound-settings-in-office-365

upvoted 5 times

  BozoPin Most Recent  2 months, 4 weeks ago

Selected Answer: CD

Additionally to the other answers, I guess the IPs are more needed than the FQDN.

https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide

upvoted 2 times

  pitz 3 months ago

Selected Answer: CD

there is no option to add FQDN in sender filed in access control policy.

upvoted 2 times

  ama6 3 months, 3 weeks ago

A and D

A: The FortiMail access control rule to relay from Office 365 servers FQDN is missing.

If the access control rule to relay from Office 365 servers FQDN is missing, then FortiMail will not be able to send emails to Office 365. This is

because the access control rule specifies which IP addresses or domains are allowed to relay emails through FortiMail.

B: A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.

If the Mail Flow connector from the Exchange Admin Center is not set properly to the FortiMail Cloud FQDN, then Office 365 will not be able to

send emails to FortiMail. This is because the Mail Flow connector specifies which SMTP server is used to send emails to external recipients

upvoted 1 times

  pplee_sh 3 months, 3 weeks ago

Selected Answer: CD

Correct, should be C and D

upvoted 2 times

  pplee_sh 4 months, 2 weeks ago

Answer seen to be AD as refer to https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/963264/configuring-outbound-settings-in-office-

365

upvoted 2 times

Topic 1Question #5

You are troubleshooting a FortiMail Cloud service integrated with Office 365 where outgoing emails are not reaching the recipients’ mail.

What are two possible reasons for this problem? (Choose two.)

A. The FortiMail access control rule to relay from Office 365 servers FQDN is missing

B. The FortiMail DKIM key was not set using the Auto Generation option

C. The FortiMail access control rules to relay from Office 365 servers public IPs are missing.

D. A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN

Suggested Answer: CD

Community vote distribution

CD (100%)
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  Viewable8041 Highly Voted  1 year, 4 months ago

Selected Answer: CD

Has to be C and D.

A is not correct, as the mapping is only done by variables and meta fields, not by Interface roles

B is not a jinja syntax

C could be but jinja should also understand the variable without spaces, so this is my best guess

D is correct

E is wrong

upvoted 8 times

  kinge2 Most Recent  3 months, 3 weeks ago

Selected Answer: DE

DE correct

upvoted 1 times

  kinge2 4 months ago

Selected Answer: DE

Topic 1Question #6

Refer to the exhibit.

FortiManager is configured with the Jinja Script under CLI Templates shown in the exhibit.

Which two statements correctly describe the expected behavior when running this template? (Choose two.)

A. The Jinja template will automatically map the interface with “WAN” role on the managed FortiGate

B. The template will work if you change the variable format to $(WAN).

C. The template will work if you change the variable format to {{ WAN }}.

D. The administrator must first manually map the interface for each device with a meta field

E. The template will fail because this configuration can only be applied with a CLI or TCL script.

Suggested Answer: CD

Community vote distribution

CD (69%) DE (23%) 8%
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DE is the better answer

upvoted 1 times

  node345 10 months, 1 week ago

Selected Answer: CD

C and D are correct.

upvoted 1 times

  ac89l 11 months, 2 weeks ago

Selected Answer: DE

I will go with DE

This script cannot be used as jinja

https://docs.fortinet.com/document/fortimanager/7.2.0/new-features/761880/jinja2-template-sample-scripts

upvoted 1 times

  ama6 1 year, 3 months ago

still going with

D and E

upvoted 1 times

  ama6 1 year, 4 months ago

D and E are correct

D. The administrator must first manually map the interface for each device with a meta field. The Jinja template in the exhibit is expecting a

meta field called WAN to be set on the managed FortiGate. This meta field will specify which interface on the FortiGate should be assigned the

"WAN" role. If the meta field is not set, then the template will fail. E. The template will fail because this configuration can only be applied with a

CLI or TCL script. The Jinja template in the exhibit is trying to configure the interface role on the managed FortiGate. This type of configuration

can only be applied with a CLI or TCL script. The Jinja template will fail because it is not a valid CLI or TCL script.

upvoted 2 times

  Davidrichard 1 year, 4 months ago

Selected Answer: AD

A and D seems correct

https://docs.fortinet.com/document/fortimanager/7.2.0/new-features/761880/jinja2-template-sample-scripts

upvoted 1 times
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  jeabcpe 2 months, 2 weeks ago

I don't see this question in my exam.

upvoted 1 times

  Viewable8041 10 months ago

Selected Answer: D

Seems to be correct

upvoted 4 times

Topic 1Question #7

SD-WAN is configured on a FortiGate. You notice that when one of the internet links has high latency the time to resolve names using DNS

from FortiGate is very high.

You must ensure that the FortiGate DNS resolution times are as low as possible with the least amount of work.

What should you configure?

A. Configure local out traffic to use the outgoing interface based on SD-WAN rules with a manual defined IP associated to a loopback

interface and configure an SD-WAN rule from the loopback to the DNS server.

B. Configure an SD-WAN rule to the DNS server and use the FortiGate interface IPs in the source address.

C. Configure two DNS servers and use DNS servers recommended by the two internet providers.

D. Configure local out traffic to use the outgoing interface based on SD-WAN rules with the interface IP and configure an SD-WAN rule to

the DNS server.

Suggested Answer: D

Community vote distribution

D (100%)
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Topic 1Question #8

Refer to the exhibits.

Exhibit A -

Exhibit B -



Exhibit C -

A customer is trying to set up a VPN with a FortiGate, but they do not have a backup of the configuration. Output during a troubleshooting

session is shown in the exhibits A and B and a baseline VPN configuration is shown in Exhibit C.

Referring to the exhibits, which configuration will restore VPN connectivity?

A. 

B. 

C. 



  Noidea Highly Voted  1 year, 5 months ago

NPU_flag 03 both ingress and egress will be offloaded

upvoted 6 times

  kinge2 Most Recent  4 months ago

Selected Answer: D

NPU off load does not restore connectivity, other than accelrating VPN, It only allow viewing of logs

upvoted 1 times

  dspavvn 7 months, 3 weeks ago

It is more likely to be B as the peer ID in exhibit A states CN = gftdc01.example.com with peer-id-auth: yes, so it requires this specific peer ID, and

in A, C, D the peer ID is "vpn-hub02-1_peer", which means the peer ID will be wrong.

A cannot be because its IKEv1.

C has disabled offloading, which does not affect the tunnel status but is not the same as the exhibit B, so cannot be correct based on that.

D has everything correct, but using digital signature for auth, cannot verify this on any of the outputs and as the default auth-method is PSK, and

they do not have a config backup, so no certificate to use if it was the case, makes D wrong too.

B, based on the above, and the default for PSK setting for peer-id is accept all, is the only plausible option.

upvoted 1 times

  node345 10 months, 1 week ago

Selected Answer: D

npu_flag=03. D is correct

upvoted 1 times

  pitz 1 year, 2 months ago

Selected Answer: C

The output in Exhibit A shows that the VPN tunnel is not established because the peer IP address is incorrect. The output in Exhibit B shows that

the peer IP address is 192.168.1.100, but the baseline VPN configuration in Exhibit C shows that the peer IP address should be 192.168.1.101. To

restore VPN connectivity, you need to change the peer IP address in the VPN tunnel configuration to 192.168.1.101. The correct configuration is

shown below:

config vpn ipsec phase1-interface

edit "wan"

set peer-ip 192.168.1.101

set peer-id 192.168.1.101

set dhgrp 1

set auth-mode psk

set psk SECRET_PSK

next

end

Option A is incorrect because it does not change the peer IP address. Option B is incorrect because it changes the peer IP address to

192.168.1.100, which is the incorrect IP address. Option D is incorrect because it does not include the necessary configuration for the VPN tunnel

upvoted 1 times

D. 

Suggested Answer: D

Community vote distribution

D (80%) C (20%)
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  ac89l 11 months, 2 weeks ago

my man, where do you see those addresses?

upvoted 1 times

  ama6 1 year, 3 months ago

Correct answer is C

upvoted 1 times

  pplee_sh 1 year, 3 months ago

Selected Answer: D

NPU_Flag 03

upvoted 3 times

  Viewable8041 1 year, 4 months ago

Selected Answer: D

As Noidea and pwatchpk

upvoted 3 times

  semsemccie 1 year, 4 months ago

Selected Answer: C

Correct answer is C

upvoted 1 times

  pwatchpk 1 year, 5 months ago

D is correct

upvoted 4 times
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  Noidea Highly Voted  1 year, 5 months ago

A: Default interval = 100ms. It can miss 2. So 2x300ms = 600ms

upvoted 6 times

  kinge2 Most Recent  4 months ago

Selected Answer: A

100 x 3 - 300 x 2 - 600

upvoted 1 times

  node345 10 months, 1 week ago

Selected Answer: A

hb-interval = 3 (3x100ms)

hb-lost-threshold = 2

2 x 300ms = 600 ms . A is correct

upvoted 1 times

  pitz 1 year, 2 months ago

Selected Answer: A

A is correct

upvoted 2 times

  BozoPin 1 year, 2 months ago

Selected Answer: A

Yes, he is...

upvoted 1 times

  ama6 1 year, 3 months ago

Topic 1Question #9

An HA topology is using the following configuration:

Based on this configuration, how long will it take for a failover to be detected by the secondary cluster member?

A. 600ms

B. 200ms

C. 300ms

D. 100ms

Suggested Answer: A

Community vote distribution

A (100%)
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Sorry guys Noidea is correct the AW is A

upvoted 2 times

  ama6 1 year, 3 months ago

B is correct

in the exhibit HA heartbeat interval is 100ms and before a failover is detected is 2

2x100= 200ms

upvoted 1 times

  Davidrichard 1 year, 4 months ago

Selected Answer: A

https://docs.fortinet.com/document/fortigate/7.4.0/administration-guide/489324/failover-protection

upvoted 3 times

  pwatchpk 1 year, 5 months ago

A is correct.

upvoted 2 times

https://www.examtopics.com/user/ama6/
https://www.examtopics.com/user/ama6/
https://www.examtopics.com/user/ama6/
https://www.examtopics.com/user/Davidrichard/
https://www.examtopics.com/user/Davidrichard/
https://www.examtopics.com/user/Davidrichard/
https://www.examtopics.com/user/pwatchpk/
https://www.examtopics.com/user/pwatchpk/
https://www.examtopics.com/user/pwatchpk/


  Noidea Highly Voted  11 months, 1 week ago

Local means objects will not be synchronized to and from this device (CLI Reference Guide).

So they will not by synced on FGT_2. My guess is D is correct

upvoted 7 times

  dspavvn Most Recent  1 month, 2 weeks ago

The root sends its global CMDB objects to FGTB-1, which has configuration-sync set to local, so FGTB-1 will not import objects sent by the root.

However, FGTB-1 will still forward these messages downstream to FGTC, which has configuration-sync set to default, so FGTC will receive and

synchronize the objects sent from the root FortiGate (FGTA-1).

upvoted 1 times

  node345 4 months, 1 week ago

Selected Answer: D

Exactly the same example. D is correct.

https://docs.fortinet.com/document/fortigate/6.4.0/new-features/520820/improvements-to-synchronizing-objects-across-the-security-fabric-6-4-4

upvoted 1 times

  ac89l 5 months, 2 weeks ago

Selected Answer: D

https://docs.fortinet.com/document/fortigate/6.4.0/new-features/520820/improvements-to-synchronizing-objects-across-the-security-fabric-6-4-4

upvoted 2 times

  pitz 9 months ago

Selected Answer: C

local: Global CMDB objects will not be synchronized to and from this device. Since FGT-3 is connected FGT-2 and root hence objects will not be

synchronized to FGT-3 as well. So I am going with C.

Topic 1Question #10

Refer to the exhibit.

You have deployed a security fabric with three FortiGate devices as shown in the exhibit.

FGT_2 has the following configuration:

FGT_1 and FGT_3 are configured with the default setting.

Which statement is true for the synchronization of fabric-objects?

A. Objects from the FortiGate FGT_2 will be synchronized to the upstream FortiGate

B. Objects from the root FortiGate will only be synchronized to FGT_2

C. Objects from the root FortiGate will not be synchronized to any downstream FortiGate

D. Objects from the root FortiGate will only be synchronized to FGT_3

Suggested Answer: D

Community vote distribution

D (88%) 13%
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upvoted 1 times

  BozoPin 9 months ago

Selected Answer: D

Noidea has the right idea...

upvoted 2 times

  ama6 9 months, 1 week ago

Still C

The fabric-object-unification setting on FGT_2 is set to local, which means that objects will not be synchronized to any other FortiGate devices in

the security fabric. The default setting for fabric-object-unification is default, which means that objects will be synchronized from the root

FortiGate to all downstream FortiGate devices.

Since FGT_2 is not the root FortiGate and the fabric-object-unification setting is set to local, objects from the root FortiGate will not be

synchronized to FGT_2.

upvoted 1 times

  ama6 9 months, 3 weeks ago

C is correct

https://docs.fortinet.com/document/fortigate/6.4.0/administration-guide/880913/synchronizing- objects-across-the-security-fabric

upvoted 1 times

  Viewable8041 10 months ago

Selected Answer: D

I am with Noidea

upvoted 2 times
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Topic 1Question #11

Refer to the exhibit.

You are operation an internal network with multiple OSPF routers on the same LAN segment. FGT_3 needs to be added to the OSPF network

and has the configuration shown in the exhibit. FGT_3 is not establishing any OSPF connection.

What needs to be changed to the configuration to make sure FGT_3 will establish OSPF neighbors without affecting the DR/BDR election?

A. 



  Noidea Highly Voted  1 year, 5 months ago

Correct: B

upvoted 5 times

  ama6 Most Recent  1 year, 3 months ago

Correct: B

upvoted 1 times

  Viewable8041 1 year, 4 months ago

Selected Answer: B

A priority value of 0 means that the routing device never becomes the designated router. A value of 1 means that the routing device has the least

chance of becoming a designated router.

upvoted 2 times

  ac89l 11 months, 2 weeks ago

why not D

upvoted 2 times

B. 

C. 

D. 

Suggested Answer: B

Community vote distribution

B (100%)
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  DarKMmve 2 months, 3 weeks ago

I'm going to say because a Ethernet lan segment is a broadcast type network. Ie, you can broadcast ARP request to find a MAC address

associated to an IP

upvoted 1 times
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  ama6 3 months, 3 weeks ago

correct : A and D

upvoted 2 times

  Noidea 5 months ago

AD using ellimination.

upvoted 3 times

Topic 1Question #12

A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not able to

access their website during a sale event. But for clients that were able to connect, the website works fine.

CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and the

bandwidth utilization is under 30%.

Which two options can resolve this situation? (Choose two.)

A. Change the persistence rule to LB_PERSIS_SSL_SESS_ID

B. Add more web servers to the real server pool

C. Disable SSL between the FortiADC and the web servers

D. Add a connection-pool to the FortiADC virtual server

Suggested Answer: A
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  jr01239a 4 months, 1 week ago

B and E. https://docs.fortinet.com/document/fortiweb/7.4.2/administration-guide/608374/ip-reputation-blocklisting-source-ips-with-poor-

reputation

Fortinet compiles a reputation for each public IP address. Clients will have poor reputations if they have been participating in attacks, willingly or

otherwise. Because blacklisting innocent clients is equally undesirable, Fortinet also restores the reputations of clients that improve their

behavior. This is crucial when an infected computer is cleaned, or in DHCP or PPPoE pools where an innocent client receives an IP address that

was previously leased by an attacker.

upvoted 1 times

  re_j0hn 4 months, 2 weeks ago

B and D

upvoted 1 times

  BozoPin 9 months ago

Selected Answer: BE

Rest makes no sense

upvoted 2 times

  ama6 9 months, 1 week ago

B and E

Topic 1Question #13

Refer to the CLI output:

Given the information shown in the output, which two statements are correct? (Choose two.)

A. Geographical IP policies are enabled and evaluated after local techniques

B. Attackers can be blocked before they target the servers behind the FortiWeb

C. The IP Reputation feature has been manually updated

D. An IP address that was previously used by an attacker will always be blocked

E. Reputation from blacklisted IP addresses from DHCP or PPPoE pools can be restored

Suggested Answer: BE

Community vote distribution

BE (100%)
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upvoted 2 times



  Noidea Highly Voted  1 year, 5 months ago

6000F has 6 interface groups:

1 to 4 - 5 to 8 - 9 to 12 - 13 to 16 - 17 to 20 - 21 to 24.

This means the only way to be sure the initial connection does not affect the rest is 25-28. B

upvoted 6 times

  kinge2 Most Recent  4 months ago

Selected Answer: B

B is correct

upvoted 1 times

  node345 10 months, 1 week ago

Selected Answer: B

The port25 to port28 interfaces are not part of an interface group. You can set the speed of each of these interfaces independently of the other

three.

B is correct.

upvoted 1 times

  re_j0hn 1 year ago

Topic 1Question #14

Refer to the exhibit.

You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new hardware module providing

higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this higher-speed port.

You must ensure that the initial FortiGate interface connected to the switch does not affect any other port when the new module is installed

and the new port speed is defined.

How should the initial connection be made?

A. Connect the switch on any interface between ports 21 to 24

B. Connect the switch on any interface between ports 25 to 28

C. Connect the switch on any interface between ports 1 to 4

D. Connect the switch on any interface between ports 5 to 8

Suggested Answer: B

Community vote distribution

B (100%)
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B. https://docs.fortinet.com/document/fortigate-6000/7.0.12/fortigate-6000-handbook/633498/interface-groups-and-changing-data-interface-

speeds

upvoted 1 times

  Viewable8041 1 year, 4 months ago

Selected Answer: B

see explanation from Noidea

upvoted 1 times

  semsemccie 1 year, 4 months ago

B is correct answer

upvoted 2 times
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  FortigateEXP 6 months ago

Selected Answer: D

The soft reconfigure is correct by elimination (FGTs all support BGP Refresh, so question is not worded correctly - to refresh routes in

advertisements, there is no need to do manually anything, after the change is committed to config FGT will send BGP Refresh message to the

peers to notify them of it. The same is true for Cisco and Juniper routers. The question should ask "when routing policy was changed" - then yes,

reconfiguraiton is the way to notify BGP peers that BGP policy was changed.

Anyway:

Graceful restart - tells BGP neighbors to keep the routes advertised by peer even when peer GOES DOWN, i.e. it contradicts with the question

condition that BGP session should not go down.

Synchronization - unrelated at all, refers to the ancient rule that routes advertised/learned via BGP HAVE to be first learned via IGP (like OSPF/IS-

IS/etc) to prevent loops in iBGP topology. No one uses it anymore, everyone either disables synchronization or it is disabled (as in FGTs) by

default.

Dterermenistic MED - is about route preference between EBGP peers, unrelated at all to the question.

upvoted 2 times

  pitz 9 months ago

Selected Answer: D

D Seems correct.

When the BGP routing policy is changed (such as by changing the attributes or adding filters), it is necessary to reset the BGP session before the

new policy takes effect.

A soft reset is recommended to refresh the BGP routing table without disturbing existing BGP peering sessions.

To do this, first enable soft-reconfiguration:

# config router bgp

# config neighbor

edit 10.0.0.1

set soft-reconfiguration enable

end

Topic 1Question #15

You are designing a setup where the FortiGate device is connected to two upstream ISPs using BGP. Part of the requirement is that you must

be able to refresh the route advertisements manually without disconnecting the BGP neighborships.

Which feature must you enable on the BGP neighbors to accomplish this goal?

A. Graceful-restart

B. Deterministic-med

C. Synchronization

D. Soft-reconfiguration

Suggested Answer: D

Community vote distribution

D (100%)
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end

Use the following command to perform a soft reset:

upvoted 1 times

  ama6 9 months, 3 weeks ago

sorry D is correct set soft-reconfiguration

upvoted 1 times

  ama6 9 months, 3 weeks ago

correct is A

upvoted 1 times

  Davidrichard 10 months ago

Selected Answer: D

D Seems correct

upvoted 2 times

  Noidea 11 months ago

https://community.fortinet.com/t5/FortiGate/Technical-Tip-BGP-soft-reset-to-refresh-BGP-routing-table/ta-p/190141

upvoted 2 times
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Topic 1Question #16

Refer to the exhibit, which shows a Branch1 configuration and routing table.

In the SD-WAN implicit rule, you do not want the traffic load balance for the overlay interface when all members are available.

In this scenario, which configuration change will meet this requirement?



  JackieTYF 2 months, 2 weeks ago

Selected Answer: D

D is correct, use higher value priority value so the route less preferred.

upvoted 1 times

  re_j0hn 10 months, 2 weeks ago

Answer is D. Priority preference is the lowest value is preferred for the routing table.

upvoted 1 times

  Davidrichard 1 year, 4 months ago

Selected Answer: D

https://docs.fortinet.com/document/fortigate/6.4.0/sd-wan-deployment-for-mssps/775385/defining-interface-members

upvoted 2 times

A. Change the load-balance-mode to source-ip-based.

B. Create a new static route with the internet sdwan-zone only.

C. Configure the cost in each overlay member to 10.

D. Configure the priority in each overlay member to 10.

Suggested Answer: D

Community vote distribution

D (100%)
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Topic 1Question #17

Refer to the exhibits.

GUI Access -

Configuration -

Topology -



  kinge2 4 months ago

Selected Answer: A

A is correct

upvoted 1 times

  re_j0hn 1 year ago

A. https://community.fortinet.com/t5/FortiGate/Technical-Tip-FortiToken-mobile-push-notification/ta-p/195578

upvoted 1 times

  re_j0hn 10 months, 2 weeks ago

Change my answer to D.

https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-FortiToken-Push-on-FortiAuthenticator-operation/ta-p/190810

upvoted 1 times

  FortigateEXP 1 year ago

Selected Answer: D

This one is tricky because answers present configurations relevant to Fortitokens with Push notifications when FTKs are registered to the

FORTIGATE itself, not the FAC. This relates to answers A and C - so if FTKs were configured on the FGT itself, then A and C would have to be fixed,

and then question would ask for 2 answers, not one.

But here FTKs are created/registered on the FORTIAUTHENTICATOR and such set up works everywhere, even when the perimeter firewall before

FAC is NOT Fortigate, but Checkpoint/Juniper/Cisco ASA. So A & C are excluded as not impacting tokens located on the FAC.

So the D is correct, because this configure IP should always be PUBLIC one that clients on the Internet can reach from their homes/hotels/etc.

This is the IP FAC sends to the Forticlient telling him "Connect to this IP and port". Therefore it should be fixed to IP on the perimtere (here FGT)

firewall.

upvoted 2 times

  BozoPin 1 year, 2 months ago

Selected Answer: A

FTM allow access must be enabled, so A is correct

https://community.fortinet.com/t5/FortiGate/Technical-Tip-FortiToken-mobile-push-notification/ta-p/195578

Requirements for FTM push to work properly

"

1) The FTM service must be allowed on the FTM response receiving interface

# config system interface

edit <name>

set allowaccess ftm

next

end

"

Nethertheless C is correct, too ;-) I am confused:

An administrator has configured a FortiGate and FortiAuthenticator for two-factor authentication with FortiToken push notifications for their

SSL VPN login. Upon initial review of the setup, the administrator has discovered that the customers can manually type in their two-factor

code and authenticate but push notifications.

Based on the information given in the exhibits, what must be done to fix this?

A. On FG-1 port1, the ftm access protocol must be enabled.

B. FAC-1 must have an internet routable IP address for push notifications.

C. On FG-1 CLI, the ftm-push server setting must point to 100.64.1.41.

D. On FAC-1, the FortiToken public IP setting must point to 100.64.1.41.

Suggested Answer: D

Community vote distribution

D (50%) A (38%) 13%
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On same doc:

"

Note:

server-ip : The server IP address is the FortiGate's public IP or public IP address of device which is upstream and forwarding the push notification

responses towards FortiGate. (This command is not supported from 6.4.10 onwards).

server : This can be public IP or Domain name(which resolved to FortiGate's Public IP).This option is not available on 6.4.9 and below

"

upvoted 2 times

  pitz 1 year, 2 months ago

Selected Answer: B

100.64.1.41 is private ip and hence token push will not work as all fortitoken send request to public ip only.

upvoted 1 times

  ama6 1 year, 3 months ago

B is correct

upvoted 2 times

  Viewable8041 1 year, 4 months ago

Selected Answer: D

https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-FortiToken-Push-on-FortiAuthenticator-operation/ta-p/190810

The 'Public IP/FQDN for FortiToken Mobile' needs to be set to a reachable ip for FortiToken APP access. Assuming there is NAT involved it needs

to be changed to FG-1 port1 ip.

ISP Router port1 IP is definitely wrong in any case.

upvoted 2 times

  WBP43 1 year, 4 months ago

https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-FortiToken-Push-on-FortiAuthenticator-operation/ta-p/190810

Correct answer is C

upvoted 1 times
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  kinge2 4 months ago

Selected Answer: B

AB correct

upvoted 1 times

  fa82432 6 months, 2 weeks ago

A and B seem right.

A - It does not matter and OSPF can be configured without any changes.

B - Offload is available NPU-VDOM link only.

upvoted 1 times

  BozoPin 1 year, 2 months ago

Selected Answer: A

I guess its A and B:

B is quite obviuous:

https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/335646/inter-vdom-routing:

"VDOM link does not support traffic offload. If you want to use traffic offload, use NPU-VDOM-LINK."

Type Ethernet is only needed for IPv6:

https://docs.fortinet.com/document/fortigate/6.4.2/administration-guide/335646/inter-vdom-routing

"For example, when running OSPF in IPv6, a link-local address is required in order to communicate with OSPF neighbors. For a VDOM link to

obtain a link-local address its type must be set to ethernet"

C is wrong because you can set IPs on PPP. You do not need to.

D is wrong because Root VDOM is routing, so no Admin VDOM

E is wrong because I need a IP in AccountLink though this is in Ethernet Mode

Topic 1Question #18

Refer to the exhibit.

A customer has deployed a FortiGate 300E with virtual domains (VDOMs) enabled in the multi-VDOM mode. There are three VDOMs: Root is

for management and internet access, while VDOM 1 and VDOM 2 are used for segregating internal traffic. AccountVInk and SalesVInk are

standard VDOM links in Ethernet mode.

Given the exhibit, which two statements below about VDOM behavior are correct? (Choose two.)

A. You can apply OSPF routing on the VDOM link in either PPP or Ethernet mode

B. Traffic on AccountVInk and SalesVInk will not be accelerated

C. The VDOM links are in Ethernet mode because they have IP addressed assigned on both sides

D. Root VDOM is an Admin type VDOM, while VDOM 1 and VDOM 2 are Traffic type VDOMs

E. OSPF routing can be configured between VDOM 1 and Root VDOM without any configuration changes to AccountVInk

Suggested Answer: A

Community vote distribution

A (80%) B (20%)
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So imho its A and B

upvoted 4 times

  ama6 1 year, 3 months ago

Guy if you read the question you will see that it says standard vdom link i think they would have mentioned something about accelerated so B is

not correct

AccountVInk and SalesVInk are standard VDOM links in Ethernet mode.

upvoted 1 times

  ITStudies 1 year, 3 months ago

IP is missing in this picture only, the dump i have is having IP on it 11.11.11.2/30

And this dump is missing around 50 questions, i got failed with this dump. The one i have now is having more than 100 questions

upvoted 2 times

  bastuman 1 year, 3 months ago

Where did you get that dump?

upvoted 2 times

  ama6 1 year, 3 months ago

going for A and D

upvoted 1 times

  Viewable8041 1 year, 4 months ago

So for me A and B is correct. an

A because OSPF ipv4 can be run with PPP and Ethernet.

Not E because of the missing IP within VDOM 1 on the Vlink

upvoted 1 times

  Davidrichard 1 year, 4 months ago

Should be two answers, B and E

https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/335646/inter-vdom-routing

https://docs.fortinet.com/document/fortigate/7.4.0/administration-guide/335646/inter-vdom-routing-configuration-example-internet-access

upvoted 2 times
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  ac89l 5 months, 2 weeks ago

Selected Answer: D

PF provides the ability for PCI Passthrough, but requires an entire Network Interface Card (NIC) for a VM. It can usually achieve greater

performance than a Virtual Function (VF) based SR-IOV. PF is also expensive. While VF allows one NIC to be shared among multiple guests VMs,

PF is allocated to one port on a VM.

https://docs.fortinet.com/document/fortigate/7.4.2/administration-guide/632344/pf-and-vf-sr-iov-driver-and-virtual-spu-support

upvoted 1 times

  cciesam 6 months, 3 weeks ago

Selected Answer: B

VFs are actual PCIe hardware resources and only a limited number of VFs are available for each PF.

https://docs.fortinet.com/document/fortigate-private-cloud/6.4.0/vmware-esxi-administration-guide/553137/sr-iov

upvoted 1 times

  pitz 9 months ago

Selected Answer: C

agree with Ama6

upvoted 1 times

  ama6 9 months, 1 week ago

For performance considerations in a virtualized environment like ESXi, the recommended adapter type for NICs on a FortiGate VM would be:

C. Native ESXi Networking with VMXNET3

The VMXNET3 adapter type is optimized for performance and is well-suited for virtualized environments. It typically outperforms other adapter

types like the E1000 or E1000e. VMXNET3 takes advantage of VMware's paravirtualization technology and offers features such as hardware

offload and enhanced driver support, which can result in improved network performance and lower CPU utilization compared to other adapter

types.

While Virtual Function (VF) and Physical Function (PF) PCI Passthrough are options that can provide direct hardware access for specific use

cases, they are more complex to set up and may not be necessary unless you have very specific requirements that demand direct access to

physical NICs. For general performance and ease of use in a virtualized environment, VMXNET3 is the recommended choice.

upvoted 1 times

  ama6 9 months, 2 weeks ago

GUY this should be

C

VMXNET3 is a paravirtualized network interface card that is optimized for performance in virtual machines and supports features such as

multiqueue support, Receive Side Scaling (RSS), Large Receive Offload (LRO), IPv6 offloads, and MSI/MSI-X interrupt delivery. Native ESXi

networking means that the FortiGate VM uses the standard virtual switch (vSwitch) or distributed virtual switch (dvSwitch) provided by the ESXi

hypervisor to connect to the physical network. This option can provide high performance and compatibility for NICs on a FortiGate VM without

Topic 1Question #19

You are responsible for recommending an adapter type for NICs on a FortiGate VM that will run on an ESXi Hypervisor.

Your recommendation must consider performance as the main concern, cost is not a factor.

Which adapter type for the NICs will you recommend?

A. Native ESXi Networking with E1000

B. Virtual Function (VF) PCI Passthrough

C. Native ESXi Networking with VMXNET3

D. Physical Function (PF) PCI Passthrough

Suggested Answer: D

Community vote distribution

D (80%) 10% 10%
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requiring additional hardware or software components. References: https://docs.fortinet.com/document/fortigate/7.0.0/vm-installation-for-

vmware-esxi/19662/installing-fortigate-vm-on-vmware-esxi https://docs.fortinet.com/document/fortigate/7.0.0/vm-installation-for-vmware-

esxi/19662/networking

upvoted 1 times

  pplee_sh 10 months ago

Selected Answer: D

Answer is D if cost is not a factor

upvoted 3 times

  Viewable8041 10 months ago

Selected Answer: D

https://docs.fortinet.com/document/fortigate-private-cloud/6.4.0/vmware-esxi-administration-guide/553137/sr-iov

upvoted 4 times
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  Davidrichard 4 months ago

Selected Answer: C

C is correct

http://docs.fortinet.com/document/fortiextender/7.0.3/admin-guide-fgt-managed/394272/vlan-mode

http://docs.fortinet.com/document/fortiextender/7.0.3/admin-guide-fgt-managed/618684/vlan-mode-and-performance

upvoted 3 times

Topic 1Question #20

You are deploying a FortiExtender (FEX) on a ForiGate-60F. The FEX will be managed by the FortiGate. You anticipate high utilization. The

requirement is to minimize the overhead on the device for WAN traffic.

Which action achieves the requirement in this scenario?

A. Add a switch between the FortiGate and FEX.

B. Enable CAPWAP connectivity between the FortiGate and the FortiExtender

C. Change connectivity between the FortiGate and the FortiExtender to use VLAN Mode

D. Add a VLAN under the FEX-WAN interface on the FortiGate

Suggested Answer: C

Community vote distribution

C (100%)

https://www.examtopics.com/user/Davidrichard/
https://www.examtopics.com/user/Davidrichard/
https://www.examtopics.com/user/Davidrichard/


  kinge2 4 months ago

Topic 1Question #21

Refer to the exhibits.

Exhibit A -

Exhibit B -

A customer wants to deploy 12 FortiAP 431F devices on high density conference center, but they do not currently have any PoE switches to

connect them to. They want to be able to run them at full power while having network redundancy.

From the FortiSwitch models and sample retail prices shown in the exhibit, which build of materials would have the lowest cost, while fulfilling

the customer’s requirements?

A. 1x FortiSwitch 248E-FPOE

B. 2x FortiSwitch 224E-POE

C. 2x FortiSwitch 248E-FPOE

D. 2x FortiSwitch 124E-FPOE

Suggested Answer: D

Community vote distribution

D (100%)

https://www.examtopics.com/user/kinge2/
https://www.examtopics.com/user/kinge2/
https://www.examtopics.com/user/kinge2/


Selected Answer: D

D is correct

upvoted 1 times

  gabrielf 11 months, 1 week ago

B is correct, since you can power the FAP with 2x802.3af (15w) ports at full power. If you connect one port to each switch from each AP you get

redundancy and full power with 180w for 12 ports with the cheaper 224E poe. The cost is in the input diagram and it says 224E poe is cheaper

than 124F FPOE

upvoted 3 times

  re_j0hn 1 year ago

B. Split the APs to two FortiSwitch 224E-POE and this also provides network redundancy at cheaper cost.

upvoted 1 times

  ama6 1 year, 3 months ago

D is correct

the access point will require about 24.5 W of power and the 124E-FPOE has a Capacity of about 370 meaning 25x12 = 300 so you left with about

70 W on the switch meaning you can still add two more access point on that switch.

upvoted 2 times

  Davidrichard 1 year, 4 months ago

Selected Answer: D

224E power budget is 180 W and requirement of 12 AP is around 250 watts

upvoted 3 times

  pplee_sh 1 year, 4 months ago

Selected Answer: D

124E is cheaper compare to 224E

upvoted 3 times
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Topic 1Question #22

Refer to the exhibits.

Exhibit A -

Exhibit B -

A customer is looking for a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400E.

Referring to the exhibits, which two conditions allow authentication to the client devices before assigning an IP address? (Choose two.)

A. FortiGate devices with NP6 and hardware switch interfaces cannot support 802.1X authentication

B. Devices connected directly to ports 3 and 4 can perform 802.1X authentication

C. Ports 3 and 4 can be part of different switch interfaces



  kinge2 4 months ago

Selected Answer: BD

BD correct

upvoted 1 times

  Davidrichard 1 year, 4 months ago

B and D

https://docs.fortinet.com/document/fortigate/7.2.0/new-features/959502/support-802-1x-on-virtual-switch-for-certain-np6-platforms

upvoted 3 times

D. Client devices must have 802.1X authentication enabled

Suggested Answer: BD

Community vote distribution

BD (100%)
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  ac89l 5 months, 2 weeks ago

Selected Answer: B

https://docs.fortinet.com/document/fortisandbox/4.4.3/administration-guide/877925/mta-adapter

upvoted 2 times

  pitz 9 months ago

Selected Answer: B

Using MTA in HA-Cluster

In HA-Cluster, the MTA adapter is only available in the primary node.

upvoted 2 times

  ama6 9 months, 3 weeks ago

Correct is B

upvoted 1 times

  Davidrichard 10 months ago

Selected Answer: B

https://docs.fortinet.com/document/fortisandbox/4.2.4/administration-guide/877925/mta-adapter

upvoted 2 times

  arielon 11 months, 1 week ago

Selected Answer: B

Es B. In HA-Cluster, the MTA adapter is only available in the primary node.

Configuration is the same as on a standalone device. When the primary node receives MTA jobs, depending on workload and VM association, it

distributes the jobs to itself or worker nodes.

upvoted 4 times

Topic 1Question #23

You want to use the MTA adapter feature on FortiSandbox in an HA-Cluster.

Which statement about this solution is true?

A. The configuration of the MTA Adapter Local Interface is different than on port1

B. The MTA adapter is only available in the primary node

C. The MTA adapter mode is only detection mode

D. The configuration is different than on a standalone device

Suggested Answer: B

Community vote distribution

B (100%)
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  Davidrichard 4 months ago

Selected Answer: C

https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/221814/protecting-against-email-impersonation-in-fortimail

upvoted 4 times

Topic 1Question #24

Refer to the exhibit showing the history logs from a FortiMail device.

Which FortiMail email security feature can an administrator enable to treat these emails as spam?

A. DKIM validation in a session profile

B. Sender domain validation in a session profile

C. Impersonation analysis in an antispam profile

D. Soft fail SPF validation in an antispam profile

Suggested Answer: C

Community vote distribution

C (100%)
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Topic 1Question #25

Refer to the exhibits, which show a firewall policy configuration and a network topology.

Configuration -

Topology -



  ama6 3 months, 1 week ago

D is correct

upvoted 2 times

  Davidrichard 3 months, 3 weeks ago

Selected Answer: D

D is correct

upvoted 4 times

  Viewable8041 4 months ago

Selected Answer: D

https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/850344/define-multiple-certificates-in-an-ssl-profile-in-replace-mode

If there is no matched server certificate in the list, then the first server certificate in the list is used as a replacement.

upvoted 4 times

An administrator has configured an inbound SSL inspection profile on a FortiGate device (FG-1) that is protecting a data center hosting

multiple web pages.

Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to xyz.com?

A. FortiGate will fall-back to the default Fortinet_CA_SSL certificate

B. FortiGate will reject the connection since no certificate is defined

C. FortiGate will use the Fortmet_CA_Untrusted certificate for the untrusted connection

D. FortiGate will use the first certificate in the server-cert list—the abc.com certificate

Suggested Answer: D

Community vote distribution

D (100%)
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Topic 1Question #26

Refer to the exhibits.

Configuration -

Topology -



A FortiGate cluster (CL-1) protects a data center hosting multiple web applications. A pair of FortiADC devices are already configured for SSL

decryption (FAD-1), and re-encryption (FAD-2). CL-1 must accept unencrypted traffic from FAD-1, perform application detection on the plain-text

traffic, and forward the inspected traffic to FAD-2.

The SSL-Offload-App-Detect application list and SSL-Offload protocol options profile are applied to the firewall policy handling the web

application traffic on CL-1.

Given this scenario, which two configuration tasks must the administrator perform on CL-1? (Choose two.)

A. 

B. 

C. 



  JJISHE 3 months, 3 weeks ago

Selected Answer: AD

A - (https://docs.fortinet.com/document/fortigate/7.4.3/administration-guide/162551/handling-ssl-offloaded-traffic-from-an-external-decryption-

device)

D - (https://community.fortinet.com/t5/FortiGate/Technical-Tip-SSL-based-application-detection-over-decrypted/ta-p/196027)

upvoted 2 times

  pitz 9 months ago

Selected Answer: AD

A and D, There is no option of https in cli. only http.

upvoted 2 times

  ama6 9 months, 1 week ago

correct is B and D

To enable application detection on plain-text traffic that has been decrypted by FortiADC, the administrator must perform two configuration tasks

on CL-1:

Enable SSL offloading in the firewall policy and select the SSL-Offload protocol options profile.

Enable application control in the firewall policy and select the SSL-Offload-App-Detect application list.

upvoted 1 times

  Viewable8041 10 months ago

Selected Answer: AD

ssl-offloaded yes

SSL decryption and encryption performed by an external device.

force-inclusion-ssl-di-sigs enable

Enable forced inclusion of signatures which normally require SSL deep inspection.

upvoted 3 times

  semsemccie 10 months, 1 week ago

Answer is A and D

upvoted 3 times

D.

E. 

Suggested Answer: AD

Community vote distribution

AD (100%)
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  kinge2 3 months, 3 weeks ago

Selected Answer: C

Neighbor group and route reflectors is the answer to reduce BGP sessions

upvoted 1 times

  WBP43 1 year, 3 months ago

Selected Answer: C

Route reflector is the only option to decrease BGP sessions number.

upvoted 1 times

  Viewable8041 1 year, 4 months ago

Selected Answer: D

https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/810981/sd-wan-segmentation-over-a-single-overlay

upvoted 4 times

Topic 1Question #27

You are migrating the branches of a customer to FortiGate devices. They require independent routing tables on the LAN side of the network.

After reviewing the design, you notice the firewall will have many BGP sessions as you have two data centers (DC) and two ISPs per DC while

each branch is using at least 10 internal segments.

Based on this scenario, what would you suggest as the more efficient solution, considering that in the future the number of internal segments,

DCs or internet links per DC will increase?

A. No change in design is needed as even small FortiGate devices have a large memory capacity

B. Acquire a FortiGate model with more capacity, considering the next 5 years growth

C. Implement network-id, neighbor-group and increase the advertisement-interval

D. Redesign the SD-WAN deployment to only use a single VPN tunnel and segment traffic using VRFs on BGP

Suggested Answer: D

Community vote distribution

D (67%) C (33%)

https://www.examtopics.com/user/kinge2/
https://www.examtopics.com/user/kinge2/
https://www.examtopics.com/user/kinge2/
https://www.examtopics.com/user/WBP43/
https://www.examtopics.com/user/WBP43/
https://www.examtopics.com/user/WBP43/
https://www.examtopics.com/user/Viewable8041/
https://www.examtopics.com/user/Viewable8041/
https://www.examtopics.com/user/Viewable8041/


  JackieTYF 2 months, 2 weeks ago

Selected Answer: D

D is correct follow FAZ local time.

upvoted 1 times

  dspavvn 7 months, 1 week ago

Selected Answer: D

- GUI 'Date/time' column is calculated based on itime.

- itime is generated by FAZ when it receives a log (with SQL enabled) i.e. FAZ local time.

So the filter will be based on itime which is the local time on the FAZ (GMT-8) so UTC 20:37 makes the time GMT 20:37, so that minus 8 makes it

12:37.

upvoted 2 times

  JJISHE 9 months, 3 weeks ago

Selected Answer: D

I suppose D. The question says that something happened at 20:37, but u have extracted a related log from fortigate (time 10:37:08). FGT is GMT-

10 and FAZ is GMT-8 (so +2). When a FAZ receive a log it register the hour of the device as dtime and maintain itime as the time it received the

log. FAZ use itime as a reference for Time in GUI (https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-Understanding-FortiAnalyzer-

time-related-fields/ta-p/197569)

So if u want to search the related log u must use 12:37:08.

This IMPO

upvoted 2 times

  ac89l 11 months, 2 weeks ago

Can anyone please confirm this answer?

I could not find any related document on this ..

upvoted 1 times

  ac89l 11 months, 2 weeks ago

Topic 1Question #28

You must analyze an event that happened at 20:37 UTC.

One log relevant to the event is extracted from FortiGate logs:

The devices and the administrator are all located in different time zones Daylight savings time (DST) is disabled.

The FortiGate is at GMT-10:00 -

The FortiAnalyzer is at GMT-08:00

Your browser local time zone is at GMT-03:00

You want to review this log on FortiAnalyzer GUI, what time should you use as a filter?

A. 20:37:08

B. 10:37:08

C. 17:37:08

D. 12:37:08

Suggested Answer: D

Community vote distribution

D (100%)
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i would go for D. but not sure

i think FAZ will display the log as its local time, and not as the FGT time.

upvoted 1 times

  re_j0hn 11 months ago

Uses the FAZ time which is UTC-8.

Answer is D. 12:37:08.

upvoted 2 times

  ama6 1 year, 3 months ago

C: C. 17:37:08

upvoted 1 times
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  JackieTYF 2 months, 2 weeks ago

Selected Answer: BC

https://learn.microsoft.com/en-us/azure/expressroute/expressroute-about-encryption

upvoted 1 times

  Pat1361 5 months, 3 weeks ago

Azure does not encrypt by default so B is correct.

upvoted 1 times

  node345 9 months, 3 weeks ago

Selected Answer: BC

ExpressRoute supports a couple of encryption technologies to ensure confidentiality and integrity of the data traversing between your network

and Microsoft's network. By default traffic over an ExpressRoute connection isn't encrypted.

upvoted 2 times

  ama6 1 year, 3 months ago

B is wrong Whenever Azure customer traffic moves between datacenters, Microsoft applies a data-link layer encryption method using the IEEE

802.1AE MAC Security Standards (MACsec). This encryption is implemented to secure the traffic outside physical boundaries

upvoted 2 times

  ama6 1 year, 3 months ago

A and C

Whenever Azure customer traffic moves between datacenters, Microsoft applies a data-link layer encryption method using the IEEE 802.1AE MAC

Security Standards (MACsec). This encryption is implemented to secure the traffic outside physical boundaries

upvoted 2 times

  Viewable8041 1 year, 4 months ago

Selected Answer: BC

Azure Expressroute is not encrypted.

upvoted 2 times

Topic 1Question #29

A customer is planning on moving their secondary data center to a cloud-based IaaS. They want to place all the Oracle-based systems on

Oracle Cloud, while the other systems will be on Microsoft Azure with ExpressRoute service to their main data center.

They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to design an

architecture using Fortinet products with security, redundancy, and performance as a priority.

Which two design options are true based on these requirements? (Choose two.)

A. Systems running on Azure will need to go through the main data center to access the services on Oracle Cloud.

B. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

C. Branch FortiGate devices must be configured as VPN clients for the branches’ internal network to be able to access Oracle services

without using public IPs.

D. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in Azure and a

FortiGate device at the data center edge.

Suggested Answer: BC

Community vote distribution

BC (100%)
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  re_j0hn 4 months, 3 weeks ago

Selected Answer: B

Answer is B.

A is wrong because the setup is not Active/Passive HA.

C is wrong because FortiToken is synced.

D is wrong because FSSO session is not synced.

upvoted 2 times

  pitz 9 months ago

Selected Answer: B

Other features, such as FSSO cannot be synchronized between devices.

https://docs.fortinet.com/document/fortiauthenticator/6.5.3/administration-guide/122076/high-availability

upvoted 2 times

  ama6 9 months, 3 weeks ago

B is correct

FortiAuthenticator VMs used in a HA cluster each require a license. Each license is tied to a specific IP address. In an HA cluster, all interface IP

addresses are the same on the units, expect for the HA interface.

Request each license backed on either the unique IP address of the unit's HA interface or the IP address of a non-HA interface which is the same

on both units.

https://docs.fortinet.com/document/fortiauthenticator/6.5.3/administration-guide/122076/high-availability#Standalo

upvoted 1 times

  Viewable8041 10 months ago

Selected Answer: B

As semsemccie described:

configured as active-active (Standalone Primary for FAC1) so interfaces can be in different network

Topic 1Question #30

Refer to the exhibit, which shows the high availability configuration for the FortiAuthenticator (FAC1).

GUI Access -

Based on this information, which statement is true about the next FortiAuthenticator (FAC2) member that will join an HA cluster with this

FortiAuthenticator (FAC1)?

A. FAC2 can only process requests when FAC1 fails.

B. FAC2 can have its HA interface on a different network than FAC1

C. The FortiToken license will need to be installed on the FAC2

D. FSSO sessions from FAC1 will be synchronized to FAC2

Suggested Answer: B

Community vote distribution

B (86%) 14%
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B is correct

upvoted 2 times

  semsemccie 10 months, 1 week ago

configured as active-active so interfaces can be in different network

B is correct

upvoted 2 times

  pplee_sh 10 months, 2 weeks ago

Selected Answer: D

B is wrong, Select a network interface to use for communication between the cluster members. This interface must not already have a IP address

assigned and it cannot be used for authentication services. Both units must use the same interface for HA communication.

upvoted 1 times

  PaloPalacios 9 months, 4 weeks ago

D is wrong - Other features, such as FSSO cannot be synchronized between devices.

https://docs.fortinet.com/document/fortiauthenticator/6.5.3/administration-guide/122076/high-availability
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  Pat1361 5 months, 2 weeks ago

Selected Answer: CD

quoting from docs.Fortinet "The hash signatures are obtained from external sources such as VirusTotal, Symantec, Kaspersky, and other third-

party websites and services." so E is incorrect.

C 100% correct

E is correct because you enable VoS under the antivirus profile so AV engine must be enabled.

upvoted 1 times

  ac89l 11 months, 2 weeks ago

Selected Answer: CE

https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/889364/fortiguard-outbreak-prevention

-Enabling the AV engine scan is not required to use this feature.

-The hash signatures are obtained from FortiGuard's Global Threat Intelligence database

upvoted 2 times

  ac89l 11 months, 2 weeks ago

A wrong: FortiGuard VOS can be used in both proxy-based and flow-based policy inspections across all supported protocols.

B is suspicious and tricky: As If FortiGuard returns a match, the scanned file is deemed to be malicious, not if the "third-party AV database"

returns a match, while on the other hand, the third-party malware hash signatures curated by FortiGuard.

C 100% correct: The antivirus database queries FortiGuard with the hash of a scanned file

D wrong: Enabling the AV engine scan is not required to use this feature.

E 100% correct: The hash signatures are obtained from FortiGuard's Global Threat Intelligence database

And all according to this:

https://docs.fortinet.com/document/fortigate/7.4.2/administration-guide/889364/fortiguard-outbreak-prevention

upvoted 3 times

  Golux 1 year ago

CD

The hashes are obtained from third party database

upvoted 2 times

  Viewable8041 1 year, 4 months ago

Selected Answer: CE

https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/889364/fortiguard-outbreak-prevention

First paragraph

upvoted 2 times

Topic 1Question #31

Which two statements are correct on a FortiGate using the FortiGuard Outbreak Protection Service (VOS)? (Choose two.)

A. The FortiGuard VOS can be used only with proxy-base policy inspections.

B. If third-party AV database returns a match the scanned file is deemed to be malicious.

C. The antivirus database queries FortiGuard with the hash of a scanned file

D. The AV engine scan must be enabled to use the FortiGuard VOS feature

E. The hash signatures are obtained from the FortiGuard Global Threat Intelligence database

Suggested Answer: CE

Community vote distribution

CE (80%) CD (20%)
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  node345 4 months ago

Selected Answer: AC

C is tricky but still correct because it says "tunneled" and not encrypted. The SSH traffic is tunneled over TCP443, but not encrypted.

upvoted 1 times

  Viewable8041 10 months ago

Selected Answer: AC

Correct

https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/29927/ztna-ssh-access-proxy-example

upvoted 1 times

  ac89l 5 months, 2 weeks ago

Are you sure about C

because in the same link it says:

When Encryption is disabled, the connection between the client and FortiGate access proxy is not encapsulated in HTTPS after the client and

FortiGate connection is established. This allows for less overhead, because SSH is already a secure connection.

Does this eliminate C ?

upvoted 1 times

Topic 1Question #32

A remote worker requests access to an SSH server inside the network. You deployed a ZTNA Rule to their FortiClient. You need to follow the

security requirements to inspect this traffic.

Which two statements are true regarding the requirements? (Choose two.)

A. FortiGate can perform SSH access proxy host-key validation.

B. You need to configure a FortiClient SSL-VPN tunnel to inspect the SSH traffic.

C. SSH traffic is tunneled between the client and the access proxy over HTTPS.

D. Traffic is discarded as ZTNA does not support SSH connection rules.

Suggested Answer: AC

Community vote distribution

AC (100%)
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