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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 1
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Type TCL Script v
Run script on Remote FortiGate ...
Script details #!

proc do_cmd {cmd} {

puts [exec "$cmd\n" "# " 10]

}

run_cmd “"config system interface "
run_cmd "edit portl”

run_cmd "set ip 10.0.1.10 255.255.255.0"
run_cmd "next"

run_cmd "end"

An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed device after being run.
Why did the TCL script fail to make any changes to the managed device?

A. The TCL procedure run_cmd has not been created.
B. The TCL script must start with #include.
C. There is no corresponding #! to signify the end of the script.

D. The TCL procedure lacks the required loop statements to iterate through the changes.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 2
Topic #: 1

[All NSE7_EFW-7.2 Questions]

You want to improve reliability over a lossy IPSec tunnel.
Which combination of IPSec phase 1 parameters should you configure?

A. fec-ingress and fsc-egrsss
B. dpd and dpd-retryinterval
C. fragmentation and fragmentation-mtu

D. keepalive and keylive

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 3
Topic #: 1

[All NSE7_EFW-7.2 Questions]

How are bulk configuration changes made using FortiManager CLI scripts? (Choose two.)

A. When run on the Device Database, changes are applied directly to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, you must use the installation wizard to apply the changes to the managed FortiGate device.

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES

Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 4

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains a partial configuration of the global system.

config system global
set admin-https-pkili-required disable
set av-failopen pass
set check-protocol-header loose
sel memory-use-threshold-extreme

set strict-dirty-session-check enable

What can you conclude from this output?

A. Only NPs are disabled
B. Only CPs are disabled
C. NPs and CPs are enabled
D. NPs and CPs are disabled

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 5
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibits, which show the configurations of two address objects from the same FortiGate.

Engineering address object -

Name Engineering

Color = Change

Type i d
|IP/Netmask 192.166.0.0255255.2550

Interface J any d

Static route configuration (B

Comments \Write a comment...

= Qf235
Finance address object -
Name Finance
Color 2 Change
T}I'[J"E N R -
|P/Netmask 192.16£6.1.0 255.255.255.0
Interface J any v
Static route ZDF‘ITIEUFEUEIFI »
r = T ||4_J'_:._. "BVl g T P—
_gmm2nts vy lea ymime ni.. U|255
Return

Why can you modify the Engineering address object, but not the Finance address object?

A. You have read-only access.
B. Another user is editing the Finance address object in workspace mode.
C. FortiGate joined the Security Fabric and the Finance address object was configured on the root FortiGate.

D. FortiGate is registered on FortiManager.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question # 6

Topic # 1

[All NSE7_EFW-7.2 Questions]

Which two statements about the neighbor-group command are true? (Choose two.)

A. It applies common settings in an OSPF area
B. You can apply it in Internal BGP (IBGP) and External BGP (EBGP)

C. You can configure it on the GUI

D. It is combined with the neighbor-range parameter

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 7

Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains information about an IPsec VPN tunnel.

FortiGate # diag vpn tunnel list
list 2ll ipsec tunnel in vd @

name=tunnel_@ ver=2 serial-1 188.64.3.1:8-=188.64.1.1:8 tun_id=18@.64.1.1 tun_id6=::188.64.1.1 dst_mtu=8 dpd-link=on weight=1
bound_1f=3 lgwy=static/1 tun=intf mode=auto/1 encap=none/552 options[B8228]=npu frag-rfc run_state=8 rolesprimary accept_traffic=1 overlay_id=8

proxyid_num=1 child_num=8 refcnt=3 ilast=42949917 olast=42949917 ad=/8
stat: rxp=8 txp=8 rxb=0 txb=8
dpd : mode=off on=8 idle=Z8EBBms retry=3 count=80 seqno=8
natt: mode=none draft=0 interval=8 remote_port=8
fec: egress=8 1ngress=A
proxyid=tunnel_8_8 proto=0 ga=1 ref=2 serial=1
grc: 8:8.8.8.8-255.255.7
dst: 9:8.08.08.8-255.255.
SA: ref=3 options=38782 type=88 soft=B mtu=1288 expire=1454/8E replaywin=2848
segno=1 esn=8 replaywin_lastseq=BB8EBB8BE8 gat=192 rekey=8 hash_search_len=1
life: type=81 bytes=8/8 timeout=1768/1E88
dec: spi=877d6590 esp=aes key=16 be3l0Bec1fb@5464205764424bc4Ba76d
ah=gha?56 key=37 cci8894be3d398983571a48b?eTabc99Eeth?Ba18a3dddBeTheTecheb 72dfeloeh
Bf3Ba esp=aes key=156 d8d3343af2fed4ddd958aB22cd6560BE
ah=shaZ5b key=32 Z64482baBadB4ia/e97732b57 ' 92T fBeeBa97bb33e22887677326F16787d
dec :pkts/bytes=8/8, enc:pkts/bytes=8/8
npu_Flag=88 npu_rgwy=1860.64.7.7 npu_lgwy=188.564.2.7 npu_selid=8 dec_npuid=E enc_npuid=8
run_tally=0

What two conclusions can you draw from the command output? (Choose two.)

A. Dead peer detection is set to enable
B. The IKE version is 2
C. Both IPsec SAs are loaded on the kernel

D. Forward error correction in phase 2 is set to enable

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 8

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Which two statements about IKE version 2 fragmentation are true? (Choose two.)

A. Only some IKE version 2 packets are considered fragmentable
B. The reassembly timeout default value is 30 seconds

C. It is performed at the IP layer

D. The maximum number of IKE version 2 fragments is 128

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 9
Topic #: 1

[All NSE7_EFW-7.2 Questions]

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that some of the switches in the network
continue to send traffic to the former primary device.
What can the administrator do to fix this problem?

A. Configure set link-failed-signal enable under config system ha on both cluster members
B. Configure set send-garp-on-failover enable under config system ha on both cluster members.
C. Configure remote link monitoring to detect an issue in the forwarding path.

D. Verify that the speed and duplex settings match between the FortiGate interfaces and the connected switch ports.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 10

Topic # 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which shows the output of a BGP summary.
< LAIEna Y

.0.0.117, local AS number 65117

P AS-PATH ent

community en

What two conclusions can you draw from this BGP summary? (Choose two.)

A. The BGP session with peer 10.127.0.75 is established.
B. External BGP (EBGP) exchanges routing information.
C. The router 100.64.3.1 has the parameter bfd set to enable.

D. The neighbors displayed are linked to a local router with the neighbor-range set to a value of 4.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 11
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which shows a custom signature.

Signature

SBID( -name "Ultraviewer.Custom”; -protocol tcp; -service ssl; -flow from_client;
-pattern "ultraviewer”; -context host; -app_cat 7;

Which two modifications must you apply to the configuration of this custom signature so that you can save it on FortiGate? (Choose two.)

A. Ensure that the header syntax is F-SBID.
B. Add severity.
C. Add attack_id.

D. Start options with —.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 12
Topic #: 1

[All NSE7_EFW-7.2 Questions]

What are two functions of automation stitches? (Choose two.)

A. Automation stitches can be created to run diagnostic commands and email the results when CPU or memory usage exceeds specified thresholds.
B. An automation stitch configured to execute actions in parallel can be set to insert a specific delay between actions.

C. Automation stitches can be configured on any FortiGate device in a Security Fabric environment.

D. An automation stitch configured to execute actions sequentially can take parameters from previous actions as input for the current action.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 13

Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit which shows config system central-management information.
config system central-management

set type fortimanager

set allow-push-firmware disable

set allow-remote-firmware-upgrade disable

set fmg "19.1.8.241"

config server-list

edit 1

set server-type update
set server-address 10.17.08.241

next
end
set 1nclude-default-servers disable

Which setting must you configure for the web filtering feature to function?

A. Set update-server-location to automatic
B. Add server.fortiguard.net to the Server list
C. Configure securewf.fortiguard.net on the default servers

D. Configure server-type with the rating option

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 14

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Which two statements about the Security Fabric are true? (Choose two.)

A. FortiGate uses the FortiTelemetry protocol to communicate with FortiAnalyzer
B. Only the root FortiGate sends logs to FortiAnalyzer

C. Only FortiGate devices with configuration-sync set to default receive and synchronize global CMDB objects that the root FortiGate sends

D. Only the root FortiGate collects network topology information and forwards it to FortiAnalyzer

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 15

Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit which shows two configured FortiGate devices and peering over

FGSP
Peer 1
102.168.20.1 . port2
sort 172.110.20.1
10.10.10.1
— Session syncTouiizatinn link

- | port3

10410.10.2
192.168.20.2 port2
port1 172.110.20.2

The main link directly connects the two FortiGate devices and is configured using the set session-syn-dev <interface> command.
What is the primary reason to configure the main link?

A. To have only configuration synchronization in layer 3
B. To load balance both sessions and configuration synchronization between layer 2 and 3
C. To have both sessions and configuration synchronization in layer 3

D. To have both sessions and configuration synchronization in layer 2

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 16
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which shows a network diagram.

FortiGate
-y
192.168.201 o port2
o = 172.110.20.1
portl
port310.10.10.1
™
» . ™
e~ Load balancer port3110.10.10.2 Load balencer
192.1&.3_30_;/“ . “ﬂp%tg
Internal network port] - I:,::‘,.\‘

FortiGate

Which protocol should you use to configure the FortiGate cluster?

A. FGCP in active-passive mode
B. FGCP in active-active mode
C. FGSP

D. VRRP

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 17

Topic # 1

[All NSE7_EFW-7.2 Questions]

After enabling IPS, you receive feedback about traffic being dropped.
What could be the reason?

A. IPS is configured to monitor.
B. np-accel-node is set to enable.
C. fail-open is set to disable.

D. traffic-submit is set to disable.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 18
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit which shows an ADVPN network.

Hub A

Static tunnal

Dynamic lunnel

i ———

“\

Spoke-4

Al

Which VPN phase 1 parameters must you configure on the hub for the ADVPN feature to function? (Choose two.)

A. set auto-discovery-sender enable
B. set auto-discovery-receiver enable
C. set add-route enable

D. set auto-discovery-forwarder enable

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 19
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Which two statements about metadata variables are true? (Choose two.)

A. The metadata format is S<metadata_variable_names.
B. You create them on FortiGate.

C. They can be used as variables in scripts.

D. They apply only to non-firewall objects.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 20

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Refer to the exhibits, which contain the network topology and BGP configuration for a hub.
Exhibit A.

BGP AS 65100

Dynamic tunnel

Spoke-1 3 L s Spoke-2

Exhibit B
Hub # show router bgp
config router bgp

set as 620100

set router-id 172.16.1.1

config neighbor-group

edit "advpn"
set remote-as 65100

set route-reflector-client disable
next
end
config neighbor-range
edit 1
set prefix 172.16.1.0

set neighbor-group "advpn

next
end
config network
edit 1
set prefix 10.1.0.0 255.255.255.0

next

An administrator is trying to configure ADVPN with a hub and spoke VPN setup using iBGP All the VPNs are up and connected to the hub. The hub is receiving route
information from both spokes over iBGP, however the spokes are not receiving route information from each other
What change must the administrator make to the hub BGP configuration so that the routes learned from one spoke are forwarded to the other spoke?

A. Configure the hub as a route reflector
B. Configure auto-discovery-sender on the hub
C. Add a prefix list to the hub that permits routes to be shared between the spokes

D. Enable route redistribution under config router bgp

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 21

Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains a partial VPN configuration.
config vpn 1psec phasel-ilinterface
edit tunnel
set type dynamic
set interface "portl®
set ike=version 2
sel keylife 28800
sel peertype any
sel net-device disable
set proposal aeslZ28-sha2bse
set dpd on-idle
set add-route enable
set psksecret fortinet
next

L

end
What can you conclude from this configuration?

A. FortiGate creates separate virtual interfaces for each dial-up client
B. The VPN should use the dynamic routing protocol to exchange routing information through the tunnels
C. Dead peer detection is disabled

D. The routing table shows a single IPSec virtual interface

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 22

Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit which shows information about an OSPF interface.
NGFW-1 # get router info ospt interface
port3 is up, line protocol is up
Internet Address 10.1.0.254/24, Area 0.0.0.9, MTU 1500
Process ID 8, VRF B, Router ID 0.8.8.7, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DROther, Priority 1
Designated Router (ID) 6.8.9.3, Interface Address 10.1.0.1
Backup Designated Router (ID) 0.8.8.2, Interface Address 10.1.8.100
Timer intervals configured, Hello 16.008, Dead 48, Wait 48, Retransmit 5
Hello due in 66:86:68
Neighbor Count is 2, Adjacent neighbor count is 2
Crypt Sequence Number is 21
Hello received 412 sent 207, DD received 8 sent B8
LS-Req received 2 sent 3, LS-Upd received 13 sent 6

LS-Ack received 9 sent 7, Discarded 6
What two conclusions can you draw from this command output? (Choose two.)

A. The interfaces of the OSPF routers match the MTU value that is configured as 1500.
B. NGFW-1 is the designated router.
C. The port3 network has more than one OSPF router.

D. The OSPF routers are in the area ID of 0.0.0.1.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 23

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Which two statements about the BFD parameter in BGP are true? (Choose two.)

A. It detects only two-way failures.
B. The two routers must be connected to the same subnet.

C. It allows failure detection in less than one second.

D. It is supported for neighbors over multiple hops.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 24
Topic #: 1

[All NSE7_EFW-7.2 Questions]

You created a VPN community using VPN Manager on FortiManager. You also added gateways to the VPN community. Now you are trying to create firewall policies
to permit traffic over the tunnel; however, the VPN interfaces do not appear as available options.
What step must you take to resolve this issue?

A. Refresh the device status using the Device Manager so that FortiGate populates the IPSec interfaces.
B. Install the VPN community and gateway configuration on the FortiGate devices so that the VPN interfaces appear on the Policy Objects on FortiManager.

C. Configure the phase 1 settings in the VPN community that you didn't initially configure. FortiGate automatically generates the interfaces after you configure
the required settings.

D. Create interface mappings for the IPsec VPN interfaces before you use them in a policy.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 25

Topic # 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which shows a central management configuration.

Which server will FortiGate choose for web filter rating requests, if 10.0.1.240 is experiencing an outage?

A 1001244
B.10.0.1.242
C. Public FortiGuard servers

D.10.0.1.243

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 26
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access network is true?

A. Only the DR receives link state information from non-DR routers.
B. Non-DR and non-BDR routers form full adjacencies to DR only.

C. FortiGate first checks the OSPF ID to elect a DR.

D. Non-DR and non-BDR routers send link state updates and acknowledgements to 224.0.0.6.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 27

Topic # 1

[AIINSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains a partial policy configuration.

Edit Policy

Name €@ Internet_Access

Policy Mode © BELGEGE Learn Mode

Incoming Interface M port3 v

Outgoing Interface M port1 -

Source = all X
+

Destination = all x
+

Schedule [6 always v

Service App Default i1

Application [# DNS X

@ FTP x
) LinkedIn =

+

URL Category +

Action Vayseium @ DENY

Firewall/Network Options

Protocol Options default v &

Security Profiles

Which setting must you configure to allow SSH?

A. Specify SSH in the Service field.
B. Select an application control profile corresponding to SSH in the Security Profiles section.

C. Include SSH in the Application field.

D. Configure port 22 in the Protocol Options field.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 28

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Refer to the exhibit, which shows an SSL certification inspection configuration.
config firewall ssl-ssh-profile
edit "SSL-certification-inspection”
config https
set ports 443
set status certificate-inspection

sot sni-server—-cert-check enable

Which action does FortiGate take if the server name indication (SNI) does not match either the common name (CN) or any of the subject alternative names (SAN) in the
server certificate?

A. FortiGate uses the first entry listed in the SAN field in the server certificate
B. FortiGate uses the CN information from the Subject field in the server certificate
C. FortiGate uses the SNI from the user's web browser.

D. FortiGate closes the connection because this represents an invalid SSL/TLS configuration

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 29

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains a partial OSPF configuration.

0.0.0.3
restart-mode graceful-restart

restart-neriod 30

30
restart-on-topology-change enable

What can you conclude from this output?

A. Neighbors maintain communication with the restarting router.
B. The restarting router sends gratuitous ARP for 30 seconds.
C. FortiGate restarts if the topology changes.

D. The router sends grace LSAs before it restarts.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 30

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains an ADVPN network diagram and a partial BGP configuration.

Network diagram -

|"l "li
BGP AS 65100
BGP network
172.16.1.0/24
f’
7 A\
F B! \‘
172.16.1.2/32¢8 / \
r b
\ )/ \ %\172.16.1.3/32 |
\ ’ F Y ,.-'-
- £ 2 L
[ _---‘------------------h
lﬁ; 10.1.1.0/24 s 1.2 0/24

Partial BGP configuration -
Hub # show router bgp

conflg router bgp
set as €5100
set router-id 172.16.1.1
config neighbor-group
edit "advpn"
set remote-as 65100

next

Which two parameters should you configure in config neighbor-range? (Choose two.)

A. set neighbor-group advpn

B. set route-reflector-client enable
C.set prefix 10.1.0 255.255.254.0

D. set prefix 172.16.1.0 255.255.255.0

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 31

Topic # 1

[All NSE7_EFW-7.2 Questions]

You want to have faster detection for OSPF
Which parameter should you enable on both connected FortiGate devices?

A distribute-list-in
B. rfc1583-compatible

C. restart-on-topology-change

D. bfd

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM Q

Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 32

Topic # 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which provides information on BGP neighbors.

# get router info bgp neighbors

VREF 0 neighbor table:

BGP neighbor 1s 10.2.0.254, remote AS 65100, local AS €5200, external link
BGP version 4, remote router 1D 0.0.0.0
BGP state = ldle
Not directly connected EBGP
Last read 00:04:40, hold time 15 180, keepalive interval 1is 60 seconds
Configured hold time 1s 180, keepalive interval 1s &0 seconds

Received 5 messages, 0 notifications, 0 in gueue

Sent 4 messages, 1 notifications, 0 1n gueue

RouLe refresh request: received 0, sent 0

NLRT treated as withdraw: 0

Minimum time between advertisement runs 1s 30 seconds..

What can you conclude from this command output?

A You must change the AS number to match the remote peer.
B. BGP is attempting to establish a TCP connection with the BGP peer.
C. The bfd configuration is set to enable.

D. The routers are in the same area ID of 0.0.0.0.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 33

Topic # 1

[AIlNSE7_EFW-7.2 Questions]

Which two statements about ADVPN are true? (Choose two.)

A. The hub adds routes based on IKE negotiations.
B. You must configure phase 2 quick mode selectors to 0.0.0.0 0.0.0.0.

C. All FortiGate devices must be in the same autonomous system (AS).

D. You must disable add-route in the hub.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 34
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Which statement about network processor (NP) offloading is true?

A. The NP checks the session key or IPSec SA.
B. The NP provides IPS signature matching.

C. You can disable the NP for each firewall policy using the command np-acceleration set to loose.

D. For TCP traffic, FortiGate CPU offloads the first packets of SYN/ACK and ACK of the three-way handshake to NP

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 35

Topic # 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which shows an error in system fortiguard configuration.

NGFW-1 (fortiguard) # set protocol udp

command parse error before ‘udp’
Command fail. Return code -61

What is the reason you cannot set the protocol to udp in config system fortiguard?

A.udp is not a protocol option.
B. fortiguard-anycast is set to enable.
C. You do not have the corresponding write access.

D. FortiManager provides FortiGuard.
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 36

Topic #: 1

[All NSE7_EFW-7.2 Questions]

Refer to the exhibit, which contains an active-active load balancing scenario.

Primary

port1
port2

2-SYN

Secondary
3b — SYNIACK"""' ~ 3a - SYN R
“~port1

During the traffic flow, the primary FortiGate forwards the SYN packet to the secondary FortiGate.

/
W\

Server

What is the destination MAC address or addresses when packets are forwarded from the primary FortiGate to the secondary FortiGate?

A. Secondary virtual MAC port1 then physical MAC port1
B. Secondary virtual MAC port1

C. Secondary physical MAC port1

D. Secondary physical MAC port1 then virtual MAC port2
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 37
Topic #: 1

[All NSE7_EFW-7.2 Questions]

Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. route-reflector-peer enable
B. route-reflector-server enable

C. route-reflector-client enable

D. route-reflector enable

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-7.2
Question #: 38
Topic #: 1

[All NSE7_EFW-7.2 Questions]

In which two ways does FortiManager function when it is deployed as a local FDS? (Choose two.)

A. It can be configured as an update server, a rating server, or both.
B. It caches available firmware updates for unmanaged devices.

C. It supports rating requests from non-FortiGate devices.

D. It provides VM license validation services.

Show Suggested Answer




