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Question #1 Topic 1

Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Type TCL Script v
Run script on Remote FortiGate ... +
Script details i#!

proc do_cmd {cmd} {

puts [exec "$cmdin" "# " 10]

}

run_cmd "config system interface "
run_cmd "edit port1”

run_cmd "setip 10.0.1.10 255.255.255.0"
run_cmd "next"

run_cmd "end"

An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed
device after being run.
Why did the TCL script fail to make any changes to the managed device?

A. The TCL procedure run_cmd has not been created.
B. The TCL script must start with #include.
C. There is no corresponding #! to signify the end of the script.

D. The TCL procedure lacks the required loop statements to iterate through the changes.

Suggested Answer: A

Community vote distribution

A (100%)

B & Timoty15 3 weeks, 4 days ago
Has anyone taken a dump from here in the past few days and succeeded in the exam? How many questions are new?
upvoted 1 times

B & boars 2 months ago
A'is correct
upvoted 2 times

B & charruco 4 months ago

Selected Answer: A

Alis correct
Study Guide 7.2 - Page 145
upvoted 2 times

B & truserud 4 months, 3 weeks ago
A'is correct. If you wanted the TCL script to run, you would have to change proc do_cmd to proc run_cmd, or change the procedure
name to "do_cmd" from the pictured "run_cmd" in the screenshot.

More information with examples is found on page 145 in the Study Guide.
upvoted 3 times

B & LNR360 5 months, 1 week ago
A'is correct
upvoted 2 times
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E & rananaj 5 months, 1 week ago

Selected Answer: A

The answer is A
upvoted 4 times
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Question #2 Topic 1

You want to improve reliability over a lossy IPSec tunnel.
Which combination of IPSec phase 1 parameters should you configure?

A. fec-ingress and fsc-egrsss
B. dpd and dpd-retryinterval
C. fragmentation and fragmentation-mtu

D. keepalive and keylive

Suggested Answer: B

Community vote distribution

A (100%)

B & myrmidon3 2 weeks, 2 days ago
Forward Error Correction (FEC) is a method that improves reliability over lossy networks, including IPSec tunnels.
Configuring fec-ingress and fec-egress parameters ensures that data packets are error-checked and corrected at both the ingress
and egress of the IPSec tunnel, reducing the impact of packet loss and improving overall reliability.
upvoted 1 times

B & rac_sp 7 months, 1 week ago
a is correct. The study guide mention flossy links
upvoted 2 times

B & ciscofgt 9 months, 2 weeks ago
hey guys, has anyone taken the EFW 7.2 exam recently and were all questions from this site? the ones under EWF_7.27?
upvoted 1 times

& & d567468 2 months, 3 weeks ago
Just failed. Many questions not covered here.Specially OSPF questions
upvoted 2 times

B & charruco 10 months ago
Alis correct
Study Guide 7.2 - Page 317
upvoted 2 times

B & Totoahren 10 months, 2 weeks ago
Study Guide on page 317.
upvoted 4 times

B & Totoahren 10 months, 2 weeks ago
A'is correct option.
Reference:
https://community.fortinet.com/t5/FortiClient/Technical-Tip-Configuring-DPD-dead-peer-detection-on-IPsec-VPN/ta-p/192616
upvoted 2 times

& & truserud 10 months, 3 weeks ago
Alis the correct option. This is briefly explained in the Study Guide on page 317.
More detailed information can be found here: https://community.fortinet.com/t5/FortiGate/Technical-Tip-Forward-Error-Correction-for-
IPsec-VPN/ta-p/191567
upvoted 3 times

& & Kop01 11 months ago

Selected Answer: A
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Correct option "A" p317
upvoted 4 times
B & 5deee77 11 months, 1 week ago
Correct option is "A"
upvoted 4 times

B & tachy_22 11 months, 1 week ago
The answer A is correct - Enterprise_Firewall_7.2_Study_Guide - page - 317 - "it improves reliability that can overcome adverse
WAN conditions such as lossy or noisy links"
upvoted 2 times

B & WSCOSTA 11 months, 1 week ago
Correct option is "C"
upvoted 1 times

B & azeemakhtar82 11 months, 1 week ago
Correct option is "A"
upvoted 1 times

B & rananaj 11 months, 2 weeks ago

Selected Answer: A

The answer is A
upvoted 3 times
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Question #3 Topic 1

How are bulk configuration changes made using FortiManager CLI scripts? (Choose two.)

A. When run on the Device Database, changes are applied directly to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.
C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, you must use the installation wizard to apply the changes to the
managed FortiGate device.

Suggested Answer: BD

Community vote distribution

BD (100%)

B & charruco 4 months ago

Selected Answer: BD

B and D are correct
Study Guide 7.2 - Page 140 141
upvoted 3 times

E & FlavioBarbosa 4 months, 2 weeks ago
B e D, estao corretas, Study Guide Pag. 140, 141
upvoted 2 times

B & truserud 4 months, 3 weeks ago

Selected Answer: BD

B & D are correct. This is explained on page 141 in the Study Guide.

upvoted 3 times

B & Artbrut 5 months ago

Selected Answer: BD

B and D are correct as stated p. 141 in the study guide

upvoted 3 times

B & 5deee77 5 months ago

Selected Answer: BD

The answer is BD page 141

upvoted 2 times

O & rananaj 5 months, 1 week ago

Selected Answer: BD

The answer is BD

upvoted 2 times
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Question #4 Topic 1

Refer to the exhibit, which contains a partial configuration of the global system.

ystem glo
admin-https-pki-required disable
av-failopen pass
check-protocol-header loose
memory-use-threshold-extreme 95

strict-dirty-session-check enable

What can you conclude from this output?

A. Only NPs are disabled
B. Only CPs are disabled
C. NPs and CPs are enabled

D. NPs and CPs are disabled

Suggested Answer: D

Community vote distribution

C (95%) 5%

& & myrmidon3 2 weeks, 2 days ago

Selected Answer: C

the output does not explicitly reference any commands or parameters related to enabling or disabling Network Processors (NPs) or
Content Processors (CPs). However, let's analyze the available settings for a conclusion:

set av-failopen pass
This indicates that antivirus scanning will allow traffic to pass even if the antivirus engine encounters an error. It does not directly
affect the status of NPs or CPs.

set check-protocol-header loose
This loosens the protocol header checks for traffic. Again, this does not directly indicate the status of NPs or CPs.

set memory-use-threshold-extreme 95
This sets the memory utilization threshold at which extreme measures may be taken, but it does not indicate anything about NPs or
CPs.

set strict-dirty-session-check enable
This ensures stricter checks on session consistency, but it does not influence the NP or CP settings.

Conclusion:
The configuration does not explicitly disable NPs or CPs. Therefore, the correct conclusion is:

C. NPs and CPs are enabled
upvoted 1 times

& & khalmrj 5 months, 3 weeks ago
anyone recently wrote the exam share experience if this is still valid?
upvoted 4 times

& & sugarl2 5 months, 3 weeks ago

Selected Answer: C
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Strick - disabled all NPs and CPs
loose - Enables them

Therefore C is correct
upvoted 2 times
B & havokdu 8 months, 3 weeks ago
C is the correct answer.
check-protocol-header strict diables all NPPs and CPs. Loose doesn't disable them.
upvoted 2 times

B & ba68ea0 10 months ago
charruco is correct - scrub my comment !
upvoted 3 times

B & charruco 10 months ago
the question says: "loose"
set check-protocol-header "loose"

Enabling "strict" header checking disables all hardware acceleration (not loose config). This includes NP, SP, and CP processing.
so C is correct
upvoted 3 times

B & ba68eal 10 months ago
Answer: D "Enabling strict header checking disables all hardware acceleration. This includes NP, SP, and CP processing."
https://docs.fortinet.com/document/fortigate/7.4.3/hardware-acceleration/39956/strict-protocol-header-checking-disables-hardware-
acceleration
upvoted 2 times

B & Totoahren 10 months, 2 weeks ago
Enabling strict header checking disables all hardware acceleration. This includes NP, SP, and CP processing.
upvoted 4 times

B & Totoahren 10 months, 2 weeks ago
Answer: D
when check-protocol-header is enabled in strict or loose mode all NPs and CPs are disabled.
upvoted 2 times

& & charruco 10 months ago
The documentation only mentions strict NOT loose
upvoted 1 times

E & ba68eal 10 months ago
agreed. "Enabling strict header checking disables all hardware acceleration. This includes NP, SP, and CP processing."
https://docs.fortinet.com/document/fortigate/7.4.3/hardware-acceleration/39956/strict-protocol-header-checking-disables-
hardware-acceleration
upvoted 1 times

B & Kop01 11 months ago
Answer : C
P53 check-protocol-header strict disables all NPs and CPs.

"The option 'strict-dirty-session-check' will enable to check the session against the original policy when re-validating.

This can prevent dropping of redirected sessions when web-filtering and authentication are enabled together.

If this option is enabled, the FortiGate unit deletes a session if a routing or policy change causes the session to no longer match the
policy that originally allowed the session.

enable: Enable strict dirty-session check.

disable: Disable strict dirty-session check."
https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-fix-fw-strict-dirty-session-check-drop/ta-p/224031
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upvoted 2 times
B & Artbrut 11 months, 1 week ago

Selected Answer: C

It's C as per https://docs.fortinet.com/document/fortigate/7.2.4/hardware-acceleration/39956

"Enabling strict header checking disables all hardware acceleration. This includes NP, SP, and CP processing."
upvoted 4 times

B & 5deee77 11 months, 1 week ago
The answer is C,
upvoted 1 times

B & Flo31 11 months, 1 week ago
The answer is C, nothing here can prove that NP or CP is disabled
upvoted 1 times

E & FlavioBarbosa 11 months, 1 week ago
"D" e a opcao correta.
Ao habilitar o "check-protocol-header loose" o FortiGate ir4 fazer um inspecéo rigorosa no cabecalho em L4, com isso TODA
aceleragdo e desativada NP, SP e CP.
upvoted 2 times

B & mollyk70 11 months, 1 week ago
set check-protocol-header loose command can infer that there is an NP enabled, thus
Ais wrong.
C is wrong
D is most close to answer imo
upvoted 2 times

& & mollyk70 11 months ago
Apologies Study guide P53, set check-protocol-header loose, infers that the NP CP are NOT disabled, so D is wrong
C - Correct
upvoted 3 times

B & rananaj 11 months, 2 weeks ago

Selected Answer: A

The answer is A
upvoted 1 times
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Question #5 Topic 1

Refer to the exhibits, which show the configurations of two address objects from the same FortiGate.

Engineering address object -

Name Engineering

Color I Change

Type Subnet g
IP/Netmask 192.168.0.0255.255.255.0

Interface U any -

Static route configuration (B

Comments Write a comment... 2 0/255

Finance address object -

Name Finance

Color 2  Change

Type Subnet v

IP/Netmask 192.16€.1.0 255.255.255.0

Interface O any v

Static route connguration CB

Comments Write a comment... £ 07255
Return

Why can you modify the Engineering address object, but not the Finance address object?

A. You have read-only access.
B. Another user is editing the Finance address object in workspace mode.
C. FortiGate joined the Security Fabric and the Finance address object was configured on the root FortiGate.

D. FortiGate is registered on FortiManager.

Suggested Answer: B

Community vote distribution
C (74%) B (20%) 6%

B & charruco AL EL ) 9 months, 1 week ago
Selected Answer: C

C is Correct

B is not correct because "Workspace mode is available only through CLI mode:
Pg. 25 in Enterprise_Firewall_7.2_Study_ Guide-Online.pdf
upvoted 8 times
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& & rac_sp 7 months ago
very true !! furthermore a warning message is shown to let the administrator know that the object is currently being configured in
another workstpace transaction
upvoted 2 times

& truserud (A G L ) 10 months ago
Selected Answer: C

| made a mistake earlier and voted B as that made most sense at the time. After checking in my lab, C is the correct answer. You are
indeed presented with only the "return" option on the object on a downstream device when trying to edit a Global fabric object
created on the root device.

upvoted 6 times

& myrmidon3 2 weeks, 2 days ago

Selected Answer: C

Security Fabric Configuration:

When a FortiGate is part of a Security Fabric, address objects and other configurations can be synchronized across devices.
If an address object (e.g., the Finance object) was created on the root FortiGate, it is synchronized downstream, and you cannot
modify it on the downstream FortiGate. You can only modify such objects on the root FortiGate.

Engineering Address Object:

The Engineering address object is editable because it was created locally on the current FortiGate and is not synchronized from the
root FortiGate.

Why the Other Options Are Incorrect:

A. You have read-only access:
If this were the case, you wouldn’t be able to modify the Engineering object either.
B. Another user is editing the Finance address object in workspace mode:
In such a scenario, the interface would indicate that the object is locked due to workspace editing.
D. FortiGate is registered on FortiManager:
While FortiManager can push configurations, the question and behavior are specific to Security Fabric synchronization, not
FortiManager.
upvoted 1 times

& BatherDom 3 months, 2 weeks ago
Selected Answer: B

Leer pagina 25 del libro FW 7.2
upvoted 1 times

& rac_sp 7 months ago
Fgt is joined in the security fabric
upvoted 2 times

& evdw 8 months ago
Correct answer is C
upvoted 2 times

& havokdu 8 months, 1 week ago
Selected Answer: C
| created a firewall object on a root fortigate. Then, on a downstream FG the object appeared, but when | tried to edit it the OK button
was missing. Only the return button is present.
It doesn't happen like that in Workspace mode. So C is the correct option.
upvoted 3 times

& GabrielVillamizar 9 months, 3 weeks ago

Selected Answer: B

When an administrator edits an object in workspace mode, it is locked, preventing other administrators from editing that object. A
warning message is shown to let the administrator know that the object is currently being configured in another workspace
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transaction. Pg. 25 in Enterprise_Firewall_7.2_Study_Guide-Online.pdf
upvoted 2 times
E & r3n0 10 months, 2 weeks ago
In workspace mode the "OK" button is present, you get an error message as soon as you click on it.
When you create a fabric object on a root device, it will synchronize to the downstream devices (if enable) and you will not be able to
modify the object on any downstream devices. The "OK" button will NOT be available on downstream devices.
upvoted 4 times

B & Totoahren 10 months, 2 weeks ago
Page 25
Enabling strict header checking disables all hardware acceleration. This includes NP, SP, and CP processing.
upvoted 1 times

B & Totoahren 10 months, 2 weeks ago
Answer B:
Answer: D
when check-protocol-header is enabled in strict or loose mode all NPs and CPs are disabled.
upvoted 1 times

& & Totoahren 10 months, 2 weeks ago
Answer: B
when check-protocol-header is enabled in strict or loose mode all NPs and CPs are disabled.
upvoted 1 times

B & ac89l 10 months, 2 weeks ago
tested in lab
upvoted 2 times

B & truserud 10 months, 3 weeks ago
A bit tricky from the screenshots, as if B was indeed the correct answer, a warning should be shown that the object is being edited by
a different user.

A doesn't make much sense, as you wouldn't be able to make changes to either of the objects if you were in read-mode.

You can edit and configure downstream Fortigates in a Security Fabric at will. There is nothing in the screenshots signifying that this
is a downstream device, or the root device.

We you can still configure objects on local devices even if they are managed by FortiManager, and as with question A; if you had
logged into a Centrally managed device as read-only, you wouldn't be able to edit any of the objects.

| believe the answer is B, as that makes most sense, even though it is difficult to tell from the screenshots themselves.
upvoted 2 times

& & truserud 10 months ago
Scratch that. The Answer is C. Just tested in my lab, and when creating as a global fabric object, | am not able to edit the adress
object on the downstream Fortigate. If it was an object in workspace mode, you would get a warning that the object is locked in a
different transistion by a different user.
upvoted 1 times

B & MikeSco001 10 months, 4 weeks ago

Selected Answer: C

Answer is C. Tested in Lab
upvoted 3 times

B & tenebrox 11 months ago

Selected Answer: D

Answer is D, i test in my lab with two user, and you always can modify the address but the other user see the warning
upvoted 2 times
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B & 5deee77 11 months, 1 week ago

Selected Answer: B

The answer is B page 25
upvoted 1 times

E & rananaj 11 months, 2 weeks ago

Selected Answer: B

The answer is B
upvoted 1 times
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Question #6 Topic 1

Which two statements about the neighbor-group command are true? (Choose two.)

A. It applies common settings in an OSPF area
B. You can apply it in Internal BGP (IBGP) and External BGP (EBGP)
C. You can configure it on the GUI

D. It is combined with the neighbor-range parameter

Suggested Answer: BD

Community vote distribution

BC (64%) BD (36%)

© & bestboy120 6 months, 2 weeks ago

Its BC

D is not correct. Why? Lets see
"D. It is combined with the neighbor-range parameter"

It CAN be combined with neighbor-range, but is not required. It can work fine with the “remote-as” parameter alone (which IS
required). After defining remote-as, for example, we can select route-maps for all ASes in the defined AS (remote-as)

Just run FGT (physical or VM) and check it yourself

Regarding answer C - yes you can configure it via GUI
upvoted 6 times

& & myrmidon3 2 weeks, 4 days ago
Selected Answer: BC

Option A: True. The neighbor-group command can indeed be configured using the GUI. This allows users to set up neighbor groups
easily in environments where graphical interface configuration is preferred.

Option B: False. The neighbor-group command is not specific to OSPF; it is primarily a BGP construct for grouping peers. Common
settings in an OSPF area would typically involve different commands or methodologies.

Option C: False. While the neighbor-group command can be used with the neighbor-range parameter, it is not a requirement. This
option's wording ("It is combined") implies necessity, which is inaccurate. The neighbor-group works independently, particularly when
the remote-as parameter is defined.

Option D: True. The neighbor-group command can be utilized for both IBGP and EBGP sessions, enabling the application of shared
settings across both types of neighbors.

The correct options are B and C, considering the nuanced interpretations of the provided statements.
upvoted 1 times

& & raydel92 6 months ago

Selected Answer: BC

BandC
upvoted 1 times

B & Benr06 6 months, 1 week ago

Selected Answer: BC

Can be configured from gui
upvoted 1 times

B & havokdu 8 months, 1 week ago
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Selected Answer: BC

BandC
_ neighbor-group can be configured from the GUI since FortiOS 7.2.0
_ You can use EBGP in neighbor-group
_ neighbor-range is not mandatory
upvoted 2 times

B & TheUsD 9 months, 2 weeks ago
I'm thinking it is B and C. While it CAN be combined, it is not required. The wording on the answer say "It IS COMBINED..." meaning
it is a requirement. You can definitely, create a neighbor-range in the GUI. The wording on answer C say "YOU CAN" and not "YOU
MUST".

| could be over thinking this but B C sounds more correct.
upvoted 2 times

B & ac89l 10 months, 2 weeks ago
but why C is not correct ?
upvoted 1 times

B & Artbrut 11 months, 1 week ago
Study guide p. 208/209
upvoted 3 times

E & FlavioBarbosa 11 months, 1 week ago
"B" e "D" estéo corretas.
O parametro e utilizado com IBGP e EBGP para agrupar os Neighbors e consequentemente aplica-lo dentro do "config neighbor-
range"
upvoted 1 times

B & rananaj 11 months, 2 weeks ago

Selected Answer: BD

The answer is BD
upvoted 1 times
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Question #7

Refer to the exhibit, which contains information about an IPsec VPN tunnel.

FortiGate # diag vpn tunnel list
list all ipsec tunnel in vd @

name=tunnel_B ver=2 serial=1 100.64.3.1:8->188.64.1.1:8 tun_id=180.64.1.1 tun_id6=::108.64.1.7 dst_mtu=8 dpd-link=on weight=1
bound_if=3 lgwy=static/1 tun=intf mode=auto/1 encap=none/552 options|[B8228]=npu frag-rfc run_state=8 role=primary accept_traffic=1 overlay_id=8

proxyid_num=1 child_num=8 refcnt=3 1last=42949917 o0last=42949917 ad=/8
stat: rxp=0 txp=8 rxb=0 txb=0
dpd : mode=off on=8 idle=28888ms retry=3 count=8 seqno=8
natt: mode=none draft=8 interval=8 remote_port=8
fec: egress=B ingress=08
proxyid=tunnel_0_@ proto=0 sa=1 ref=2 serial=1
src: 8:0.8.8.8-255.255.255.255:8
dst: 9:0.0.0.8-255.255.255.255:0
SA: ref=3 options=382082 type=88 soft=8 mtu=1288 expire=1454/8B replaywin=2848
seqno=1 esn=0 replaywin_lastseq=00000000 gat=192 rekey=0 hash_search_len=1
life: type=81 bytes=8/8 timeout=1768/1808
dec: spi=877d6590 esp=aes key=16 be308ec1fbB5464205764424bc4Ba’6d
256 key=32 cc8894be3398983571a48b2e7abc998eb6hb28a18a3dddBe7be7echeb72dfe7ces
def38a esp=aes key=16 d8d3343af2fed4ddd958a822cd656bB6
ah=sha256 key=32 264482ba8ad@4a7e97732b52ec27c92ff86e8a97bb33e22887677336716708c7d
dec :pkts/bytes=8/8, enc:pkts/bytes=8/8
npu_flag=088 npu_rgwy=1080.64.17.7 npu_lgwy=1088.64.3.7 npu_selid=8 dec_npuid=8 enc_npuid=8
run_tally=0

What two conclusions can you draw from the command output? (Choose two.)

A. Dead peer detection is set to enable
B. The IKE version is 2
C. Both IPsec SAs are loaded on the kernel

D. Forward error correction in phase 2 is set to enable

Suggested Answer: BC

Community vote distribution

BC (100%)

B & havokdu AL GL D 2 months ago
Selected Answer: BC

ver=2 is IKEv2
dpd: mode=off (dead peer detection is disabled)
fec: egreess=0 ingress=0 (forward error correction is disabled) (also FEC is phasel not 2)

npu_flag=00 means that both IPsec SA are loaded in the kernel
Study guide page 321
upvoted 6 times

© & charruco 3 months, 1 week ago
B and C are correct
upvoted 2 times

& & Totoahren 4 months, 2 weeks ago
BC Response:
ver=2 ( this is ikea2)
dpd: mode=off (dead peer detection is disabled)
fec: egreess=0 ingress=0 (forward error correction is disabled)
option c is discard, I'm not sure why
upvoted 2 times

& & havokdu 2 months ago
npu_flag=00 means that both IPsec SA are loaded in the kernel
Study guide page 321

upvoted 1 times
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B & 5deee77 5 months ago

Selected Answer: BC

The answer is B (ver:2) C (npu-flag=00)
upvoted 4 times

© & rananaj 5 months, 1 week ago

Selected Answer: BC

The answer is BC
upvoted 2 times
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Question #8 Topic 1

Which two statements about IKE version 2 fragmentation are true? (Choose two.)

A. Only some IKE version 2 packets are considered fragmentable
B. The reassembly timeout default value is 30 seconds
C. Itis performed at the IP layer

D. The maximum number of IKE version 2 fragments is 128

Suggested Answer: AD

Community vote distribution

AC (83%) Other

& & havokdu 8 months, 1 week ago
A: Only some IKEv2 packets are considered fragmentable: AUTH, CREATE_CHILD_SA, and some INFORMATIONAL.
B: Reassembly timeout is 15 seconds, not 30 seconds.
C: Check the question and the Study guide. IKEv2 fragmentation does happen in the IP layer, and IKEv2 fragmentation "SUPPORT"
happens at the IKE layer instead of the IP layer.
D: The maximum number of IKEv2 fragments is 64, not 128
upvoted 5 times

& & networkconundrums1 5 months, 3 weeks ago
Maximum number of IKEv2 fragments = 64 (for reassembly)
The Answer is Aand C

upvoted 1 times

B & mecacig953 7 months, 1 week ago
only one anwer is right . A study guide page 300
upvoted 2 times

B & charruco 9 months, 1 week ago
Aand C are correct
upvoted 2 times

B & truserud 10 months, 3 weeks ago

Selected Answer: AC

A and C are correct. See page 300 in the Enterprise Firewall 7.2 Study Guide:
A: Only some IKEv2 packets are considered fragmentable: AUTH, CREATE_CHILD_SA, and some INFORMATIONAL.

C: Page 299 in Study Guide: If fragmentation occurs at the IP layer, during the IKEv2 connection, it is possible that payload sizes
may exceed the IP MTU and packets get fragmented.

Now, on page 300, it is indeed stated that fragmentation is performed on the IKE-layer to solve the issues raised with Fragmentation
on the IP-layer. This is supported on IKEv2 with IKEv2 fragmentation support:

config vpn ipsec-phasel-$interface

set ike-version 2

set fragmentation enable | disable

set fragmentation-mtu $size

Bottom line; somewhat tricky question, at least with regards to it requesting two answers, and i definitely isn't B or D.
upvoted 4 times

E & Kop01 11 months ago

Selected Answer: AC

Answer should be A only, but it requires 2 answers so it's AC ...
p300 :
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A correct : "Only some packets are considered fragmentable.”

C wrong : "With IKEv2 fragmentation support, the fragmentation occurs at the IKE layer instead of the IP layer." BUT if set

fragmentation is set to disable, then answer C could be right ....

BD wrong : "The maximum number of IKEv2 fragments are 64, and the reassembly timeout is 15 seconds."
upvoted 1 times

B & Artbrut 11 months ago

only A'is correct imho

A -> yes, study guide p. 300

B -> reassembly timeout 15 sec, not 30

C -> nope, fragmentation is done at IKE layer, not IP! (To not be blocked by firewalls)

D -> nope, the max number is 64 (p. 300 study guide)
upvoted 1 times

© & Artbrut 11 months ago

regarding C: it could be right if ikev2 fragmentation support is not configured
upvoted 1 times

B & 5deee77 11 months, 1 week ago

The answer is A (page 300) C (page 299) Enterprise_Firewall_7.2_Study_Guide
upvoted 1 times

B & rananaj 11 months, 2 weeks ago
The answer is BC
upvoted 1 times

& & rananaj 11 months, 2 weeks ago
The answer is AC
upvoted 1 times
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Question #9 Topic 1

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that
some of the switches in the network continue to send traffic to the former primary device.
What can the administrator do to fix this problem?

A. Configure set link-failed-signal enable under config system ha on both cluster members
B. Configure set send-garp-on-failover enable under config system ha on both cluster members.
C. Configure remote link monitoring to detect an issue in the forwarding path.

D. Verify that the speed and duplex settings match between the FortiGate interfaces and the connected switch ports.

Suggested Answer: B

Community vote distribution
A (100%)

© & truserud 10 months, 3 weeks ago
Page 98 in the Study Guide:
After a failover, the new primary broadcasts GARP patckets, notifying the network that each vMAC address is now reachable on a
different port, however on some switch-models that might not be enough. To solve the issue that MAC-tables on switches are not
updated after a failover, you should configure the following on a HA-cluster:
config system ha
set link-failed-signal enable
end

This will force the primary device to shut down all devices except mgmt and HA for one second, forcing the connected |12 devices to
update their MAC-tables, as this simulates a link failure.
upvoted 5 times

© & ray_NSE8 4 months ago

The english study guide 7.2 , page 98 explains this.
upvoted 1 times

B & CHUA123 5 months, 1 week ago

Selected Answer: A

The only correct answer is A
upvoted 2 times

B & jddc10006 6 months, 3 weeks ago
Alits correct
upvoted 2 times

B & khalmrj 6 months, 4 weeks ago
A for sure
upvoted 2 times

B & rac_sp 7 months, 1 week ago

Selected Answer: A

A for sure
upvoted 2 times

B & havokdu 8 months, 1 week ago

Selected Answer: A

The answer is A, Study_Guide 7.2, page 98
upvoted 2 times

& & Tommy_S 9 months, 1 week ago

Selected Answer: A
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Alis correct
upvoted 3 times
B & charruco 9 months, 1 week ago
The answer is A, Study_Guide 7.2, page 98
upvoted 3 times

B & Kop01 11 months ago
Answer A : p98
upvoted 1 times

B & 5deee77 11 months ago
The answer is A, Enterprise_Firewall_7.2_Study Guide, page 98
upvoted 2 times

B & Artbrut 11 months, 1 week ago
Selected Answer: A
Should be A as per https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-FortiGate-HA-link-failed-signal-and/ta-p/198050
upvoted 1 times

B & rananaj 11 months, 2 weeks ago
Selected Answer: A
The answer is A
upvoted 1 times
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