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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 1
Topic #: 1

[All NSE7_EFW-6.4 Questions]

Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Installing configuration changes to managed devices
B. Importing interface mappings from managed devices

C. Adding devices to FortiManager

D. Previewing pending configuration changes for managed devices

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 2

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Hub # get vpn ipsec tunnel details
gateway

=
10.10.1.1:0 ({:
10.10.2.2:0 |

rxz packets: 1025 bytes: 524402 errors:
tx packets: 641 bytes: 93 errors: 0
dpd: on-demand/negotiated idle: 20000ms

tunnel
0:192_168.1.0/
0:10.10.20.0/

mtu: 143

replay: enabled
inbound
spi: 0leS54bl4
enc: ass—cbh 914dc5d40
auth: shal af8lb01%d4cd
outbound

spi: 3dd3545f

~

enc: aes—ch 017b8ffecdbhaZleaci9hll:

Based on the output, which two statements are correct? (Choose two.)

A. Phase 2 authentication is set to shal on both sides.
B. Anti-replay is disabled.
C. Hub2Spoke1 is a policy-based VPN.

D. Hub2Spoke1 is configured on interface wan2.

Show Suggested Answer

Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 3

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows the output of a debug command.
FGT # get router info ce port4d
portd4 is up, line pro :
Internet Address 2 2 Area 0.0.0.0, MTU 1500
Process ID 0, Router ID 0.0.0.4, Netw k Type BROADCAST,
Transmit Delay is 1 sec, State DROther, Priority 1
Designated Router (ID) 172.20.140.2,
Backup Designated Router (ID) 0.0.0.1,
Timer inervals configured, Helle 10.000,
Hello due in 00:00:05
Neighbor is 4, Adjacent neighbor count is 2
e Number is 411
Hello recelived 106 send 27, DD received

LS-Req received 2 se 2, LS-Upd received
LS-Ack received 4 se : Discarded 1

Which two statements about the output are true? (Choose two.)

A. The local FortiGate OSPF router [Dis 0.0.04.
B. Portd is connected to the OSPF backbone area.
C. In the network connected to port4, two OSPF routers are down.

D. The local FortiGate is the backup designated router.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 4

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibit, which contains the partial output of a diagnose command.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in wvd 0O

name=VPN wver=1 serial=1 10.200.5.1:0->10.200.4_.1:0

bound if=3 lgwy=static/1l tun=intf/0 mode=auto/l encap=none/0

proxyid num=1 child num=0 refecnt=15 ilast=10 olast=79%2 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txzb=0

dpd: mo 1—demand on=1 idle=20000ms retry=3 count=0 seqno=0

natt: mode=none draft=0 interval=0 remote port=0

Src:

dst:

SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqgno=1 esn=0
replaywin lastseq=00000000

life: type=01 bytes=0/0 timeout=43
. spizccclfﬁﬁd esp=a

ah=shal key=20 c
spi=dfl14200b e: :
ah=shal key=20 3 F715298¢ 215c2595

pkts/bytes=0/0,

Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled
B. The remote gateway IP is 10.200.4.1.
C. DPD is disabled.

D. Quick mode selectors are disabled.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 5

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Refer to the exhibit, which contains partial output from an IKE real-time debug.

1'EDD ifindex=T7.

vID DFPD
DED neqﬂtlated
VID FORTIGATE

Z5ETDETFO0DGBC2D3
VID FRAGMENTATION -‘-1[}4 BT DEEEEI"E 2LETDETFOODECZ2D3C0000000
received peer identifier FQDN °
Jotiation result
proposal id =
ol id = ISAEMP:
trans id = KEY IEE.
encapsulation = IEE/none.
type=0AKLEY ENCRYPT ALG, val=AES CBC,
type=0AEKLEY HASH ATG, wval=SHA.
type=AUTH METHOD, wval=PRESHARFED EKEY
type=0OREKLEY GROUP, wval=MODP1024.
SAFKMP SA lifetime=86400
NAT-T unavailable
SAEMP SA a2fbdébb6394401a/06b85%c022d4df682 key
3EL20787CB01DE3678916
SKE authentication succeeded
authentication OK
add INITIAL-CONTACT
enc
22D4DFGE2 BEZRA0TBEOSOZ26CAAR2
aut
SC022D4DFBBZ0 B B73F150CBAB5CC2A
sent IEKE msqg tagg_lasend]: 1u.ﬂ.D.1:5uﬂ—;1ﬂ.u.ﬂ.:.JuD, len=140,

stablished IEE SA aZfbhdeébbe3%94401a/06b8%(

Which two statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.
B. The initiator provided remote as its IPsec peer ID.
C. It shows a phase 1 negotiation.

D. The negotiation is using AES128 encryption with CBC hash.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 6

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows the output of a BGP debug command.
FGT # get router info bgp summary

BEP router identifier 0.0.0.117, local AS

BGP table wversion is 104

3 BGP AS-PATH entries

0 BGP community entries

MsgERcvd
1698 15¢ 0
10.127_0_75 65075 2206 225 0

100.64.3. 4 55 101 ' 0

Total number of neighbors 3

Which statement about the exhibit is true?

A. The local router has not established a TCP session with 100.64.3.1
B. The local router BGP state is OpenConfirm with the 10.127.0.75 peer.
C. Since the counters were last reset, the 100.64.3.1 peer has never been down.

D. The local router has received a total of three BGP prefixes from all peers.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 7
Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Type TCL Script v

Run script on Remote FortiGate...»

Script details #|

proc do_cmd {cmd} {

puts [exec “$cmd\n” “#" 10]
¥
run_cmd “config system interface”
run_cmd “edit port1”

run_cmd “setip 10.0.1.10 255.255.255.0"
run_cmd “next”

run_cmd “end”

An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed device after being run.
Why did the TCL script fail to make any changes to the managed device?

A. The TCL script must start with #include <>.
B. The TCL command run_cmd has not been created.
C. Changes to an interface configuration can be made only by a CLI script.

D. Incomplete commands are ignored in TCL scripts.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 8

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Refer to the exhibit, which contains the debug output of diagnose dvm device list.

FMG-VMec4# diagnose dvm device list
There are currently 1 devices/vdoms managed:
TYPE oID SN HA IP NAME ADOM TIPS FIBMWARE
' 217 FEVMOLl.. - 10.200.1.1 Local-FeortiGate My ADOM 15.0.0831 6.0 MR4 (1579)

enabled (regular)

|- S8TATUS: db: modified; conf: in sync; cond: pending; dm: retrieved; conn: up

|- wvdom: [3] root flags:0 adom:My ADOM pkg:

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A ADOMSs are disabled on the FortiManager
B. The FortiGate configuration is in sync with latest running revision history.
C. There are pending device-level changes yet to be installed on Local-FortiGate.

D. The policy package has been modified for Local-FortiGate.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 9

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows a FortiGate configuration.

config system fortiguard
set protocol udp

set port 8888

et load-balance-servers 1
et auto-join-forticloud enable
set update-server-location any
set sandbox-region
et fortiguard-anycast disable
et antispam-force-off disable
set antispam-cache enable
set antispam-cache-ttl 1800
set antispam-cache-mpercent 2
set antispam-timeout 7
webfilterforce-off enable
webfilter-cache enable
webfilter-cache-ttl 3600
webfiltertimeout 15
ns-server-ip “208.91.112.220"
ns-server-port 53

sdns- :]ptl:]rm
ource-ip
ource-ip6 =
proxy-sernver-ip (
proxy-server- p:]rt 0
proxy-usern; muﬂ
ddns-server-ip
ddns-server-port 443
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An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however, the web
filter is not inspecting any traffic that is passing through the policy.
What must the administrator change to fix the issue?

A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 10

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests when the client browser does not provide the server
name indication (SNI) extension?

A. FortiGate uses the CN information from the Subject field in the server certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.
C. FortiGate uses the requested URL from the user's web browser.

D. FortiGate blocks the request without any further inspection.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 11

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Refer to the exhibit, which contains partial output from an IKE real-time debug.

ike 0:H25 0 1:1249: notify msg received: SHORTCUT-QUERY
5 recv shortcut—query 12594932268010586978 4384dd592d62cd52/0000000000000000 100.64.3.1
>10.1.2.254 psk 64 ppk 0 ttl 32 nat 0O r 1 mode 0
iif 13 10.1.1.254-—>10.1.2.254 route lookup oif 13
forward shortcut—query 12594932268010586978 4384dd592d62cd52/0000000000000000
.254->10.1.2.254 psk &4 ppk 0 ttl 31 wer 1 meode .
= nt IKE msg (SHORTCUT-QUERY): 100.64.1.1:500->100.64.5
16a73dfb3a5d3kL54:340a2645cC
.1:500->100.64.1.1:500, ifindex=3. .
hanq- Informational id=el2beec88f13c7074/06a73¢
notify msg received: SHORTCUT-REPLY
H recv shortcut-reply 1259483 JJbﬂHIHRnhQTﬂ
54 psk 64 ppk 0 ver 1 mode
iif 13.10.1.2.254-—>10_1. 1
forward shortcut-reply 12594932
10.1.1.254 psk 64 ppk 0 £t1l 31 wver 1 mode

89bf040£5f7408c0 100.64.5.

[s 3T

Ll
. oo
L e

a0
= TS
Hh

b

o

12
4384dd592d62cd52/89bf040£f5f
xt-mapping 100.

Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender

D. auto-discovery-receiver

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 12
Topic #: 1

[All NSE7_EFW-6.4 Questions]

Which two statements about OCVPN are true? (Choose two.)

A. Only root vdom supports OCVPN.
B. OCVPN supports static and dynamic IPs in WAN interface.
C. OCVPN offers only Hub-Spoke VPNs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 13

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows a central management configuration.

server—type update

addr-type ipwv4

server—address 10.0.1.243

0.1.244

Which server will FortiGate choose for antivirus and IPS updates, if 10.0.1.243 is experiencing an outage?

A.10.0.1.242
B. Public FortiGuard servers
C.10.0.1.240
D.10.0.1.244

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 14

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Which two statements about application layer test commands are true? (Choose two.)

A. They display real-time application debugs.
B. They are used to filter real-time debugs.

C. Some of them can be used to restart an application.

D. Some of them display statistics and configuration information about a feature or process.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 15

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)

A. mem failopen
B. IPS failopen
C. AV failopen

D. UTM failopen

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 16

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that some of the switches in the network
continue to send traffic to the former primary device. The administrator decides to enable the setting link-failed-signal to fix the problem.
Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
B. It sends a link failed signal to all connected devices.
C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 17

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows the output of a diagnose command.

FGT # diagnose debug rating
Locale : English
Service : Web—filter
Status : Enable
License : Contract

o

ervice : Antispam
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Which two statements about the output in the exhibit are true? (Choose two.)

A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with a negative TZ value are experiencing a service outage.
C. Servers with the D flag are considered to be down.

D. FortiGate used 209.222 147 36 as the initial server to validate its contract.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 18

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows a session table entry.
sion list
_state=11 duration=35 expire=265 timeo 300 f£lags=00000000
sockport=0 av_idx=0 use=
ullgln—ahapur=
reply—shaper=
per ip shaper=

vlan cos=0/ 255

nLq=”EDB
Ep;,khpa]:
; pre—>pos 2.20.
.l.lDD 49545->21¢ 2162 x 3(172 .121.9&6:49545)
ac —jna 216.58.216.238:443-—>172.20 21.96:49545(192.167.1.100:49545)
0/¢0,0), ¢ 0)
Src_mac Sb:l cc:7b:7a
misc=0 policy id=21 auth info=0 chk client info=0 wvd=0
5erial=007£25%48 tos=ff/ff app list=0 app=0 url cat=41
rpdb link id = 00000000
dd type=0 dd mode=0
& ==00000000

npu in flag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, S 0x0000
v1ifid=0/0, wvtag in=0x0000/0x=0000 in npu=0/0, out npu=0/0 , fwd en=0/0, qi-:i— 0/0

Which statement about FortiGate inspection of this session is true?

A. FortiGate forwarded this session without any inspection.
B. FortiGate applied proxy-based inspection.
C. FortiGate applied flow-based NGFW policy-based inspection.

D. FortiGate applied flow-based inspection.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 19

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 20

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibits, which show the configuration on FortiGate and partial session information.

gateway 10.200.
priority 5

device ™

portl”

gateway 10.200.2.25
iority 10

FGT # diagnose

session info: . ; :xplre=31792 timeou f1lags=00000000

sockflag=00000000 sockport=0 av idx=0 use=4

origin-shaper=

reply-shaper=

per ip shaper=

class i1d=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=log may dirty npu £00

statistic (bytes/packets/allow err): org=3208/25/1 reply=11144/25/1 tuples=2

tx speed (Bps/kbps): 0/0 rx speed (Bps/kbps): 0/0

ori org pre—->post, reply pre->post dev=4->2/2->4 gwy=10.200.1.254/10.0.1.10
54.238.158.170.80(10.200.1.1:645%07)
>10.200.1.1:64907(10.0.1.10:645907)

ore, after) 0/(0,0), 0/ (0,0)

src mac=b4:T7al:e08:91:97

misc=0 policy id=1 auth info=0 chk client info=0 wd=0

serial=00317c5b tos=ff/ff app list=0 app=0 url cat

rpdb link id = 00000000

dd type=0 dd mode=0

npu_state=0x000c00

npu info: flag= 00, offleoad=0/0, ips offlocad=0/0, epid=0/0, ipid=0/0, wlan=0x0000/0x0000

v1ifid=0/0, wtag in=0x0000/0x000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0

no ofld reason:

If the priority on route ID 1 were changes from 5 to 20, what would happen to traffic matching that user session?

A. The session would remain in the session table, and its traffic would still egress from port1.
B. The session would be deleted, and the client would need to start a new session.
C. The session would remain in the session table, and its traffic would start to egress from pori2.

D. The session would remain in the session table, but its traffic would now egress from both port1 and port2.

Show Suggested Answer

All traffic to the Internet currently egresses from port1. The exhibit shows partial session information for Internet traffic from a user on the internal network.
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 21

Topic #: 1

[All NSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows the output of diagnose sys session list.

# diagnose sy
session info: 3 & proto state=01 duratio
flags=00000000 scokflag=0 1000 sockport=0 av_
origin—-shaper=
reply-shaper=
per ip shaper=
class id=0 ha id=0 peolicy
state=may dirty synced no
statistic (bytes/packets/allow err): org=822/11/ eply=9037/15/1 tuples=2
origin—> sink: org re—>»post, reply
100.64.1.254/ .1.10
k=poat dir=org act=snat 10.0.1.10:65464->54.192.15.182:80(100.64.1.
k=pre dir= prlv act=dnat 54.192_15.182:80->100.64.1.1:65464(10.0._1.
:hHr L:,artELJ u;qu, 0}, 0/ (0,0)
'd=l auth infe=0 chk client info=0 wvd=0
os=ff/ff ips view=0 app list=0 app=0
-:i-:i_t ype=0 -:i-:l_m-:;-d-.:: =0

654

654 g

1z
10

If the HA ID for the primary device is 0, which statement about the output is true?

A. This session cannot be synced with the secondary device.
B. This session is for HA talk traffic.
C. The inspection of this session has been offloaded to the secondary device.

D. The master unit is processing this traffic

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 22

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows the output of diagnose sys session stat.

NGFW-1 # diagnose sys sion stat

misc info: . on _count=591

memory tension drop=0 ephemeral=0/65536 removab
delete=0, flush=0, dev down=0/0
TCP ion:
in NONE sta
in ESTABLISHED :
i SYN SENT
TIME WATT
stat:

D

m
m

[

& n
s3]

in

[ T S B S ]

in
firewall error
errorl=00000000

fgdn count=0000000&

global: ses limit=0 6 1limit=0 rt limit=0 rté limit=0

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A_All the sessions in the session table are TCP sessions.
B. No sessions have been deleted because of memory page exhaustion.
C. There are 0 ephemeral sessions.

D. There are 166 TCP sessions waiting to complete the three-way handshake.

Show Suggested Answer
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Actual exam question from Fortinet's NSE7_EFW-6.4
Question #: 23

Topic # 1

[AIlNSE7_EFW-6.4 Questions]

Refer to the exhibit, which shows a partial routing table.

router info routing-table all

Routing table for VRF=7

- 10.73.5%.0/24 is directly connected, port2

Routing table for VRF=1Z2
10. 0

s 10.10.4.0/24 [10/0]
- 10.64.1.0/24 is directly connected, port

outing table for VERF=21
10.1.0.0/24 [10/0] wia 10.72.3.254, portd
10.72.3.0/24 is directly con :
1%2.168.2.0/24 [10/0] wvia 10.7

0 nw

Assuming all the appropriate firewall policies are configured, which two pings will FortiGate route? (Choose two.)

A. Source IP address: 10.73.9.10, Destination |P address: 10.72.3.15
B. Source IP address: 10.72.3.52, Destination IP address: 10.1.0.254
C. Source IP address: 10.10.4.24, Destination |P address: 10.72.3.20
D. Source IP address: 10.1.0.10, Destination |P address: 10.64.1.52

Show Suggested Answer




