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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 1

Topic # 1

[AlNSES_FCT-7.0 Questions]

Which component or device shares device status information through ZTNA telemetry?

A. FortiClient
B. FortiGate

C. FortiGate Access Proxy

0. FortiClient EMS
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 2

Topic # 1

[AlNSES_FCT-7.0 Questions]

Which statement about FortiClient comprehensive endpoint protection is true?

A. It helps to safeguard systems from email spam.
B. It helps to safequard systems from advanced security threats, such as malware.

C. It helps to safeguard systems from data loss.

D. It helps to safeguard systems from DDoS.
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 3

Topic # 1

[AlNSES_FCT-7.0 Questions]

Which two third-party tools can an administrator use to deploy FortiClient? (Choose two.)

A. Microsoft Active Directory GPO
B. Microsoft SCCM

C. QR code generator

D. Microsoft Windows Installer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 4

Topic # 1

[AlNSES_FCT-7.0 Questions]

In a FortiSandbox integration, what does the remediation option do?

A. Deny access to a file when it sees no results
B. Wait for FortiSandbox results before allowing files
C. Alert and notify only

D. Exclude specified files
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 5

Topic # 1

[AlNSES_FCT-7.0 Questions]

An administrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the FortiClient dashboard.
What must the administrator do to achieve this requirement?

A. Click the hide icon on the vulnerability scan tab
B. Use the default endpoint profile
C. Disable select the vulnerability scan feature in the deployment package

D. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile

Show Suggested Answer
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Actual exam question from Fortinet's NSE5_FCT-7.0
Question #: 6
Topic #: 1

[All NSES_FCT7.0 Questions]

An administrator deploys a FortiClient installation through the Microsoft AD group policy. After the installation is complete, all the custom configuration is missing.
What could have caused this problem?

A. The FortiClient MST file is missing from the distribution package.
B. The FortiClient package is not assigned to the group.
C. The FortiClient .exe file is included in the distribution package.

D. FortiClient does not have permission to access the distribution package.

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM Q

Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 7

Topic # 1

[AlNSES_FCT-7.0 Questions]

An administrator installs FortiClient on Windows Server.
What is the default behavior of real-time protection control?

A. Real-time protection must update AV signature database.
B. Real-time protection is disabled.
C. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally.

D. Real-time protection must update the signature database from FortiSandbox.
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Actual exam question from Fortinet's NSE5_FCT-7.0
Question #: 8

Topic #: 1

[All NSES_FCT7.0 Questions]

Refer to the exhibit, which shows the output of the ZTNA traffic log on FortiGate.

Log Details x

& General
Absolute Date/Time 2021/11/2508:59:18

Time 08:59:18
Duration Os
Session D 6308
Virtual Domain root

& Source

P 100.64.2.253

Source Port 499464
on Reserved

100.64.1.10
ort 9443
ountry/Region Reserved

Applicat Mame

Category unscanned

Risk undefined

Protoco 6

Service tcp/9443

& Dats

Received Bytes OB

e 0

Sent Bytes OB

Sent Packets 0

Message Denied: failed to match an API-

gateway

= Action

Action Deny: policy violation

Fiary © Blocked

Policy ID ZTNA-WAN (4)

Policy UUID 23f88b34-4e0b-51ec-0e83-
dab101%9c2d5c¢

Policy Type Firewall

What can you conclude from the log message?

A. The remote user connection does not match the explicit proxy policy.
B. The remote user connection does not match the ZTNA server configuration.
C. The remote user connection does not match the ZTNA firewall policy.

D. The remote user connection does not match the ZTNA rule configuration.
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Actual exam question from Fortinet's NSE5_FCT-7.0
Question #: 9
Topic #: 1

[All NSES_FCT7.0 Questions]

What action does FortiClient anti-exploit detection take when it detects exploits?

A. Deletes the compromised application process
B. Blocks memory allocation to the compromised application process

C. Terminates the compromised application process

D. Patches the compromised application process

Show Suggested Answer




Actual exam question from Fortinet's NSES_FCT-7.0
Question # 10

Topic # 1

[AllNSE5S_FCT-7.0 Questions]

Refer to the exhibit.

= Site Categories
@ Unrated @ Advertising
@ Potentially Liable © Brokerage and Trading
@ Adult/Mature Content © Games
@ Bandwidth Consuming © Web-based Email
General Interest - Personal @ Entertainment E}
@ General Interest - Business @ Arts and Culture
© Education
© Health and Wellness
@ Job Search
@ Medicine
@ News and Media
@ Social Networking

Web Filter Exclusions

URL: :'_facabuok_cum
Action: Allow v

Type:  Wildcard v

Cox Cance

Based on the settings shown in the exhibit, which action will FortiClient take when users try to access www facebook.com?

A. FortiClient will prompt a warning message to warn the user before they can access the Facebook website.
B. FortiClient will block access to Facebook and its subdomains.
C. FortiClient will monitor only the user’s web access to the Facebook website.

D. FortiClient will allow access to Facebook.

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam question from Fortinet's NSE5_FCT-7.0
Question #: 11

Topic #: 1

[All NSES_FCT7.0 Questions]

Which component or device shares ZTNA tag information through Security Fabric integration?

A. FortiClient
B. FortiClient EMS

C. FortiGate

D. FortiGate Access Proxy
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 12

Topic # 1

[AlNSES_FCT-7.0 Questions]

Which two VPN types can a FortiClient endpoint user initiate from the Windows command prompt? (Choose two.)

A.PPTP
B. L2TP
C.SSLVPN

D. IPSec
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 13

Topic # 1

[AIINSES_FCT-7.0 Questions]

Refer to the exhibit.

= Sysbern
Bachu or restore full corvigur ation B3k
R e LN, L T TR A T T e e p————
i? Frror =

Falled bo process the hie.

ksslvpno
<options>
<enabled>1</enabled>
<prefer_sslvpn_dns>1</prefer_sslvpn_dns>
<dnscache_service_control>8</dnscache_service_control>
<use_legacy_ssl_adapter>@</use_legacy_ssl_adapter>
<preferred_dtls_tunnel>@</preferred_dtls_tunnel>
<no_dhcp_server_route>d</no_dhcp_server_routed
<no_dns_registration>@</no_dns_registration>
<disallow_invalid_server_certificate>8«</disallow_invalid server_certificate>
<foptions>
<connections>
<connection>
<name>Student-SS5LVPN</nane>
<description>55L VPN to Fortigate</description>
<server>10.0.0.254:10443</server>
dusernane />
<single_user_mode>8</single_user_mode>
<ui>
<show_remember_password>@</show_remember_password>
<fuis
<password />

<prompt_username>l</prompt_username>
<on_connect>
¢script>
<os>windows< fos>
<script>
<![CDATA[]]>
<fscript>
<fseript>
<fon_connect>
<on_disconnect>
<script>
<osdwindows</os>
<scripts>
<!1[CDATA[]]>
</script>
<fscript>
<fon_disconnect>
</connections>
L /sslvpn>
Lipsecvpn>

An administrator has restored the modified XML configuration file to FortiClient and sees the error shown in the exhibit.
Based on the XML settings, what must the administrator do to resolve the issue with the XML configuration file?

A. The administrator must use a password to decrypt the file.
B. The administrator must resolve the XML syntax error.
C. The administrator must save the file as FortiClient-config.conf.

D. The administrator must change the file format.
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 14

Topic # 1

[AllNSE5S_FCT-7.0 Questions]

Refer to the exhibit.

COURSES

- AntiVirus Protection @&

Scan files as they are downloaded or copied to my system
Dynamic threat detection using threat intelligence data
Block malicious websites

Block known attack communication channels
- Srheduled Scan
Schedule Type Monthlv ¥
Scan On 1 v
Start:(HH:-MM) [19 v [30 v
Scan Type Full Scan -

Disable Scheduled Scan

m

Add/remove files or folders to exclude from scanning

[

& C:\Desktop\Resources"

Based on the settings shown in the exhibit, which statement about FortiClient behaviour is true?

A. FortiClient blocks and deletes infected files after scanning them.
B. FortiClient copies infected files to the Resources folder without scanning them.
C. FortiClient quarantines infected files and reviews later, after scanning them.

D. FortiClient scans infected files when the user copies files to the Resources folder.
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 15

Topic # 1

[AllNSE5S_FCT-7.0 Questions]

Refer to the exhibit.

© Infc )eployment Service Host WIN-EHVKBEAJ3ST1 entered deployment state 2 nstall emmor 1 time since 2019-05
© Error )eployment Service Faned 1o install FormChent on fortilab net\WIN-EEVKBEAJIST1 Emor ¢ 1 time since 2019-05
O Infi Deplovment Service Failed 1 ol FortsClien fortilab.net\ WIN-EHVEBE .k Ie Fauled 1o ect | e remnole Lask se
O Info Deployment Service Deploying ForiClient 10 forilaD.netf\WIN-EHVKBEA3ST 1 ime since 20719-03
O Info eployment Service There are 9 licenses available and 1 devices pending installation Serv 1 time since 2019-05-
O Info Deployment Service Host WIN-EHVKBEA3S71 entered deployment state 70 (Pending dep 1 time since 2019-05
O Infc Deployment Service Host WIN-EHVKBEA3ST 1 entered deployment state 50 (Probed 1 time since 2019-05
Q Installer FortiClient- No Connections NO Events
Profile Fortinet-Trai
Gateway List Corp

Based on the logs shown in the exhibit, why did FortiClient EMS fail to install FortiClient on the endpoint?

A. The FortiClient antivirus service is not running.
B. The Windows installer service is not running.
C. The task scheduler service is not running.

D. The remote registry service is not running.
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Actual exam question from Fortinet's NSE5_FCT-7.0
Question #: 16

Topic #: 1

[All NSES_FCT7.0 Questions]

Refer to the exhibit.

®x/ xx/20xx 9:85:85 AM Notice Firewall date=20xx-xx-xx time=09:85:84 logver=2 type=traffic level=notice sessionid=34252368
hostname=Win-Internal uid=C7F382B1D3EBAF@5ATTEIBADG202BBDT devid=FCT800361193939@ fgtserial=FGVMO100880842532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62481 direction=outbound destinationip=199.59.148.82 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.8.87880 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 96©8)"
usingpolicy="default” service=http

xx/xx/20xx 9:05:54 AM  Notice Firewall date=20xx-xx-xx time=09:85:53 logver=2 type=traffic level=notice sessionid=3425236@
hostname=Win-Internal uid=C7F302B1D3EB4F@5A77E38AD6202B8D7 devid=F(T8003611939390 fgtserial=FGVME10000042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=108.8.1.18 srcport=62425 direction=outbound destinationip=184.25.62.28 remotename=N/A
destinationport=443 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=root fctver=5.4.0.8780 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit
(build 9680)" usingpolicy="default" service=https

xx/xx/20xx 9:28:23 AM Notice Firewall date=20x-xx-xx time=09:28:22 logver=2 type=traffic level=notice sessionid=26453064
hostname=Win-Internal uid=C7F382B1D3EBAF@5ATTEIBADG202BBD7 devid=F(T8008361193939@ fgtserial=FGVME100880842532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62759 direction=outbound destinationip=208.71.44.31 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Yahoo.Games vd=root fctver=5.4.08.8780 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit (build 968@)"
asingpolicy="default" service=http

Based on the FortiClient logs shown in the exhibit, which software application is blocked by the application firewall?

A Twitter
B. Facebook
C. Firefox

D. Internet Explorer

Show Suggested Answer
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Actual exam question from Fortinet's NSE5_FCT-7.0
Question #: 17
Topic #: 1

[All NSES_FCT7.0 Questions]

When site categories are disabled in FortiClient webfilter and antivirus (malicious websites), which feature can be used to protect the endpoint from malicious web
access?

A. Web exclusion list
B. FortiSandbox URL list
C. Real-time protection list

D. Block malicious websites on antivirus

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question # 18

Topic # 1

[AIINSES_FCT-7.0 Questions]

Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration.

An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint information, however Remote-Client is not showing up
in the endpoint record list.

What is the cause of this issue?

"Log - ZTNA [Log - ZTNA

DMZ

1

-
—
l Port1

Remote-FortiGate
100.64.2. 254 100.64.2.253 - -‘““‘x.._

ethd

54 _I__,_,.-" 00 _64.1.253 10 1.25
e, .‘ﬁ;‘ s -
"*-..,‘;‘ _ i (ZTHNA Access)
a] 100.64.1.10
Pori3 - LAN ad

10.0.1.254 10.0.2.254

l e o HQ- FortiGate

3 20-0.3.4%

Web Application

Remote

10.0.2.10

Remote-Chent

/Y

@}

AD & EMS Server

[Log=ZmNA] Log - zve

Name @ ZTNA-Allow
Source = all x
+

Negate Source »

ZTNA Tag = Remote-Users x

+

ZTNA Server & ZTNA-webserver v
Negate Destination (B

Action @ DENY

Security Profiles

AntiVirus »

Web Filter »

Video Filter »

Application Control OB

IPS >

File Filter 9

SSL Inspection no-inspection v 4

Logging Options

Log Allowed Traffic € Security Events JRURESIGHE

Comments = Write acomment... 0/1023

Enable this policy @

A. Remote-Client failed the client certificate authentication.
B. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy.
C. Remote-Client has not initiated a connection to the ZTNA access proxy.

D. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy.

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 19

Topic # 1

[AIINSES_FCT-7.0 Questions]

Refer to the exhibit, which shows the endpoint summary information on FortiClient EMS.

& Remote-Client p Administrator 10.0.2.20 © Policy Default ® EMS 2. (BN 1
(3 Other Endpoints e

SNduER" VWebfiter Events Vulnerability Events  System Events

Administrator Connection Status

No User Managed by EMS @ Managed ]

No Email

®, O Other Endpoints Configuration Features
) Policy Default ©3 i+ Antivirus installed ~
Device Remote-Client L Y =
os B A C 3 O ik Server Profile Traininig = £} Anti-Ransomware installed
P 10.0.2 20 Off-Fabric Profile Default © .. Cloud Based Malware Outbre
' Installer Not assigned Datection instalien
MAC 00-50-56-01-ea-1a e It
- e FortiClient Version 7.0.0.0029 e
=] 'y .
- iy FortiClient Serial Number FCTa000906335614 Sandbox Cloud instalied
_ FortiClient ID 88120830D20B4735AAA (& Web Fiiter enabled (hidden)
Location Off-F abric . Application Firewall installed =
ZTNA Serial Number 6F COBEBSDS62E7T8DAS

Owner s © Remote Access configured
Organization s Classification Tags @ Vulnerability Scan enabled v
Zero Trust W Remote-Users +» SSOMA Installed
Tags |

% Windows-Endpoints

Third Party Features

S, 3 Etherneto ~ ~ Virus & Threat
L Protection

£ Ethernet1 2 » =~ " Disk Encryption  None

What two conclusions can you make based on the Remote-Client status shown above? (Choose two.)

A. The endpoint is classified as at risk.
B. The endpoint has been assigned the Default endpoint policy.
C. The endpoint is configured to support FortiSandbox.

D. The endpoint is currently off-net.

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 20

Topic # 1

[AIINSES_FCT-7.0 Questions]

Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.

Zero Trust Tagging Rule Set

Name ompliance

Tag EndpointAs @ ~ompliant y
Enabled a

comments

'O Default Logic 4+ Add Rule

Type Value

Antivirus Software 1 AV Software is installed and running

[

Wwindows Server 2012 R2
3 Windows 10

0S version

Rule Logic ©

1 and 3) or 2 Y Reset

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that only Windows 10 is running.
B. The endpoint must satisfy that only AV software is installed and running.
C. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.

D. The endpoint must satisfy that only Windows Server 2012 R2 is running.

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 21

Topic # 1

[AlNSES_FCT-7.0 Questions]

An administrator wants to simplify remote access without asking users to provide user credentials.
Which access control method provides this solution?

A ZTNA full mode

B. SSL VPN

C.L2TP

D. ZTNA IP/MAC filtering mode

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 22

Topic # 1

[AlNSES_FCT-7.0 Questions]

Which two statements are true about the ZTNA rule? (Choose two.)

A. It enforces access control.
B. It redirects the client request to the access proxy.

C. It applies security profiles to protect traffic.

D. It defines the access proxy.

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 23

Topic # 1

[AlNSES_FCT-7.0 Questions]

What is the function of the quick scan option on FortiClient?

A. It scans programs and drivers that are currently running, for threats.
B. It performs a full system scan including all files, executable files, DLLs, and drivers for threats.

C. It allows users to select a specific file folder on their local hard disk drive (HDD), to scan for threats.

D. It scans executable files, DLLs, and drivers that are currently running, for threats.

Show Suggested Answer
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Actual exam question from Fortinet's NSE5_FCT-7.0
Question #: 24
Topic #: 1

[All NSES_FCT7.0 Questions]

Which two benefits are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)

A. It provides granular access and segmentation.
B. The fabric connector must use an IP address to connect to FortiClient EMS.

C. Licenses are shared among sites.

D. Separate host servers manage each site.

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM Q

Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 25

Topic # 1

[AllNSE5S_FCT-7.0 Questions]

Refer to the exhibit.

@ AntiVirus Protection
© Realtime-protection against file based malware & attack communicatior

Realtime Protection: OFF
Dynamic Threat Detection: JFF
Block malicious websites: ON

Threats Detected:

Scan Schedule Weekly Scan at 19:30 on Sunday
Last Scan 4/23/2019

Based on the settings shown in the exhibit, what action will FortiClient take when it detects that a user is trying to download an infected file?

A. Blocks the infected files as it is downloading
B. Sends the infected file to FortiGuard for analysis
C. Quarantines the infected files and logs all access attempts

D. Allows the infected file to download without scan

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 26

Topic # 1

[AIINSES_FCT-7.0 Questions]

Refer to the exhibit.

Name Compromised Host Quarantine

Status VEIELEE © Disable

Action execution @  Sequential BEIEUE!

DE‘SCF'ZDHDH 0/255
Stitch

A Trigger

Compromised Host Quarantine

Action X

Compromised Host Quarantine_quarantine-
forticlient

Add Action

Based on the Security Fabric automation settings, what action will be taken on compromised endpoints?

A. Endpoints will be banned on FortiGate.
B. Endpoints will be quarantined through a network device.
C. An email notification will be sent for compromised endpoints.

D. Endpoints will be quarantined through EMS.
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 27

Topic #: 1

[All NSES_FCT7.0 Questions]

Refer to the exhibits, which show the Zero Trust Tag Monitor and the FortiClient GUI status.
Log - ZTNA [ Log = ZTNA

&== FortiClient Endpoint Management Server B4 Invitations

d® Dashboard > Endpoint with Tag
(8@ Endpoints y @ Remote-Users (1)
n in IP don
£ Deployment & Installers > [ User Tagged o
Remote-Client H Administrator 10.0.2.20 2021-09-30 09:12:53
& Endpoint Policy & Components »
[8 Endpoint Profiles >
I B Zero Trust Tags v

Zero Trust Tagging Rules

(s FortiGuard Outbreak Alerts >

Log - ZTNA [ Log - ZTNA

File Help

Add Full Name

Phone Add Phone

Email Add Email
Administrator

Get personal info from

© User Input

v B OS Updated 9/30/2021 8:56:21 AM

B Linkedin

G Google

® Salesforce
Status Online/Off-fabric
Hostname REMOTE-CLIENT
Domain

Remote-Client is tagged as Remote-Users on the FortiClient EMS Zero Trust Tag Monitor.
What must an administrator do to show the tag on the FortiClient GUI?

A. Change the FortiClient system settings to enable tag visibility.
B. Update tagging rule logic to enable tag visibility.
C. Change the user identity settings to enable tag visibility.

D. Change the endpoint control setting to enable tag visibility.

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 28

Topic # 1

[AlNSES_FCT-7.0 Questions]

An administrator configures ZTNA configuration on the FortiGate for remote users.
Which statement is true about the firewall policy?

A. It defines the access proxy.
B. It redirects the client request to the access proxy.
C. It applies security profiles to protect traffic.

D. It enforces access control.

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 29

Topic # 1

[AlNSES_FCT-7.0 Questions]

Why does FortiGate need the root CA certificate of FortiClient EMS?

A. To update FortiClient client certificates
B. To trust certificates issued by FortiClient EMS

C. To revoke FortiClient client certificates

D. To sign FortiClient CSR requests

Show Suggested Answer
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Actual exam question from Fortinet's NSES_FCT-7.0
Question #: 30

Topic # 1

[AlNSES_FCT-7.0 Questions]

Which statement about the FortiClient enterprise management server is true?

A. It receives the configuration information of endpoints from FortiGate.
B. It provides centralized management of multiple endpoints running FortiClient software.

C. It receives the CA certificate from FortiGate to validate client certificates.

D. It enforces compliance on the endpoints using tags.

Show Suggested Answer




