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  asdhjkwert34 2 years, 3 months ago

Selected Answer: AB

A, B correct

upvoted 2 times

  Kimaru 2 years, 7 months ago

somebody have the new version of this exams. now this exam is NSE_FAZ-6.4 please share

upvoted 4 times

  jarz 2 years, 11 months ago

Selected Answer: AB

To be able to email, you need a mail server duh!

upvoted 4 times

  EstavoB 3 years ago

A,B you need a mail server con�gured and a output pro�le. SFTP is for dumping con�g and report �les.

upvoted 1 times

  alexa1079 3 years ago

somebody have the new version of this exams. now this exam is NSE_FAZ-6.4 or 7. so please share in this page.

upvoted 2 times

  pawelpodb 3 years, 1 month ago

AB correct

upvoted 1 times

  LordRouter 3 years, 2 months ago

6.4 Study Guide page 226, it should be A&B

upvoted 3 times

  adolfus 3 years, 3 months ago

A and B, FortiAnalyzer 6.2 Study guide page 211

upvoted 1 times

  coredpt 3 years, 3 months ago

A and B, sftp is not for send emails, lol

upvoted 1 times

  AVINDIA 3 years, 4 months ago

A and B

upvoted 1 times

  driguilim 3 years, 5 months ago

A and B are correct

Topic 1Question #1

Which two of the following must you con�gure on FortiAnalyzer to email a FortiAnalyzer report externally? (Choose two.)

A. Mail server

B. Output pro�le

C. SFTP server

D. Report scheduling

Suggested Answer: (119)BC

Reference:

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/6d9f8fb5-6cf4-11e9-81a4-00505692583a/FortiAnalyzer-6.0.5-

Administration-

Guide.pdf

Community vote distribution

AB (100%)
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upvoted 1 times



  coredpt Highly Voted  3 years, 3 months ago

Total quota = total system - reserved space

A is correct

upvoted 6 times

  asdhjkwert34 Most Recent  2 years, 3 months ago

Selected Answer: A

A is correct

upvoted 2 times

  jarz 2 years, 11 months ago

Selected Answer: A

Some of the allocated disk spaced is reserved for the system

upvoted 3 times

  pawelpodb 3 years, 1 month ago

A 100%

upvoted 1 times

  adolfus 3 years, 3 months ago

A is correct page 101 FortiAnalyzer_6.2_Study_Guide

upvoted 2 times

  CrisNarv 3 years, 4 months ago

A is correct page 108 FortiAnalyzer_6.4_Study_Guide

upvoted 3 times

  geremia7 3 years, 5 months ago

A is correct

upvoted 2 times

Topic 1Question #2

Refer to the exhibit.

Why is the total quota less than the total system storage?

A. Some space is reserved for system use

B. 3.6% of the system storage is already being used

C. The log�led process is just estimating the total quota

D. The oftpd process has not archived the logs yet

Suggested Answer: B

Community vote distribution

A (100%)
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  asdhjkwert34 2 years, 3 months ago

Selected Answer: AB

A & B are correct

upvoted 2 times

  yaboi01 2 years, 9 months ago

A & B study guide 6.4 page 139

upvoted 1 times

  pawelpodb 3 years, 1 month ago

AB - FAZ 6.4 exam question

upvoted 1 times

  bcr_trg 3 years, 2 months ago

Selected Answer: AB

A & B are correct from study guide 6.4

upvoted 3 times

  adolfus 3 years, 3 months ago

A and B A are correct, page 132 FortiAnalyzer_6.2_Study_Guide

upvoted 1 times

  coredpt 3 years, 3 months ago

A and b are correct

upvoted 1 times

  deepakkalri 3 years, 5 months ago

A & B are correct

upvoted 1 times

Topic 1Question #3

For which two purposes would you use the command set log checksum? (Choose two.)

A. To help protect against man-in-the-middle attacks during log upload from FortiAnalyzer to an SFTP server

B. To prevent log modi�cation or tampering

C. To encrypt log communications

D. To send an identical set of logs to a second logging server

Suggested Answer: AB

To prevent the log in the store from being modi�ed, you can add a log checksum by using the con�g system global command. When the log

is split, archived, and the log is uploaded (if the feature is enabled), you can con�gure the FortiAnalyzer to log the log �le hash value,

timestamp, and authentication code. This can help defend against man-in-the-middle attacks when uploading log transmission data from

the FortiAnalyzer to the SFTP server.

Community vote distribution

AB (100%)
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  asdhjkwert34 2 years, 3 months ago

Selected Answer: D

D is correct

upvoted 2 times

  pawelpodb 3 years, 1 month ago

D - FAZ 6.4 exam question

upvoted 2 times

  adolfus 3 years, 3 months ago

D is correct, page 154 FortiAnalyzer_6.2_Study_Guide

upvoted 2 times

  coredpt 3 years, 3 months ago

Selected Answer: D

Receive rate is higher than Insert rate, which produces LAG, but does NOT drop logs

upvoted 4 times

  geremia7 3 years, 5 months ago

D is correct

upvoted 2 times

Topic 1Question #4

Refer to the exhibit.

What does the data point at 14:55 tell you?

A. The received rate is almost at its maximum for this device

B. The sqlplugind daemon is behind in log indexing by two logs

C. Logs are being dropped

D. Raw logs are reaching FortiAnalyzer faster than they can be indexed

Suggested Answer: C

Community vote distribution

D (100%)
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  asdhjkwert34 2 years, 3 months ago

Selected Answer: A

A is correct

upvoted 1 times

  ZakySama 2 years, 3 months ago

Selected Answer: A

A is correct

upvoted 1 times

  Nappel 2 years, 8 months ago

Selected Answer: A

Software Raid does NOT suport hotswap, so the right answer is A.

upvoted 2 times

  EstavoB 3 years ago

A is correct

upvoted 1 times

  lalum 3 years ago

A - https://help.fortinet.com/fa/faz50hlp/56/5-6-2/FMG-FAZ/0700_RAID/0800_Swapping%20Disks.htm

upvoted 1 times

  pawelpodb 3 years, 1 month ago

Selected Answer: A

A FAZ 6.4 exam question

upvoted 1 times

  bcr_trg 3 years, 2 months ago

Selected Answer: A

On FortiAnalyzer units with software RAID, the device must be shutdown prior to exchanging the hard disk.

upvoted 1 times

  mau_80 3 years, 2 months ago

Selected Answer: A

A because it's a SW RAID

upvoted 1 times

  coredpt 3 years, 3 months ago

Selected Answer: A

Software Raid does NOT suport hotswap

upvoted 2 times

  coredpt 3 years, 3 months ago

Topic 1Question #5

You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has failed.

What is the recommended method to replace the disk?

A. Shut down FortiAnalyzer and then replace the disk

B. Downgrade your RAID level, replace the disk, and then upgrade your RAID level

C. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running

D. Perform a hot swap

Suggested Answer: D

Reference:

https://www.fortinetguru.com/2016/04/system-settings/6/
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A is correct... Software raid does not support hotswap

upvoted 1 times

  funirka 3 years, 4 months ago

FAZ 6.4 Study Guide, page 79, Knowledge check , The same question - A, because of software RAID.

upvoted 3 times

  deepakkalri 3 years, 5 months ago

correction A is correct as its software raid.

upvoted 1 times

  deepakkalri 3 years, 5 months ago

D is correct hot swapping is used.

upvoted 1 times

  pratap105 3 years, 4 months ago

For hardware we will use hot swapping, for software a is correct

upvoted 1 times

  geremia7 3 years, 5 months ago

A is correct

upvoted 1 times
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  pawelpodb 3 years, 1 month ago

C FAZ 6.4 exam question

upvoted 2 times

  mau_80 3 years, 2 months ago

C is correct

upvoted 1 times

  adolfus 3 years, 3 months ago

C is correct, page 69 FortiAnalyzer_6.2_Study_Guide

upvoted 2 times

  coredpt 3 years, 3 months ago

C is correct

upvoted 1 times

  funirka 3 years, 4 months ago

FAZ 6.4 Study Guide, page 76

upvoted 2 times

  zsl 3 years, 5 months ago

C is correct

upvoted 1 times

Topic 1Question #6

On the RAID management page, the disk status is listed as Initializing.

What does the status Initializing indicate about what the FortiAnalyzer is currently doing?

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid

B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state

C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant

D. FortiAnalyzer is functioning normally

Suggested Answer: (40)C

Reference:

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/4cb0dce6-dbef-11e9-8977-00505692583a/FortiAnalyzer-5.6.10-

Administration-Guide.pdf
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  asdhjkwert34 2 years, 3 months ago

Selected Answer: D

D is correct

upvoted 1 times

  EstavoB 3 years ago

D is correct

upvoted 1 times

  melek18 3 years, 1 month ago

D is a good answer

upvoted 1 times

  adolfus 3 years, 3 months ago

D is correct, page 145 FortiAnalyzer_6.2_Study_Guide

upvoted 1 times

  coredpt 3 years, 3 months ago

Selected Answer: D

WithOUT perfomance impact on FAZ, con�g dns in FGT, also, FAZ does not resolve source ip addresses

upvoted 4 times

  jm31 3 years, 1 month ago

I agree, on you. But if need to resolved in FAZ, B is correct answer.

To answer this question is D!

upvoted 2 times

  Deco123 3 years, 4 months ago

D - FAZ 6.4 Study Guide, page 157

upvoted 2 times

  geremia7 3 years, 5 months ago

D is correct

upvoted 2 times

Topic 1Question #7

In the FortiAnalyzer FortiView, source and destination IP addresses from FortiGate devices are not resolving to a hostname.

How can you resolve the source and destination IP addresses, without introducing any additional performance impact to FortiAnalyzer?

A. Resolve IP addresses on a per-ADOM basis to reduce delay on FortiView while IPs resolve

B. Con�gure # set resolve-ip enable in the system FortiView settings

C. Con�gure local DNS servers on FortiAnalyzer

D. Resolve IP addresses on FortiGate

Suggested Answer: B

Reference:

https://forum.fortinet.com/tm.aspx?m=156950
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  Bob_Oso Highly Voted  2 years, 10 months ago

Selected Answer: D

D is correct - page 66 FortiAnalyzer_6.4_Study_Guide

upvoted 5 times

  DHNSE Most Recent  3 years ago

D is the correct answer

upvoted 1 times

  melek18 3 years, 1 month ago

D is a good answer

upvoted 1 times

  pawelpodb 3 years, 1 month ago

D FAZ 6.4 exam question

upvoted 2 times

  bcr_trg 3 years, 2 months ago

Selected Answer: D

FortiAnalyzer study guide

upvoted 3 times

  mcs21 3 years, 2 months ago

D is correct - page 66 FortiAnalyzer_6.4_Study_Guide

upvoted 3 times

  coredpt 3 years, 3 months ago

Selected Answer: D

Sorry, D is the correct one...

upvoted 2 times

  coredpt 3 years, 3 months ago

Selected Answer: C

Quotas are set per ADOM

upvoted 1 times

  geremia7 3 years, 5 months ago

D is correct

upvoted 1 times

Topic 1Question #8

You have recently grouped multiple FortiGate devices into a single ADOM. System Settings > Storage Info shows the quota used.

What does the disk quota refer to?

A. The maximum disk utilization for each device in the ADOM

B. The maximum disk utilization for the FortiAnalyzer model

C. The maximum disk utilization for the ADOM type

D. The maximum disk utilization for all devices in the ADOM

Suggested Answer: B

Community vote distribution

D (91%) 9%
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  jddc10006 2 years, 7 months ago

A is correct

upvoted 1 times

  Nappel 2 years, 8 months ago

Selected Answer: A

Study Guide 7.0 page 30: Synchronize the time on FortiAnalyzer and all Registered devices wit han NTP server for correct log correlation.

upvoted 1 times

  melek18 3 years, 1 month ago

A is a good answer

upvoted 1 times

  jm31 3 years, 1 month ago

Selected Answer: A

Study Guide 6.2 page.27

upvoted 2 times

  pawelpodb 3 years, 1 month ago

Selected Answer: A

A FAZ 6.4 exam question

upvoted 4 times

  bcr_trg 3 years, 2 months ago

Selected Answer: A

FortiAnalyzer study guide for FortiAnalyzer 6.4, P. 27

upvoted 2 times

  Kimaru 2 years, 7 months ago

Kindly share the FortiAnalyzer_6.4_Study_Guide

upvoted 1 times

  coredpt 3 years, 3 months ago

A is correct

upvoted 1 times

  Deco123 3 years, 4 months ago

A - FAZ 6.4 Study Guide, page 27

upvoted 2 times

  vagedis 3 years, 4 months ago

A for sure

upvoted 1 times

Topic 1Question #9

Why should you use an NTP server on FortiAnalyzer and all registered devices that log into FortiAnalyzer?

A. To properly correlate logs

B. To use real-time forwarding

C. To resolve host names

D. To improve DNS response times

Suggested Answer: A

Community vote distribution

A (100%)
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B is correct

upvoted 1 times

  coredpt 3 years, 3 months ago

B is correct

upvoted 1 times

  Deco123 3 years, 4 months ago

B - FAZ 6.4 Study Guide, page 102

upvoted 2 times

  AVINDIA 3 years, 4 months ago

B is correct

upvoted 1 times

Topic 1Question #10

You need to upgrade your FortiAnalyzer �rmware.

What happens to the logs being sent to FortiAnalyzer from FortiGate during the time FortiAnalyzer is temporarily unavailable?

A. FortiAnalyzer uses log fetching to retrieve the logs when back online

B. FortiGate uses the miglogd process to cache the logs

C. The log�led process stores logs in o�ine mode

D. Logs are dropped

Suggested Answer: B
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Topic 1Question #11

After you have moved a registered logging device out of one ADOM and into a new ADOM, what is the purpose of running the following CLI

command? execute sql-local rebuild-adom <new-ADOM-name>

A. To reset the disk quota enforcement to default

B. To remove the analytics logs of the device from the old database

C. To migrate the archive logs to the new ADOM

D. To populate the new ADOM with analytical logs for the moved device, so you can run reports

Suggested Answer: B

Reference:

https://docs.fortinet.com/document/fortianalyzer/6.0.2/cli-reference/551596/sql-local
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Topic 1Question #12

If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the FortiAnalyzer back to functioning normally,

without losing data?

A. Hot swap the disk

B. Replace the disk and rebuild the RAID manually

C. Take no action if the RAID level supports a failed disk

D. Shut down FortiAnalyzer and replace the disk

Suggested Answer: B

Reference:

https://www.fortinetguru.com/2020/06/raid-management-fortianalyzer-fortios-6-2-3-2/
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Topic 1Question #13

Which FortiAnalyzer feature allows you to retrieve the archived logs matching a speci�c timeframe, from another FortiAnalyzer device?

A. Log fetching

B. Indicators of compromise

C. Log forwarding in aggregation mode

D. Log upload

Suggested Answer: A
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Topic 1Question #14

If you upgrade the FortiAnalyzer �rmware, which report element can be affected?

A. Custom datasets

B. Report scheduling

C. Report settings

D. Output pro�les

Suggested Answer: A
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Topic 1Question #15

FortiAnalyzer reports are dropping analytical data from 15 days ago, even though the data policy setting for analytics logs is 60 days.

What is the most likely problem?

A. Quota enforcement is acting on analytical data before a report is complete

B. Logs are rolling before the report is run

C. CPU resources are too high

D. Disk utilization for archive logs is set for 15 days

Suggested Answer: A

Reference:

https://forum.fortinet.com/tm.aspx?m=138806
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Topic 1Question #16

Which log type does the FortiAnalyzer indicators of compromise feature use to identify infected hosts?

A. Antivirus logs

B. Web �lter logs

C. IPS logs

D. Application control logs

Suggested Answer: B

Reference:

https://help.fortinet.com/fa/faz50hlp/60/6-0-2/Content/

FortiAnalyzer_Admin_Guide/3600_FortiView/0200_Using_FortiView/1200_Compromised_hosts_page.htm?

TocPath=FortiView%7CUsing%20FortiView%

7C_____6
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Topic 1Question #17

Which two purposes does the auto-cache setting on reports serve? (Choose two.)

A. It automatically updates the hcache when new logs arrive

B. It reduces report generation time

C. It provides diagnostics on report generation time

D. It reduces the log insert lag rate

Suggested Answer: AB

Reference:

https://docs.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/282280/enabling-auto-cache
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Topic 1Question #18

In order for FortiAnalyzer to collect logs from a FortiGate device, which two con�gurations are required? (Choose two.)

A. FortiGate must be registered with FortiAnalyzer

B. Remote logging must be enabled on FortiGate

C. ADOMs must be enabled

D. Log encryption must be enabled

Suggested Answer: AC

Reference:

https://kb.fortinet.com/kb/documentLink.do?externalID=FD41272
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