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Question #1 Topic 1

A systems administrator needs to improve WiFi performance in a densely populated office tower and use the latest standard. There is a mix of
devices that use
2.4 GHz and 5 GHz. Which of the following should the systems administrator select to meet this requirement?

A.802.11ac
B. 802.11ax
C. 802.11g
D. 802.11n

Suggested Answer: B

Community vote distribution
B (100%)

© & Bayone ([[ITEERL) 2 years, 2 months ago
For reference, the below is the list of the standards, associated bands and bandwidth in sequential order:

802.112 ... 5GHz.......... 54 Mbps
802.11b........... 2.4 GHz......... 11 Mbps
802.11G..cccuunen 2.4 GHz......... 54 Mbps
802.11n....... 2.4 and 5 GHz...150/600 Mbps
802.11ac.......... 5GHz........... 3 Gbps

802.11ax.....2.4/5/6 GHz......9.6 Gbps
upvoted 49 times

© & Pongsathorn 3 years, 5 months ago
n and ax both using 2.4/5 GHz, keyword is "latest".
upvoted 23 times

© & brotheralameen 5 months, 2 weeks ago
Latest being B. Thus, B is the correct answer.
upvoted 1 times

5 & [Removed] 10 months, 1 week ago
B is correct answer
upvoted 1 times

& & kinny4000 1 year, 1 month ago
Here's a list of all PBQs, good luck:
6
43
347
461
462
671
683
753
754

upvoted 16 times

B & sarmad_Mansour 1 year, 3 months ago
| wonder if someone saw those questions in the exam.
upvoted 4 times

E & calebdames 1 year, 6 months ago

Selected Answer: B
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The other comments explain it. AX
upvoted 1 times
© & aqqtzz 1 year, 7 months ago

Selected Answer: B

i guessed

upvoted 1 times

& & fredrich12 1 year, 9 months ago
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upvoted 1 times

& & [Removed] 1 year, 9 months ago
Selected Answer: B

Keyword is "latest"
upvoted 1 times

& & Doaa81 2 years, 2 months ago

Selected Answer: B
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& & LayinCable 2 years, 3 months ago

802.11 ax is not as good AC as far as connection but it's definitely better for congested/more space required areas. and is often sought after for

those situations.
upvoted 3 times

& & JakeCharles 2 years, 5 months ago

Selected Answer: B

B. 802.11ax, also known as Wi-Fi 6, is the latest standard that should be selected to improve WiFi performance in a densely populated office tower

with a mix of devices that use 2.4 GHz and 5 GHz. 802.11ax offers higher throughput, improved efficiency, and increased capacity compared to
previous generations, making it well-suited for dense environments.
upvoted 6 times

© & Law88 2 years, 7 months ago
N10-008 speaks of 11ac as the latest
upvoted 1 times

@

& MacTPain10 2 years, 6 months ago
Wrong, 11ac is only in the 5GHz range. The question states there is a mix of devices in the 2.5GHz and 5GHz range. 11ax is the correct one
because it works in the ranges of 1-7 GHz and is the latest (WiFi 6).

upvoted 3 times

& & Belayet 2 years, 9 months ago
AXis the latest standard for 5GHz
upvoted 3 times

& & jack98 3 years, 1 month ago
Answer is B. Keyword: Latest
upvoted 4 times

© & KJ44 3 years, 3 months ago
Wi-Fi 6 (802.11ax) can now divide a wireless channel into a large number of subchannels. Each of these subchannels can carry data intended for a
different device. This is achieved through something called Orthogonal Frequency Division Multiple Access, or OFDMA. The Wi-Fi access point can
talk to more devices at once.

The new riderless standard also has improved MIMO—Multiple In/Multiple Out. This involves multiple antennas, which let the access point talk to
multiple devices at once. With Wi-Fi 5, the access point could talk to devices at the same time, but those devices couldn’t respond at the same time.
Wi-Fi 6 has an improved version of multi-user or MU-MIMO that lets devices respond to the wireless access point at the same time.

upvoted 6 times
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Question #2 Topic 1

Which of the following would be BEST to use to detect a MAC spoofing attack?

A. Internet Control Message Protocol
B. Reverse Address Resolution Protocol
C. Dynamic Host Configuration Protocol

D. Internet Message Access Protocol

Suggested Answer: B

Community vote distribution
B (95%) 5%

© & AaronS1990 3 years ago

My understanding (I'm new to this stuff so bear with me):

A. ICMP- Used for testing connectivity with ping and such like with IP Adresses, not MAC Adresses.
C. DHCP- Auto-assigns IP adresses on a network. Again, IP and not MAC.

D. IMAP- Used for email servers, not MAC adresses

Answer: B - Reverse Address Resolution Protocol . Can be used to ask what a machine's IP address is based on it's MAC address. If the adress has
been spoofed it will obviously show a different IP than the one it is expecting to see
upvoted 31 times

© & BMETIIK [TITEERIT) 10 months, 1 week ago
The best option to use to detect a MAC spoofing attack would be B. Reverse Address Resolution Protocol (RARP).

MAC spoofing is a technique in which an attacker changes the source MAC address of a device to pretend to be another device on the network. This
can be used to conduct malicious activities like stealing data or launching further attacks.

Reverse Address Resolution Protocol (RARP) is a protocol used to map a MAC address to an IP address. When a device needs to communicate with
another device on the network, it sends an ARP request to get the MAC address of the destination device. Similarly, when a device needs to
communicate with a device whose MAC address is known, it sends a RARP request to get the IP address of the device.

In the case of a MAC spoofing attack, an attacker pretends to be another device on the network, so the IP address associated with that MAC address
will be incorrect. By using RARP, the system can detect if the IP address returned in response to the MAC address is different than what is expected.
This would indicate a possible MAC spoofing attack.

upvoted 15 times

© & brotheralameen 6 months, 2 weeks ago
Obiously B because it's based on Address Resolution Protocol.
upvoted 1 times

B & ITEXAMSLAB_COM_Comptial 11 months, 3 weeks ago
A MAC spoofing attack consists of changing the MAC address of a network device (network card). A client computer can use Revers Address
Resolution Protocol to request its Internet Protocol (IPv4) address and MAC address from a computer network to check its accuracy. DHCP auto
assigns a IP address so this is why this is not the answer.
upvoted 1 times

E & calebdames 1 year, 7 months ago
B. Read users BMETIIIK explanation it is very easy to understand
upvoted 1 times

B & fredrich12 1 year, 10 months ago
B. Rarp - Reverse Adress Resolution Protocol
upvoted 2 times
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B & fiela1 2 years ago
can anyone point to where Reverse Address Resolution Protocol is in the exam objectives? I've only found it from a google search, and it says RARP
was replaced by DCHP. To defend against MAC spoofing DCHP-snooping or MAC filtering will generally
be used, and these are covered in the network hardening portion of the objectives.
upvoted 2 times

& & JakeCharles 2 years, 6 months ago
| guess B
upvoted 1 times

E & Bash33r 2 years, 8 months ago
to detect we need to reverse engineer
upvoted 1 times

B & Belayet 2 years, 10 months ago
Reverse DNS
upvoted 1 times

B & cyberjesus49 3 years, 4 months ago
Tools that would facilitate the detection of MAC spoofing include traffic analyzers and bandwidth monitors.
upvoted 2 times

E & RobJob 3 years, 5 months ago
A MAC spoofing attack consists of changing the MAC address of a network device (network card). A client computer can use Revers Address
Resolution Protocol to request its Internet Protocol (IPv4) address and MAC address from a computer network to check its accuracy. DHCP auto
assigns a IP address so this is why this is not the answer.
upvoted 5 times

= & waqdhiyo 3 years, 5 months ago
Revers Address Resolution Protocol
upvoted 4 times

O & waqdhiyo 3 years, 5 months ago
DHCP snooping
upvoted 2 times

B & rigisal986 3 years, 5 months ago
Question is not asking about DHCP.
upvoted 2 times

& & Jesse22 2 years, 10 months ago
DHCP operates at the application layer of tcp. Where arp operates of at the first layer (link layer, network interface layer). This also where the
Ethernet, token ring and one other phsyical aspects of the network, including Mac addresse and bits of data (phsyical layer and data link layer of
the OSI model).
Reverse ARP is a networking protocol used by a client machine in a local area network to request its Internet Protocol address (IPv4) from the
gateway-router's ARP table. The network administrator creates a table in gateway-router, which is used to map the MAC address to corresponding
IP address. (https://www.google.com/search?q=reverse+address+resolution+protocol)

upvoted 1 times

= & waqdhiyo 3 years, 6 months ago
Reverse address Resolution prorotcol
upvoted 2 times
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Question #3 Topic 1

A technician receives feedback that some users are experiencing high amounts of jitter while using the wireless network. While troubleshooting
the network, the technician uses the ping command with the IP address of the default gateway and verifies large variations in latency. The
technician thinks the issue may be interference from other networks and non-802.11 devices. Which of the following tools should the technician
use to troubleshoot the issue?

A. NetFlow analyzer
B. Bandwidth analyzer
C. Protocol analyzer

D. Spectrum analyzer

Suggested Answer: D

Community vote distribution
D (100%)

© & Pongsathorn 3 years, 5 months ago
A spectrum analyzer is a tool that focuses on the physical layer, which will vary based on the type of analyzer. Although vendors make these
analyzers for both audio and optical signals, in most cases spectrum analyzers are used to analyze wireless or radio frequency signals. Spectrum
analyzers are primarily used to identify and measure the strength of radio signals that are present in the area. They can visually display these signals
by frequency on
the device. These devices are used to locate sources of interference that may impact the operation of a wireless network.
upvoted 26 times

& & JakeCharles 9 months, 1 week ago
A spectrum analyzer can detect interference from other networks and non-802.11 devices that are operating in the same frequency range as the
wireless network. The tool analyzes the frequency spectrum to detect and identify any sources of interference and helps the technician find the root
cause of the high jitter issue.

The other options are not the best tools to troubleshoot this issue:

A NetFlow analyzer analyzes network traffic patterns but does not provide information on interference sources.

A bandwidth analyzer measures network bandwidth usage but does not help identify interference sources.

A protocol analyzer analyzes network protocol behavior but does not help detect interference sources.
upvoted 22 times

& & brotheralameen 5 months, 2 weeks ago
D. Spectrum Analyzer helps identify information from Radio Frequency emission. WiFi is a Radio Frequency device.
upvoted 1 times

B & webbor 1 year, 1 month ago
To identify and measure interference, scan for RF sources using some form of RF Scanner. a Spectrum Analyzer can measure electrical signals for
frequency, power, harmonics, distortion and more. We measure Radio Frequency Interference (RFI) with the Signal-to-Noise Ratio (SNR), essentially
comparing the Signal Strength and the overall interference in the space.
upvoted 1 times

E & Belayet 2 years, 9 months ago
To see the RF interference, spectrum analyzer is the tools to go.
upvoted 3 times

E & Ineed_MyCache_Now 2 years, 10 months ago
My answer was D, Spectrum Analyzer. Because a spectrum analyzer is basically a tool that focuses on the physical layer, and varies based on the type
of analyzer needed.
upvoted 2 times
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E & NAB_67 2 years, 11 months ago
wireless network and interference from other networks points to spectrum analyzer as the correct tool for the job.
upvoted 1 times

B & dedeoteg 3 years, 5 months ago
A spectrum / signal analyzer measures the magnitude of an input signal versus frequency within the full frequency range of the instrument.
upvoted 4 times

& & waqdhiyo 3 years, 5 months ago
Spectrum analyzer
upvoted 2 times
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Question #4 Topic 1

Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the users disconnect and reconnect, utilizing the web
authentication process each time. The network administrator can see the devices connected to the APs at all times. Which of the following steps
will MOST likely determine the cause of the issue?

A. Verify the session time-out configuration on the captive portal settings
B. Check for encryption protocol mismatch on the client's wireless settings
C. Confirm that a valid passphrase is being used during the web authentication

D. Investigate for a client's disassociation caused by an evil twin AP

Suggested Answer: A

Community vote distribution
A (93%) 7%

& & onikafei 2 years, 5 months ago
A: makes the most sense. Clearly the answer is A
B. Encryption protocol, being mismatched | don't think would connect at all. Especially given that the access points are connected at all times.
C. They have been able to reconnect before being disconnected so they are getting through authentication.
D. The web administrator sees that they are connected, indicating it's not an evil twin but an issue on the network.

This is definitely an easier question, just read it, and look at what makes the most sense. Dedony says it best, web authentication is linked to captive
portals.
upvoted 20 times

© & Dedony (TIIIERL 2 years, 10 months ago
web authentication linked to captive portals!

upvoted 12 times

© & brotheralameen 5 months, 2 weeks ago
A would be most relevant here because given that the network administrator can see the connections from the routers settings, it makes it clear that
there's no evil twin attack taking place. Evil Twin Attack involves DoS Attack which would kick everyone out of the network (making the administrator
unable to see the devices while the victims login to the rogue access point). This makes it clear that the answer is in fact A.
upvoted 1 times

B & Jaeide__X 9 months, 2 weeks ago
An evil twin AP is a rogue access point that mimics a legitimate one. When users connect to it, they may experience intermittent connectivity issues
as the rogue AP interferes with the connection. By investigating whether any evil twin APs are present, the network administrator can identify and
eliminate the source of the problem. Options A, B, and C are less likely to be the cause of intermittent connectivity issues related to disconnections
and reconnections during web authentication processes. Therefore, option D is the most appropriate step to address the reported problem.
upvoted 2 times

B & Kkirstenli 1 year, 1 month ago
why is D wrong?
upvoted 2 times

B & aqqtzz 1 year, 1 month ago

Selected Answer: A

i guessed
upvoted 2 times

B & Mehsotopes 1 year, 1 month ago

Selected Answer: A

If customers are having issues with connecting the Internet from your network AP & having to use the web authentication process/portal each time, it
is likely that they are timing out while connected to the network, & you'll need to see why your captive portal does this.
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upvoted 1 times
& & zamin99 1 year, 3 months ago
correct
upvoted 1 times

&) & JakeCharles 1 year, 11 months ago
| would choose A
upvoted 1 times

& & Belayet 2 years, 3 months ago
Captive protocol is the key player
upvoted 2 times

&) & Lumpia 2 years, 3 months ago
| chose A because if the captive portal timer was misconfigured to where it was too short it would cause a disconnection.
upvoted 2 times
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Question #5 Topic 1

A network administrator walks into a datacenter and notices an unknown person is following closely. The administrator stops and directs the
person to the security desk. Which of the following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking

D. Shoulder surfing

Suggested Answer: B

Community vote distribution
B (100%)

© & Senkulshigami100 3 years, 5 months ago
Tailgating- person following you in without permission
Piggybacking- person following with your consent
upvoted 29 times

& & user82 2 years, 2 months ago
No.
Tailgating - Unauthorized person follows authorized person into restricted area without permission.
Piggybacking - Unauthorized person gains access to restricted area by using credentials of authorized person with or without their consent.
source: chatgpt
upvoted 4 times

E & onikafei ([T IECLY 9 months, 1 week ago
A: evil twin
It is a access point that looks leginmate, that is used to eavesdrop the wireless communications on the network.
B: tailgating
The act of following someone without their consent or knowledge
C: piggybacking
Following the individual with the consent, however piggybacking can also include using another person's wireless connections, and essentially
causing issues over the network communications (bandwidth, speed, etc)
D: shoulder surfing
Finding out information by looking over the shoulders of the individual sitting at a computer or doing something. Sometimes seeing the password
they type in as they login to their computer, or obtaining other valuable information just by kind of glancing at the screen.

But the case of this question it would be B. Tailgating
upvoted 8 times
© & brotheralameen 5 months, 2 weeks ago

Obviously taligating because he noticed an unauthorized individual following him closely.
upvoted 1 times

B & Skimbeeble 1 year, 5 months ago

Selected Answer: B

while both are the same, remember that Tailgating is PHYSICAL while Piggybacking is NETWORK securities
upvoted 4 times

B & aqqtzz 1 year, 7 months ago

Selected Answer: B

i guessed
upvoted 2 times

E & Doaa81 2 years, 2 months ago
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B. Tailgating.
upvoted 1 times

& & GeekSpunk 2 years, 11 months ago
Tailgating represents the situation, when an individual without access authorization closely follows an authorized person in a reserved area. The
malefactor takes advantage of the moment, when the authorized one opens the door with his badge - and sneaks inside before the door closes.

Piggybacking represents the situation, when someone accesses a reserved area with the permission obtained by deception of an authorized person.
upvoted 1 times

& & waqdhiyo 3 years, 5 months ago

Tailgating
upvoted 1 times
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Question #6 Topic 1

SIMULATION -

You have been tasked with setting up a wireless network in an office. The network will consist of 3 Access Points and a single switch. The network
must meet the following parameters:

c® The SSIDs need to be configured as CorpNet with a key of S3cr3t!

c» The wireless signals should not interfere with each other

c® The subnet the Access Points and switch are on should only support 30 devices maximum

o> The Access Points should be configured to only support TKIP clients at a maximum speed

INSTRUCTONS -
Click on the wireless devices and review their information and adjust the settings of the access points to meet the given requirements.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

-~ -~ -~
L L] L
AP1 AP2 AP3

€3 Switch1

192.168.1.2
Speed: Auto
Duplex: Auto



AP1 Configuration

(O © 7 https://aplsetup.do

Basic Configuration

Access Point Name AP1

1P Address
Gateway 192.168.1.1
SSID
SSID Broadcast » Yes No
Wireless
Mode 5
B
G
Channel v
1
2
3
4
5
6
7
8
9
10
11

Security Configuration

Security Settings = None « WEP

Key or Passphrase

Wired

Speed Auto « 100 ~ 1000

Duplex  Auto « Half = Full

"WPA « WPA2

WPA2 - Enterprise

v



AP2 Configuration

(O © 7  https://ap2.setup.do

Basic Configuration

Access Point Name AP2

1P Address
Gateway 192.168.1.1
SSID
SSID Broadcast » Yes No
Wireless
Mode 5
B
G
Channel v
1
2
3
4
5
6
7
8
9
10
11

Security Configuration

Security Settings = None « WEP

Key or Passphrase

Wired

Speed Auto « 100 ~ 1000

Duplex  Auto « Half = Full

"WPA « WPA2

WPA2 - Enterprise

v



AP3 Configuration

GO

Basic Configuration

https://ap3.setup.do

Access Point Name AP3

IP Address /
Gateway 192.168.1.1
SSID
SSID Broadcast « Yes No
Wireless Wired
Mode v Speed Auto « 100 ~ 1000
B
G
Channel v Duplex Auto  Half = Full
1
2
3
4
5
6
7
8
9
10
11
Security Configuration
Security Settings ~ « None = WEP = WPA « WPA2 = WPA?2 - Enterprise

Key or Passphrase

Suggested Answer: See exp/anation below.
On the first exhibit, the layout should be as follows

Access Point Name AP1 -

IP Address 192.168.1.3 -

Gateway 192.168.1.2 -

SSID corpnet -

SSID Broadcast yes -

Mode G -

v



Channel 1 -
Speed Auto -
Duplex Auto -

WPA -
Passphrase S3cr3t!

Exhibit 2 as follows -
Access Point Name AP2 -
IP Address 192.168.1.4 -
Gateway 192.168.1.2 -
SSID corpnet -

SSID Broadcast yes -
Mode G -

Channel 6 -

Speed Auto -

Duplex Auto -

WPA -
Passphrase S3cr3t!

Exhibit 3 as follows -
Access Point Name AP3 -
IP Address 192.168.1.5 -
Gateway 192.168.1.2 -
SSID corpnet -

SSID Broadcast yes -
Mode G -

Channel 11 -

Speed Auto -

Duplex Auto -

WPA -
Passphrase S3cr3t!

© & BenBen1234 9 months, 1 week ago
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AP1

192.168.1.3 /27

Gateway: 192.168.1.1

Mode: G

SSD: CorpNet *** This is Case Sensitive, Whatever is on the test for SSID thats how it should be **
Key: S3cr3t!

Security Settings: WPA

Speed: Auto/Auto

AP2

192.168.1.4 /27

Gateway: 192.168.1.1

Mode: G

SSD: CorpNet *** This is Case Sensitive, Whatever is on the test for SSID thats how it should be **
Key: S3cr3t!

Security Settings: WPA

Speed: Auto/Auto

AP3

192.168.1.5 /27

Gateway: 192.168.1.1

Mode: G

SSD: CorpNet *** This is Case Sensitive, Whatever is on the test for SSID thats how it should be **
Key: S3cr3t!

Security Settings: WPA

Speed: Auto/Auto

192.168.1.2 Is your switch.
upvoted 28 times

& & baguttebandit 1 year, 4 months ago
Why change speed to Auto/Auto?
upvoted 2 times

& & [Removed] 2 years, 2 months ago
Why the security shoud be wpa isn't wpa2 better?
upvoted 1 times

& & famco 2 years, 2 months ago
You are right. WPA-2 also supports TKIP and I'm going to select it even if | loose points. | cannot select stupid answers just because these
people want me to be.
upvoted 3 times

© & LanaK 2 years ago
You'd be surprised at how often you come across industrial systems that are so old, they can’t handle anything new. WPA 2 in cases like this
would slow them down considerably even if compatible.
upvoted 3 times

& & famco 2 years, 2 months ago
The question says ONLY support TKIP and that could make me select WPA instead of WPA2.
upvoted 7 times

B & TrillKing 2 years, 2 months ago
In the question its talking about TKIP which belongs with wpa
upvoted 5 times

E & comeragh (IR 1 year, 9 months ago
IP Address: 192.168.1.3/27, 192.168.1.4/27,192.168.1.5/27

SSID: CorpNet
Wireless Mode: G
Channel: 1, 6, 11


https://www.examtopics.com/user/baguttebandit/
https://www.examtopics.com/user/baguttebandit/
https://www.examtopics.com/user/baguttebandit/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/LanaK/
https://www.examtopics.com/user/LanaK/
https://www.examtopics.com/user/LanaK/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/TrillKing/
https://www.examtopics.com/user/TrillKing/
https://www.examtopics.com/user/TrillKing/
https://www.examtopics.com/user/comeragh/
https://www.examtopics.com/user/comeragh/
https://www.examtopics.com/user/comeragh/

Security Settings: WPA (selecting WPA as it specifically asks for TKIP support only)
Key or Passphrase: S3cr3t!
upvoted 24 times
& & nathanbabu 8 months, 2 weeks ago
Hey Guys what about the channel selection for the 3 APs as it says there shouldnt be any singal overlap
upvoted 1 times

E & BMETIIIK 9 months, 1 week ago
n some cases, it may be necessary to use multiple access points within a small area. To avoid interference between access points, it is important to
use non-overlapping channels. In the 2.4 GHz spectrum, channels 1, 6, and 11 do not overlap with each other, so it is recommended to use these
channels for multiple access points within close proximity.
upvoted 4 times

B & deejay2 9 months, 4 weeks ago
Isn't there a command to type in first?
upvoted 1 times

E & am00gb9fk 11 months, 1 week ago
IP Address: 192.168.1.3/27,192.168.1.4/27,192.168.1.5/27
SSID: CorpNet
Learn community: https://www.reddit.com/r/successslife/comments/1ebghz1/comptia_n10008_exam_dump
Wireless Mode: G
Channel: 1,6, 11
Security Settings: WPA (selecting WPA as it specifically asks for TKIP support only)
Key or Passphrase: S3cr3t!
upvoted 2 times

E & Manu209182 1 year, 1 month ago
whats gateway? they have given the gateway already in question so is it supposed to change in answer also as they did in solution or | just need to
ignore their answer.
upvoted 1 times
E & comeragh 1 year, 8 months ago
"The subnet the Access Points and switch are on should only support 30 devices maximum"
/27 gives 32 IPs
upvoted 1 times

& & leedsharber 1 year, 7 months ago
Minus the network and broadcast ID = 30 devices.
upvoted 11 times

B & 93sat 1 year, 9 months ago
somebody please explain me how you got the IP and /27 and channels?
upvoted 2 times

© & MakitaBiz 1 year, 8 months ago
it's /27 because the question states that it should only support 30 devices max.
upvoted 2 times

E & ajuntapall316 2 years, 3 months ago
Failed my first attempt with a 680, just passed my latest attempt with close to 800 thanks to this site, and MORE IMPORTANTLY all you fine
commenters that help with identifying actual correct answers.
FYI, BOTH of my tests had 2 scenario questions that aren't listed on this site at all. This was the only scenario question that was listed and it was
listed both times.
upvoted 16 times

E & Treasureprecious 2 years, 4 months ago
IP 192.168.1.2 can't be the one for the switch because it is a layer 2 switch. | know that it is a layer 2 switch and not a layer 3 switch because they are
talking about the gateway which have a separated IP from others IPs.
upvoted 1 times

& & famco 2 years, 2 months ago
A very good point. But | do not think the question creator knows that. Moreover, the switch is shown with an IP. You do not need to use the L3
switch as the gateway


https://www.examtopics.com/user/nathanbabu/
https://www.examtopics.com/user/nathanbabu/
https://www.examtopics.com/user/nathanbabu/
https://www.examtopics.com/user/BMETIIIK/
https://www.examtopics.com/user/BMETIIIK/
https://www.examtopics.com/user/BMETIIIK/
https://www.examtopics.com/user/deejay2/
https://www.examtopics.com/user/deejay2/
https://www.examtopics.com/user/deejay2/
https://www.examtopics.com/user/am00gb9fk/
https://www.examtopics.com/user/am00gb9fk/
https://www.examtopics.com/user/am00gb9fk/
https://www.examtopics.com/user/Manu209182/
https://www.examtopics.com/user/Manu209182/
https://www.examtopics.com/user/Manu209182/
https://www.examtopics.com/user/comeragh/
https://www.examtopics.com/user/comeragh/
https://www.examtopics.com/user/comeragh/
https://www.examtopics.com/user/leedsbarber/
https://www.examtopics.com/user/leedsbarber/
https://www.examtopics.com/user/leedsbarber/
https://www.examtopics.com/user/93sat/
https://www.examtopics.com/user/93sat/
https://www.examtopics.com/user/93sat/
https://www.examtopics.com/user/MakitaBiz/
https://www.examtopics.com/user/MakitaBiz/
https://www.examtopics.com/user/MakitaBiz/
https://www.examtopics.com/user/ajuntapall316/
https://www.examtopics.com/user/ajuntapall316/
https://www.examtopics.com/user/ajuntapall316/
https://www.examtopics.com/user/Treasureprecious/
https://www.examtopics.com/user/Treasureprecious/
https://www.examtopics.com/user/Treasureprecious/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/

upvoted 2 times
B & sandy5040 2 years, 5 months ago
Gateway shold be same but dont forget the CIDR /27 rest of things right.. | given exam today and same question was there and also another PBQ
from these questions too...
upvoted 4 times

B & Boulet_Dude 2 years, 5 months ago

The way | understand the IPs configuration:
Gateway: 192.168.1.1

Switch: 192.168.1.2 (given in the question)
Ap1:192.168.1.3/27

Ap2:192.168.1.4/27

Ap3:192.168.1.5/27

Correct?

upvoted 10 times

B & madperk 2 years, 8 months ago
| took this yesterday, and | can confirm you cannot change the gateway.
upvoted 4 times

& & braddogfx 2 years, 8 months ago
Are the IPs Correct?

upvoted 2 times

B & Alpha75 2 years, 8 months ago
| passed yesterday, and the N10-008, | took had only 5 questions out this set. Know wireless technology. How to set it up and configure it, the issues
with it, etc.
upvoted 2 times

B & braddogfx 2 years, 9 months ago
So what are the correct IPs to fill in?
upvoted 4 times

= & Elromon 2 years, 10 months ago
Is the SSID case sensitive: Should it be CorpNet and not corpnet?
upvoted 2 times
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Question #7 Topic 1

A network is experiencing a number of CRC errors during normal network communication. At which of the following layers of the OSI model will
the administrator
MOST likely start to troubleshoot?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
E. Layer 5
F. Layer 6
G. Layer7

Suggested Answer: B

Community vote distribution
B (53%) A (47%)

& & princess_07 (TITRRCL Y 2 years, 10 months ago
The data unit on Layer 2 is a frame.

Each frame contains a frame header, body, and a frame trailer:

Header: typically includes MAC addresses for the source and destination nodes.
Body: consists of the bits being transmitted.
Trailer: includes error detection information. When errors are detected, and depending on the implementation or configuration of a network or
protocol, frames may be discarded or the error may be reported up to higher layers for further error correction. Examples of error detection
mechanisms: Cyclic Redundancy Check (CRC) and Frame Check Sequence (FCS). Learn more about error detection techniques here. Answer is Layer
2(B)

upvoted 36 times

© & Orean ([[TITIECLY 10 months, 1 week ago

| had this on my exam, and | answered A. Now, | believe that's incorrect in light of my score report, which included this objective:

"1.1 Compare and contrast the Open Systems Interconnection (0SI) model layers and encapsulation concepts."

I'm all but 100% certain it's because | misanswered this, which is the only OSI-related question | can remember. B is most likely the correct answer.
CompTIA's rationale? I'll try to guess.

First step in the troubleshooting methodology is to identify the problem. You would probably have to start at Layer 2 for the "identify symptoms"
substep, where you'd check the CRC errors themselves on a data-link interface

You wouldn't go to Layer 1 until step 2, when you "establish a theory of probable cause." Most likely the technician would theorize physical (cabling)
issues and test it accordingly, but that's not during the FIRST troubleshooting step.
upvoted 30 times

E & LanaK 2 years, 1 month ago
| agree with you. The question doesn’t ask where the problem is located. It asks where you'd start trouble shooting. Why would anyone start
messing with cables before analyzing the data that would give them more information on what's causing it?
upvoted 10 times

© & brotheralameen 6 months, 2 weeks ago

B. Data Link Layer, as this is where frames are passed through.
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upvoted 2 times
B & Temi101 7 months, 2 weeks ago
Its actually Layer 1 because CRC occurs in Layer 2 because of Physical layers (Layer 1) problems: Such as "Network Cables, Connectors, Ports as
well interference” all these can cause CRC errors which can be seen at layer 2.
upvoted 1 times

E & NikiGozo 8 months, 4 weeks ago

The administrator would most likely start troubleshooting at Layer 2 (Data Link layer) of the 0SI model.

CRC (Cyclic Redundancy Check) errors are often associated with the Data Link layer, where frames are checked for errors. CRC errors usually indicate
issues with the data integrity at this layer, which could be due to network device configuration problems, faulty cables, or interference affecting the
physical transmission.

upvoted 1 times

© & huradazimi 9 months, 1 week ago
CRC (Cyclic Redundancy Check) errors typically occur at the Data Link layer (Layer 2) of the OSI model. This layer handles error detection and
correction for node-to-node data transfer, so it's the most logical place to start troubleshooting for such issues.
upvoted 1 times

© & nathanbabu 9 months, 2 weeks ago
CRC errors are related to Layer 1(physical layer) due to cable faults improper crimping , damages or other signal issues, should be Layer 1 as answer.
upvoted 1 times

B & Mehsotopes 10 months, 1 week ago
There is normal network communication in progress going on, this means you would only be able to troubleshoot layer 2 without causing
interference. If there is not normal network communications going on, you can check the layer 1 cables, ports & transceivers.
upvoted 1 times

E & Zubtech 10 months, 1 week ago
7. Application Layer
6. Presentation Layer
5. Session Layer
4. Transport Layer
3. Network Layer
2. Datalink Layer (Sender and receiver info mismatch)
1. Physical Layer
upvoted 1 times

B & dadba8c 11 months, 4 weeks ago
From the Official CompTIA Network+ Study Guide: "TROUBLESHOOTING INTERFACE ERRORS
As well as monitoring for traffic bottlenecks and other performance issues, interface errors might indicate a misconfiguration problem at the data link
layer or interference at the physical layer.
Cyclic Redundancy Check Errors
A cyclic redundancy check CRC is calculated by an interface when it sends a frame. A CRC value is calculated from the frame contents to derive a 32-
bit value."
upvoted 1 times

& & iLikeBeagButt 1 year, 1 month ago
Changed my mind to A. Administrator would START troubleshooting at Layer 1 first.
upvoted 1 times

& & Calvin_ 1 year, 1 month ago
The CRC errors typically indicate issues at the physical layer (Layer 1) of the 0SI model, so the administrator would likely start troubleshooting there.
Therefore, the correct answer is A. Layer 1.
upvoted 1 times

B & stanislaus450 1 year, 3 months ago
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Selected Answer: A

In summary, while CRC is useful for local error detection within a single hop (e.g., within a LAN segment), it doesn’t cover end-to-end communication.
Each layer’s specific checks serve different purposes, ensuring robustness and reliability throughout the network. Therefore, starting troubleshooting
at Layer 1 is the most logical approach

upvoted 1 times

B & Jaeide__X 1 year, 4 months ago
CRC errors typically occur at Layer 1 of the 0SI model, which is the physical layer responsible for transmitting raw binary data over the network
medium. CRC errors indicate issues such as faulty cabling, loose connections, electromagnetic interference, or problems with network interface
cards (NICs). Therefore, the administrator would begin troubleshooting at Layer 1 to address these physical layer issues.
upvoted 2 times

E & Dean1065 1 year, 6 months ago
CRCISL2
upvoted 2 times

E & GRMCGeeks 1 year, 6 months ago
Ethernet frame CRC (FCS) is usually understood to be on 0SI layer 2
upvoted 2 times

E & Dean1065 1 year, 6 months ago
Cyclic Redundancy Check is a powerful algorithm that is used for error control in the data link layer. The number of 0 bits appended on the sender's
side is equal to the highest number of polynomial degrees.
upvoted 1 times
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Question #8 Topic 1

A client recently added 100 users who are using VMs. All users have since reported slow or unresponsive desktops. Reports show minimal
network congestion, zero packet loss, and acceptable packet delay. Which of the following metrics will MOST accurately show the underlying
performance issues? (Choose two.)

A. CPU usage
B. Memory

C. Temperature
D. Bandwidth
E. Latency

F. Jitter

Suggested Answer: AB

Community vote distribution
AB (100%)

© & Epitome0fSalt {IIRLRL Y 10 months, T week ago
| agree with the answer giving. Question states that the network looks fine, So its more than likely hardware related ie. The specs of the vm are too
high for the computer the clients are working on (CPU and Memory are the most likely causing the issue)
upvoted 15 times

© & brotheralameen 6 months, 2 weeks ago
A and B. Given that 100 VMs are present, it's likely exhausting resources from the system causing unresponsive system due to possible DoS (Denial
of Service).
upvoted 1 times

B & Jaeide__X 10 months, 1 week ago
CPU Usage: When multiple users are utilizing virtual machines (VMs), high CPU usage can lead to slow or unresponsive desktops. If the CPU is
overloaded, VMs may struggle to process user requests efficiently, resulting in performance degradation.

Memory: Insufficient memory (RAM) can also cause performance issues, especially when multiple VMs are running concurrently. If the VMs are
competing for limited memory resources, it can lead to swapping or paging, slowing down overall system performance.
upvoted 2 times

B & aqqtzz 1 year, 8 months ago
this seemed the most logical and i sort of guessed but smart guessed
upvoted 1 times

© & Kipp3r 1 year, 11 months ago
| believe CPU usage and Memory is the defining factor if it isn't coming from Bandwidth or anything else.
upvoted 1 times

E & airraid2010 2 years, 2 months ago
If the problem is not associated with the networking-related layer of the system infrastructure/architecture, then you have to think about computing
hardware or resources.
upvoted 1 times

B & OLopez80 2 years, 4 months ago
A. CPU usage and B. Memory are the two metrics that will most accurately show the underlying performance issues in this scenario. To accurately
show the underlying performance issues in this scenario, monitoring the CPU usage and memory will be most helpful. The slow or unresponsive
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desktops experienced by 100 users suggest a bottleneck on the VM host. Temperature, bandwidth, latency, and jitter are unlikely to be the cause of
the problem, based on the reported network metrics.
upvoted 2 times
B & Fireflies 2 years, 10 months ago
Very Broad question - Doesn't tell you if the VMs are hosted on the machines or on a Hypervisor so you have to just Ass-ume that its on the
computers.
upvoted 4 times

B & as_sp_tech 3 years ago
Network is good so computer must be bad
upvoted 3 times

B & onikafei 3 years ago
Right away | just seem it's a network issue but in the question it indicates that it is not a network issue so it's clearly a VM issue. So what slows down
computers? It's going to be a memory and a CPU usage issue.
upvoted 2 times

B & GeekSpunk 3 years ago
Technically CPU usage, Memory Usage and temperature can all affect performance but the question asks for two answers that MOST accurately
show the underlying performance issues. This would only be A and B :)
upvoted 3 times
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Question #9 Topic 1

Client devices cannot enter a network, and the network administrator determines the DHCP scope is exhausted. The administrator wants to avoid
creating a new
DHCP pool. Which of the following can the administrator perform to resolve the issue?

A. Install load balancers
B. Install more switches
C. Decrease the number of VLANs

D. Reduce the lease time

Suggested Answer: D

Community vote distribution
D (100%)

© & some_specialist [TITIEGLY 2 years, 11 months ago
D, Reducing the lease time is the best answer here. While there isn't much additional info regarding how long it currently is, if some jabroni configured
a lease time of two weeks, there will be a bunch of lingering leases that aren't in use and could be utilized by new devices.
upvoted 25 times

© & onikafei 2 years, 5 months ago
So a b and ¢ do not make sense. Given they do not want to increase the scope of the DHCP, even after it's exhausted. It's clear that they're looking for
the fastest, and probably cheapest workaround solution to take care of this problem.

A. 1 don't see any need for load balancers
B. Installing more switches isn't going to do anything in this case. This is a dhcp scope issue, and installing switches isn't going to change the scope
of the DHCP.
C. Decreasing the number of vlans doesn't make sense.
D. Decreasing the lease time will allow other devices to connect. Some_specialist says it best with his/her example
upvoted 5 times

© & KRS1304 ([TEIETE) 4 months, 3 weeks ago
Diminuir o tempo de locagéo de enderegos é a opgdo mais recomendada (D), isso porque em nossa rede poderemos ter dispositivos ndo
permanentes dentro da rede, se este tiver um tempo de locagdo/concegdo muito elevado, de uma ou duas semanas por exemplo, significa que tal
enderego IP ndo serd atribuido a outros dispositivos durante o periodo de locagéo, resultando assim em desperdicio (nos casos de dispositivos) que
ndo estardo em nossa rede nesse periodo, portanto, reduzir o tempo de locagédo para 2 ou 3 dias se torna a opgao mais sensata, uma vez que 0s
dispositivos dentro da rede terdo a opgao de renovar tais enderegos ao fim dos tempo estabelecido, desde que estes continuem activos na rede...
upvoted 1 times

& & iLikeBeagButt 6 months, 3 weeks ago

Selected Answer: D

best option available and makes sense
upvoted 1 times

B & stanislaus450 8 months, 2 weeks ago

Selected Answer: D

To resolve the issue of DHCP scope exhaustion without creating a new DHCP pool, the administrator can take the following action:

D. Reduce the lease time: By reducing the lease time, DHCP addresses will be reclaimed more quickly when devices disconnect or renew their leases,
allowing for more efficient use of the existing DHCP scope. This can help alleviate the exhaustion issue without the need for additional resources like
load balancers, switches, or VLAN modifications.

upvoted 3 times

E & Doaa81 1 year, 8 months ago

Selected Answer: D

D. Reduce the lease time.
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upvoted 1 times

&) & JakeCharles 1 year, 11 months ago

Selected Answer: D

Reduce the lease time
upvoted 1 times
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Question #10 Topic 1

An administrator is writing a script to periodically log the IPv6 and MAC addresses of all the devices on a network segment. Which of the
following switch features will MOST likely be used to assist with this task?

A. Spanning Tree Protocol
B. Neighbor Discovery Protocol
C. Link Aggregation Control Protocol

D. Address Resolution Protocol

Suggested Answer: B

Community vote distribution
B (100%)

© & some_specialist [TITREGLY 2 vears, 5 months ago
correct, as ARP is for IPv4 only
upvoted 23 times

& & RobJob 2 years, 3 months ago
B is the correct answer.
Neighbor Discovery Protocol is similar to ARP but retrieves the IPV6 address. ARP retrieves IPv4.
upvoted 17 times

© & Mehsotopes 7 months, 2 weeks ago
Neighbor Discovery Protocol (NDP) = Used to learn the Layer 2 addresses that are on a given network.
Router Solicitation
Router Advertisement = Router IPv6 asking what other nodes are on the network, asking neighbors & other devices allowing interface to try to
determine what layer 2 addresses are out there & figure out how to talk to them properly.
Neighbor Solicitation = Clients using this indicate where they are offering service.
Redirection = Routers can inform the hosts that there are better options out there to increase the efficiencies of network.
upvoted 1 times

E & Doaa81 1 year, 2 months ago
B. Neighbor Discovery Protocol.
upvoted 2 times

E & famco 1 year, 2 months ago
NDP is a switch feature? | will still select it because it is only reasonable one
upvoted 1 times

E & JakeCharles 1 year, 5 months ago
Neighbor Discovery Protocol
upvoted 2 times

E & AntonioTech 1 year, 6 months ago
Is anyone moderating these answers as there are MANY FALSE answers that must be changed?
upvoted 2 times

© & Boulet_Dude 1 year, 5 months ago
You can always do your due diligence and research the correct possible answers.
upvoted 7 times

& & Ggonza3 1 year, 2 months ago
Give your 2cents and post a comment claiming the CORRECT answer. This website is ran by community and | don't think the website is allowed to
post the actual correct answer.
upvoted 3 times
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= & Springz 1 year, 9 months ago
NDP is the correct answer
upvoted 2 times

& & as_sp_tech 1 year, 12 months ago

Selected Answer: B

yes it is correct
upvoted 2 times
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Question #11 Topic 1

Which of the following DNS records works as an alias to another record?

A. AAAA
B. CNAME
C. MX

D. SOA

Suggested Answer: B

Community vote distribution
B (100%)

© & danyhaddad90 3 years, 4 months ago
.AAAA record is used to find the IP address of a computer connected to the internet from a name.
.CNAME record is a type of DNS record that maps an alias name to a true or canonical domain name.
.MX record specifies the mail server responsible for accepting email messages on behalf of a domain name.
.SOA record is a type of resource record in the DNS containing administrative information about the zone.
upvoted 43 times

& & rah555 2 years, 2 months ago

A CNAME record stands for "canonical name" record and is used to create an alias from one domain name to another domain name. It is commonly
used when a domain owner wants a domain name to point to another domain name, instead of directly pointing to an IP address.
upvoted 5 times

O & A_nga04 [IETNNE) 11 months ago
B - cname

upvoted 1 times

B & wiseman1 1 year, 2 months ago
Answer B
CNAME record maps alias name.
upvoted 1 times

B & TrillKing 2 years, 4 months ago
B CNAME
upvoted 1 times

B & JakeCharles 2 years, 5 months ago

Selected Answer: B

It's definitely CNAME
upvoted 1 times

B & Keith2016 2 years, 5 months ago
B CNAME is correct
upvoted 1 times

& & comeragh 2 years, 6 months ago

Selected Answer: B

Agree with B here. Canonical Name (CName) is an alias.
upvoted 1 times

B & zinchu88 2 years, 8 months ago
"AAAA" record points domain to IPv6 address. "A" record points domain to IPv4 address
upvoted 4 times

E & onikafei 2 years, 11 months ago

Right away it is CNAME. The question is pretty much the definition.
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upvoted 2 times



Question #12 Topic 1

A company built a new building at its headquarters location. The new building is connected to the company's LAN via fiber-optic cable. Multiple
users in the new building are unable to access the company's intranet site via their web browser, but they are able to access internet sites. Which
of the following describes how the network administrator can resolve this issue?

A. Correct the DNS server entries in the DHCP scope
B. Correct the external firewall gateway address
C. Correct the NTP server settings on the clients

D. Correct a TFTP Issue on the company's server

Suggested Answer: A

Community vote distribution
A (92%) 8%

© & cableblox 2 years, 8 months ago
The DNS server would need to point to the internal address for internal networks. If you were using say, Googles DNS server the server would not
know how to resolve internal.comapy.site
upvoted 18 times

& & Kessel 2 years, 1 month ago
Also while C and D are completely irrelevant, B can safely be excluded too because the gateway address is primarily related to routing internet
traffic, and since users can already access internet sites, it suggests that the gateway address is correctly configured for internet connectivity.
upvoted 9 times

© & brotheralameen 5 months, 2 weeks ago
Intranet normally refers to internal services within the organization. Such services are controlled by DNS and therefore A would be the most
appropriate answer here.
upvoted 1 times

© & kmoni 8 months ago

Selected Answer: A

A. Correct the DNS server entries in the DHCP scope.

Explanation:
Since users in the new building can access external internet sites but cannot access the company's intranet, this suggests an issue with DNS
configuration specific to internal addresses. Typically, intranet resources use internal DNS entries, which may not be available through public DNS
servers. If the DNS entries in the DHCP scope are incorrect, users won't be able to resolve internal URLs.

upvoted 2 times

B & Destructo 1 year, 9 months ago
B is correct
upvoted 1 times

B & Destructo 1 year, 9 months ago
The correct answer is B. Copy this question and ask bard and he gives a great reasoning.
upvoted 2 times

& & JJay99 4 months, 3 weeks ago
B makes no sense since they already said they can connect to the Internet but we are talking about intranet here with company resources.
upvoted 1 times

B & JakeCharles 2 years, 5 months ago

Selected Answer: A

Correct the DNS server entries in the DHCP scope
upvoted 4 times

B & Keith2016 2 years, 5 months ago
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A. Correct the DNS server entries in the DHCP scope - internal domain name resolution for the internal webserver is failing
upvoted 2 times

B & Coliwood 3 years ago
Why is it "A"?
upvoted 2 times

& & shadowalka 2 years, 10 months ago
Ais the best answer as the question states the users are able to browse the internet so assuming to Comptia, the FW configuration settings are
working. C and D are irrelevant.
upvoted 3 times

& & Coliwood 3 years ago
I'm only accepting "A" as the answer because the other 3 make no sense.
upvoted 4 times

© & Aaron$1990 2 years, 11 months ago
The most detail | can give is that they're on the intranet they just can't get onto the internet and (for me at least) my first idea would be to check
DNS
upvoted 2 times

B & CTE_Instructor 2 years, 6 months ago
When the new network is set up, it will need DNS records to associate to the intranet domain resources, which sounds like it did not get done.
Either the new network needs to tie into the existing intranet DNS server via the DHCP lease, or a new one should be set up in the local subnet.

If it's got a direct connection to the WAN interface, then it'll be able to use WAN DNS servers like 8.8.8.8 or 1.1.1.1 to find internet websites just
fine. But external DNS servers don't have internal intranet domain names, so you wouldn't have intranet access that way.
upvoted 1 times
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Question #13 Topic 1

A technician is installing a new fiber connection to a network device in a datacenter. The connection from the device to the switch also traverses a
patch panel connection. The chain of connections is in the following order:

oo Device

c» LC/LC patch cable

c» Patch panel

= Cross-connect fiber cable

c» Patch panel

c® LC/LC patch cable

o Switch

The connection is not working. The technician has changed both patch cables with known working patch cables. The device had been tested and
was working properly before being installed. Which of the following is the MOST likely cause of the issue?

A. TX/RX is reversed
B. An incorrect cable was used
C. The device failed during installation

D. Attenuation is occurring

Suggested Answer: A

Community vote distribution
A (100%)

G & LuSck [[TIIEEEIT) 3 years, 3 months ago

It is a fiber network and fiber has insane range thus it is unlikely to be attenuation. Bad device and bad cable are out because they are explicitly tested
as described. Therefore TX/RX is the only reasonable option.
upvoted 21 times

& & StrawberryTechie 1 year, 10 months ago
it says incorrect cable, not bad cable
upvoted 2 times

E & 8choxo 1 year, 7 months ago
Potato Potatoe
upvoted 10 times

B & rodwave ([0 ALGE B 9 months, 1 week ago

Going with A. TX/RX is reversed since it makes the sense to me given the other options:

If the TX (transmit) and RX (receive) fibers are reversed in either of the LC/LC patch cables or the cross-connect fiber cable, the data will not be
transmitted and received correctly, resulting in a connection failure. Also, | think the question listed the order of the connections and multiple patch
panels to suggest that there was good chance of some kind of misalignment going on when the fibers were installed.

B. An incorrect cable was used: The question mentions that both patch cables were changed with known working cables, so | doubt that the cables
are the issue here or that they would grab the same incorrect cable
C. The device failed during installation: They mentioned that the device was tested before installation, so it probably didn't fail during installation
either.
D. Attenuation is occurring: Attenuation is the loss of signal strength as it travels through a medium. This could make sense if this was over a long
distance, but it's a datacenter so the connections are made over a short distance.

upvoted 5 times

© & Mehsotopes 9 months, 1 week ago
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Most fiber connections consist of two individual cables, one for transmission of data & one for receiving data. If you're connecting a switch to a
workstation using a NIC that has Straight Tip (ST) connections on it, one will be Tx, & one will be Rx. You can check the NIC the ST connections are
attached to, the solid orange light will indicates a good idle connection & blinking indicates the network is actively communicating through
connection.

upvoted 1 times

B & JakeCharles 2 years, 5 months ago

| would go for A

upvoted 2 times

B & Z_186 2 years, 8 months ago
| have a hard time believing the answer is A. An LC cable has both the TX/RX in place with one connector, it's not like an ST where the cables could be
swapped. My best guess would be B then? Just because the cable is good doesn't mean it's compatible. Based on this from Meyers
"Finally, different runs of fiber use different wavelength signals. You might be able to plug an LC connector into a switch just fine, for example, but if
the signal starts at 1310 nm and the switch expects 1530 nm, that sort of wavelength mismatch will stop the transmission cold." Still not 100% sure
though.

upvoted 3 times

& & CTE_Instructor 2 years, 6 months ago
LC fibers can be swapped because you can easily remove the connecting bracket.
upvoted 3 times

© & Nate71290 2 years, 2 months ago
While they do have them "in place" with one connector sometimes from the factory/distributor they are crisscrossed...this has happened to me
before on a job. Therefore, like CTE_Instructor mentioned you can easily remove the connecting bracket to roll the connections.
upvoted 2 times

& & Kessel 2 years, 1 month ago
You mentioning the issue of wavelength signals is very interesting. However, let's remember that option B says "wrong cable", not wrong
connector or wrong signal. Also even if a LC has a fixed TX/RX in place with one connector, you can still mess up with a mislabelled patch panel. |
would still bet on A.
upvoted 2 times

B & jr6666 3 years ago
answer is a
upvoted 1 times

E & Touch_91 3 years, 1 month ago
Answer is A
upvoted 1 times

E & Stpn2me 3 years, 3 months ago
We have to understand the difference between crossover and straight through cabling..
upvoted 3 times

B & itssnowyseason 3 years, 4 months ago
Answer is A?
upvoted 1 times

E & geober 3 years, 5 months ago
Sorry that was not properly set up
upvoted 1 times

B & geober 3 years, 5 months ago
Tx/ Rx are abbreviations for Transmit and Receive respectively so that was was properly set up
upvoted 3 times

& & ArchEpic 3 years, 4 months ago
Correct, but, TX/RX reverse means the ingress and egress traffic ends of, depending on the pinout configuration, and reversed or plainly wrong.
Even though, no saying that, answer B also seems viable but answer A is more correct definition for the problem the technician is facing.
upvoted 3 times
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Question #14 Topic 1

A technician is searching for a device that is connected to the network and has the device's physical network address. Which of the following
should the technician review on the switch to locate the device's network port?

A. IP route table
B. VLAN tag

C. MAC table

D. QoS tag

Suggested Answer: C

Community vote distribution
C (100%)

© & Aarons1990 [[IIEEEEY 1 yvear, 11 months ago
'Physical network address' is another term for 'MAC address' and so the answer is C
upvoted 11 times

E & rah555 [TITEERLY 1 year, 2 months ago

A MAC table (Media Access Control table) is a table that maps MAC addresses to switch ports. When a packet is received by a switch, it examines
the source MAC address and adds an entry to the MAC table that maps the MAC address to the port on which the packet was received. By reviewing
the MAC table, the technician can determine which switch port is associated with the device's physical network address.

upvoted 9 times

© & Deznuts1979 10 months, 3 weeks ago
The MAC address is the physical address for all devices.
upvoted 2 times

© & Unipod 1 year, 10 months ago
| agree C is the best answer for this question!
upvoted 2 times

B & NeyoNeoza 2 years, 2 months ago
| say C
upvoted 2 times

E & RobJob 2 years, 3 months ago
Answer is C. The MAC address table is a way to map each port to a MAC address. The technician can use the MAC table to find which MAC address
is connected to which port.
upvoted 5 times

& & waqdhiyo 2 years, 4 months ago

Selected Answer: C

Device's MAC address

upvoted 2 times
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Question #15 Topic 1

Which of the following provides redundancy on a file server to ensure the server is still connected to a LAN even in the event of a port failure on a
switch?

A. NIC teaming
B. Load balancer
C. RAID array

D. PDUs

Suggested Answer: A

Community vote distribution
A (93%) 7%

© & Dedony [TITIEEE Y 3 years, 4 months ago
Nic teaming makes a workstation/server redundant even in the event of a port failure on the switch
upvoted 31 times

& & rah555 2 years, 2 months ago

NIC teaming (also known as network interface card teaming or link aggregation) is a technique that allows multiple network interface cards (NICs) to
be combined into a single logical interface. By using NIC teaming, the file server can be connected to the network through multiple physical
connections, providing redundancy and increasing bandwidth.

If one of the NICs or ports fails, the remaining NICs can continue to handle network traffic, ensuring that the file server remains connected to the LAN.
This helps to improve network reliability and availability, and reduces the risk of downtime.
upvoted 15 times

© & Mehsotopes 9 months, 1 week ago
Implement load balancing & provide high availability if deploying a new web-based application to company's intranet & you need to prevent database
server from becoming overloaded by the number of requests from users.
Adding this device will allow the delivery team to install a series of database servers to handle the requests by dividing the incoming requests among
the various servers. NIC teaming would be an action that occurs on the database server itself. It is not a separate device.
upvoted 2 times

B & Jaeide__X 9 months, 1 week ago
NIC teaming, also known as network interface card (NIC) bonding or aggregation, allows multiple network interface cards (NICs) to be grouped
together to form a single logical interface. This provides redundancy and increased throughput. In the event of a port failure on a switch, NIC teaming
ensures that the server remains connected to the LAN through the remaining functional ports. If one port fails, traffic can automatically failover to the
other NICs in the team, maintaining connectivity and minimizing downtime.
upvoted 2 times

E & comeragh 2 years, 7 months ago

Selected Answer: A

Agree with A being correct answer here. Answer is NOT Load Balancing as it references port failure (NIC)
upvoted 2 times

E & Coliwood 3 years ago

Selected Answer: A

RAID is for drive storage
upvoted 3 times

B & NeyoNeoza 3 years, 2 months ago
Nic teaming
upvoted 2 times

& & Treymb6 3 years, 3 months ago
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Selected Answer: A

"still connected to a LAN even in the event of a port failure on a switch"

This has nothing at all to do with RAID. It is A.
upvoted 2 times

& & PanteLa_26 3 years, 3 months ago
NIC Teaming is correct
upvoted 2 times

= & waqdhiyo 3 years, 4 months ago
RAID array
upvoted 2 times

& & 4alef2e 1 year ago
This person is a troll, ignore them
upvoted 2 times

& & EpitomeOfSalt 3 years, 4 months ago
I'm going to need you to explain how a RAID array is going to keep a server connected to the switch if one of the ports fails. Im going with NIC
Teaming as its for fault tolerance
upvoted 19 times

& & iamtylerman 3 years, 4 months ago
The question is asking about port failure on a switch. this the answer is NIC teaming.
Had the question been asking about a hard drive failure then RAID would be correct.
upvoted 7 times
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Question #16 Topic 1

An IT organization needs to optimize speeds for global content distribution and wants to reduce latency in high-density user locations. Which of
the following technologies BEST meets the organization's requirements?

A. Load balancing

B. Geofencing

C. Public cloud

D. Content delivery network

E. Infrastructure as a service

Suggested Answer: D

Community vote distribution
D (61%) A (39%)

© & iamtylerman 3 years, 4 months ago
A content delivery network (CDN) is a system of geographically distributed servers that work together to provide fast delivery of internet content
upvoted 33 times

© & whitefish 3 years, 5 months ago
Wouldn't the answer be load balancer? There's nothing about a content delivery network on n10-008 exam obj's, textbooks, and other study material.
upvoted 31 times

& & Night_Raze 3 years, 2 months ago
| agree. Content Delivery Network is not mentioned anywhere. | would go for LB.
upvoted 5 times

© & brotheralameen 5 months, 2 weeks ago
D. CDN's like Cloudflare provide both security and even helps in minimizing the size of cache of the data in the site. This can help users load a site
faster and easier.
upvoted 1 times

B & JWrites 6 months, 2 weeks ago
Load balancing is an optimization thing, which the question mentions. It also mentions high density which could indicate that the servers in those
locations deal with a lot of traffic. Since CDN isn't in the Network+ objectives, and Load Balancing is, I'm going with A.
upvoted 1 times

& & JJay99 4 months, 3 weeks ago
Load balancing is not technically an optimization, it only reduces the load on a server when traffic is high. CDN caches content on edge servers
closest to the request reducing load and speed. While CDN is not directly an objective it is all mentioned in course materials.
upvoted 1 times

B & triscuitd1 8 months, 2 weeks ago
| also wanted to select Load Balancer. Except for the word "global content” in the question. The Content delivery network is for geographically wide
area, where as LB is for specific area. So, I'm going with CDN.
upvoted 1 times

E & LanaK 9 months, 1 week ago
“A CDN is a distributed network of servers that store cached copies of website content in multiple geographic locations around the world. When a
user requests content, the CDN selects the server closest to the user's location to deliver the content. This results in faster delivery times and lower
latency.

Load balancing is a technique used to distribute traffic across multiple servers to improve performance and reliability. While load balancing can help
optimize speeds, it does not address the issue of reducing latency in high-density user locations.”
upvoted 11 times
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E & Molongo 9 months, 1 week ago

Selected Answer: D

So | also initially thought Load Balancing was correct, but now | understand what a CDN is, it does seem to be correct.

What | do want to mention, is that in the question, the term "high density" distracted me. It made me think high density = high load, and therefore load
balance.

But the reality is you would build servers for the CDN in high density locations so that your CDN serves to reduce latency for as many users as
possible.

That is my understanding. Kind of like when you download a game on steam, you aren't downloading from a server outside your country, you are
downloading most likely from a server within your country.
upvoted 7 times

B & geocis 9 months, 1 week ago
I understand why most would choose the answer (D ) Content Deliver network, but CDN is nowhere to be found in CompTIA's N+ Review & Study
Guide. I would go for what CompTIA wants you to answer and for those who need some context regarding what the book reads.

- pg182 Comptia N+ Review Guide Fifth Edition -

It is common to find load balancers distributing load to web servers since websites have static content, and they are the perfect candidates for this
technology. It is also common to employ geographic load balancers because applications are now global, and directing a user to the closet server
provides the fastest response to the end user. With the expansion of cloud services, geographic load-balancing is a popular technology.

upvoted 13 times

E & krakatoa91 1 year, 8 months ago
This is what | was looking for. Thank you
upvoted 2 times

E & cv01 9 months, 1 week ago
This is one of those questions where ExamTopic has done poorly in its preparation/setup and has made the question more confusing/ambiguous
than helpful. When viewed from a general, unbiased perspective, CDN may be the undoubted correct answer to this question. But as many have
already made clear, because this is meant as a study aid for the Network+ exam (and nowhere in the Network+ material does it mention CDN), the
answer should be load balancing (A)
upvoted 5 times

B & cv01 1 year, 1 month ago
CDN is not mentioned anywhere in the NET+ material and therefore should not even be an option on the NET+ exam (I don't even recall it being
mentioned in A+)
upvoted 4 times

B & Jaeide__X 1 year, 3 months ago
A Content Delivery Network (CDN) is a distributed network of servers strategically located across various geographic regions. CDNs cache content
closer to end-users, reducing the distance that data needs to travel and minimizing latency. By storing content in edge servers near high-density user
locations, CDNs can optimize speeds for content delivery, resulting in faster loading times for web pages, videos, and other digital content.
upvoted 2 times

B & bagoguy 1 year, 6 months ago
A, This is the only answer here. Most importantly, CDN isn't listed in the acronym list that is provided for the Network + exam and listed at the end of
the Network + exam objectives from CompTIA. Load balancing is.
Further, you can look at GSLB or global server load balancing ( not a N+ acronym either btw) which will reduce latency and mange density issues. A
CDN is one way of implementing GSLB. Tricky question but once you look up the listed acronyms expected to be correct answers in the N+ exam, only
one conclusion can be met.
upvoted 2 times

B & Lausell 1 year, 6 months ago
The question states the CO seeks to " optimize speeds for global content distribution" . Global here being the keyword for a large geographic area. No
doubt it refers to CDN.
Load balancers are more suitable for a cluster of servers in the same location.
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Check out this link for further clarification:
https://www.splunk.com/en_us/blog/learn/cdns-vs-load-balancers.html
upvoted 2 times
B & Missybk 1 year, 6 months ago
Aload balancer main purpose is not to reduce latency, rather to scale out (ie. add servers to handle a growing volume of traffic). A CDN main purpose
is to reduce latency.
upvoted 3 times

B & sigmarseifer 1 year, 7 months ago
A, there is no mention of Content Delivery Network in the Network+ objectives.
upvoted 3 times

E & 8choxo 1 year, 7 months ago
Deff A because of what maggie said.
upvoted 2 times

B & maggie22 1 year, 8 months ago
"to optimize speeds for global content distribution (this is the CDN), to reduce latency". Means, CDN needs the Load Balancing to meet the
requirments.
upvoted 4 times
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Question #17 Topic 1

A user reports being unable to access network resources after making some changes in the office. Which of the following should a network
technician do FIRST?

A. Check the system's IP address
B. Do a ping test against the servers
C. Reseat the cables into the back of the PC

D. Ask what changes were made

Suggested Answer: D

Community vote distribution
D (100%)

G & Lumpia [[TITEEELY 1 vear, 9 months ago
Part of my troubleshooting process is first gathering information and asking questions. | go D
upvoted 12 times

& & waqdhiyo 2 years, 4 months ago

Ask what changes he made
upvoted 6 times

© & brotheralameen 5 months, 2 weeks ago
D obviously. 1st step of CompTIA Troubleshooting Model.
upvoted 1 times

E & Mehsotopes 7 months, 2 weeks ago
The first thing you should do when beginning to troubleshoot an issue is gather as much information as you can from customers involved with the
order.
upvoted 2 times

B & JFTech 9 months, 3 weeks ago
After reading that question the first thing that pops in my head is "What changes were made in the office?" Without knowing that you don't know
where to start. Thats my thought process. Answer: D, Ask what changes were made.
upvoted 2 times

B & geegol 1 year, 2 months ago
Why ask what changes were made? The typical end user is not going to know that. Yeah they may receive an email saying "Network shares will be
unavailable for xyz amount of time due to maintenance." The FIRST thing | would do is try a ping test.
upvoted 1 times

& & NetworkTester1235 1 year, 2 months ago
Part of the CompTIA troubleshooting model is to question the obvious, which is what is given here.
upvoted 4 times

B & famco 1 year, 2 months ago
Probably not what someone will do in practice, but theory trumps in a test
upvoted 3 times
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Question #18 Topic 1

A new cabling certification is being requested every time a network technician rebuilds one end of a Cat 6 (vendor-certified) cable to create a
crossover connection that is used to connect switches. Which of the following would address this issue by allowing the use of the original cable?

A.CSMA/CD
B. LACP
C. PoE+

D. MDIX

Suggested Answer: D

Community vote distribution
D (100%)

& & waqdhiyo 2 years, 10 months ago

MDIX (Media Dependent Interface Crossover) is used to connect ethernet ports
upvoted 26 times

& & Ralf_G 11 months ago
Just to be precise, it's called: medium dependent interface, not media ...
So
1) MDI - medium dependent interface (straight)
2) MDIX - medium dependent interface (crossed)
3)AMDIX - medium dependent interface (auto straight or crossed)
upvoted 11 times

© & JakeCharles [TTIRERLd 1 year, 11 months ago

D. MDIX (Media Dependent Interface Crossover) would address this issue by allowing the use of the original cable for connecting switches. MDIX
automatically detects and compensates for cable crossover, eliminating the need for a crossover cable.
upvoted 11 times

© & emmanuelodenyire 2 years, 1 month ago

This is straight forward
upvoted 5 times
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Question #19 Topic 1

A company hired a technician to find all the devices connected within a network. Which of the following software tools would BEST assist the
technician in completing this task?

A. IP scanner
B. Terminal emulator
C. NetFlow analyzer

D. Port scanner

Suggested Answer: A

Community vote distribution
A (96%) 4%

E & whear ([[TITEEZITY 2 years, 3 months ago
IP scanners - Used to search for and detect IP addresses and other information related to devices on the network
upvoted 12 times

& & RobJob 2 years, 9 months ago
Answer is A. A IP scanner scans your network for devices and information relevant to them
upvoted 6 times

O & JJay99 [IEIEEE) 4 months, 3 weeks ago
i hate this question, while IP scanner is the most appropriate....if we go online and download the most popular IP scanner and Port Scanner from the
same site we will find that port scanner is just the IP scanner but with port info; like just a better version
upvoted 1 times

B & Jaeide__X 9 months, 2 weeks ago
An IP scanner is a network tool used to discover and inventory devices connected to a network by scanning IP addresses within a specified range. It
identifies active devices, provides information such as IP addresses, MAC addresses, device types, and sometimes operating systems. This tool is
commonly used for network discovery and mapping, making it ideal for the technician's task of finding all connected devices within the network.
upvoted 2 times

& & Mehsotopes 1 year, 1 month ago
IP scanners will first scan for the IP addresses on network segments, & then conduct a deeper scan against each IP addresses to scan the ports for
their services.
Port Scanners are a software that determines port statuses on the network, but does not scan for IP address & device that is connected.
upvoted 1 times

E & phoenix98 1 year, 1 month ago
Enterprise network management suites will also be able to perform IP scanning and combine that with asset or inventory information about each
host.
upvoted 1 times

B & famco 1 year, 8 months ago
| would jump to port scanner because | know | will use nmap and | know nmap is port scanner. But here the best answer is IP scanner
upvoted 1 times

& & Night_Raze 2 years, 9 months ago

Selected Answer: A

Download advanced ip and port scanner applications and you can see the difference between both tools.
upvoted 4 times

B & Rua93 2 years, 9 months ago

Selected Answer: A
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ip scanner is to find devices connected to the network
upvoted 5 times
B & geober 2 years, 10 months ago
Port scanner is a method for determining which ports on the network are open so up scanner will be the best answer for this question
upvoted 3 times

& & bjola 1 year, 9 months ago
Port scanner scan for application ports that can be accessed by external communication reaching the network this does not indicate the devices
that are on this network. Best way to know devices on the network is by the physical MAC or logical (IP) address that applies to layer 2 and 3
respectively, | will say A is the answer
upvoted 2 times

E & geober 2 years, 10 months ago
Best answer is IP scanner
upvoted 11 times

B & waqdhiyo 2 years, 10 months ago
| would say port scanner
upvoted 1 times

© & I_Know_Everything_KY 1 year, 2 months ago
While this is also correct, the questions asks to "BEST" get the information, and the comptia text makes it clear that it considers IP scanners to be
better than simple port scanners in this respect.
upvoted 2 times

& & Night_Raze 2 years, 9 months ago
IP scanner would provide more info.
upvoted 6 times


https://www.examtopics.com/user/geober/
https://www.examtopics.com/user/geober/
https://www.examtopics.com/user/geober/
https://www.examtopics.com/user/bjola/
https://www.examtopics.com/user/bjola/
https://www.examtopics.com/user/bjola/
https://www.examtopics.com/user/geober/
https://www.examtopics.com/user/geober/
https://www.examtopics.com/user/geober/
https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/I_Know_Everything_KY/
https://www.examtopics.com/user/I_Know_Everything_KY/
https://www.examtopics.com/user/I_Know_Everything_KY/
https://www.examtopics.com/user/Night_Raze/
https://www.examtopics.com/user/Night_Raze/
https://www.examtopics.com/user/Night_Raze/

Question #20 Topic 1

A technician is installing a high-density wireless network and wants to use an available frequency that supports the maximum number of channels
to reduce interference. Which of the following standard 802.11 frequency ranges should the technician look for while reviewing WAP
specifications?

A. 2.4GHz
B. 5GHz
C. 6GHz
D. 900MHz

Suggested Answer: B

Community vote distribution
B (88%) 12%

& & Lumpia 2 years, 9 months ago

6 Ghz isn't shown in the net+ objectives
upvoted 23 times

& & JakeCharles 9 months, 1 week ago
5GHz is the frequency range that supports the maximum number of channels and reduces interference in a high-density wireless network. The 802.11
standard for this range offers more non-overlapping channels, which reduces the likelihood of interference with other devices and improves overall
network performance.
upvoted 18 times

O & JJay99 [EEIEEE) 4 months, 3 weeks ago

6ghz has more non overlapping channel than 5. This has nothing to do with exam objective and it's literally the correct answer.
upvoted 1 times

B & ollie2024 8 months, 3 weeks ago
Why is this not 6GHz? The 6GHz frequency band is part of the Wi-Fi 6E standard, which supports a larger number of channels than the 2.4GHz and
5GHz bands.
upvoted 2 times

B & Jaeide__X 9 months, 1 week ago
The 5GHz frequency range offers a larger number of non-overlapping channels compared to the 2.4GHz range, making it better suited for high-density
wireless networks where interference can be a significant concern. By utilizing the 5GHz frequency range, network administrators can deploy more
access points (WAPs) with minimal interference, allowing for improved network performance and reliability in densely populated areas.
upvoted 1 times

B & TheMichael 1 year, 1 month ago
**SGHZ**
Important Note: While 6 GHz offers even more channels and wider bandwidth, it's a relatively new standard and not all devices support it yet (Not an
‘available' frequency). The 5 GHz band strikes a balance between channel availability and device compatibility for most high-density deployments.
upvoted 4 times

B & volc7 1 year, 8 months ago

Selected Answer: C

| say 6ghz, why would they mention 6ghz and expect you to ignore it?
upvoted 4 times

& & TZ1zapper 2 years, 8 months ago
| would go with B because it says "available frequency" which 6Ghz isn't widely available in 2022.
upvoted 3 times

& & famco 2 years, 2 months ago
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"available frequency" and "not widely available" uses the same english word "available" but not referring to the same thing. So this argument is
wrong. Although, if both 5 Ghz and 6 Ghz is there, 6 is correct answer. But guessing what the question creator ate in the morning, | might go for 5
upvoted 1 times

E & Ryancammy07 3 years ago
5ghz seems like the best answer here
upvoted 1 times

E & ianol 3 years, 2 months ago

5ghz offers more channels, is used less and is faster over a small area. The question asks for "a high density network".

This exam was published in Sept 2021 so 6ghz wifi was not an option | saw in the Todd Lammle Comptia book.
upvoted 3 times

B & I3fty 3 years, 3 months ago
As of 2022, the fastest WiFi standard, 802.11ax-2021 (or WiFi, 6E), uses 6GHz bandwidth which provides an extra 1200MHz of channel-space.

Source: https://www.wi-fi.org/file/wi-fi-6e-highlights
upvoted 6 times

B & Lu5ck 3 years, 3 months ago
My bad. | misread. | think is 6ghz because high density users and 6ghz obviously better than 5ghz in that aspect.
upvoted 4 times

E & Lu5ck 3 years, 3 months ago
6ghz require WPA3.
upvoted 1 times

& & Lu5ck 3 years, 3 months ago
After pondering for days, | have come to accept 5ghz as the answer. Here the question is asking for the "frequency” and not the "standard". 6ghz
is not taught in the book as well.
upvoted 2 times

© & Lu5ck 3 years, 3 months ago
To add, 5ghz has 24 non-overlapping channels while 2.4ghz has only 3.
upvoted 3 times

& & wagqdhiyo 3 years, 4 months ago

| would say 5GHz bandwidth

upvoted 2 times
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Question #21 Topic 1

A technician is configuring a network switch to be used in a publicly accessible location. Which of the following should the technician configure
on the switch to prevent unintended connections?

A. DHCP snooping
B. Geofencing
C. Port security

D. Secure SNMP

Suggested Answer: C

Community vote distribution
C (100%)

E & onikafei [TITRECLY 2 years, 11 months ago

Port security is pretty obvious.

The key word here is: "switch"

so port security is key to this question.
upvoted 9 times

5 & Molongo [[LALEL D 2 years, 2 months ago
Selected Answer: C

| thought Geofencing at first because | was thinking Wireless AP that was accessible by people outside the intended premesis. However as it is a
switch, you would have to connect via the physical ports on the decide, so port security is the correct answer.
upvoted 8 times

& & [Removed] 9 months, 2 weeks ago

Correctis C
(valid) questions answers to pass easily at harry.bard28 at outlook
upvoted 1 times

& & olikas$ 1 year, 6 months ago
C. Port Security

Port security is a feature on network switches that allows the switch to restrict access to its ports based on a device's MAC address. This prevents
unintended or unauthorized connections. By limiting the number of MAC addresses that can attach to a switch port, or by specifying a list of allowed
MAC addresses, a network admin can ensure that only authorized devices can connect to the network.

upvoted 4 times

B & Mehsotopes 1 year, 7 months ago
Port security lets you decide on opening, or blocking ports from outgoing, or incoming connections.
upvoted 1 times

B & famco 2 years, 3 months ago
Yeah, trick is switch and it is not wireless APs. | was looking for client device isolation
upvoted 1 times

E & TheStudiousPeepz 2 years, 3 months ago
Its C because the switch is access to the public and we wouldn't one someone to be able to just plug into the open ports.
upvoted 1 times

B & JakeCharles 2 years, 5 months ago

Selected Answer: C

It's ¢ port security
upvoted 1 times

B & jr6666 3 years ago
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Port Security
upvoted 2 times

& & andriel 3 years, 4 months ago
Port Security, is the answer
upvoted 2 times

& & waqdhiyo 3 years, 4 months ago

Selected Answer: C

Port Security
upvoted 3 times
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Question #22 Topic 1

Which of the following is used to track and document various types of known vulnerabilities?

A. CVE

B. Penetration testing
C. Zero-day

D. SIEM

E. Least privilege

Suggested Answer: A

Community vote distribution
A (96%) 4%

© & tomservo 3 years, 4 months ago
CVE is the acronym for Common Vulnerabilities and Exposures and the link to the website is posted by EpitomeOfSalt. | agree the answer is A. CVE
upvoted 13 times

© & [Removed] 9 months, 2 weeks ago
Agree with A
All questions answers (valid information) at harry.bard28 at outlook
upvoted 2 times

B & Jaeide__X 1 year, 3 months ago
CVE (Common Vulnerabilities and Exposures) is a standardized list of common identifiers for publicly known cybersecurity vulnerabilities. Each CVE
entry includes a unique identifier, a description of the vulnerability, and any applicable references or remediation information. CVE entries are widely
used by cybersecurity professionals, organizations, and vendors to track, document, and communicate information about known vulnerabilities in
software and hardware products.
upvoted 2 times

E & Mehsotopes 1 year, 7 months ago
Common Vulnerability & Exposures provides a standard nomenclature for describing security related software flaws.
Common Vulnerabilities and Exposures (CVE) is an element of the Security Content Automation Protocol (SCAP) that provides a standard
nomenclature for describing security flaws or vulnerabilities. A Security Information Event Management (SIEM) is a solution that provides a real-time
or near-real-time analysis of security alerts generated by network hardware and applications. A Virtual Private Cloud (VPC) is a private network
segment made available to a single cloud consumer on a public cloud. The Sarbanes-Oxley Act (SOX) dictates requirements for storing and retaining
documents relating to an organization's financial and business operations, including the type of documents stored and their retention periods.

upvoted 2 times

E & Bobbober12 2 years, 5 months ago

Selected Answer: A

Common Vulnerabilities and Exposures (CVE) process of elemination.
https://cve.mitre.org/
upvoted 4 times

B & stonegg 3 years, 2 months ago

Selected Answer: A

Common Vulnerabilities and Exposures (CVE) on LO 4.4
upvoted 2 times

B & EpitomeOfSalt 3 years, 4 months ago

Selected Answer: A

Given answer is correct.
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https://cve.mitre.org/
upvoted 4 times
= & waqdhiyo 3 years, 4 months ago
Penetration testing
upvoted 1 times

& & EpitomeOfSalt 3 years, 4 months ago
Its not pentesting
upvoted 11 times
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Question #23 Topic 1

The network administrator is informed that a user's email password is frequently hacked by brute-force programs. Which of the following policies
should the network administrator implements to BEST mitigate this issue? (Choose two.)

A. Captive portal

B. Two-factor authentication
C. Complex passwords

D. Geofencing

E. Role-based access

F. Explicit deny

Suggested Answer: BC

Community vote distribution
BC (100%)

© & Ndosis4 (TIIECLY 1 vear, 11 months ago
Question still relevant was on exam 07 July 2023
upvoted 5 times

E & Coolwolf [TEITNIeY 1 year, 8 months ago
B and C for me.
upvoted 2 times

© & [Removed] 9 months, 2 weeks ago
All questions & answers (valid information) at harry.bard28 at outlook
upvoted 1 times

B & comeragh 2 years, 7 months ago
B & C here for me
upvoted 3 times

B & Mucklberry 3 years, 4 months ago
Vendor neutral question. What can be implemented on any platform? Not something exclusive to Windows products, that's for sure...
upvoted 4 times

B & some_specialist 3 years, 5 months ago
This is one of those "CompTIA" questions when they are looking for the "best" answers. In reality, if using Microsoft365 with correct licensing you can
use conditional access policies to really assist in limiting the affects of attempted malicious logins to an account.
upvoted 3 times

& & famco 2 years, 2 months ago
If you have done AZ204 exam, you will see the same question with conditional access as answer. It did not make sense to me in AZ204, but looks
like these question creators go to the same club.
upvoted 1 times
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Question #24 Topic 1

A network engineer performs the following tasks to increase server bandwidth:
=> Connects two network cables from the server to a switch stack

c» Configure LACP on the switchports

Verifies the correct configurations on the switch interfaces

Which of the following needs to be configured on the server?

A. Load balancing
B. Multipathing
C. NIC teaming

D. Clustering

Suggested Answer: C

Community vote distribution
C (100%)

© & Adablla ETIIEEREY 1 vear, 4 months ago
About NIC teaming
NIC teaming is the process of combining multiple network cards together for performance, load balancing, and redundancy reasons. Use NIC teaming
to group two or more physical NICs into a single logical network device called a bond. NIC teaming is also called as Load Balancing FailOver (LBFO),
bandwidth aggregation, traffic failover, and so on.

Benefits of NIC teaming
NIC teaming helps in:

Load balancing — Outgoing traffic is automatically load balanced based on destination address between the available physical NICs.

Fault tolerance — If one of the underlying physical NICs is broken or its cable is unplugged, server/target host detects the fault condition and
automatically move traffic to another NIC in the bond.
upvoted 21 times

© & olikas 6 months, 4 weeks ago
C. NIC teaming

NIC (Network Interface Card) teaming, also known as link aggregation or load balancing/failover (LBFO), is a method of grouping multiple network
cards together to function as a single unit.

In this case, the network engineer has already connected two network cables from the server to a switch and configured Link Aggregation Control
Protocol (LACP) on the switch. LACP is a method of grouping two or more physical Ethernet links to become one logical Ethernet link to increase
bandwidth and provide redundancy.

The next step is to configure the server side to recognise and utilise multiple network connections as a single connection. This can be achieved by
configuring NIC teaming on the server.
upvoted 2 times

B & Willz01 8 months, 3 weeks ago
Still relevant on exam (Oct 2023)
upvoted 4 times

© & BayOne 1 year, 2 months ago
In this scenario, the network engineer has connected two network cables from the server to a switch stack and configured LACP on the switchports.
To take advantage of the increased bandwidth, the server needs to be configured with NIC teaming, which will allow it to use both network interfaces
simultaneously.
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Load balancing, multipathing, and clustering are related but different techniques that may also be used to increase server performance and/or
availability.
upvoted 1 times
&) & StevenElev11n 1 year, 4 months ago
Bond multiple NICs: Bonding multiple NICs together can provide a single, high-speed connection to the server, effectively increasing the available
bandwidth.
upvoted 2 times

& & MacTPain10 1 year, 6 months ago
NIC teaming.
Load Balancing would suggest multiple servers.
Also the question stated two network cables was connected from the server which suggest there is two NICs.
upvoted 3 times

& & Orean 1 year, 8 months ago
Link Aggregation Control Protocol (LACP) is implemented specifically to enable port aggregation (AKA NIC teaming).
upvoted 4 times

=) & Springz 1 year, 9 months ago
The answer is nic teaming because the question emphasize on switch configuration.
upvoted 2 times

& & Lumpia 1 year, 9 months ago
| also voted for NIC teaming but can someone explain why it's not load balancing?
upvoted 1 times

& & marching 1 year, 9 months ago
| think because load balancing would suggest more than one server
upvoted 2 times

& & alayeluwa 1 year, 11 months ago

Selected Answer: C

NIC Teaming
upvoted 1 times

& & waqdhiyo 2 years, 4 months ago

Selected Answer: C

NIC teaming
upvoted 3 times
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Question #25 Topic 1

A network technician is manually configuring the network settings for a new device and is told the network block is 192.168.0.0/20. Which of the
following subnets should the technician use?

A.255.255.128.0
B. 255.255.192.0
C. 255.255.240.0
D. 255.255.248.0

Suggested Answer: C

Community vote distribution
C (97%)

B & rodwave FALGL D 1 year, 9 months ago
Selected Answer: C

Personally, | never remember the cidr notation shortcuts, so I just do the slow painful way of calculating it which isn't ideal but it's the only one |
remember:

So for 192.168.0.0/20, the cidr notation /20 means that the first 20 bits of the subnet mask will be set to 1, the remaining bits are set to 0 for the host
bits. So I'll just start with a blank subnet mask with four octets (8bits each) or 32 bits...

So from left-to-right, set the first 20 bits to 1 then set the remaining bits to 0..
11111111.11111111.11110000.00000000

...Alright, now you can add up the bits for each octet to get your numbers. For the values of the bits, | normally just remember to start on the left with
128 and just keep dividing it by 2 (or cut it in half whichever works) until | get to 8 hits.

1st Octet = (128+64+32+16+8+4+2+1) = 255
2nd Octet = (128+64+32+16+8+4+2+1) = 255
3rd Octet = (128+64+32+16+0+040+0) = 240
4th Octet = (0+0+0+0+0+0+0+0) = 0

The subnet should be.... 255.255.240.0.
upvoted 41 times

& & UncleSmurf 10 months, 1 week ago
| getit... Thank You so much!
upvoted 1 times

& & stinkle 10 months, 1 week ago
Bless you
upvoted 2 times

& & 2ea9c9f 1 year, 1 month ago
| get it! Thank you!
upvoted 1 times

& & mayank0071985 1 year, 5 months ago
| like this explanation. thank you
upvoted 4 times

© & Darvil15 3 years ago
192.168.0.0/20 CIDR is in the third octet.

/1-8 (1st octet), /9-16 (2nd octet), /17-24 (3rd octet), /25-32 (4th octet).
/17 =128
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/18 =192
/19 =224
/20 = 240 is the answer
/21 =248
/22 =252
/23 =254
/24 =255
upvoted 37 times

B & famco 2 years, 2 months ago
Easiest trick to remember is
/1-128 - if it was /17 it will be 17-16=1
/2-192 - if it was /18 it will be 18-16=2
/3-224
/4-240 -in this case it is /20 so it is 20-16 = 4 bits for subnet, so 240 (248=128+247=64+2"6=32+2"5=16)
etc (refer to the original comment)

So, irrespective of which byte is for the subnet, you can then find.
upvoted 4 times

& Jaeide_X [TEIENNE) 1 year, 3 months ago

To determine the appropriate subnet mask for the network block 192.168.0.0/20, you need to identify how many bits are used for the network portion
and how many bits are used for the host portion.

The /20 subnet mask means that the first 20 bits are allocated for the network portion, leaving 32 - 20 = 12 bits for the host portion.

To represent this in binary:
Network portion: 20 bits ->11111111.11111111.1111 0000.00000000
Host portion: 12 bits -> 0000 0000.00000000

To convert the network portion back into decimal, you get:
255.255.240.0

So, the correct subnet mask for the network block 192.168.0.0/20 is:

C. 255.255.240.0
upvoted 6 times

& DeQyaba 1 year, 4 months ago
@rodwave Thank you so much for your explanation. | finally understand because of the way you broke it down! | appreciate you!
upvoted 1 times

& PatrickH 1 year, 5 months ago
Its 255.255.240.0 /20 therefore 20 1s and therefore 10 Os because IPV4 is a 32 bit address. So 2 to the 4 Networks in the 3rd octet. 11110000 in
decimal is 240.

upvoted 1 times

& amsterdam24 1 year, 6 months ago

Selected Answer: C

See Chat GPT for explonation
upvoted 1 times

& amsterdam24 1 year, 6 months ago
GUYS LETS WORK IN A TEAM, BEFORE POSTING SOMETHING CHECK IT WITH CHAT GPT 4, CHECK IT, AND THEN UPLOAD THE COMMENT. THIS WILL
HELP

For a network block of 192.168.0.0/20, the corresponding subnet mask is:

C. 255.255.240.0
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Here's the breakdown of how this is determined:

The "/20" in 192.168.0.0/20 represents the number of bits used for the network portion of the address. In this case, 20 bits are used for the network,
leaving 12 bits for the host addresses (since IPv4 addresses are 32 bits in total).

The first 20 bits of the subnet mask are set to 1, and the remaining 12 bits are set to 0. When converted to decimal form, this gives you
255.255.240.0.

Here's a quick bit-to-decimal conversion for clarity:

11111111.11111111.11110000.00000000 = 255.255.240.0
Thus, option C is the correct subnet mask for a /20 network.
upvoted 3 times
© & BayOne 2 years, 2 months ago
/20 means 4 borrowed from the network in the third octet and allocated to the host, which results in a subnet 128 + 64 + 32 + 16 = 240
upvoted 3 times

B & JamesPatterson 2 years, 3 months ago
C is correct. First, go to /24 whichis 1. /23 is 2, /22 is 4, /21 is 8, /20 is 16. Subtract 256 available from the 16 giving you 240 usable. Something like
that.
upvoted 3 times

B & JakeCharles 2 years, 5 months ago
B. 255.255.192.0 is the subnet mask that should be used in this scenario. The network block of 192.168.0.0/20 is a Class C network block with 20
bits designated for the network portion of the address and 12 bits for the host portion. The subnet mask 255.255.192.0 is the mask that provides the
required number of subnets for this network block.
upvoted 1 times

& & Deznuts1979 1 year, 10 months ago
Man, you out here leading people astray with your input! Class C subnets don't go pass /24 and that is common knowledge in networking. | like
your confidence however.
upvoted 4 times

© & Rua93 3 years, 3 months ago
the answer is a and MODS can you ban user "waqdhiyo" because he is purposely trolling the questions.
upvoted 30 times

E & Mothman619 3 years, 4 months ago
Given that theres 4 network bits in left in the C/third octet. the answer is 128+64+32+16 giving a total of 240 on the server side
upvoted 22 times

O & user82 2 years, 2 months ago
How did you know there are 4 network bits though?
upvoted 2 times

B & Nasha1 2 years, 2 months ago
The CIDR of 20. goes to the 4th bit in the 3rd octet
upvoted 2 times

B & bkj23 2 years, 2 months ago
Because the prefix is /20 which is 4 bits on, meaning 128+64+32+16
upvoted 2 times
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Question #26 Topic 1

Which of the following is the LARGEST MTU for a standard Ethernet frame?

A. 1452
B. 1492
C. 1500
D. 2304

Suggested Answer: C

Community vote distribution
)

© & StevenEleviin 10 months, 4 weeks ago
The largest MTU (Maximum Transmission Unit) for a standard Ethernet frame is 1500 bytes.
upvoted 10 times

B & A4S7C 8 months, 1 week ago
100% agree
upvoted 1 times

E & waqdhiyo ([[TITREIZLY 1 vear, 10 months ago
1500 is the MTU

upvoted 5 times

© & Molongo [IELIE) 8 months, 1 week ago
I wasnt sure if | should pick 1500 at first, but after thinking it through, there is nothing suggesting that | should not include the Frame header, which
when accounted for, brings the total MTU to 1500 bytes
upvoted 4 times

B & fouserd 1 year, 1 month ago
1500 is correct - easy google search
upvoted 5 times

B & Nkum22 1 year, 3 months ago
The ans is 1500
upvoted 3 times
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Question #27 Topic 1

Given the following information:

Protocol | Local address Foreign address State
TCP 127.0.0.1:57779 | Desktop-Open:57780 | Established
TCP 127.0.0.1:57780 | Desktop-Open:57779 | Established

Which of the following command-line tools would generate this output?

A. netstat
B. arp
C. dig

D. tracert

Suggested Answer: A

Community vote distribution
A (100%)

& & StevenEleviin 1 year, 4 months ago
- The "netstat” command displays network connections, routing tables, and network interface statistics.
- The "dig" (Domain Information Groper) command is used for querying the Domain Name System (DNS) to obtain domain name or IP address
mapping.
-The "arp" (Address Resolution Protocol) command is used to view and manage the ARP cache, which contains mapping information between IP
addresses and their corresponding physical (MAC) addresses on a network.
- The "tracert” (or traceroute) command is used to determine the path that packets take from the source device to the destination device on an IP
network
upvoted 24 times

© & waqdhiyo 2 years, 4 months ago

| would say net stat
upvoted 9 times

E & Doaas1 [TELuae) 1 year ago

A- netstat.
upvoted 1 times

E & Navigator 1 year, 1 month ago
This is the correct answer
upvoted 2 times

B & Gustitute 1 year, 2 months ago
Just an observation here: while Chatgpt is a very useful tool, it is not always correct yet. This is most definitely a netstat output but when | copied and
pasted the question into Chatgpt it fed me the incorrect answer.
Wrong Answer from Chatgpt:
"The output shown in the image is the result of using the "tracert" command. Tracert is a command-line tool used to trace the path taken by a packet
on an IP network from source to destination, showing the address of each hop along the way. Therefore, option D is the correct answer."
upvoted 2 times

E & Gustitute 1 year, 2 months ago
Interesting, | corrected Chatgpt and it responded:
"l apologize for my mistake earlier. You are correct, the output shown in the image is the result of using the "netstat" command-line tool. Netstat is
a command that provides useful information about network connections and activity, including a list of open ports, active network connections,
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and network statistics. Therefore, Option A is the correct answer."
| wonder if now it will answer correct for anyone who asks.
upvoted 1 times

& & loccodennis 1 year, 2 months ago
Gustitute, ChatGPT is very weak at answering questions. You can always correct it and many times it will walk back on its initial answers. Ive
tested it with countless answers on this dump, and i can make it walk back and forth between answers. im sure if you replied something along
the lines of, " but wait tracert is correct" and maybe some fake logic, it would walk back on saying you're correct.
upvoted 6 times

B & odibz 1 year, 10 months ago
Netsat
upvoted 4 times

= & wagqdhiyo 2 years, 4 months ago

Selected Answer: A

well netstat actually
upvoted 5 times
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Question #28 Topic 1

According to troubleshooting methodology, which of the following should the technician do NEXT after determining the most likely probable cause

of an issue?

A. Establish a plan of action to resolve the issue and identify potential effects
B. Verify full system functionality and, if applicable, implement preventive measures
C. Implement the solution or escalate as necessary

D. Test the theory to determine the cause

Suggested Answer: D

Community vote distribution
D (67%) A (33%)

& & Pongsathorn 3 years, 5 months ago
1. Identify the problem
2. Establish a theory of probable cause ***The question is here.
3. Test the theory to determine the cause
4. Establish a plan of action to resolve the problem and identify potential effects
5. Implement the solution or escalate as necessary
6. Verify full system functionality and, if applicable, implement preventive measures
7. Document findings, actions, and outcomes and lessons learned
upvoted 69 times

& & I_Know_Everything_KY 1 year, 9 months ago
1. Identify the problem
2. Establish a theory of probable cause
3. Test the theory to DETRMINE the cause ***No, The question is here.
4. Establish a plan of action to resolve the problem and identify potential effects
5. Implement the solution or escalate as necessary
6. Verify full system functionality and, if applicable, implement preventive measures
7. Document findings, actions, and outcomes and lessons learned

** The question states he has "DETERMINED" the probable cause.
upvoted 7 times

B & johnsmith24 1 year, 8 months ago
no it says *most likely* so you have to test the theory to confirm your *most likely*
upvoted 3 times

& & I_Know_Everything_KY 1 year, 8 months ago

Its nothing to do with "most likely", it states you DETERMINED the problem. Next step is to fix it - establish a plan and implement it.
upvoted 3 times
E & Letsbefriends 1 year, 1 month ago
“Probable” would be the keyword. It has not been determined yet. You need to test and validate in order for it not be “probable”anymore.

upvoted 2 times

© & 5PbixchaRWkHFtJ2 2 years, 4 months ago
Mnemonic for the troubleshooting steps: | Eat Tasty Eggs In Various Dishes
upvoted 21 times

O & cadelf5 [IEITte) 7 months, 3 weeks ago
The correct answer is:

A. Establish a plan of action to resolve the issue and identify potential effects

Explanation:
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According to the troubleshooting methodology, after determining the most likely probable cause of an issue, the next step is to establish a plan of
action. This includes deciding on a specific course of action to resolve the issue and considering any potential effects that the solution might have on
the system or network.

Why the Other Options Are Not the Correct Next Step:
B. Verify full system functionality and, if applicable, implement preventive measures: This step comes after implementing the solution to confirm that
the issue has been fully resolved.
C. Implement the solution or escalate as necessary: Before implementing the solution, you should have a clear plan of action. This option comes
after establishing the plan.
D. Test the theory to determine the cause: Testing the theory is the previous step, before you identify the most likely cause.
upvoted 2 times
& & Crashy 8 months ago

The correct answer is:
A. Establish a plan of action to resolve the issue and identify potential effects

According to the troubleshooting methodology, once the probable cause of an issue has been determined, the next step is to establish a plan of
action to resolve the issue and to identify any potential effects that the resolution might have. This ensures that the technician has a structured
approach to fixing the problem and considers any impacts on the system or network.

upvoted 1 times

E & briggser29 9 months ago
Stating "determined" is the key. It will always be "probable” until you get to step 6 and verify that you were right. you can never know 100% the issue
until you fix it... so its A
upvoted 2 times

O & iLikeBeagButt 1 year ago
D. next is to test the theory of probable cause
upvoted 1 times

© & cv01 1 year, 1 month ago
I'm with bObby on this one...horrible wording on this question. ExamTopics may have worded it this way on purpose to make you think, but | don't
think it will be this ambiguous on the exam. You guys can argue all day about whether or not this is A or D (or Step 2 or 3), but | think the exam will
make it clearer. Having said all of that, | do tend to lean toward it being A (Step 3) simply because they used the word "determined".
upvoted 1 times

E & bobby 1 year, T month ago
Hate this question. IF you understand every step perfectly you still got no clue based on the wording if he "confirmed" the issue. BTW in real world you
don't make absolute certain what the problem is? before you implement the fix. Often the fix is quicker then the confirmation that is 100% certain the
problem. Becuase the use of "most likely" and probable” test the theory .
upvoted 3 times

E & amsterdam24 1 year, 6 months ago
Trust GPT
According to standard troubleshooting methodology, after determining the most likely probable cause of an issue, the next step the technician should
take is:

A. Establish a plan of action to resolve the issue and identify potential effects

This step involves planning how to resolve the problem and considering the potential effects of the solution on the system or network. Once a plan is
established, the technician can then proceed to implement the solution.
upvoted 2 times

E & Injundim 1 year, 6 months ago
The answer is D, simply because CompTIA expects you to know their standards, which are sometimes at odds with obvious reality.
upvoted 2 times

E & maggie22 1 year, 6 months ago
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Guys don't be confused and overthink with the question, it is plain english. Focus on "Keyword".
upvoted 1 times
E & Ugo2023 1 year, 7 months ago
Answer is A
upvoted 3 times

B & Mehsotopes 1 year, 7 months ago
A theory has been established by finding the probable cause for your problem, therefore, from here you want to test that theory of cause to determine
if symptom of said cause is shown again.
upvoted 2 times

E & Mehsotopes 1 year, 7 months ago
A theory has been established by finding the probable cause for your problem, therefore, from here you want to test that theory of cause to determine
if symptom of said cause is shown again.
upvoted 1 times

B & Maka23 1 year, 8 months ago
| would say D. The reason being is the wording of the question. To me the key words are “the most likely PROBABLE CAUSE of the issue..”

This to me suggests that the cause still hasn't been fully determined so you need to test it to make sure of the actual cause, no? Why establish a plan
of actuon before fully making sure of the cause??
upvoted 1 times

E & TacosInMyBelly 1 year, 8 months ago
| Eat Tasty Eggs In Various Diners is a good way to remember the 7 steps CompTIA troubleshooting order.
upvoted 1 times

B & Rabien347 1 year, 10 months ago
Question says he "determined" it (see Step 3). Which means step 4 should be next. If he "established" the cause then | would say he/she just did step
2. But the answer should be A.
upvoted 3 times
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Question #29 Topic 1

Which of the following BEST describes a network appliance that warns of unapproved devices that are accessing the network?

A. Firewall
B. AP
C. Proxy server

D. DS

Suggested Answer: D

Community vote distribution
D (100%)

© & danyhaddad90 3 years, 4 months ago
IDS) is a monitoring system that detects suspicious activities and generates alerts when they are detected.
upvoted 21 times

© & StevenEleviin 2 years, 4 months ago
- DS stands for Intrusion Detection System. It is a type of security software designed to detect unauthorised access to, or attacks on, a computer
network. IDS works by monitoring network traffic and looking for signs of malicious activity, such as suspicious network packets, unusual traffic
patterns, or attempts to exploit vulnerabilities in the network or in specific systems.
- The goal of IDS is to provide early warning of potential security threats and to help prevent attacks before they can cause damage.
upvoted 9 times

O & crashy [IEIEE) 8 months ago

The correct answer is:
A. Establish a plan of action to resolve the issue and identify potential effects

According to the troubleshooting methodology, once the probable cause of an issue has been determined, the next step is to establish a plan of
action to resolve the issue and to identify any potential effects that the resolution might have. This ensures that the technician has a structured
approach to fixing the problem and considers any impacts on the system or network.

upvoted 1 times

& & JJay99 4 months, 3 weeks ago
Not even in the same question, why did mod even approve this
upvoted 1 times

B & Peacges1 1 year, 3 months ago
BEST describes a network appliance...IDS is deployed on an appliance also known as a Firewall. Not sure if | would hire a former Comptia employee...
upvoted 4 times

B & scorpion_king149 1 year, 11 months ago
The key word here is warns. IDS is a system that detects suspicious activities in the network and alerts the administrator.
upvoted 4 times

B & Navigator 2 years, 1 month ago
The correct answer is IDS as it will actively monitor network, log in details and alert the administrator but not take any actions
upvoted 1 times

& & panipuriben 2 years, 1 month ago
Why is Firewall not the answer?
upvoted 2 times

& & kerppa 2 years, 1 month ago
A firewall will normally block the traffic, the question doesn't say anything about blocking or preventing access.


https://www.examtopics.com/user/danyhaddad90/
https://www.examtopics.com/user/danyhaddad90/
https://www.examtopics.com/user/danyhaddad90/
https://www.examtopics.com/user/StevenElev11n/
https://www.examtopics.com/user/StevenElev11n/
https://www.examtopics.com/user/StevenElev11n/
https://www.examtopics.com/user/Crashy/
https://www.examtopics.com/user/Crashy/
https://www.examtopics.com/user/Crashy/
https://www.examtopics.com/user/JJay99/
https://www.examtopics.com/user/JJay99/
https://www.examtopics.com/user/JJay99/
https://www.examtopics.com/user/Peacges1/
https://www.examtopics.com/user/Peacges1/
https://www.examtopics.com/user/Peacges1/
https://www.examtopics.com/user/scorpion_king149/
https://www.examtopics.com/user/scorpion_king149/
https://www.examtopics.com/user/scorpion_king149/
https://www.examtopics.com/user/Navigator/
https://www.examtopics.com/user/Navigator/
https://www.examtopics.com/user/Navigator/
https://www.examtopics.com/user/panipuriben/
https://www.examtopics.com/user/panipuriben/
https://www.examtopics.com/user/panipuriben/
https://www.examtopics.com/user/kerppa/
https://www.examtopics.com/user/kerppa/
https://www.examtopics.com/user/kerppa/

upvoted 3 times
& & Jibz18 3 years ago
Intrusion Detection System IDS
upvoted 2 times

=) & Namor2025 3 years, 3 months ago
My first thought was firewall, because it acts as a barrier between the client and the network.
upvoted 3 times

= & waqdhiyo 3 years, 4 months ago

Selected Answer: D

ITRUSION DETECTION PROTOCOL
upvoted 4 times
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Question #30 Topic 1

Atechnician is installing a cable modem in a SOHO. Which of the following cable types will the technician MOST likely use to connect a modem to
the ISP?

A. Coaxial
B. Single-mode fiber
C. Cat 6e

D. Multimode fiber

Suggested Answer: A

Community vote distribution
A (100%)

& & Namor2025 3 years, 4 months ago
The key word is cable modem, which is why | automatically thought Coaxial was the correct answer.
upvoted 14 times

& & onikafei 3 years ago
Right away | thought coaxial too. | had to reread why did I think it's coaxial. Lol and well that's exactly right. Cable modem first thought is coaxial
cable
upvoted 4 times

© & StevenEleviin 2 years, 5 months ago
Coaxial cables are commonly used in cable television and broadband cable Internet installations. They are typically used to connect the cable modem
to the wall outlet or the cable modem termination system (CMTS) provided by the ISP.
upvoted 9 times

© & Yanickcalad0 9 months, 1 week ago
No more coaxial cables are used. ISPs use FTTH nowadays ( FIBER)
upvoted 1 times

E & Mango7 1 year, 9 months ago
cable modems use coaxials
upvoted 1 times

B & komlabedi 1 year, 10 months ago
In this time and age small office and home modems will require you to connect your modem to an ISP via fibre because ISPs have moved to the fibre-
to-home mode of connection.
upvoted 1 times

E & Doaa81 2 years, 1 month ago

Selected Answer: A

A. Coaxial.
upvoted 1 times

& & Mothman619 3 years, 5 months ago
Think Coaxial when cable is mentioned
upvoted 4 times

= & wagqdhiyo 3 years, 5 months ago

Selected Answer: A

He needs coaxial cables
upvoted 1 times
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Question #31 Topic 1

A network technician is reviewing the interface counters on a router interface. The technician is attempting to confirm a cable issue. Given the
following information:

Metric Value

Last cleared 7 minutes, 34 seconds
# of packets output | 6915

# of packets input 270

CRCs 183
Giants 0
Runts 0
Multicasts 14

Which of the following metrics confirms there is a cabling issue?

A. Last cleared

B. Number of packets output
C. CRCs

D. Giants

E. Multicasts

Suggested Answer: C

Community vote distribution
C (100%)

& & Pongsathorn 2 years, 5 months ago
CRC errors mean that packets have been damaged. This can be caused by a faulty port on the device or a bad Ethernet cable. Changing the cable or
apping the port is a relatively easy fix. Occasionally, they are generated on layer 2 by a duplex mismatch. It can also be the result of collisions or a
tation transmitting bad data.
upvoted 50 times

& & AdmiralGimme 1 year, 3 months ago
What would a normal CRC amount look like, zero or like 20?
upvoted 4 times

© & RobV 1 year, 3 months ago
The number of CRCs generated or used in a system can vary greatly depending on the specific application and design requirements. There is
no "normal" or "acceptable” rate of CRCs as it largely depends on the context of their use.
upvoted 4 times

© & rah555 [[TITEECLY 1 vear, 2 months ago
The metric that confirms a cabling issue is the CRCS (Cyclic Redundancy Check Errors) value. This value indicates the number of packets that failed
the CRC check, which is a mathematical algorithm used to detect errors in the data transmitted over the cable. A high number of CRCS errors
indicates that there may be a problem with the cabling, such as a loose or damaged cable. In this case, the router interface has recorded 183 CRCS
errors, which suggests that there may be a cabling issue that needs to be investigated.
upvoted 11 times

© & Mehsotopes 7 months, 4 weeks ago
Out of everything on this list, CRCs always will determine an error in function. CRC determines the number of packets received that failed the
checksum & are given in the form of receipts on the frame.
upvoted 1 times
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Question #32 Topic 1

Which of the following is the physical topology for an Ethernet LAN?

A. Bus
B. Ring
C. Mesh

D. Star

Suggested Answer: D

Community vote distribution
D (78%) 1%  11%

© & TheFivePips [TURECLY 1 year, 10 months ago
This is a bad question. Star is the answer just because its the most common. All the others are valid, but star is the BEST answer. The question
should be reworded to provide clarity with that they are asking,
upvoted 19 times

& & Pongsathorn 3 years, 5 months ago
A star (hub-and- spoke) topology’s computers are connected to a central point with their own individual cables or wireless connections. You'll often
find that central spot inhabited by a device like a hub, a switch, or an access point.
upvoted 16 times

© & KRS1304 4 months, 2 weeks ago
Os swithes usam em seu modo de configuragéo topologias em estrelas e possuiem portas ethernet, logo, a linha D é a correcta.
upvoted 1 times

& & laosythai 7 months ago
The key word is “LAN" had they use “WAN" the better answer would have be “Mesh"..because they use LAN the Star Topology makes more sense...
upvoted 1 times

B & CertBroAll 9 months, 3 weeks ago
Which of the following is the physical topology for an Ethernet LAN?
A. Bus
B. Ring
C. Mesh
D. Star
ChatGPT said:
ChatGPT
For an Ethernet LAN, the physical topology is typically D. Star.

In a star topology, each device on the network is connected to a central hub or switch. This is the most common physical topology used in modern
Ethernet networks because it simplifies management and troubleshooting, and allows for easy expansion.
upvoted 1 times

& & NellySon 1 year ago
Its a Bus based professor messor and CompTIA Net+ book.
upvoted 2 times

B & cv01 1 year, 1 month ago
This question needs to either be completely reworded or just removed
upvoted 6 times

B & Jaeide__X 1 year, 3 months ago


https://www.examtopics.com/user/TheFivePips/
https://www.examtopics.com/user/TheFivePips/
https://www.examtopics.com/user/TheFivePips/
https://www.examtopics.com/user/Pongsathorn/
https://www.examtopics.com/user/Pongsathorn/
https://www.examtopics.com/user/Pongsathorn/
https://www.examtopics.com/user/KRS1304/
https://www.examtopics.com/user/KRS1304/
https://www.examtopics.com/user/KRS1304/
https://www.examtopics.com/user/laosythai/
https://www.examtopics.com/user/laosythai/
https://www.examtopics.com/user/laosythai/
https://www.examtopics.com/user/CertBroAll/
https://www.examtopics.com/user/CertBroAll/
https://www.examtopics.com/user/CertBroAll/
https://www.examtopics.com/user/NellySon/
https://www.examtopics.com/user/NellySon/
https://www.examtopics.com/user/NellySon/
https://www.examtopics.com/user/cv01/
https://www.examtopics.com/user/cv01/
https://www.examtopics.com/user/cv01/
https://www.examtopics.com/user/Jaeide__X/
https://www.examtopics.com/user/Jaeide__X/
https://www.examtopics.com/user/Jaeide__X/

n a star topology, each network device (such as computers, printers, or servers) is connected directly to a central device, typically a switch or hub. All
communication between devices on the network must pass through this central device. Ethernet LANs commonly use a star topology because it
offers several advantages, including easy scalability, simplified troubleshooting, and the ability to isolate network issues to individual segments.
upvoted 1 times
& & minilousie 1 year, 5 months ago
what a rubbish question
S0 vague
upvoted 3 times

B & Werner_yee 1 year, 8 months ago
What is Mesh? What about Mesh?
upvoted 1 times

B & Doaa81 2 years ago
D. Star.
upvoted 1 times

© & rah555 2 years, 2 months ago
In a Star topology, all devices on the LAN are connected to a central hub or switch. The hub or switch acts as a central point for data transmission
and reception. Each device on the LAN has a dedicated connection to the hub or switch, and data is transmitted between devices through the hub or
switch.
upvoted 1 times

E & NCKopo 2 years, 2 months ago
Wouldn't it be a point-to-point?
upvoted 1 times

B & Peacges1 2 years, 4 months ago
My network has more than one switch. Hard to call that a star...
upvoted 1 times

E & StevenElev11n 2 years, 4 months ago
- The physical topology for an Ethernet local area network (LAN) is typically a star topology. In a star topology, all devices are connected to a central
device, such as a switch, which acts as a relay for communication between devices.
- Most Ethernet networks today use a star topology, as it provides more flexibility and reliability compared to bus topologies, while still being relatively
simple and cost-effective to implement.
upvoted 1 times

& & pedrwe7 2 years, 4 months ago
Star Topology
= Most popular physical LAN topology
= Devices connect to a single point
= Commonly used with Ethernet cabling, but wireless or fiber is also used
= |f the central device fails, the entire network fails

-Jason Dion-
upvoted 7 times

B & JakeCharles 2 years, 5 months ago
It's a!
Star is a logical topology for Ethernet LANSs, but it is not a physical topology. Star topology refers to the way devices are connected logically in a
network, with all devices connecting to a central hub or switch. In a physical star topology, devices are physically connected to a central switch,
creating a network that is both easy to manage and provides good performance
upvoted 1 times
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Question #33 Topic 1

An IT director is setting up new disaster and HA policies for a company. Limited downtime is critical to operations. To meet corporate
requirements, the director set up two different datacenters across the country that will stay current on data and applications. In the event of an
outage, the company can immediately switch from one datacenter to another. Which of the following does this BEST describe?

A. A warm site
B. Data mirroring
C. Multipathing
D. Load balancing

E. A hot site

Suggested Answer: £

Community vote distribution
E (100%)

© & Pongsathorn 2 years, 5 months ago
A hot site is a leased facility that contains all the resources needed for full operation. This environment includes computers, raised flooring, full
utilities, electrical and communications wiring, networking equipment, and uninterruptible power supplies (UPSs). The only resource that must be
restored at a hot site is the organization’s data, usually only partially. It should only take a few minutes to bring a hot site to full operation.

Although a hot site provides the quickest recovery, it is the most expensive to maintain. In addition, it can be administratively hard to manage if the
organization requires proprietary hardware or software. A hot site requires the same security controls as the primary facility and full redundancy,
including hardware, software, and communication wiring.

upvoted 19 times

© & ArchEpic 2 years, 4 months ago
Keyword here is the back up of applications, so it isn't just data mirroring. Hot site is the best option here since it is implied the data center is all that
is need for full operations in this scenario when the highest availability is requested.
upvoted 11 times

E & cyberjesus49 2 years, 3 months ago
EXACTLY...
upvoted 3 times

© & Doaas1 [TELuae) 1 year ago

E. A hot site

A hot site is a type of disaster recovery strategy where a secondary datacenter is set up and fully operational, ready to take over in the event of a
primary datacenter failure. In a hot site setup, the secondary datacenter is equipped with the necessary hardware, software, and infrastructure to
quickly and seamlessly switch over operations from the primary datacenter. The hot site is continuously synchronized with the primary datacenter,
ensuring that data and applications are up to date.

The goal of a hot site is to minimize downtime and provide high availability. In the event of a disaster or outage, the company can immediately switch
operations to the hot site, ensuring business continuity and minimizing the impact on operations.
upvoted 2 times

B & [Removed] 1 year, 2 months ago
What if two data center is down?
upvoted 1 times

& & Molongo 1 year, 2 months ago
Then they are Sh*t out of luck. I look at this as an insurance policy. In 99.999% of cases it will save your a*s, and it's simple not worth the extra
cost to run a third hot site for that slim 0.0000001% chance that the two other backup hot sites would also happen to be down.
upvoted 1 times
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E & ExamLSMotor 1 year, 3 months ago
A hot site is a backup facility which represents a mirrored copy of the primary production center. A hot site is equipped with all the necessary
hardware, software, and network connectivity, which allows you to perform near real-time backup or replication of the critical data.
upvoted 2 times
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Question #34 Topic 1

The management team needs to ensure unnecessary modifications to the corporate network are not permitted and version control is maintained.
Which of the following documents would BEST support this?

A. Anincident response plan
B. A business continuity plan
C. A change management policy

D. An acceptable use policy

Suggested Answer: C

Community vote distribution
C (100%)

E & StevenEleviin 10 months, 4 weeks ago
- Change Management Policy: This policy sets out the rules and guidelines for making changes to the network, including who is authorized to make
changes, how changes are requested and approved, and how changes are documented.
upvoted 11 times

© & waqdhiyo ([[TITRERL Y 1 vear, 10 months ago

| would say change management policy.
upvoted 8 times

© & NetworkTester1235 9 months ago
Keyword: Modification
upvoted 1 times

B & comeragh 1 year, 1 month ago

Selected Answer: C

| agree - C makes the most sense here by process of elimination
upvoted 4 times
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Question #35 Topic 1

Which of the following is MOST likely to generate significant East-West traffic in a datacenter?

A. A backup of a large video presentation to cloud storage for archival purposes
B. A duplication of a hosted virtual server to another physical server for redundancy
C. A download of navigation data to a portable device for offline access

D. A query from an loT device to a cloud-hosted server for a firmware update

Suggested Answer: B

Community vote distribution
B (100%)

E & Coliwood [[FIEEELY 3 years, 1 month ago
East-west traffic, in a networking context, is the transfer of data packets from server to server within a data center. The term east-west for this type of
traffic comes from network diagram drawings that usually depict local area network (LAN) traffic horizontally
upvoted 21 times

© & StevenEleviin 2 years, 5 months ago
- In networking, the term "East-West traffic” refers to the flow of data within a data center or between data centers. This type of traffic refers to
communication between servers, applications, and other infrastructure components within a data center, or between data centers.
- In contrast, "North-South traffic" refers to the flow of data in and out of a data center, typically between the data center and end-users, or between
the data center and the Internet.
upvoted 14 times

© & iLikeBeagButt [TEIauqe) 1 year, 1 month ago

East-West traffic = server to server traffic
North-South traffic = client to server traffic
To keep it simple.

upvoted 5 times

& & bobzilla96 1 year, 7 months ago
D is the correct answer
upvoted 1 times

& & JuhiPa 1 year, 3 months ago
loTDevice-> device to server ->North south.
Thus | would go with B

upvoted 1 times

E & Mehsotopes 1 year, 8 months ago
In each mention of data transfer except one, the transmission is either being uploaded to an external cloud service, or being downloaded to a portable
device that does not stay part of the same LAN under a single router, firewall, or proxy server & therefore can leave the network (North-Bound).
A hosted virtual server to another physical server for redundancy implies it is part of the same data center network & so would be traffic going from
East-to-West.
upvoted 1 times

B & JakeCharles 2 years, 6 months ago

Selected Answer: B

It's definitely B
upvoted 2 times

E & RRabbit_111 2 years, 9 months ago

"Hosted" = inside the datacenter. TO "physical” server(also inside the datacenter).
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upvoted 3 times
& & onikafei 3 years ago

Selected Answer: B

A,C and D seem drift off. They don't provide the information | would really want to ask about. You end up knocking those three out and picking the
more logical answer B
upvoted 1 times

& & Siji21 3 years, 2 months ago

It's B right?
upvoted 1 times

& & alayeluwa 3 years ago
Yes, that's right!
upvoted 1 times
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Question #36 Topic 1

A technician is troubleshooting a network switch that seems to stop responding to requests intermittently whenever the logging level is set for
debugging. Which of the following metrics should the technician check to begin troubleshooting the issue?

A. Audit logs
B. CPU utilization
C. CRC errors

D. Jitter

Suggested Answer: B

Community vote distribution
B (96%) 2%

© & GeekSpunk ([[TITEEELY 2 years, 5 months ago

A fun tip - Don't enable debugging on a production environment during business hours or you'll be looking for a new job. Answer is B :)
upvoted 76 times

& & Eumousten 2 years, 1 month ago
You make me laugh my butt of lol. What an awesome statement lol
upvoted 9 times

© & dedc1000 ([T 2 years, 10 months ago
CPU is the correct answer. When you enable debugging, your CPU shoots through the roof until you turn off. That is a metric you can measure.

upvoted 35 times

S & Jkeller [IEIZZNTS) 9 months, 2 weeks ago
"intermittently" makes me think it is D - Jitter. Can someone help me out here, please?
upvoted 2 times

& & TheMichael 7 months, 1 week ago
The reason it isn't Jitter is because:
In networking, jitter refers to the variation in the delay between when data packets are transmitted and when they are received. It's essentially the
inconsistency or fluctuation in latency.
Because we aren't transmitting or receiving any data over the network, everything from the Logs is being done locally. That's why it has to do with
the hardware of the local machine and wouldn't be in regards to a networking term like Jitter.
upvoted 2 times

E & TheMichael 7 months, 1 week ago
| think the key here is that they said the problem with the switch was that it entirely stopped responding to requests at times. It would be more
likely to be Jitter if they had said that the ping requests were fluctuating in speed which were causing the switch requests to time out.
upvoted 1 times

B & Jaeide__X 9 months, 2 weeks ago

Selected Answer: B

When the logging level is set to debugging, it generates extensive log messages, which can increase the processing load on the network switch,
especially if the switch has limited resources. High CPU utilization can cause the switch to become unresponsive or slow in processing network
traffic, leading to intermittent issues with responding to requests.

upvoted 5 times

& & Sarmad_Mansour 9 months, 1 week ago
Thank you, that makes sense now.
upvoted 1 times

E & phoenix98 1 year, 1 month ago

Selected Answer: C

The receiving interface uses the same calculation. If it derives a different value, the frame is rejected. 183 is a high number errors getting rejected.
upvoted 1 times
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E & Mehsotopes 1 year, 1 month ago
CPU can stop responding from the overload of requests occurring, debug utilizes a full assembly of tests that are only useful for the debug phase &
can take up a lot of processing that can interfere with mainline production.
upvoted 1 times

B & rah555 1 year, 8 months ago
Debugging mode is a high level of logging, which means that the switch generates a large volume of logs, and it requires additional processing power
to generate and process the logs. If the CPU utilization on the switch is too high, it may cause the switch to stop responding to requests
intermittently.
upvoted 6 times

E & famco 1 year, 9 months ago
Faced this many times. Not fun. | have done syslog and it reduces the problem
upvoted 3 times

B & StevenElev11n 1 year, 10 months ago
- CPU utilization: High CPU utilization can indicate that the switch is overwhelmed with processing, which could cause it to stop responding to
requests.
upvoted 3 times

E & JakeCharles 1 year, 11 months ago
B. CPU utilization.
upvoted 1 times

B & AaronS1990 2 years, 5 months ago
CPU utilisation is more of a metric. Additionally it has stated that it is only happening when the logging level is set for debugging. Given this will
heavily utilise the CPU then that seems the logical thing to check
upvoted 1 times

B & alayeluwa 2 years, 5 months ago
B is the correct answer. Audit logs ain’t no metrics.
upvoted 2 times

& & waqdhiyo 2 years, 10 months ago
| am sure it is an audit log
upvoted 2 times

& & RRabbit_111 2 years, 2 months ago
someone said this user is trolling
upvoted 2 times

B & Freddysoft 2 years ago
| think so too. and he should be kicked out
upvoted 1 times

& & ArchEpic 2 years, 10 months ago
| am agreeing with Tyrial on this. The question asked for a metric to look at for what is causing the switch issues. Audit logs have to more with the
accounting aspect of users on a network and not metrics that determine high system usage that would cause system sluggishness.
upvoted 3 times

B & Timock 2 years, 10 months ago
I'm pretty sure this should be A) Audit logs. If the logging level is configured to send too many logs to the SNMP server it can cause the device's
throughput to suffer
upvoted 3 times

& & Tyrial 2 years, 10 months ago
Audit logs is wrong for a few reasons. One, the question is asking which metric to review. Logs are not metrics. Furthermore audit logs are for
authentication/authorization which won't help with identifying the problem.
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Looking at CPU utilization will help narrow down the problem.
upvoted 18 times
& & itssnowyseason 2 years, 10 months ago
Is this correct?
upvoted 1 times
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Question #37 Topic 1

A technician wants to deploy a new wireless network that comprises 30 WAPs installed throughout a three-story office building. All the APs will
broadcast the same SSID for client access. Which of the following BEST describes this deployment?

A. Extended service set
B. Basic service set
C. Unified service set

D. Independent basic service set

Suggested Answer: A

Community vote distribution
A (100%)

© & RobJob 2 years, 9 months ago
Answer is A. A Extended Service Set is configured on multiple access points to form an extended service area. The question states there is 30
wireless access points
upvoted 17 times

G & willzo1 [TIITERE 1 year, 2 months ago
Still relevant on exam(Oct 2023)

upvoted 7 times

© & phoenix98 ([TELRye) 1 vear, T month ago

In infrastructure mode, when multiple APs connected to the same distribution system are grouped into an ESS, this is more properly called the
Extended SSID (ESSID)
upvoted 1 times

E & Mehsotopes 1 year, 1 month ago
Extended Service Set (ESS) = Multiple WAPs, which are hard wired back possibly using a CAT5e ethernet cable to a switch on the first floor, a single
access point using CAT5e can cover 100-150 meters. ESS stays in the Wi-Fi data transfer format.
upvoted 1 times

& & vinbra 11 months, 1 week ago
5E? who is 5e in 2024? when | work in cabling 10 years ago we always intall 6 or 6a
upvoted 1 times

© & vinbra 11 months, 1 week ago
who use?
upvoted 1 times

B & waqdhiyo 2 years, 10 months ago

| would sat extended Service set ID
upvoted 3 times
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Question #38 Topic 1

A user tries to ping 192.168.1.100 from the command prompt on the 192.168.2.101 network but gets the following response: U.U.U.U. Which of
the following needs to be configured for these networks to reach each other?

A. Network address translation
B. Default gateway
C. Loopback

D. Routing protocol

Suggested Answer: B

Community vote distribution
B (53%) D (47%)

& & [Removed] 3 years, 3 months ago
The U.U.U.U is suppose to be 0.0.0.0 and A route when no other route matches
The “gateway of last resort” meaning it needs a DG address.
upvoted 28 times

E & [Removed] 2 years, 7 months ago
Ah, | got this wrong because | have never in 10 years been u.u.u.u. Looks like a typo?
upvoted 7 times

E & MacTPain10 2 years, 6 months ago
The "U" just means "Unreachable” in the 4 ping responses you get back. The question just states it as "U.U.U.U" to confuse you for no apparent
reason.
upvoted 12 times

E & TheStudiousPeepz 2 years, 3 months ago
The IP addresses are on 2 different network so a DG is needed.
upvoted 6 times

& & vinbra 1 year, 5 months ago
Ok i set the default gateway for both networks but still do not communicate, because they need a protocol to enrute traffic
upvoted 1 times

E & huradazimi [TELEEREE) 8 months, 1 week ago
Step 1:
Understanding the question
The user is trying to ping a system that's present on a different network and fails to do so. The response 'U.U.U.U." implies unreachable. This problem
pertains to network communication.

Step 2:
Identifying the right configuration
To fix this issue, the correct network configurations need to be in place. Among the options provided, 'Default Gateway' is the most suitable one to
allow communication between two different networks.
upvoted 1 times

B & ky27 9 months, 3 weeks ago
| typed question into chatgpt and got this...

B. Default gateway
The "U.U.U.U." response indicates that the device is unable to reach the target IP, and this is commonly due to the absence of a proper route between

the networks. In this case, the two IP addresses belong to different networks (192.168.1.0/24 and 192.168.2.0/24). To allow communication between
them, a default gateway must be configured so that traffic can be routed between these different subnets.
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Here's a breakdown:

A. Network address translation: This is used to map private IP addresses to a public IP and vice versa, which is not the issue here.
B. Default gateway: Devices need a gateway to forward traffic to destinations outside their own subnet, making this the correct answer.
C. Loopback: Loopback is related to internal testing and not relevant in this context.
D. Routing protocol: While a routing protocol can be used in larger networks, this scenario more directly relates to configuring a default gateway for
communication between two local networks.
upvoted 3 times
E & CertBroAll 9 months, 4 weeks ago
The correct answer is D. Routing protocol.

Explanation:

Network Address Translation (NAT): NAT is used to translate private IP addresses to public IP addresses. It is not relevant in this scenario as both
networks are using private IP addresses.
Default gateway: The default gateway is the IP address of the router that is used to send packets to other networks. It is configured on each device
and is not the issue in this scenario.
Loopback: The loopback interface is a virtual interface with the IP address 127.0.0.1. It is used for testing network connectivity on the same device
and is not relevant in this scenario.
Routing protocol: A routing protocol is used to exchange routing information between routers so that they can learn about the networks that are
connected to each other. In this scenario, the two networks are not directly connected, so a routing protocol needs to be configured on the router that
connects the two networks to allow them to reach each other.

upvoted 1 times

E & Le081 10 months, 1 week ago
The response “U.U.U.U." indicates that the ping packets are being sent but not reaching the destination, likely due to a routing issue. To allow these
networks to communicate, you need to configure routing between the two networks. Here are the steps you can take:

Router Configuration: Ensure that there is a router connecting the two networks (192.168.1.0/24 and 192.168.2.0/24) and that it has routes

configured to forward traffic between them.

Routing Table: Add static routes on the router or enable dynamic routing protocols (like OSPF or RIP) to ensure that each network knows how to reach

the other.

Firewall Rules: Check any firewalls between the networks to ensure they allow ICMP traffic (ping requests and replies) between the two subnets.
upvoted 2 times

E & Le081 10 months, 1 week ago
The response “U.U.U.U." indicates that the ping packets are being sent but not reaching the destination, likely due to a routing issue. To allow these
networks to communicate, you need to configure routing between the two networks. Here are the steps you can take:

Router Configuration: Ensure that there is a router connecting the two networks (192.168.1.0/24 and 192.168.2.0/24) and that it has routes

configured to forward traffic between them.

Routing Table: Add static routes on the router or enable dynamic routing protocols (like OSPF or RIP) to ensure that each network knows how to reach

the other.

Firewall Rules: Check any firewalls between the networks to ensure they allow ICMP traffic (ping requests and replies) between the two subnets.
upvoted 1 times

B & calvin_ 1 year ago
The issue described suggests that the user's machine does not have a route to reach the destination network. The correct answer is D. Routing
protocol.

To enable communication between different networks, routing protocols are essential. They allow routers to dynamically learn about the available
paths to different networks and make routing decisions accordingly. By configuring a routing protocol, such as OSPF or RIP, on the routers connecting
the 192.168.1.0/24 and 192.168.2.0/24 networks, they can exchange routing information and establish the necessary routes to reach each other's
networks.

upvoted 1 times

& & TheMichael 1 year, 1 month ago

Selected Answer: D
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Correct answer: D - Routing Protocol

u.u.u.u. means unreachable. This means that the device was unable to find a route.

B. Setting up a default gateway would enable communication between devices on the same subnet, but as they are on different subnets they need
routing protocols established so the device can be discovered on other networks.

D. Setting up routing protocols would enable things like neighbor discovery protocol or arp which would allow the route to the destination to be
discovered and should fix the u.u.u.u. error encountered. This the most direct and scalable method.

Although you can set up the default gateway to be the router above the subnets mentioned, this isn't as direct and scalable, so the more appropriate
answer would be D.
upvoted 1 times

© & TheMichael 1 year ago
I looked at this question several times and wanted to explain my reasoning. | initially thought default gateway, because you need a default gateway
to speak at all to other devices. When | looked into this question deeper, | realized that without proper routing protocols, it wouldn't matter if you
had the gateway established. | also thought that because the user was trying to ping outside of their network, it would make sense that a default
gateway would already have been established, and that they would have pinged the default gateway first before attempting to ping the outside
network. This is actually a poor way to assess, because | have assumed that the user is a technician instead of the user that they are, and the first
step in problem solving this question would be to address the 'door' aka the gateway, then to look at routing protocols after ensuring the gateway
is setup. The correct answer is Default Gateway. | apologize.

upvoted 1 times

B & stanislaus450 1 year, 2 months ago

Selected Answer: D

The correct answer is D. Routing protocol.

The response U.U.U.U. typically indicates that the network path between the source and destination cannot be found. This is a routing issue. A
routing protocol would need to be configured on the routers in the network to allow them to learn about each other’s networks and how to reach them.
upvoted 1 times

B & Jaeide__X 1 year, 3 months ago
The "U.U.U.U" response typically indicates that there is no route to the destination network. To enable communication between devices in different IP
subnets (192.168.1.0/24 and 192.168.2.0/24), routing must be configured. Routing allows packets to be forwarded between different networks by
determining the best path for packets to travel from the source to the destination.

A routing protocol, such as OSPF (Open Shortest Path First), RIP (Routing Information Protocol), or BGP (Border Gateway Protocol), can be configured
on routers within the network to exchange routing information and build routing tables. This enables routers to learn about different network
destinations and determine the appropriate paths to reach them.

upvoted 1 times

B & Paula77 1 year, 6 months ago
The response “U.U.U.U" indicates that the packets are being transmitted, but a downstream router is having trouble routing them. This error message
is usually seen when the destination network is unreachable.
upvoted 2 times

E & Mehsotopes 1 year, 7 months ago
Every client computer, or device on a network is logically connected by a given default gateway IP address that usually resides on the network router
physically. The default gateway is necessary for routers & clients to communicate with each other.
upvoted 1 times

B & Coolwolf 1 year, 8 months ago
According to Chatgpt A, B and D are correct. | think the questions need to be more precise
upvoted 1 times

E & kerppa 2 years, 1 month ago
I"d say is D Routing protocol. The "U.U.U.U" response typically indicates that there is no route to the destination network.

Even if the default gateway is necessary, to enable communication between the 192.168.1.100 and 192.168.2.101 networks, you need to configure
routing between the networks.
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Can someone explain better why is Default Gateway?
upvoted 4 times

& & [Removed] 1 year, 3 months ago
1.The default gateway is the router in your network that serves as both the entry and exit point for data between your network and other networks.
It's life a doorway that the data must go through if you want to send data anywhere else other than your LAN.

2. With regard to the question at hand if you receive a response of U.U.U.U after pinging a destination it indeed means that the destination is
unreachable. However before we can assume that the problem is that there is no route to the destination we must first make sure that we can
even get out of our own networks. Once we have the Default gateway configured we can ping the destination again to see if we have connectivity.
If not we can then check the routing table to make sure that we have a destination to the route.

3. Hence the reason the answer to this question is the "Default gateway" is because it's the first step in troubleshooting why we can not reach our
destination.
upvoted 2 times

B & user82 2 years, 2 months ago
D. Routing protocol
“While having a default gateway is necessary for devices on a network to send traffic to other networks, it alone does not solve the problem of two
networks not being able to communicate with each other. In this specific case, the user is trying to ping a device on a different network, and receiving
the response "U.U.U.U" indicates that there is no route to that network.”
upvoted 5 times

& & I_Know_Everything_KY 1 year, 8 months ago
you should really go for the first obvious answer - DG in this case. Routing is not an issue if you havent set the DG.
upvoted 2 times

E & vinbra 1 year, 5 months ago
is not an issue? sorry mate but you have no idea.
upvoted 1 times

B & famco 2 years, 3 months ago
For those confused on the routing protocols: Yes, if there are dynamic routing enabled then the routing protocols should set the correct route. But this
is about the gateway being wrong
upvoted 3 times

& & vinbra 1 year, 5 months ago
what about if those computer have gateway?
upvoted 1 times
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Question #39 Topic 1

A branch of a company recently switched to a new ISP. The network engineer was given a new IP range to assign. The ISP assigned 196.26.4.0/26,
and the branch gateway router now has the following configurations on the interface that peers to the ISP:

IP address: 196.26.4.30
Subnet mask: 255.255.255.224
Gateway: 156.24.4.1

The network engineer observes that all users have lost Internet connectivity. Which of the following describes the issue?

A. The incorrect subnet mask was configured
B. The incorrect gateway was configured
C. The incorrect IP address was configured

D. The incorrect interface was configured

Suggested Answer: A

Community vote distribution
B (70%) A (30%)

E & Tyrial 3 years, 4 months ago

Gateway is the correct answer.

XX.XX.4.1 and XX.XX.4.30 will still be in the subnet when the mask is set to 255.255.255.224 (/27)
upvoted 37 times

& & Mothman619 3 years, 4 months ago
to add to this you can see that the gateway is xx.24.xx.xx as opposed to the IPs being on xx.26.xx.xx
upvoted 15 times

& & stonegg 3 years, 2 months ago
And some of claim that the user can use /27 subnet mask, yes, that can be happened but check the question. It states "The network engineer
observes that all users have lost Internet connectivity.". All peer's IP configuration is fine with /27 but it can't explain why all users have lost their
internet connections.
upvoted 7 times

© & famco 2 years, 2 months ago
That is because the range 196.26.4.0 - 196.26.4.31 which is in /27 is also in the range of 192.168.4.0/26 (which is 192.168.4.0 - 192.168.4.63).
When the subnet mask is applied it will think the gateway is directly connected and will send the arp request to the gateway if the gateway was set
correct.
upvoted 1 times

& & kerppa 2 years, 1 month ago
The question says 196.26.4.0/26 not 196.26.4.0/27. Therefore, the Subnet Mask is wrong and it won’t work as the /26 was given by the ISP and it
can’t be modified.
upvoted 16 times

E & GL1494 1 year, 9 months ago
Totally agree with you. The Subnet mask is wrong, they need be 255.255.255.192 for /26
upvoted 11 times

©) & GL1494 1 year, 9 months ago
I corrected myself, the gateway configuration is incorrect.
upvoted 3 times

& & waqdhiyo 3 years, 4 months ago

Incorrect Subnet Mask was configured. The correct subnet mask is 255.255.255.192
upvoted 31 times
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& & twobuckchuck 3 years, 4 months ago
Incorrect. You can use /27 even though ISP gave you a /26. The gateway however is not in the network at all
upvoted 24 times

© & zuzuonyi 6 months, 3 weeks ago
The issue here is with the subnet mask which should be .192 for /26 and not .224 which is for /27.
upvoted 1 times

& & Crashy 8 months ago
The ISP assigned 196.26.4.0/26, which means the subnet mask should be 255.255.255.192. This subnet mask gives an IP range from 196.26.4.0 to
196.26.4.63.
However, the configuration on the interface shows a subnet mask of 255.255.255.224, which corresponds to a /27 subnet. This subnet mask provides
an IP range from 196.26.4.0 to 196.26.4.31.
upvoted 1 times

B & Le081 10 months, 1 week ago
The issue likely lies in the configuration of the subnet mask. The IP range 196.26.4.0/26 has a subnet mask of 255.255.255.192, which allows for 64
IP addresses (62 usable for hosts). If the subnet mask is incorrectly configured, it can cause connectivity issues.

Here are some potential problems to check:

Incorrect Subnet Mask: Ensure that the subnet mask is set to 255.255.255.192 on all devices.
Incorrect Gateway Configuration: Verify that the gateway IP address is correctly set within the assigned range.
IP Address Conflicts: Check for any IP address conflicts within the network.

upvoted 1 times

B & JB1705 1 year, 1 month ago
Incorrect Subnet is answer
/26 means 8.8.8.11000000
255.255.255.192
also /26 gives 64 ip address. ISP and client ip are within the 64 Range
upvoted 2 times

E & JB1705 1 year, 1 month ago
Incorrect Subnet is answer
/26 means 8.8.8.11000000
255.255.255.192
also /26 gives 64 ip address. ISP and client ip are within the 64 Range
upvoted 1 times

B & stanislaus450 1 year, 2 months ago

Selected Answer: B

The correct answer is B. The incorrect gateway was configured.

The gateway IP address should be within the same subnet as the IP address of the interface. The subnet for the IP address 196.26.4.30 with subnet
mask 255.255.255.224 (/26) is 196.26.4.0 to 196.26.4.63. However, the configured gateway IP address 196.24.4.1 is not within this range. Therefore,
the gateway IP address is incorrect and needs to be reconfigured to an IP within the 196.26.4.0/26 subnet.

upvoted 1 times

B & 1Jsbeer1 1 year, 3 months ago
| took the exam last week (on March 21, 2024) and | answered A (incorrect subnet mask). | scored 861/900.

It is not answer B (incorrect gateway), because the gateway mentioned in the question was: 196.26.4.1
upvoted 7 times

E & Grottle68 1 year, 1 month ago
did you just study this to pass? or did you also do self studying to get that high of a score?
upvoted 1 times
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B & Jaeide__X 1 year, 3 months ago

Selected Answer: B

The gateway router's interface configuration includes the following information:

IP address: 196.26.4.30
Subnet mask: 255.255.255.224
Gateway: 196.24.4.1
The subnet mask 255.255.255.224 corresponds to a /27 subnet, not a /26 subnet. Therefore, the correct subnet mask for the assigned IP range
196.26.4.0/26 should be 255.255.255.192, not 255.255.255.224. This misconfiguration prevents the gateway router from properly communicating
with devices outside the local network, causing all users to lose Internet connectivity.

upvoted 1 times

E & Bo_Knows 1 year, 4 months ago
Clearly, the gateway is not in the ISP-provided subnet range
upvoted 1 times

E & nnaaddrr 1 year, 4 months ago
both the gateway and the subnet mask are incorrect. However, the issue that directly impacts the loss of Internet connectivity for all users is the
incorrect gateway configuration.Even if the subnet mask were correct, without the correct gateway, the traffic wouldn't be routed properly to reach the
internet. So, while both are issues, the incorrect gateway configuration more accurately describes the immediate cause of the loss of connectivity.
Therefore, option B, the incorrect gateway configuration, best describes the issue.
upvoted 3 times

E & StrivingForG8ness 1 year, 5 months ago
/30 would be ".252" not "224". Subnet Mask Is Incorrect. Google and take a look at the CIDR notation sheet
upvoted 2 times

B & pinderanttal 1 year, 5 months ago
network segment set by the ISP at their branch is /26 so the subnet mask should be the same as of the ISP and our company network. moreover, the
gateway device is not the end device(router) in the company that is also handled by the ISP and of course, the rules are set by the ISP to route our
company inquiries and all. (Hope, | able to explain what | want to say English is not my first language)
Thanks
upvoted 2 times

B & [Removed] 1 year, 6 months ago

Selected Answer: B

| typed whole question and image into BING Al:

The issue is with the gateway that was configured. The gateway IP address should be within the same subnet as the IP address of the interface. In
this case, the IP address of the interface is 196.26.4.30 and it falls within the 196.26.4.0/26 subnet. However, the gateway IP address 196.24.4.1
does not fall within this subnet. Therefore, the correct answer is B. The incorrect gateway was configured. The gateway should be an IP address from
the 196.26.4.0/26 subnet.

upvoted 3 times

B & cyberkittex 1 year, 8 months ago
Gateway, second octet is different
upvoted 3 times

& & jonmecgaw 1 year, 8 months ago
The second octet on the gateway is wrong
upvoted 2 times
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Question #40 Topic 1

Within the realm of network security, Zero Trust:

A. prevents attackers from moving laterally through a system.
B. allows a server to communicate with outside networks without a firewall.
C. block malicious software that is too new to be found in virus definitions.

D. stops infected files from being downloaded via websites.

Suggested Answer: C

Community vote distribution
INCER) 6%

& & Pongsathorn 3 years, 5 months ago
Zero Trust is a relatively new security model that many corporations are starting to use. As the name indicates, this model seeks to reduce or
eliminate security breaches for an organization by trusting absolutely nothing by default. In fact, the credo of this approach is “never trust; always
verify.”

Zero Trust was created by John Kindervag of Forrester Research. He realized that traditional security models operate on the silly assumption that
everything inside an organization's network should be trusted. With models based on this assumption, once a network attacker has gained access,
that user account is trusted. The Zero Trust model views trust as a vulnerability. Zero Trust is implemented using many different technologies in a
network, including the following:
- Segmenting the network
- Preventing lateral movement
- Providing Layer 7 threat prevention
- Simplifying granular user access control

upvoted 49 times

© & Trusthemba 2 years, 9 months ago
Good one
upvoted 1 times

& & Sebatian20 1 year, 10 months ago
Incorrect. Zero trust was created by my partner. =(
upvoted 30 times

B & Dtimap 1 year, 10 months ago
That's rough!
upvoted 5 times

& & Tyrial 3 years, 4 months ago

Answer should be A
The definition of Zero trust mentions nothing about firewalls, viruses or stopping infected files from being downloaded.

Lesson 13: Topic 13A: Privileged Access Management - Zero trust is based on the idea that perimeter security is unlikely to be completely robust. On
a modern network, there are just too many opportunities for traffic to escape monitoring/filtering by perimeter devices. Zero trust uses systems such
as continuous authentication and conditional access to mitigate privilege escalation and account compromise by threat actors. Another zero-trust
technique is to apply microsegmentation. Microsegmentation is a security process that is capable of applying policies to a single node, as though it
was in a zone of its own.

upvoted 20 times

© & ItachiUchia ([IEIEERE) 10 months, 2 weeks ago
Zero trust is based on the idea that perimeter security is unlikely to be
completely robust. On a modern network, there are just too many opportunities
for traffic to escape monitoring/filtering by perimeter devices. Zero trust uses
systems such as continuous authentication and conditional access to mitigate
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privilege escalation and account compromise by threat actors. Another zero-
trust technique is to apply microsegmentation. Microsegmentation is a security
process that is capable of applying policies to a single node, as though it was in a
zone of its own.
upvoted 1 times
B & RobinMeykens 12 months ago
The correct answer is A. prevents attackers from moving laterally through a system.

Zero Trust is a security model that assumes that threats can exist both inside and outside the network. It requires strict verification for every person
and device trying to access resources on the network. One of its key principles is to prevent lateral movement within the network, thereby limiting the
ability of attackers to move from one part of the system to another once they have gained initial access.

upvoted 3 times

E & 0b202d9 1 year, 3 months ago
Why a zero trust approach is key to cyber security now?
What is Zero Trust Security?| Principles & Benefits- Zscaler
Zero trust requires verification from all entities, whatever their device or location, before access is granted. A proactive approach such as this
minimizes the potential impact of breaches by limiting lateral movement within the network, reducing the risk of insider threats, and enhancing overall
security posture.
upvoted 1 times

B & Jaeide__X 1 year, 3 months ago
Zero Trust is a security model based on the principle of "never trust, always verify." In a Zero Trust architecture, all network traffic, regardless of its
source or destination, is considered untrusted. Access controls are enforced based on strict identity verification and continuous authentication,
rather than relying solely on perimeter defenses such as firewalls.

The primary goal of Zero Trust is to prevent lateral movement by attackers within a system. This means that even if an attacker gains access to a
specific part of the network, they are still subjected to authentication and access controls when attempting to access other resources or move
laterally within the network. By eliminating implicit trust in any entity, Zero Trust helps organizations minimize the risk of data breaches and
unauthorized access.

upvoted 2 times

B & Bo_Knows 1 year, 4 months ago
it should be zero trust
upvoted 1 times

B & nnaaddrr 1 year, 4 months ago
prevent them from roaming freely
upvoted 1 times

B & vinbra 1 year, 5 months ago
How can you guys get confused with these simple questions?
upvoted 2 times

B & Ugo2023 1 year, 7 months ago
Zero Trust is a network security model that assumes no one inside or outside the network should be trusted unless their identification has been
thoroughly checked. In a Zero Trust model, anyone trying to access a company network must be continuously verified via mechanisms like multi-
factor authentication (MFA) and adaptive authentication.

Option A is correct. It prevents attackers from moving laterally through a system. This is achieved by segmenting the network into smaller zones and
limiting access to only those who need it.
upvoted 2 times

& & phoenix98 1 year, 7 months ago

zero trust security policies to ensure that all requests and responses are authenticated and authorized.
upvoted 1 times
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B & Mehsotopes 1 year, 7 months ago

Selected Answer: C

This is related to Zero Day. Zero trust is meant to block new users & devices not yet known by the network, or employees of the network. To employ
zero trust, you must follow these four security framework principles:

1. Re-examine all default access controls. None of your devices are considered a trusted source, because anyone in the network could be a threat &
therefore have to be validated.

2. Employ a variety of prevention technique practices relating to defense in depth, this can include things like multifactor authentication, data loss
prevention, micro segmentation, & least access privilege assignment methods.

3. Enable real-time monitoring & controls to identify & stop malicious activity quickly.

4. Ensure the network’s zero-trust architecture, which should be as follows: Top Secret > Secret > Confidential > Unclassified.
upvoted 2 times

E & Mehsotopes 1 year, 7 months ago
Zero trust is meant to block new users & devices not yet known by the network, or employees of the network. To employ zero trust, you must follow
these four security framework principles:

1. Re-examine all default access controls. None of your devices are considered a trusted source, because anyone in the network could be a threat &
therefore have to be validated.

2. Employ a variety of prevention technique practices relating to defense in depth, this can include things like multifactor authentication, data loss
prevention, micro segmentation, & least access privilege assignment methods.

3. Enable real-time monitoring & controls to identify & stop malicious activity quickly.

4. Ensure the network’s zero-trust architecture, which should be as follows: Top Secret > Secret > Confidential > Unclassified.
upvoted 1 times

E & Trickster_ATK 1 year, 8 months ago
Selected Answer: A
It's definitely A.
upvoted 3 times

B & Deznuts1979 1 year, 10 months ago

Selected Answer: A

The correct answer is A.
upvoted 3 times

5 & Kelly01 2 years ago

A. Zero trust
upvoted 3 times

© & Doaa81 2 years ago

A. Prevents attackers from moving laterally through a system.
upvoted 4 times
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Question #41 Topic 1

Which of the following service models would MOST likely be used to replace on-premises servers with a cloud solution?

A. PaaS
B. laaS
C. SaaS

D. Disaster recovery as a Service (DRaaS)

Suggested Answer: B

Community vote distribution
B (100%)

& & waqdhiyo 2 years, 10 months ago

laaS replaces every thing and it is a ready to go model
upvoted 7 times

© & JB1705 7 months, 1 week ago
Keyword is Servers.
NAAS - Router/switches
IAAS - infrastructure/Servers
SAAS - Software
PAAS - platform for developers
DAAS - desktop envirnment
upvoted 3 times

B & phoenix98 1 year, 1 month ago
IAAS the service for servers and load balancers
upvoted 1 times

E & W1010x 1 year, 3 months ago
server it means the answer is laas. ,
upvoted 2 times

E & Molongo 1 year, 8 months ago
Pay attention to the wording as usual.
Replacing the servers, servers are a type of infrastructure. Therefore, laaS.
upvoted 4 times

B & famco 1 year, 9 months ago
| work with cloud and a developer for a long time. | just cannot understand this question. Is that a survey? Do | check what people choose. Always go
for something higher than laa$S is the advice. And now, how do | know the trend of today?
upvoted 1 times

& & swiggharo 1 year, 8 months ago
The key words are "replacing on-premises servers."
upvoted 1 times

& & daddylonglegs 8 months, 1 week ago
Yes but depending on the function of the server | could see Saa$S being correct as well...
Consider on-prem Exchange vs Exchange online. Or on-prem sharepoint vs sharepoint online.
upvoted 2 times

E & StevenElev11n 1 year, 10 months ago

Selected Answer: B

- The most likely service model to replace on-premises servers with a cloud solution is Infrastructure as a Service (1aaS). laaS provides computing
resources, such as virtual servers, storage, and networking, over the internet. This allows organizations to move their server infrastructure to the
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cloud, eliminating the need for on-premises servers and hardware.
upvoted 4 times
E & Darey12345 2 years, 2 months ago
Yes laaS
upvoted 2 times
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Question #42 Topic 1

Which of the following factors should be considered when evaluating a firewall to protect a datacenter's east-west traffic?

A. Replication traffic between an on-premises server and a remote backup facility
B. Traffic between VMs running on different hosts
C. Concurrent connections generated by Internet DDoS attacks

D. VPN traffic from remote offices to the datacenter's VMs

Suggested Answer: A

Community vote distribution
B (63%) A (35%)

© & Spaghetti 3 years, 5 months ago
Shouldn't be the answer B? because in east-west trafic case we dosen't go out from server boundries? or am i missing something here?

upvoted 46 times

& & Pongsathorn 3 years, 5 months ago
| agreed.
Traffic flows within a datacenter typically occur within the framework of one of
two models: East-West or North-South. The names may not be the most
intuitive, but the East-West traffic model means that data is flowing among
devices within a specific datacenter while North-South means that data is
flowing into the datacenter (from a system physically outside the datacenter) or
out of it (to a system physically outside the datacenter).

CompTIA® Network+ N10-008 Exam Cram by Emmett Dulaney
upvoted 39 times

O & 13fty (TIEECL ) 3 years, 3 months ago

I am not 100% on this conclusion, but here's why | think it's A:

| think this question is tripping us up because we are looking for an instance of East-West traffic, while the question is really looking for a potential
risk factor that could *compromise* EW traffic.

So, the actual answer should be A, since replication traffic could carry replicated EW traffic, despite its own nature being North-South. A tech must
keep this in mind to protect the EW data of the main center.
upvoted 26 times

& & Musa007 2 years, 8 months ago
After re-reading your comment and referring to the question TONS of times | agree 100% with the way you're thinking.
upvoted 10 times

& & I_Know_Everything_KY 1 year, 8 months ago
You are evaluating a Firewall in this instance: its nothing to do with "replication”
the answer is B, is A is purely N-S
upvoted 4 times

O & ni32 [IEIZZE) 6 months, 3 weeks ago
i'm going with B, since they're talking about East-west traffic
upvoted 1 times

© & 9¢c2432 7 months, 2 weeks ago
upon research | got: East-west traffic refers specifically to the data flow occurring laterally within the confines of a data center, often between servers,
databases, or VMs residing on different hosts within the same local network. In the course material | studied, it did not mention VMs specifically but
now knowing this, the correct answer must be B
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upvoted 1 times
B & Le081 10 months, 1 week ago

Selected Answer: B

When evaluating a firewall to protect a datacenter's east-west traffic, the most relevant factor to consider is:
B. Traffic between VMs running on different hosts

East-west traffic refers to the data flow within the datacenter, particularly between virtual machines (VMs) on different hosts. Protecting this internal
traffic is crucial to prevent lateral movement of threats within the datacenter.
upvoted 1 times

E & TheMichael 1 year ago
The best answer is B.
This is because a firewall designed to protect east-west traffic should be able to inspect and filter the traffic between VMs running on different hosts.
This is essential for isolating workloads, investigating how applications traverse across the network, and preventing lateral movement to stop
attackers from moving east-west through the system.
Which is why traffic between VM's running between different hosts should be a consideration when evaluating a firewall that protects internal (east-
west) traffic.

upvoted 2 times

E & GRMCGeeks 1 year, 3 months ago
East-west traffic refers to communication between servers or virtual machines within the same datacenter.
upvoted 1 times

© & Bracebg 1 year, 4 months ago
Simplification , ignore the words East-West and replace them with internal network then read the question again, you will find that the question is
about all the factors that can affect the internal network , answer being offsite replication which has the potential risk of bringing in malicious data

Answer being : A
upvoted 1 times

E & vinbra 1 year, 5 months ago
the key is EAST-WEST traffic.
upvoted 1 times

E & PatrickH 1 year, 5 months ago
In computer networking, east-west traffic is network traffic among devices within a specific data center. The other direction of traffic flow is north-
south traffic, data flowing from or to a system physically residing outside the data center.

Answer is B. The data is NOT leaving the data centre so cant be A, C or D
upvoted 1 times

E & 4b819e6 1 year, 5 months ago
tell me exactly answer for this question? chatgpt it gives more details, it looks like the question incomplete.
upvoted 1 times

& & Nesi 1 year, 5 months ago
B
East-west traffic specifically refers to the communication that occurs within a data center, between servers, applications, and virtual machines (VMs).
It's distinct from north-south traffic, which involves traffic entering or exiting the data center from external networks.

Option B directly addresses this internal traffic flow, highlighting the importance of protecting communication between VMs residing on different
hosts within the data center.
upvoted 1 times

B & Jay987654 1 year, 5 months ago

The answer is B. Traffic between VMs running on different hosts.
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Here's why:

East-West Traffic: It refers to the internal communication within a data center, specifically between servers, virtual machines (VMs), and other
infrastructure components.
upvoted 3 times
B & M3taCort3x 1 year, 6 months ago
I think the answer is A, not to get to technical, but East-West Traffic is normally communications between servers, and backups are usually sent to a
'server' and this scenario discusses a servers interaction with another server regardless if one was backup or not.
upvoted 1 times

B & sigmarseifer 1 year, 7 months ago
Answer is B.

A would be north-south traffic.
upvoted 1 times

B & Mehsotopes 1 year, 7 months ago
You are trying to ensure data can be made redundant through replication within the same network & not transported out (North-Bound) by router, or
firewall protocols.
It's important to consider how to keep data secure in your network without letting remnants of said data having a risk of being tracked outside your
firewall security.
upvoted 1 times

E & Mehsotopes 1 year, 7 months ago
You are trying to ensure data can be made redundant through replication within the same network & not transported out (North-Bound) by router, or
firewall protocols.
It's important to consider how to keep data secure in your network without letting remnants being having a risk of being tracked outside your firewall
security.
upvoted 1 times
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Question #43 Topic 1

SIMULATION -

You are tasked with verifying the following requirements are met in order to ensure network security.

Requirements:
c® Datacenter

- Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
- Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic

c» Building A

- Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
- Provide devices to support 5 additional different office users

- Add an additional mobile user

- Replace the Telnet server with a more secure solution

c» Screened subnet

- Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage

- Provide a server to handle external 80/443 traffic

- Provide a server to handle port 20/21 traffic

INSTRUCTIONS -

Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need to be filled.
Available objects are located in both the Servers and Devices tabs of the Drag & Drop menu.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

192.168.11.0/28
192.168.11.0/24

10.72.63.0/28 10.72.63.0/28
10.72.63.0/25 10.72.63.0/25
10.72.63.0/16 10.72.63.0/16

192.168.11.0/28
192.168.11.0/24

172.16.32.0/28 172.16.32.0/28
172.16.32.0/23 172.16.32.0/23
206.208.134.0/24 206.208.134.0/24
206.208.134.0/28 206.208.134.0/28
206.208.134.0/30 206.208.134.0/30 _
= Drag & Dro Drag & Dro
[ D Screened Subnet + Building A 9 P
Subnet Subnet Servers Devices Servers Devices
) ) { SFTP Share (ISR | I Jumpbox [;Q‘
Bonend 'ﬁ** ﬁ— Telnet Server I ‘
i | See i subic @) GEICE Seriie | E Laptop
elllta el | Cm—) Switch Printer > | E
‘ 206.208.134.3 M DNS Server I ‘ Printer
‘ k= )
. (?)
E Core Switch ) | 4 R e | ‘ SFTP Share [I;E]‘
Firewall Building A Mail Server ' ‘ ™
206.208.134.2 oy | 3) i5) Wik A ‘
DataCenter ‘ T SSH Server | I ‘
“‘:‘;’1';:"1"‘1"“" Workstation ‘;ﬁ‘
Syslog S I | ‘
i i 3) yslog erver| E
l l Telnet Server | ‘
DHCP HR  Syslog Jumpbox
Server Server Server Server 3 Web S | ‘
+ Subnet SHRENEr
10.72.63.0/28
10.72.63.0/25
10.72.63.0/16

192.168.11.0/28
192.168.11.0/24
172.16.32.0/28
172.16.32.0/23
206.208.134.0/24
206.208.134.0/28
206.208.134.0/30

Suggested Answer: See exp/anation below.

Top left subnet 206.208.134.0/28 "€a

Top right subnet 10.72.63.0/28 "€a

Bottom subnet 192.168.11.0/28 "€a

Screened Subnet devices a€" Web server, FTP server



Building A devices a€" SSH server top left, workstations on all 5 on the right, laptop on bottom left
DataCenter devices a€" DNS server.

© & BenBen1234 2 years, 5 months ago
To simplify this.

This will able be /28

Screen Subnet:
Web Server

FTP Server
206.208.134.0/28

Data Center:
DNS Server
192.168.11.0/28

Building A

SSH

5 Workstations

1 Laptop (Connected to WAP)

Hopefully this helps someone memorize it.
upvoted 67 times

& & BenBen1234 2 years, 5 months ago
Building a
10.72.63.0/28
upvoted 18 times

& & user82 2 years, 3 months ago
The screened subnet has three boxes. Is it Web server and 2 FTP servers?
upvoted 3 times

B & GustL1983 1 year, 11 months ago
"not all placeholders need to be filled"
just one Web and one FTP server, i think.

upvoted 11 times

& & [Removed] 2 years, 4 months ago
This is correct. Good job!
upvoted 6 times

E & 22269_1116 2 years, 4 months ago
Thank you
upvoted 1 times

E & atrax 3 years, 8 months ago
"Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage", as per VLSM you need the highest

number of devices, in this case building A uses 11, so minimum IP wastage would be a CIDR of /28 that accomodates max of 14 devices
upvoted 9 times

E & CertBroAll 10 months, 3 weeks ago
| got this one on my test as of 9/6/24
upvoted 8 times

B & chichi2211 1 year, 1 month ago
This question was on my exam: June 19th 2024
BenBen1234 is correct and the DMZ can have mail server but the question does not require it.
upvoted 6 times

B & agfencer 1 year, 1 month ago
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got this on my exam
upvoted 6 times

E & tempovpn 1 year, 3 months ago
It was on my exam today. 100% same, and the BenBen1234's answer above is legit.
upvoted 8 times

B & bigbank 1 year, 3 months ago
I took my exam on April 25, 2024 and this question came out. | passed with a 729, thank u exam topic
upvoted 4 times

B & £534052 1 year, 3 months ago
Was on my exam today
upvoted 4 times

B & 7181a4f 1 year, 3 months ago
Just saw this on my test two weeks ago.
upvoted 4 times

B & 72abe44 1 year, 4 months ago
Screen Subnet:
Web Server
FTP Server
Email Server
upvoted 2 times

B & Skimbeeble 1 year, 6 months ago
As someone who second guesses the heck out of myself and will go back/spend alot of time on this question. just go with your gut on the most
obvious choices (ip matching etc) and advance, finished the exam with about 3 minutes remaining solely due to this question... therefore, do not take
my advice and listen to the people her vAv*
upvoted 1 times

E & ScubaLemur 1 year, 8 months ago
why use 192 for the data center? 10 for building a? and why 206 for subnet? just curious why these numbers | know why the /28 just trying to
understand the material better
upvoted 2 times

& & M3taCort3x 1 year, 7 months ago
If you look closely at the diagram, they give you the IP addresses of each switch in each of the networks, this is how you know which Network
addresses to use.
upvoted 2 times

© & comeragh 1 year, 8 months ago
Sorry for Screened Subnet | would select only FTP Server (port 20/21) and Web Server (port 80/443). | had added Mail Server as additional
placeholder (not adding this as although a mail server is often located in a screened subnet there is no port reference here to mail server).
upvoted 2 times

B & Ragingrnova_111 1 year, 8 months ago
This is in use as of Oct 2023
upvoted 5 times

B & Mehsotopes 1 year, 8 months ago
/28 would allow us a maximum of 14 address spaces which meets the minimal address space need & still meeting the 9, or 10 IP address
requirement for building A & ensuring we can fit all three subnets.
Screened Subnet Port 443 & 80 = Web Server
Data Center Port 53 = DNS

Port 20 & 21 = FTP Server

Building A Mobile User = Laptop
upvoted 2 times

& & Mehsotopes 1 year, 8 months ago
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Screened Subnet Port 443 & 80 = Web Server
Data Center Port 53 = DNS
Port 20 & 21
Building A Mobile User = Laptop
/28 would allow us a maximum of 14 address spaces which meets the minimal address space need & still meeting the 9, or 10 IP address
requirement for building A & ensuring we can fit all three subnets.
upvoted 1 times

E & comeragh 1 year, 9 months ago
Screened Subnet (I would also use Mail Server as the 3rd placeholder)
206.208.134.0/28
Web Server
FTP Server
Mail Server

Data Centre (port 53 = DNS)
192.168.11.0/28
DNS Server

Building A

10.72.63.0/28

SSH Server

5 x Workstation
upvoted 1 times
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Question #44 Topic 1

Which of the following is used to prioritize Internet usage per application and per user on the network?

A. Bandwidth management
B. Load balance routing
C. Border Gateway Protocol

D. Administrative distance

Suggested Answer: A

Community vote distribution
A (85%) B (15%)

© & Cas509 2 years, 3 months ago
Bandwidth management is the process of measuring and controlling the communications (traffic, packets) on a network link, to avoid filling the link to
capacity or overfilling the link, which would result in network congestion and poor performance of the network.
upvoted 15 times

& & Treymb6 2 years, 2 months ago
| agree with this *. | don't believe load balancing is quite that granular with it stating per user per device.
upvoted 6 times

© & Coolou ([[TIIEERRLY 1 year, 9 months ago
The answer is A. Reason is that Bandwidth management is there to limit the maximum amount a user can use per connection. Load Balancing is
there to split the load of the amount of connected users between 2 or more routers as to not overload the network.
upvoted 9 times

© & Mehsotopes 7 months, 3 weeks ago
Layer 2 Quality of Service (QoS) allows for traffic prioritization & Bandwidth Management to minimize network delay using Cost of Service (CoS)
classification, & Differentiated Services Code Point DSCP marking under the 802.1p standard. Layer 3 Quality of Service (QoS) allows for managing
the quality of network connections through its packet routing decisions.
upvoted 3 times

E & I1_Know_Everything_KY 8 months, 1 week ago
Recourse allocation at application level can only be done by bandwidth management.
upvoted 2 times

B & Nisita 9 months, 2 weeks ago
Load balance routing (Option B) is a technique used to distribute network traffic across multiple servers to ensure that no single server bears too
much demand. This helps to increase the reliability and availability of applications. However, it does not prioritize Internet usage per application and
per user on the network. That's the job of bandwidth management (Option A), which can allocate network resources to ensure critical applications get
the bandwidth they need.
upvoted 1 times

E & W1010x 9 months, 2 weeks ago
Bandwidth management is used to prioritize Internet usage per application and per user on the network. It allows network administrators to allocate
and control the available network bandwidth for different applications and users based on their specific needs or priorities. This helps in ensuring
that critical applications or users receive the necessary bandwidth while preventing non-essential applications from consuming excessive resources.
upvoted 1 times

E & JakeCharles 1 year, 5 months ago

Selected Answer: A

A. Bandwidth management.
upvoted 1 times

& & [Removed] 1 year, 7 months ago
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key word is per application, load balancer doesnt optimise traffic per application it does it by balancing traffic per link
upvoted 3 times

E & whbear 1 year, 9 months ago
BW management, for lan users and lan applications - example WAP setup SSID and limit BW to 2meg for BOYD devices. option is is load balancing
ROUTING, we not routing on the LAN yet, were setting policies on the LAN.
upvoted 1 times

B & [Removed] 2 years, 2 months ago
Definitely load balancing
upvoted 1 times

B & ianol 2 years, 2 months ago
Bandwidth management focuses on the availabliilty of the whole network. It looks like this could be LB routing since you can refine how you want to
prioritise the network usage per app and user on a network
upvoted 1 times

B & GabiMili 2 years, 4 months ago
Bandwidth management is for monitoring only, no?
upvoted 2 times

& & Lu5ck 2 years, 3 months ago
The book answer is QoS but there is none. Bandwidth management is the only logical choice out of all choices. Bandwidth management as the
name imply control bandwidth, it isn't just a netflow analyser.
upvoted 3 times

© & [Removed] 2 years, 3 months ago
According to the object 2.2 Bandwidth management
- Traffic shaping &
- Quality of service (QoS) falls under the bucket and if that's the case TS Set important applications to have higher priorities than other apps and
Q0S -
Quality of Service (QoS) is a set of technologies that work on a network to guarantee its ability to dependably run high-priority applications and
traffic under limited network capacity.
The Waghiyo is finally right.
upvoted 7 times

& & waqdhiyo 2 years, 4 months ago

| WOULD SAY LOADBALANCER

upvoted 3 times
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Question #45 Topic 1

A network administrator needs to query the NSs for a remote application. Which of the following commands would BEST help the administrator
accomplish this task?

A. dig
B. arp
C. show interface

D. hostname

Suggested Answer: A

Community vote distribution
A (100%)

& & Pongsathorn 2 years, 11 months ago
The Linux/Unix dig (short for domain information groper) utility does the exact same thing as nslookup. It's primarily a command-line utility that
allows you to perform a single DNS
lookup for a specific entity, but it can also be employed in batch mode for a series of
lookups.
upvoted 28 times

© & waqdhiyo 2 years, 10 months ago

dig (Domain information groper) is the command line tool to query DNS nameserver in linux
upvoted 6 times

© & DelMario [TELEAIe) 1 year ago
Selected Answer: A

Dig is the correct answer, only on that makes sense
upvoted 2 times

B & PdSidhu 1 year, 4 months ago
- The "dig" (Domain Information Groper) command is used for querying the Domain Name System (DNS) to obtain domain name or IP address
mapping.
- The "netstat" command displays network connections, routing tables, and network interface statistics.
-The "arp" (Address Resolution Protocol) command is used to view and manage the ARP cache, which contains mapping information between IP
addresses and their corresponding physical (MAC) addresses on a network.
- The "tracert” (or traceroute) command is used to determine the path that packets take from the source device to the destination device on an IP
network
upvoted 2 times

B & Resin_Tree0163 1 year, 4 months ago
A'is the correct is answer as : The BEST command that can help a network administrator query the NSs (name servers) for a remote application is the
"dig" command.
‘Querying NSs for Remote Application - comptia - Exam-Answer'
upvoted 1 times

B & badguytoo 1 year, 5 months ago
Definitely dig=> used on Linux.
upvoted 2 times

E & JakeCharles 1 year, 11 months ago

its dig
upvoted 1 times

© & comeragh 2 years ago

Selected Answer: A
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Agree with A being the correct answer here
upvoted 1 times



Question #46 Topic 1

Which of the following would MOST likely be used to review previous upgrades to a system?

A. Business continuity plan
B. Change management
C. System life cycle

D. Standard operating procedures

Suggested Answer: B

Community vote distribution
B (100%)

© & orean [TITTERLY 1 year, 8 months ago

Per CertMaster's own N10-008 book, it explains that the change-management process includes Request for Change (RFC) documentation—resources
that record why and when a change, such as an upgrade, was made.

None of the other options would provide documentation for PREVIOUS changes to a system. Standard operating procedures might document work
instructions for handling previously encountered incidents, but not for systemic changes like upgrades.
upvoted 10 times

© & Mehsotopes 7 months, 3 weeks ago
Change Management = Structured way of changing the state of a computer system, network, or IT procedure. a good change management policy is
going to make sure the risks are considered prior to implementing a system, or network change.
The basic six steps to change management are as follows:
1. Request forms = Write the changes to be made & justify.
2. Purpose of change
3. Scope of change
4. Risk analysis
5. Change board approval
6. End user acceptance.
upvoted 2 times

B & comeragh 1 year, 6 months ago
Agree with B being the correct answer here
upvoted 1 times

B & Aziz22 1 year, 6 months ago
Change management is the correct answer
upvoted 1 times

B & 001Mayday 1 year, 7 months ago
how do you convert .ETE to PDF
upvoted 1 times

E & smudder 1 year, 9 months ago
no, wrong
upvoted 2 times

B & wagqdhiyo 2 years, 4 months ago

Selected Answer: B

Change management document
upvoted 4 times
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Question #47 Topic 1

A technician is deploying a new switch model and would like to add it to the existing network monitoring software. The technician wants to know
what metrics can be gathered from a given switch. Which of the following should the technician utilize for the switch?

A. MIB
B. Trap
C. Syslog

D. Audit log

Suggested Answer: A

Community vote distribution
A (100%)

E & [Removed] 3 years, 4 months ago
MIB (Management Information Base) A data set that defines the criteria
that can be retrieved and set on a device using SNMP.
upvoted 36 times

© & 8choxo [[TITEERZLY 1 year, 7 months ago
Men in Black for sure
upvoted 33 times

& & Chidazz 12 months ago
hahaha
upvoted 1 times

© & Mike509 [IELEENIEY 1 year ago

I would say MIB for sure
upvoted 1 times

E & olikaS 1 year, 6 months ago
The MIB (Management Information Base) is an essential component of network managing systems. It is a virtual database used for managing the
devices in a communications network. By using an MIB, a network administrator can determine what information a device can provide for monitoring
purposes (like traffic statistics, status information, etc.), as such this would be the appropriate choice to identify what metrics can be gathered from a
new switch.
upvoted 7 times

E & W1010x 1 year, 9 months ago
To gather metrics from a network switch and integrate it into network monitoring software, the technician should primarily utilize SNMP (Simple
Network Management Protocol) and MIB (Management Information Base). So, the correct option here would be:

>

upvoted 1 times

B & West2007 2 years, 4 months ago

Selected Answer: A

MIB with no doubt
upvoted 2 times

E & JakeCharles 2 years, 5 months ago

Selected Answer: A

a) MIB ( managment information base)
upvoted 2 times

B & waqdhiyo 3 years, 4 months ago
| would say MIB (management Infromation Base)
upvoted 2 times
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Question #48 Topic 1

A network device is configured to send critical events to a syslog server; however, the following alerts are not being received:
Severity 5 LINK-UPDOWN: Interface 1/1, changed state to down

Severity 5 LINK-UPDOWN: Interface 1/3, changed state to down

Which of the following describes the reason why the events are not being received?

A. The network device is not configured to log that level to the syslog server
B. The network device was down and could not send the event
C. The syslog server is not compatible with the network device

D. The syslog server did not have the correct MIB loaded to receive the message

Suggested Answer: A

Community vote distribution
A (97%)

& & [Removed] ETITIECL Y 1 year, 3 months ago
The correct answer is A. The syslog severity levels are 0 (Emergency), 1 (Alert), 2 (Critical), 3 (Error), 4 (Warning), 5 (Notice/Notification), 6
(Information), and 7 (Debugging). An easy mnemonic to memorize this is "Emus Are Cute Even When In Disguise." Because the device is set to send
CRITICAL events, it will send only events that have a severity level of 2 and below. Thus, you have to configure the device to send events at severity
level 5 or higher.

B is incorrect because, presumably, the device would not have logged any events when an interface has gone down or up.

C is incorrect because the server is already able to receive events that have a severity level of 2 and below. If it was not compatible, then no logs
would have been received.

D is incorrect because Management Information Bases (MIBs) are used for SNMP, not syslog.
upvoted 23 times

O & Jay6789 [TIIEETLY 1 vear, 8 months ago
Level 0: Emergency

Level 1: Alert

Level 2: Critical

Level 3: Error

Level 4: Warning

Level 5: Notice

Leve 6: Information

Level 7: Debugging
upvoted 19 times

© & olikas 6 months, 4 weeks ago
The correct answer is A. Syslog messages are sent based on severity levels. The standard levels range from 0-7, where 0 is the most critical
("Emergency") and 7 is the least critical ("Debug"). In your case, the "Severity 5" alerts are considered "Notice" level, which indicates normal but
significant conditions.

The issue here is likely that the network device is not configured to send alerts of this severity level to the syslog server. Perhaps it's only set up to
send more critical alerts (those with lower numbered severities).
upvoted 2 times

B & Doaa81 1 year, 2 months ago

Selected Answer: A

Itis A.
upvoted 1 times

© & BayOne 1 year, 2 months ago
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The severity level for these events is 5, and it is possible that the device is configured to only send events with a higher severity level to the syslog
server. The configuration on the network device should be reviewed to ensure that the desired severity level is being sent to the syslog server.
upvoted 1 times

B & pedrwe7 1 year, 3 months ago
The question stated that the network device is configured to SEND CRITICAL EVENTS to a syslog server, therefore, the current configuration will only
send from Level 0 to Level 2 alerts and the rest will be just ingnored. Any opinion?
upvoted 1 times

E & JakeCharles 1 year, 5 months ago
The answer "A. The network device is not configured to log that level to the syslog server" is correct because if the network device is not configured
to log severity level 5 events to the syslog server, then these events won't be received by the server. It is possible that the network device is only
configured to log events of a different severity level, or that it's not configured to log events at all. In this case, the technician would need to check the
configuration of the network device and modify it to ensure that the necessary events are being logged to the syslog server.
upvoted 1 times

B & A_CCSI 1 year, 8 months ago
The message level in the questions shows a Level 5 message (Severity 5). Since the device was sent to log critical messages, which are Level 2,
Levels 3 through 7 messages wouldn't be sent to Syslog, but Levels 2, 1, and 0 would be.
upvoted 4 times

B & GeekSpunk 1 year, 11 months ago
Has nothing to do with the device actually down. It's not configured for notice events like Siji21 said. Answer is A
upvoted 2 times

B & ianol 2 years, 2 months ago
How is this A? The network device is configured according to the question. This could easily be (B) when the network device was down/unable to
send the event.
upvoted 2 times

© & Aaron$1990 1 year, 11 months ago
But surely it wouldn't have logged ‘changed state to down' if it was already down in the first place. It just wouldn't have recorded anything at all
upvoted 3 times

& & Siji21 2 years, 1 month ago
There are 7 severity logging levels: Emergency, Alert, Critical, Error, Warning, Notice, Informational, Debug (0-7)
The question states the log is only configured to report "CRITICAL" events, and the events that occurred are level 5i.e (NOTICE) events
So the answer is A
upvoted 10 times

& & Aaron$1990 1 year, 11 months ago
But surely it wouldn't have logged ‘changed state to down' if it was already down in the first place. It just wouldn't have recorded anything at all
upvoted 1 times


https://www.examtopics.com/user/pedrwc7/
https://www.examtopics.com/user/pedrwc7/
https://www.examtopics.com/user/pedrwc7/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/A_CCSI/
https://www.examtopics.com/user/A_CCSI/
https://www.examtopics.com/user/A_CCSI/
https://www.examtopics.com/user/GeekSpunk/
https://www.examtopics.com/user/GeekSpunk/
https://www.examtopics.com/user/GeekSpunk/
https://www.examtopics.com/user/ianol/
https://www.examtopics.com/user/ianol/
https://www.examtopics.com/user/ianol/
https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/Siji21/
https://www.examtopics.com/user/Siji21/
https://www.examtopics.com/user/Siji21/
https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/AaronS1990/

Question #49 Topic 1

A network administrator is implementing OSPF on all of a company's network devices. Which of the following will MOST likely replace all the
company's hubs?

A. A Layer 3 switch
B. A proxy server
C. ANGFW

D. A WLAN controller

Suggested Answer: A

Community vote distribution
A (100%)

& & StevenEleviin 1 year, 4 months ago
- A layer 3 switch is a type of network switch that can perform routing functions in addition to the basic switching functions of a layer 2 switch. OSPF
(Open Shortest Path First) is a routing protocol used for distributing routing information within a single autonomous system (AS) and improving the
routing efficiency and reliability within a network.
upvoted 15 times

© & stonegg 2 years, 2 months ago

The OSPF (Open Shortest Path First) protocol is one of a family of IP Routing protocols, and is an Interior Gateway Protocol (IGP) for the Internet,
used to distribute IP routing information throughout a single Autonomous System (AS) in an IP network.
upvoted 5 times

© & olikaS 6 months, 4 weeks ago
A. A Layer 3 switch

OSPF (Open Shortest Path First) is a dynamic routing protocol used in Internet Protocol (IP) networks. It requires a device that can understand and
implement Layer 3 (network layer) operations.

Hubs are Layer 1 (physical layer) devices, and they simply broadcast all data to every device connected to them without any sort of routing
intelligence. Switches, specifically Layer 3 switches, work at both the data link layer (Layer 2) and the network layer (Layer 3). Layer 3 switches can
manage both the switching and routing operations, and they're capable of working with protocols such as OSPF.

upvoted 3 times

E & badguytoo 11 months, 2 weeks ago
Yes, | would go for Layer 3 SW as the intention for replace hub...
upvoted 4 times

= & wagqdhiyo 2 years, 4 months ago

It should be a layer 3 switch which also acts a router.
upvoted 4 times
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Question #50 Topic 1

A network administrator discovers that users in an adjacent building are connecting to the company's guest wireless network to download
inappropriate material.
Which of the following can the administrator do to MOST easily mitigate this issue?

A. Reduce the wireless power levels
B. Adjust the wireless channels
C. Enable wireless client isolation

D. Enable wireless port security

Suggested Answer: A

Community vote distribution
A (85%) C (15%)

© & GeekSpunk ([[TITEEL Y 2 years, 5 months ago

This question is not worded well. First off:

Wireless Client Isolation is a security feature that prevents wireless clients from communicating with one another. This feature is useful for guest and
BYOD SSIDs adding a level of security to limit attacks and threats between devices connected to the wireless networks.

This question | think assumes the guest network is coming from one building and not the other. For this | would Vote A (but it's a crummy question)
upvoted 12 times

© & Sanat123 [[TITTRRLY 1 vear, 5 months ago
Correct answer is A. Enabling wireless client isolation(Answer C) cannot be correct. wireless client isolation means users using wireless connection
cannot have access to the internal network resources only. Even if wireless client isolation is enables, they can download inappropriate content from
the internet.
upvoted 7 times

© & networkmen 9 months, 1 week ago
It is A, you have to check the wording "adjacent building"
upvoted 1 times

E & smarvin 10 months, 4 weeks ago
| think the key words in the question are "adjacent building”, so A-reducing the power is the correct answer. | guess users in the main building can
continue to download inappropriate content, if they wish. Sucks to be a heathen in the adjacent building. Seriously, though, the question is not well-
phrased.
upvoted 4 times

B & olikasS 1 year ago
Reducing the power levels of the wireless network will decrease the range of the wireless signal, which can prevent users in the adjacent building
from connecting to the network.
upvoted 2 times

B & Mehsotopes 1 year, 1 month ago
The power level should be reduced for the radio transmitter in the wireless access points. With a reduced power level, the signal will not travel as far.
You can ensure the signal remains within the building's interior only by conducting a site survey and adjusting your power levels of each wireless
access point. The other options, if changed, would affect the availability of the network. Adjustments for new wireless signal strength requires you to
consider the following:
* Client = Received Signal Strength Indication (RSSI) (decibel)
* Access Point = Effective Equivalent Isotropic Radiate Power (EIRP) Decibels over Isotropic (dBi)
Wireless channel frequencies must meet the Federal Communication Commission (FCC) rules & therefore can still easily be accessed. Enabling
wireless client isolation only protects the Internal network (Intranet). Port security would allow you to block external & internal network accesses, but
would affect every client on the network lest you were to use a whitelisting protocol authentication service like RADIUS, this change would take time
to implement however.
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upvoted 2 times
© & W1010x 1 year, 3 months ago
To most easily mitigate the issue of users in an adjacent building connecting to the company's guest wireless network to download inappropriate
material, the network administrator should consider option C: Enable wireless client isolation.
upvoted 1 times

© & W1010x 1 year, 3 months ago
Wireless client isolation is a security feature that prevents wireless devices connected to the same network from communicating directly with
each other. It isolates each wireless client, preventing them from seeing or interacting with other devices on the same network. By enabling
wireless client isolation on the guest wireless network, users from the adjacent building won't be able to interact with or access resources on
other devices connected to the same network. This can help prevent inappropriate material downloads and improve network security
upvoted 2 times

B & badguytoo 1 year, 5 months ago
Guys the easiest solution is reduce the power.
upvoted 1 times

B & rah555 1 year, 8 months ago
the question say (the MOST easily mitigate this issue).. so the answer must be A, other wise C will be correct here.
upvoted 1 times

B & ukralukrop 1 year, 8 months ago
Reducing the wireless power levels could be a possible solution to limit the coverage area of the guest wireless network, but it might not be the
easiest solution. A determined user could still find a way to connect to the network, and legitimate guests may also have a harder time connecting.

Enabling wireless client isolation would be the easiest solution to mitigate this issue as it would prevent clients on the same wireless network from
communicating with each other, effectively blocking any unwanted file sharing or downloads. Therefore, the correct answer should be C.
upvoted 3 times

& & Molongo 1 year, 7 months ago
How would wireless client isolation prevent them from continuing to connect to the guest network and downloading the material?
upvoted 2 times

E & JakeCharles 1 year, 11 months ago

Selected Answer: A

reduce the power and problem sorted
upvoted 3 times

& & EliteJohnMan 2 years, 1 month ago
| agree with the A for reducing the SSID broadcasting scenario. If this was my network, | would have a syslog server, text monitoring, & deploy an
internet shutoff trigger if a user was looking at inappropriate material. Not on my network.
upvoted 4 times

B & Coliwood 2 years, 6 months ago
Both A and C are correct, but question is which is the "Easiest" solution.
upvoted 3 times

B & Jibz18 2 years, 6 months ago

Answer is A
upvoted 3 times

E & faisal_albahli 2 years, 6 months ago

Selected Answer: C

Should'nt be C ?
upvoted 2 times

E & Orean 2 years, 2 months ago

This doesn't prevent users from connecting to the network; it only restricts the communication within the WLAN by disallowing peer-to-peer traffic
and centralizing it through a gateway.
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upvoted 3 times

& & waqdhiyo 2 years, 10 months ago

Selected Answer: A

Reduce the wireless power level
upvoted 2 times
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Question #51 Topic 1

A network administrator is designing a new datacenter in a different region that will need to communicate to the old datacenter with a secure
connection. Which of the following access methods would provide the BEST security for this new datacenter?

A. Virtual network computing
B. Secure Socket Shell
C. In-band connection

D. Site-to-site VPN

Suggested Answer: D

Community vote distribution
D (100%)

B & fritts 7 months, 2 weeks ago

Selected Answer: D

Using a site-to-site VPN allows for two offices or data centers to communicate with each other over a secure connection making it the best choice for
this question.

As for VNG, | believe its used just like RDP with the exception of it being more secure and also simply as a second option in the case that RDP isn't an
option to use to connect to a desktop.

SSH is a method of securely connecting to a device's CLI to make configuration changes or to simply check configs. SSH has many purposes but
mostly it is used to connect to a foreign device without any GUI.
upvoted 2 times

E & Mehsotopes 1 year, 1 month ago

Selected Answer: D

Site-to-Site VPN connections are used to connect regional offices back to a main branch office.

Encapsulates entire packets & puts another header on top of them. This is going to increase the size of the packets that can meet the MTU. You
readdress the packets with a header & then ship them to somebody else. The new header is going to have a new source & destination read by the VPN
terminating devices located @ the different site that it is to going to. Once the packet reaches the other site, the VPN concentrator will remove the
outer envelope of the header & therefore decapsulate the packets to be decrypted & routed across the LAN, just as if it was coming from an internally
connected client.

This is better worded than my other.
upvoted 3 times

© & Mehsotopes 1 year, 1 month ago

Selected Answer: D

Site-to-site VPN connections are used to connect regional offices back to a main office.

This can be done by Tunneling Mode which encapsulates the entire packets & puts another header on top of it. This is going to increase the size of

the packet & it can go over the MTU. You readdressed it & then ship it to somebody else. The new header is going to have a new source & destination

of the VPN terminating devices at the different site that it wants to go to. Once the packet reaches the other site, the VPN concentrator will remove

the outer envelope of the header inside of a network packet to be decrypted & routed across the private LAN, just as if it was coming from an

internally connected client. To ensure packets make it through the VPN, you might need to allow jumbo frames, this should only be done on your LAN.
upvoted 1 times

E & Gustitute 1 year, 9 months ago

SSH serves a similar function as a Site-to-site VPN, however SSH only operates at the Application Level. The VPN encrypts and protects all the data.
upvoted 3 times

& & Anonymouse1312 11 months, 3 weeks ago
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SSH = Secure Shell
Secure Socket Shell does not mean anything, it does not exist. It is just a conflation of ssh and ssl (secure sockets LAYER)
upvoted 4 times

& & bcar94 2 years, 4 months ago

Selected Answer: D

Site to site VPN
upvoted 3 times

& & wagqdhiyo 2 years, 10 months ago

Selected Answer: D

Site-to-site VPN
upvoted 2 times
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Question #52 Topic 1

An attacker is attempting to find the password to a network by inputting common words and phrases in plaintext to the password prompt. Which
of the following attack types BEST describes this action?

A. Pass-the-hash attack
B. Rainbow table attack
C. Brute-force attack

D. Dictionary attack

Suggested Answer: D

Community vote distribution
D (97%)

E & Cas509 2 years, 9 months ago
Dictionary: common words and phrases
Bruteforce: every possible combination (A-Z, 0-9, !@ ETC..)
upvoted 20 times

& & Pongsathorn 2 years, 11 months ago
Password Attacks
For as long as computer systems have existed, password attacks have also
existed. With this type of attack, the attacker seeks to gain access to systems
or files by using the actual password required for that access. There are
many different forms of password attacks, including the following:
Brute-force password attack: In this type of attack, the attacker tries
all possible password combinations until a match is made. For
example, a brute-force attack might start with the letter a and go
through the letter z, and then the attacker might attempt the letters aa
through zz, continuing to try combinations until the password is
determined. Using complicated passwords—with a mixture of upperand
lowercase letters as well as special characters and numbers—can
help prevent brute-force attacks.
Dictionary password attack: In this type of attack, the attacker tries
multiple password guesses. However, a dictionary attack is based on a
dictionary of commonly used words rather than trying all possible
combinations, as in a brute-force attack. Picking a password that is not
a common word helps thwart dictionary attacks.

upvoted 15 times

B & fritts 7 months, 2 weeks ago

Dictionary attack and brute-force attack are very similar but in this case, dictionary is the answer because the outlying difference between the two is
that brute-force is simply guessing passwords with no basis whereas a dictionary attack is attempting to guess a password from a predetermined set
of possible passwords. Another example of a question that differentiates the two is one that asks of a person attempting to guess a password from a
list of passwords that the hacker bought from a malicious source. Someone who knows better please correct me if | am wrong.

upvoted 1 times

B & veli_117 1 year, 9 months ago
BF uses wordlists with common words, or not? People fail, even they understand the concepts, that's CompTIAs goal. What a Scam
upvoted 3 times

E & StevenElev11n 1 year, 10 months ago

- A pass-the-hash attack is a type of attack in which an attacker steals a user's password hash and uses it to gain unauthorised access to systems
and resources.
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- A rainbow table attack is a type of password cracking method that uses pre-computed hashes to quickly crack encrypted passwords without brute-
force guessing.
- A brute-force attack is a method of guessing a password by systematically trying every possible combination of characters until the correct one is
found.
- A dictionary attack is a method of guessing a password by systematically trying words found in a dictionary or other word list until the correct
password is found.
upvoted 5 times
© & Unipod 2 years, 4 months ago
D dictionary attack
upvoted 2 times

B & stonegg 2 years, 8 months ago
Inputting common words is a dictionary attack. A Brute-force attack is a method in which an attacker attempts any combination randomly.
upvoted 3 times

E & chanke 2 years, 9 months ago
The use of common word and phrase is the keyword for this one. | thought it was Brute force but a more define answer that | saw was D) Dictionary
attack.
upvoted 3 times

B & [Removed] 2 years, 9 months ago
Brute force
upvoted 1 times

© & [Removed] 2 years, 9 months ago
My mistake its D. Dictionary attack
upvoted 7 times
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Question #53 Topic 1

Which of the following technologies provides a failover mechanism for the default gateway?

A. FHRP
B. LACP
C. OSPF
D.STP

Suggested Answer: A

Community vote distribution
A (96%) 4%

& & Pongsathorn 2 years, 11 months ago
First-hop
redundancy protocols (FHRPs) work by giving you a way to configure more than
one physical router to appear as if they were only a single logical one.
upvoted 35 times

© & RobJob 2 years, 9 months ago
first hop redundancy protocol (FHRP) is a computer networking protocol which is designed to protect the default gateway used on a subnetwork by
allowing two or more routers to provide backup for that address
upvoted 22 times

B & fritts 7 months, 2 weeks ago

using an FHRP (First Hop Redundancy Protocol) provides a fail over by providing multipathing for your default gateway.
LACP (Link Aggregation Protocol) is combining two physical interfaces into one logical channel
STP (Spanning Tree Protocol) is preventing against switching loops

OSPF (Open Shortest Path First) is a routing protocol that uses | believe its a cost metric to calculate the best/ most efficient path to take.
upvoted 3 times

E & BozoBenty 8 months, 1 week ago
why no ospf :(
upvoted 1 times

E & phoenix98 1 year, 1 month ago
redundancy protocol (FHRP)
Provisioning failover routers to serve
as the default gateway for a subnet.
Also referred to as Virtual Router

upvoted 1 times

5 & Zemuran 1 year, 9 months ago
FHRP is used to prevent network failure at a default gateway. This is achieved by configuring multiple routers with the same IP address and Mac
address, thus presenting an illusion of a single virtual router to the hosts in a Local Area Network (LAN).
upvoted 5 times
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Question #54 Topic 1

The following configuration is applied to a DHCP server connected to a VPN concentrator:

IP address: 10.0.0.1
Subnet mask: 255.255_255.0
Gateway: 10.0.0.254

There are 300 non-concurrent sales representatives who log in for one hour a day to upload reports, and 252 of these representatives are able to
connect to the

VPN without any Issues. The remaining sales representatives cannot connect to the VPN over the course of the day. Which of the following can be
done to resolve the issue without utilizing additional resources?

A. Decrease the lease duration
B. Reboot the DHCP server
C. Install a new VPN concentrator

D. Configure a new router

Suggested Answer: A

Community vote distribution
A (100%)

© & GeekSpunk [[TIIEEZL Y 2 vears, 11 months ago
If you originally thought it was the subnet mask. The quest says "non-concurrent sales reps. So some of their computers are holding on to leases.
Answer A will help bring back some the the IP's for reallocation.
upvoted 7 times

O & fritts [TEIRae) 1 year, 1 month ago

Decreasing the lease time allows for you to limit their connectivity time. Because they aren't concurrently connected, if they have too high of a lease
time then they can simply sit there connected hogging the network connections available. Also as another point, decreasing the lease time does not
cost any excess resources to be used in order to assist in increasing the availability of the network connections.

upvoted 3 times

E & bObby 1 year, 1 month ago
The best answer is E. increase the subnes mask to 255.255.254.0. But alas, they forgot to put that one in. Probably a typo, so go for A. Then find a
better long term solution.
upvoted 2 times

E & Mehsotopes 1 year, 7 months ago
The 300 sales representatives are non-concurrent (not at the same time) members of network only on for an hour a day. The cheapest & simplest
option is decreasing the lease duration to allow trade-off of resources.
upvoted 1 times

B & rodwave 1 year, 9 months ago
Decrease the lease duration - They're exhausting all of the available IP addresses in the DHCP scope for VPN clients. Excluding the network address
(10.0.0.0), DHCP server (10.0.0.1) and gateway IP (10.0.0.254), the DHCP scope that the server can give out would range from 10.0.0.2 to
10.0.0.253. This would be 252 usable addresses, which the number of representatives that were able to connect. This isn't enough for all 300 sales
representatives, so decreasing the lease duration would make sense here since they only login for an hour a day to upload reports.
upvoted 3 times

© & Bardoli 7 months, 4 weeks ago
fantastic answer
upvoted 1 times

B & JakeCharles 2 years, 5 months ago

A. Decrease the lease duration
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upvoted 2 times

= & waqdhiyo 3 years, 4 months ago

Selected Answer: A

Decreasing the lease duration with help the DHCP server to relocate the resources available.
upvoted 3 times
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Question #55 Topic 1

A technician needs to configure a Linux computer for network monitoring. The technician has the following information:
Linux computer details:

Interface IP address MAC address
ethQ 10.1.2.24 Al1:B2:C3:F4:E5:D6
Switch mirror port details:
Interface IP address MAC address
ethl 10123 A1:B2:C3:D4:E5:F6

After connecting the Linux computer to the mirror port on the switch, which of the following commands should the technician run on the Linux
computer?

A. ifconfig ecthQ promisc
B. ifconfig eth1 up
C. ifconfig eth0 10.1.2.3

D. ifconfig eth1 hw ether A1:B2:C3:D4:E5:F6

Suggested Answer: A

Community vote distribution
A (100%)

© & RobJob 3 years, 3 months ago
Selected Answer: A

ifconfig ecth0 promisc enables promiscuous mode which allows a network device to intercept and read each network packet that arrives in its
entirety. Since the question states "Network Monitoring" this would be the best & only answer
upvoted 27 times

& & Coliwood 2 years, 12 months ago
What module/section can | find that in?
upvoted 15 times

E & Mage10 1 year, 2 months ago

upvoted 5 times

O & GeekSpunk [[TIIEEZL Y 2 vears, 11 months ago
Selected Answer: A
Question has a spelling error which threw me off for a while. the correct answer is A but should say "ifconfig eth0 promisc”
upvoted 19 times

© & MamalLuigi714 ([TELERE) 6 months, 3 weeks ago
Selected Answer: A
This is a BS question zero study material for Net+ says you need to memorize the the Ifconfig extras. Its just IPConfig stuff
upvoted 1 times

E & phoenix98 1 year, 7 months ago

Inorder to mirror a port you would have to use a port command. So the command would have to have the inter in the answer.
upvoted 1 times

E & rodwave 1 year, 9 months ago

Selected Answer: A

The 'ifconfig eth0 promisc' cmd would enable promiscuous mode on eth0 so the interface can capture and process network traffic coming to it. The
switch's mirror port is duplicating traffic on another port on the switch and sending the mirrored traffic through its mirror port which is connected to
the linux computer on eth1.

I'm still trying to understand if promiscuous mode should be set on eth1 instead of eth0 since eth1 is the interface where the mirrored traffic is being
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sent to be captured and analyzed... The Linux computer's main duty is for network monitoring anyway so | guess setting it to eth0 is probably for
general network monitoring/control?

Eitherway, it's the only answer that makes sense given the other choices but if someone can clarify that it would be appreciated.
upvoted 1 times

& & Bimbo_12 1 year, 2 months ago
Yeah, the issue with this question is, that it would have to be the interface of the mirror port that had to be set to promiscuous mode, not the one

of the monitoring machine. If there is no mistake made in creating the question, it would only leave us with eth1 up as a sensible solution.
upvoted 1 times

& & paobro 1 year, 10 months ago
no idea
upvoted 5 times
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Question #56 Topic 1

A network engineer is investigating reports of poor network performance. Upon reviewing a device configuration, the engineer finds that duplex
settings are mismatched on both ends. Which of the following would be the MOST likely result of this finding?

A. Increased CRC errors
B. Increased giants and runts
C. Increased switching loops

D. Increased device temperature

Suggested Answer: A

Community vote distribution
A (90%) 10%

© & onikafei ([[ITRESLY 1 year, 6 months ago

Ais correct.

A mismatch will usually generate excessive CRC errors. Mismatch = ERROR
upvoted 12 times

© & StevenElevi1n 11 months, 4 weeks ago
- The different duplex settings on both ends of a connection can cause a mismatch in the flow control (sending data at different speed), leading data
collisions. These collisions can result in corrupted data and increase the number of CRC errors.
upvoted 7 times

O & fameo [IEITTate) 9 months, 3 weeks ago
From wikipedia on the duplex mismatch page: "This results in the full-duplex side receiving an incomplete frame with CRC error or a runt frame"
So, it is a question to think about
upvoted 5 times

& & famco 9 months, 3 weeks ago
But because the option has runts and giants, that should not happen so CRC error is the right option
upvoted 2 times

B & carloshernandez5018 9 months, 4 weeks ago

Selected Answer: B

According to the official CompTIA Network+ 008 Student Guide (Lesson 12, page 291):

"A runt is a frame that is smaller than the minimum size (64 bytes for Ethernet). A
runt frame is usually caused by a collision. In a switched environment, collisions
should only be experienced on an interface connected to a legacy hub device

and there is a duplex mismatch in the interface configuration (or possibly on a
misconfigured link to a virtualization platform)."

It looks like Runt Frame Errors are caused by Collisions, and collisions are caused by Duplex Mismatch. Option B sounds like a good answer to me.
upvoted 2 times

& & famco 9 months, 3 weeks ago
| get your point and good point, but the option has "giants and runts" so that is not a correct option. In addition to that CRC error can also be the
result of the mismatch. I just hope these kind of questions does not come
upvoted 4 times

B & JakeCharles 1 year ago

Selected Answer: A

increased crcs errors
upvoted 2 times
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E & LeonardSnart 1 year, 3 months ago
For monitoring and troubleshooting purposes, interface diagnostics might
be accessible. This diagnostic information might include various error
conditions, such as late collisions or cyclic redundancy check (CRC) errors,
which might indicate a duplex mismatch.
—Anthony Sequeira, N10-008 Cert Guide
upvoted 4 times
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Question #57 Topic 1

Which of the following devices would be used to manage a corporate WLAN?

A. A wireless NAS
B. A wireless bridge
C. A wireless router

D. A wireless controller

Suggested Answer: D

Community vote distribution
D (100%)

© & StevenElevlin 10 months, 4 weeks ago
- A Wireless LAN (WLAN) controller is a device used to manage a corporate WLAN. The WLAN controller is responsible for centralizing the
management of wireless access points (APs), providing a centralized management interface, and automating common WLAN tasks such as security,
quality of service (QoS), and radio frequency (RF) management.
upvoted 17 times

& & ketchuplord6s [FIEEELY 11 months ago
keyword is MANAGE
upvoted 6 times

© & JakeCharles [ETe) 11 months ago

it is not router, it is a wireless controller
upvoted 1 times

B & geober 1 year, 10 months ago
Wireless controller will be the best answer
upvoted 6 times

& & waqdhiyo 1 year, 10 months ago

Selected Answer: D

Wireless controller
upvoted 1 times
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Question #58 Topic 1

Which of the following types of devices can provide content filtering and threat protection, and manage multiple IPSec site-to-site connections?

A. Layer 3 switch

B. VPN headend

C. Next-generation firewall
D. Proxy server

E. Intrusion prevention

Suggested Answer: C

Community vote distribution
C (100%)

& & waqdhiyo 2 years, 4 months ago

NG firewall does multifunction
upvoted 9 times

© & Workneh [[ZITIECLY 11 months, 1 week ago
A next-generation firewall is a part of the third generation of firewall technology, combining a traditional firewall with other network device filtering
functions, such as an application firewall using in-line deep packet inspection, an intrusion prevention system. Wikipedia
upvoted 5 times

O & famco [IEIERIE) 1 year, 2 months ago
"and manage multiple IPSec site-to-site connections" << That did not make a lot of sense to me

upvoted 5 times

B & JakeCharles 1 year, 5 months ago
C. Next-generation firewall
upvoted 3 times

B & NeyoNeoza 2 years, 2 months ago
Next-generation Firewall
upvoted 3 times


https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/Workneh/
https://www.examtopics.com/user/Workneh/
https://www.examtopics.com/user/Workneh/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/NeyoNeoza/
https://www.examtopics.com/user/NeyoNeoza/
https://www.examtopics.com/user/NeyoNeoza/

Question #59 Topic 1

An engineer notices some late collisions on a half-duplex link. The engineer verifies that the devices on both ends of the connection are
configured for half duplex.
Which of the following is the MOST likely cause of this issue?

A. The link is improperly terminated
B. One of the devices is misconfigured
C. The cable length is excessive

D. One of the devices has a hardware issue

Suggested Answer: C

Community vote distribution
C (67%) D (28%) 6%

© & ArchEpic 3 years, 4 months ago
If duplex and RX/TX are correct, then late collisions most likely occur from cable lengths being too excessive.

upvoted 24 times

& & I_Know_Everything_KY 1 year, 8 months ago
One of the choices is literally "One of the devices is misconfigured": by your own logic this should be the answer.
upvoted 2 times

& & MikeGeo 1 year, 1 month ago
That is not the answer due to the technician making sure both were on half duplex.
That answer is a trap for those that don't read the full question. IMO
upvoted 4 times

E & [Removed] 2 years, 7 months ago

Long cables cause CRC issues, not collisions. Half duplex shouldn't have collisions. This can only mean bad NIC. Hardware issue.

Source: network engineer.
upvoted 10 times

& & JJay99 4 months, 3 weeks ago
This network engineer bought his certs then because that's wrong
upvoted 1 times

© & neogipson 2 years, 4 months ago
Full duplex doesn't have collisions, not half duplex.
upvoted 10 times

5 & Le081 10 months, 1 week ago

The most likely cause of late collisions on a half-duplex link, even when both devices are configured for half duple, is:
C. The cable length is excessive

Late collisions typically occur when the cable length exceeds the maximum allowed for Ethernet standards, causing the collision detection
mechanism to fail12. This results in collisions being detected too late in the transmission process.
upvoted 3 times

E & stanislaus450 1 year, 2 months ago

Selected Answer: C

Late collisions on a half-duplex link indicate that a collision occurred after the normal time frame for collision detection has passed. In a properly
functioning network, late collisions on a half-duplex link are typically caused by:

C. The cable length is excessive
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Late collisions can occur due to the time it takes for the electrical signal to propagate along the length of the cable. When the cable length is
excessive, the electrical signal may not reach the other end of the cable before a collision occurs, resulting in late collisions. Therefore, an excessive
cable length is the most likely cause of late collisions on a half-duplex link when both devices are correctly configured for half duplex.
upvoted 4 times
B & Bo_Knows 1 year, 4 months ago
The keyword here is late collisions, only cable being too long will create a late collisions problem.
upvoted 3 times

B & drosas84 1 year, 4 months ago
The answer is C. A is not because there are late collisions, so it was properly terminated. B isn't the answer either because the question says "The
engineer verifies that the devices on both ends of the connection are configured for half duplex”. D isn't the answer either because a hardware issue
or NIC would not allow a transmission at all. So the only answer is C because late collisions happen due to exceeded cable length limits.
upvoted 4 times

& & drosas84 1 year, 4 months ago
The answer is C. A is not because there are late collisions, so it was properly terminated. B isn't the answer either because the question says "The
engineer verifies that the devices on both ends of the connection are configured for half duplex”. D isn't the answer either because a hardware issue
or NIC would not allow a transmission at all. So the only answer is C because late collisions happen due to exceeded cable length limits.
upvoted 1 times

B & M3taCort3x 1 year, 6 months ago
Answer is C:
Late collisions on a half-duplex link are typically caused by a mismatch in the configuration of the devices involved. In this scenario, where both ends
of the connection are configured for half duplex, the most likely cause of late collisions is a problem with the cable infrastructure. To address this
issue, you may want to check and ensure that the cable length is within the specified limits for the network technology in use.
upvoted 1 times

© & nextseason 1 year, 9 months ago
Late collision: when a collision is detected outside of the standard collision window. This indicates that the collision happened after a significant
portion of the frame was transmitted.

So only part of the frame made it. ChatGPT says it's D. NIC.
upvoted 1 times

B & Labargo 1 year, 9 months ago
Excessive cable length can lead to late collisions in a half-duplex Ethernet connection. Late collisions occur when a device detects that a collision
has occurred after it has already transmitted a significant portion of its frame. This can happen because it takes time for the electrical signal to
propagate down a cable, and if the cable is too long, the signal may not reach the other end in time to detect the collision.
upvoted 3 times

E & TheFivePips 1 year, 10 months ago
This is a bad question, again. This could be caused by either the cable length being too long, or a hardware (NIC) issues. As to which is more likely?
IDK. Is it more likely whoever installed the thing used slgihtly too much cable and you only noticed now? Or is it more likely that this (probably legacy)
system had a hardware failure. | guess | would still pick the cable answer for the simple fact that if the nic card was bad, you probably wouldnt have
much of a connection at all. Hate it, but thats all | got
upvoted 6 times

© & StrawberryTechie 1 year, 10 months ago
agreed. A bad NIC equals no connection. | think it's C.
upvoted 1 times

E & MitchF 1 year, 10 months ago
When | put this exact question into ChatGPT, I got only 1 answer:

"If an engineer notices late collisions on a half-duplex link and has verified that the devices on both ends of the connection are configured for half
duplex, the MOST likely cause of this issue is:

Excessive Cable Length: Late collisions in a half-duplex environment are often caused by signals taking too long to propagate along the cable. In a
half-duplex setup, the devices can either transmit or receive at any given time, but not both simultaneously. If the cable length exceeds the maximum
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allowed for the specific Ethernet standard being used (e.qg., Ethernet, Fast Ethernet), it can lead to signal propagation delays, resulting in collisions
occurring even after a portion of the frame has been transmitted.

To address this issue, the engineer should check the cable length and make sure it adheres to the recommended limits for the specific Ethernet
standard. If the cable length is too long, it may need to be shortened or replaced with a higher-quality cable to reduce signal propagation delays and
prevent late collisions."

Thus, ChatGPT selects "C. The cable length is excessive"
upvoted 1 times
B & SmokedQ 2 years, 2 months ago

Selected Answer: B

ChatGPT says:

Late collisions on a half-duplex link can occur when a device transmits data while another device is still transmitting on the same link. In this
scenario, since the devices on both ends of the link are configured for half-duplex, they cannot receive data while transmitting, which can result in late
collisions.

Therefore, the most likely cause of this issue is B. One of the devices is misconfigured. It is possible that one of the devices is operating in full-duplex
mode instead of half-duplex mode. In full-duplex mode, devices can transmit and receive data at the same time, which eliminates the possibility of
collisions. However, if one device is configured for full-duplex mode and the other device is configured for half-duplex mode, it can result in collisions
and other performance issues.

Other potential causes, such as improper termination, excessive cable length, or a hardware issue, are less likely to cause late collisions on a half-
duplex link.
upvoted 2 times

& & Gustitute 2 years, 2 months ago
Further, | asked it why C would not be the better answer and it gave me this. | know to be careful and thorough with Chatgpt but | trust it on this
one. | think the best answer is B.
"It is less likely that excessive cable length would cause late collisions on a half-duplex link. Typically, excessive cable length can lead to
attenuation and signal degradation, resulting in errors and retransmissions rather than late collisions. Late collisions are more commonly caused
by duplex mismatches or devices being misconfigured for half-duplex when they should be running at full duplex. Therefore, option B is still the
most likely cause for late collisions in a half-duplex link."

upvoted 2 times

B & Gustitute 2 years, 2 months ago
Lol nevermind. See Chatgpt is stupid here. The question says settings are configured correctly for half duplex on both ends. F me - Sorry
people, where is my mind?
upvoted 2 times

& & Gustitute 2 years, 2 months ago
0k, sorry everybody, | promise I'm not as stupid as | might seem. | clarified a little more with Mr. Chatbot over here and got him to admit,
"Apologies for the confusion. If both devices are configured for half-duplex, the cable length could indeed be the cause of the issue. In half-
duplex mode, Ethernet devices rely on CSMA/CD (Carrier Sense Multiple Access with Collision Detection) to detect and manage collisions
on the network. CSMA/CD works by monitoring the transmission medium for other frames being transmitted and waiting for a gap to
transmit its own frame. Excessive cable length can cause significant delays in the signal propagation, leading to overlapping frames and
late collisions. Therefore, option C is a possible cause of the issue when both devices are set to half-duplex."

upvoted 5 times

B & crazywai1221 2 years, 2 months ago

when i think of C, the cable length may be 100km+, it seems impossible
I goforD
upvoted 2 times

B & RobV 2 years, 3 months ago

Selected Answer: C

B. The cable length is excessive is the most likely cause of this issue.

Late collisions occur when a device tries to transmit a frame onto the network, but detects a collision has occurred after it has finished transmitting
the frame. In half-duplex mode, collisions can occur because both devices are trying to transmit on the same link at the same time.
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Excessive cable length can cause a delay in the signal reaching the other end of the cable, which can result in collisions. The longer the cable, the
longer the delay, and the higher the chances of a collision occurring.

Improperly terminated links or hardware issues can also cause collisions, but they are less likely to be the cause in this scenario where both devices
are configured for half duplex.
upvoted 2 times

& & RobV 2 years, 3 months ago
| typoed: Answer is C
upvoted 2 times

& bjola 2 years, 3 months ago
One of the devices certainly have an hardware issues and could not sense when the media is engage, hence sending at same time leading to
collision. If Network card is functional without fault, it should sense the transmission and hold for clearance.

upvoted 1 times

& MelzTheArtist 2 years, 4 months ago
The most likely cause of the late collisions on a half-duplex link is that the cable length is excessive. In half-duplex mode, when two devices send
data at the same time, a collision occurs, and both devices must wait for a random period before retransmitting the data. If the cable length is
excessive, it may take longer for the collision signal to reach the far end of the cable, causing late collisions. To resolve the issue, the engineer should
reduce the cable length or switch to full-duplex mode.

upvoted 3 times
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Question #60 Topic 1

A network administrator is configuring a load balancer for two systems. Which of the following must the administrator configure to ensure
connectivity during a failover?

A.VIP

B. NAT

C. APIPA

D. IPv6 tunneling

E. Broadcast IP

Suggested Answer: A

Community vote distribution
A (100%)

& & StevenElevi1n 1 year, 4 months ago
- Virtual IP (VIP): A virtual IP address should be configured on the load balancer, which is the IP address that clients use to access the load-balanced
systems.
upvoted 13 times

© & GeekSpunk ([[TITEELY 1 vear, 11 months ago
You can use a virtual IP to achieve load balancing across multiple interfaces.
upvoted 7 times

© & Mehsotopes 7 months, 3 weeks ago
Virtual IP Address (VIP or VIPA) = An IP address that does not correlate to an actual physical network interface used for NAT, fault-tolerance &
virtualization. In your computer you have a NIC, normally you can only configure the NIC with a single IP address due to one physical network
interface (the NIC). A VIPA will let you configure that NIC to respond to numerous IP addresses & all resolve back to physical network interface to
establish network activity. Routers will often use VIPAs to provide redundancy in connectivity options by having a single VIPA assigned to the default
gateway, this will allow multiple routers that can answer on behalf of the VIPA, allowing a primary device to use during normal conditions & alternate
devices that can be used when primary device fails.

upvoted 5 times

B & phoenix98 7 months, 3 weeks ago
P Public address of a load
balanced cluster that is shared by the
devices implementing the cluster.
upvoted 1 times

© & Nonickname176798512478 9 months ago
I honestly don't understand the question
upvoted 4 times

& & Labargo 9 months, 2 weeks ago
Virtual IP is the correct one
upvoted 2 times

E & famco 1 year, 2 months ago
| do not see why it has to be a Virtual IP ...
upvoted 1 times

& & I_Know_Everything_KY 8 months, 1 week ago
the other answers make less sense. But VIP is configured on load balanced router pairs.
upvoted 3 times
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& & JakeCharles 1 year, 5 months ago

Selected Answer: A

a vip is correct
upvoted 1 times

& & waqdhiyo 2 years, 4 months ago

Selected Answer: A

Virtual IP
upvoted 3 times
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Question #61 Topic 1

A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this
office. The users report that the network connections frequently disconnect and reconnect throughout the day. Which of the following is the MOST
likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted
C. Channel overlap is occurring

D. The RSSI is misreported

Suggested Answer: B

Community vote distribution
C (57%) B (31%) 12%

E & cyberjesus49 3 years, 3 months ago

| think I know why its B... they mentioned "a high-rise building" which is a sky scrapper. with that kinda height there could be radio waves interference
or distance of the AP from connected users causing intermittent connection. and EIRP is Equivalent isotropic radiated power, EIRP, is the total
radiated power from a transmitter antenna times the numerical directivity of the antenna in the direction of the receiver.
remember its a high rise building there could be huge distance from AP to connected user which can also cause the on and off connection.
the AP EIRP needs to be boosted to distribute signals to distant connected users

upvoted 21 times

& & alwaysrollin247 2 years, 7 months ago
It also says it's a SMALL office located in a high rise. Boosting the signal wouldn't help here unless a user connected to multiple networks
throughout the building. A wireless device doesn't just drop its connection to attempt to connect to a stronger network it has never connected to
before. A low AP association time on the other hand, would be an issue with multiple APs in a SMALL office.
upvoted 8 times

& & RobV 2 years, 3 months ago
Answer is C. Several APs in the Small office is the issue, High rise is a distraction and irrelevant
upvoted 24 times

& & [Removed] 2 years, 2 months ago
Or they could lay down cables extend the wifi using wall jack and a router.
upvoted 1 times

© & extrarefe 1 year, 5 months ago
that is the solution. it is asking what is the CAUSE so its C not b.
upvoted 3 times

G & JJay99 (IR 4 months, 3 weeks ago
High rise is not a distraction, it is the reason why C is the answer because in a high rise there are other tenants in the building causing multiple wifi to
overlap in the same channel.
upvoted 1 times

© & TERABAPP 6 months, 3 weeks ago

Selected Answer: C

overlap makes sense
upvoted 1 times

B & Kell24 6 months, 3 weeks ago

Selected Answer: C

Key words Several APs are mounted in this office
upvoted 1 times

B & beerbisceps1 9 months, 3 weeks ago
I think it's C. it's not B because its a small office and has several APs mounted. Channel overlapping is likely the cause.
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upvoted 1 times
B & Le081 10 months, 1 week ago
The most likely cause of the frequent disconnections and reconnections in a high-rise building with multiple APs is channel overlap. In densely
populated areas, such as high-rise buildings, multiple wireless networks can interfere with each other if they are operating on the same or overlapping
channels12.

To mitigate this issue, the technician can:

Adjust Channel Settings: Ensure that the APs are set to non-overlapping channels (e.g., channels 1, 6, and 11 for 2.4 GHz).

Perform a Site Survey: Use a wireless analyzer to identify the least congested channels and adjust the APs accordingly.

Reduce Transmit Power: Lower the transmit power of the APs to minimize interference with neighboring networks.
upvoted 4 times

E & chinwal 10 months, 2 weeks ago
C is the correct answer
upvoted 1 times

B & za_ck 11 months, 1 week ago
Correct answer is C
In a high-rise building with multiple Access Points (APs), frequent disconnections and reconnections are often caused by *channel interference*. This
can occur when multiple APs are using overlapping or the same wireless channels, which can lead to interference and poor connectivity.

Here's a more detailed explanation of why channel interference is likely the most common issue in this scenario:

Channel Overlap: In a high-rise environment, multiple APs are typically required to provide coverage. If these APs are configured to use overlapping or
the same channels, their signals can interfere with each other. This interference can cause devices to experience intermittent connectivity problems
as they struggle to maintain a stable connection.

upvoted 2 times

B & fufujenai 1 year, 1 month ago
C. It's a small, singular office inside a building. There are, more than likely, other offices inside the building. I'm sure they're running their own APs
upvoted 1 times

E & stanislaus450 1 year, 2 months ago
The symptoms described suggest interference or congestion issues in the wireless network environment. Given that several access points (APs) are
mounted in the office, the most likely cause of the frequent disconnections and reconnects is:

C. Channel overlap is occurring

Channel overlap happens when adjacent wireless access points use overlapping frequency channels. This can lead to interference and reduced
performance, causing devices to disconnect and reconnect frequently as they try to find a clear channel or a stronger signal.

Therefore, option C, channel overlap, is the most likely cause of the reported wireless connectivity issue in the small office located in a high-rise
building with multiple APs.
upvoted 1 times

& & Dean1065 1 year, 5 months ago
Channel overlap is occurring. If you have two device with the same channel and close to one and other, you device will drop from one AP to the other.
as well as having channels over lapping the devices will fight with one and other.
upvoted 3 times

B & sigmarseifer 1 year, 7 months ago
C. Channel overlap is occurring: In environments where multiple APs are used, especially in close proximity such as in a small office in a high-rise
building, channel overlap can cause interference. This is because multiple APs may be broadcasting on the same or adjacent channels, leading to
signal interference. This interference can cause devices to disconnect from one AP and attempt to reconnect to another that may appear to have a
stronger signal momentarily.
upvoted 3 times

B & loma33 1 year, 7 months ago
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C. Channel overlap is occurring

In a scenario where multiple access points (APs) are installed in close proximity, channel overlap can be a significant issue. Channel overlap occurs
when neighboring APs are using the same or overlapping frequency channels. This can lead to interference and signal degradation, resulting in
frequent disconnections and reconnects for wireless devices.

upvoted 2 times

& Mehsotopes 1 year, 7 months ago
Equivalent Isotropic Radiated Power (EIRP) is the maximum power radiated from an ideal isotropic antenna giving off dBi. Using a spectrometer, you
want to ensure the Received Signal Strength Indication (RSSI) on your device is between 0 to -100 (-30 being ideally close) dBm.

Current signal strength could be disconnecting from signal attenuation that occurs at high altitudes.
upvoted 1 times

& |_Know_Everything_KY 1 year, 8 months ago
Vertical overlap between AP's is causing the issue.
upvoted 2 times

& Coolwolf 1 year, 8 months ago
Chatgpt says the answer is C
The frequent disconnects in a high-rise building with multiple access points (APs) could be due to interference or signal overlap between APs.
Adjusting channels and ensuring proper spacing between APs might help resolve the connectivity issue.
upvoted 3 times

& comeragh 1 year, 8 months ago

Selected Answer: C

| agree with C. "Several APs are mounted in this office”
upvoted 4 times
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Question #62 Topic 1

A network engineer configured new firewalls with the correct configuration to be deployed to each remote branch. Unneeded services were
disabled, and all firewall rules were applied successfully. Which of the following should the network engineer perform NEXT to ensure all the
firewalls are hardened successfully?

A. Ensure an implicit permit rule is enabled
B. Configure the log settings on the firewalls to the central syslog server
C. Update the firewalls with current firmware and software

D. Use the same complex passwords on all firewalls

Suggested Answer: C

Community vote distribution
C (57%) B (43%)

B & veli_117 2 years, 3 months ago
C is WRONG: https://www.fortinet.com/resources/cyberglossary/firewall-configuration
Update the firmware has to be the very first step, obviously. Step 4: Configure Other Firewall Services and Logging
upvoted 15 times

© & Nafbon 1 year, 3 months ago
Correct answer==B, Just after configuring all necessary things, the next step is to simply configure the log settings on the firewalls to the central
Syslog server.
upvoted 1 times

© & MitchF 1 year, 10 months ago
C is CORRECT based on your argument. It should have been done first, but it was clearly not done yet. You can't "assume" this task was completed,
when the question doesn't say so. In real life too, you can't "assume" that a tech updated the firewall, when nothing was mentioned in the ticketing
system about it. Your manager will be upset if you "assume” work was done, without "knowing".
upvoted 12 times

& & Jacko666 2 years, 3 months ago
Well as they've not already done it, they should be doing it next..no?
upvoted 5 times

& & Gustitute 2 years, 2 months ago
| think it is implied that firmware updates are included in the aforementioned configuration. This is the sort of thing that trips me up on tests
though. It's not the best worded question IMO.
upvoted 3 times

& & Gustitute 2 years, 2 months ago
| was wrong on this actually. Setting the logs is important for monitoring but not necessarily directly for hardening. | think the answer
CompTIA is looking for is C.
upvoted 6 times

© & comeragh (IR 2 years, 2 months ago

I would tend to go with C here. | don't feel configuring log settings relates to hardening a firewall. Open to correction here and just my thoughts.
upvoted 10 times

& & MitchF 1 year, 10 months ago
| agree. Configuring logs does nothing to harden a system. They should have updated the firmware, but they didn't do it yet in the question, so it
needs to be done before sending the device out (I am an jr. I.T. Systems Integrator)
upvoted 4 times

B & JJay99 [ZEIEEE) 4 months, 3 weeks ago

You should confirm if your system is up to date always......logging is a good practice but it's all for clarity, it does not prevent vulnerabilities.
upvoted 1 times
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E & crazymonkeh 10 months, 4 weeks ago
The question is asking which would "harden" the firewall. Syslog are just logs. Although it's important, and must be done, it has nothing to do with the
aforementioned question.

Updates are always a way to harden systems and applications. The answer is "C"
upvoted 2 times

B & chillyP 11 months, 1 week ago
B doesn't 'harden’ the firewall. It simply gives you oversite, monitoring and audit capabilities, yes it helps with overall security but doesn't physically
harden the firewall itself. Firmware updates however will harden and patch the firewall. Answer is C in my opinion.
upvoted 1 times

B & stanislaus450 1 year, 2 months ago

Selected Answer: B

To ensure that all the firewalls are hardened successfully after configuration, the network engineer should perform the following step next:
B. Configure the log settings on the firewalls to the central syslog server

Configuring the log settings to send firewall logs to a central syslog server enables centralized monitoring and analysis of security events and policy
violations across all firewall devices. This allows for better visibility into potential security threats and helps ensure that the firewalls are effectively
protecting the network. Therefore, configuring log settings to send logs to a central syslog server would be the appropriate next step to ensure that all
firewalls are hardened successfully.

upvoted 1 times

E & Bo_Knows 1 year, 4 months ago
keyword hardened, next step to hardening only with answer C
upvoted 2 times

E & NASIROCITV 1 year, 4 months ago
To ensure the best security and performance, it is generally recommended to update the firewalls with current firmware and software before
configuring the firewall rules. This allows you to start with a secure and stable foundation and ensures compatibility between the firmware/software
and the firewall rules.
upvoted 1 times

& & daddylonglegs 1 year, 2 months ago
Agreed, I've seen instances where upgrading firmware on a firewall completely wiped out the configured firewall rules (which it obviously should
not do). If it were me, upgrading to current firmware would be the first step with a new firewall.
upvoted 1 times

B & smarvin 1 year, 4 months ago
C seems to be the correct answer here: "... new firewalls with the correct configuration to be deployed" implies that the firewall has not yet been
deployed, so the next step would be to update the firmware before putting it into a production environment. Logging is not a hardening technique.
upvoted 1 times

E & amsterdam24 1 year, 6 months ago
With the previous exams, | believe that word "hardened" associates with "updates" in comptia
upvoted 2 times

E & amsterdam24 1 year, 6 months ago
Guys comptia trying to confuse, but there is a signs "configured new firewalls with the correct configuration” to be deployed to each remote branch
After configuring new firewalls with the correct settings and disabling unneeded services, the next step to ensure that all the firewalls are hardened
successfully should be:
C. Update the firewalls with current firmware and software
upvoted 3 times

E & Andylove 1 year, 6 months ago
Configure Log Settings (B): Configuring log settings is crucial for monitoring and auditing the firewall's activity. By sending logs to a central syslog
server, the network engineer can have a centralized view of firewall events, aiding in troubleshooting and security analysis.
upvoted 1 times
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© & jeanj 1 year, 8 months ago
i think its C because of the key word hardend
upvoted 1 times

& & I_Know_Everything_KY 1 year, 8 months ago
Clue is "Hardening". While logging is important, it doesn't fit the question here.
upvoted 2 times

& & daddylonglegs 1 year, 2 months ago
Log management is definitely important in network hardening.
upvoted 1 times

= & Coolwolf 1 year, 8 months ago
B sounds logical to me
upvoted 1 times

= & TacosInMyBelly 1 year, 8 months ago

Selected Answer: C

Patching will update to the most up to date SW
upvoted 3 times

& & Itzhavok 1 year, 9 months ago

Selected Answer: C

This is a hardening question not a protocol question.
upvoted 3 times
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Question #63 Topic 1

At which of the following 0SI model layers would a technician find an IP header?

A. Layer 1
B. Layer 2
C. Layer 3

D. Layer 4

Suggested Answer: C

Community vote distribution
)

& & waqdhiyo 3 years, 4 months ago

This should be at the network layer, as IP header are added to the packet at Layer 3
upvoted 9 times

& & JakeCharles 2 years, 5 months ago

The seven layers of the 0S|I model are:

Physical layer: responsible for transmitting raw data bits over a physical medium such as a cable.
Data Link layer: provides error-free transmission of data frames over the physical layer.

Network layer: responsible for routing and addressing of data packets.

Transport layer: provides reliable end-to-end communication between applications.

Session layer: establishes, manages, and terminates communication sessions between applications.
Presentation layer: formats and encrypts data for network transmission.

Application layer: provides the interface between the application and the network for communication.
upvoted 9 times

O & Kell24 6 months, 3 weeks ago

Layer 3: IP Addresses
upvoted 1 times

B & 0ca8394 11 months, 2 weeks ago
ALL
PEOPLE
SEEM
T0
NEED
DOMINO'S
PIZZA
upvoted 3 times

& & dhewa 7 months, 1 week ago
Hahaha, Domino’s
upvoted 1 times

© & Andylove 1 year, 6 months ago

Selected Answer: C
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Layer 3 (Network): In the 0SI model, the network layer handles logical addressing, routing, and the creation and management of packets. The IP
header is a crucial part of the network layer in the 0S| model.

upvoted 1 times

B & onikafei 2 years, 11 months ago

| hate the OSI stuff. The osi layers always been just a massive struggle to me, probably just the dyslexia thing usually trying to remember a list is just
really hard. Wrote one thing | have noticed is a lot of things that have to do with connection it's usually on layer 3. Kind of like how switches are layer
3 devices. That's how | kind of remember that usually something with the IP address it would be layer 3 on the 0SI layer.

upvoted 5 times

& & MacTPain10 2 years, 6 months ago
I just only use the PDUs as a reference to the layers.
Data, Segments, Packets, Frames, Bits
I list that in the order of the 0SI model from 7-1
Layer 7-6 Data
Layer 4 Segments
Layer 3 Packets
Layer 2 Frames
Layer 1 Bits
Then all it is is just figuring out what devices handles those PDUs
upvoted 4 times

B & onikafei 2 years, 11 months ago
Network layer, layer 3. The most significant protocol at layer 3 (also called the network layer) is the Internet Protocol, or IP. IP is the standard for
routing packets across interconnected networks--hence, the name internet.
upvoted 1 times

© & AustinKelleyNet 2 years, 6 months ago
I believe that switches typically operate on level 2 (Datalink), but there are layer 3(Network) switches. The way that | remember the layers is Please
(Physical) Do (Datalink) Not (Network) Throw (Transport) Sausage (Session) Pizza (Presentation) Away (Application).
upvoted 4 times
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Question #64 Topic 1

An engineer is configuring redundant network links between switches. Which of the following should the engineer enable to prevent network
stability issues?

A. 802.1Q
B. STP
C. Flow control

D. CSMA/CD

Suggested Answer: B

Community vote distribution
B (92%) 8%

© & RobJob 3 years, 3 months ago
STP (Spanning Tree Protocol) A switching
protocol that prevents network loops by
dynamically disabling links as needed.
upvoted 22 times

© & GeekSpunk [TITIEELY 2 years, 11 months ago
STP protects against loops caused by redundant links. Question has nothing to do with flow control.
upvoted 9 times

© & ConnerNote [TELA1e) 7 months, 1 week ago
I love that band
upvoted 1 times

E & Adrian_537 11 months ago
you wrong bra
upvoted 1 times

B & stanislaus450 1 year, 2 months ago

Selected Answer: B

To prevent network stability issues when configuring redundant network links between switches, the engineer should enable:
B. STP (Spanning Tree Protocol)

STP is a protocol used to prevent loops in Ethernet networks by dynamically disabling redundant links. When multiple links exist between switches for
redundancy, STP identifies and blocks redundant paths, ensuring that only one path is active at a time. This prevents loops from forming and causing
broadcast storms or other network stability issues. Therefore, enabling STP is essential for ensuring network stability in redundant network link
configurations.

upvoted 2 times

& & Injundim 1 year, 6 months ago
STP should be enabled by default on the routers, also “prevent stability” sounds like the engineer is purposely trying to cluster#### the whole
network.
upvoted 3 times

B & Mehsotopes 1 year, 7 months ago
The Spanning Tree Protocol (STP) is a network protocol that builds a logical loop-free topology for Ethernet networks. The basic function of STP is to
prevent bridge loops and the broadcast radiation that results from them. If you have redundant links set up, it is important to utilize STP to prevent
loops within the network. If a loop occurs, the performance of the entire network can be degraded due to broadcast storms. Port mirroring is used on
a network switch to send a copy of network packets seen on one switch port to a network monitoring connection on another switch port. Dynamic
ARP Inspection (DAI) is a security feature that validates Address Resolution Protocol (ARP) packets in a network. DAl allows a network administrator


https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/GeekSpunk/
https://www.examtopics.com/user/GeekSpunk/
https://www.examtopics.com/user/GeekSpunk/
https://www.examtopics.com/user/ConnerNote/
https://www.examtopics.com/user/ConnerNote/
https://www.examtopics.com/user/ConnerNote/
https://www.examtopics.com/user/Adrian_537/
https://www.examtopics.com/user/Adrian_537/
https://www.examtopics.com/user/Adrian_537/
https://www.examtopics.com/user/stanislaus450/
https://www.examtopics.com/user/stanislaus450/
https://www.examtopics.com/user/stanislaus450/
https://www.examtopics.com/user/InjunJim/
https://www.examtopics.com/user/InjunJim/
https://www.examtopics.com/user/InjunJim/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Mehsotopes/

to intercept, log, and discard ARP packets with invalid MAC address to IP address bindings. A virtual LAN (VLAN) is any broadcast domain that is
partitioned and isolated in a computer network at the data link layer (OSI layer 2). Port mirroring, ARP inspection, and VLANs do not add any
redundancy to the network.
upvoted 1 times
E & TheFivePips 1 year, 10 months ago
Just adding this here for people like me who forgot what 802.1Q was:

IEEE 802.1Q, often referred to as Dot1q, is the networking standard that supports virtual local area networking (VLANSs) on an |EEE 802.3 Ethernet
network. The standard defines a system of VLAN tagging for Ethernet frames and the accompanying procedures to be used by bridges and switches
in handling such frames. The standard also contains provisions for a quality-of-service prioritization scheme commonly known as IEEE 802.1p and
defines the Generic Attribute Registration Protocol.

upvoted 6 times

& & Orgoni 1 year, 6 months ago
life saver
upvoted 1 times

E & HarounBarnawi 2 years, 2 months ago
BTW STP (802.11w) is already enabled in modern switches!
upvoted 1 times

B & StevenElev11n 2 years, 4 months ago
The engineer should enable Link Aggregation Control Protocol (LACP) or Spanning Tree Protocol (STP) to prevent network stability issues when
configuring redundant network links between switches.
LACP allows multiple physical links to be grouped together to form a single logical link, providing increased bandwidth and redundancy.
STP helps prevent loops in the network by actively blocking redundant paths and only forwarding traffic on the best path, ensuring network stability
and avoiding broadcast storms.
upvoted 2 times

& & JakeCharles 2 years, 5 months ago

Selected Answer: B

B. STP (Spanning Tree Protocol) is the correct answer as it helps prevent network stability issues in a redundant network configuration.
upvoted 1 times

B & waqdhiyo 3 years, 4 months ago

Spanning Tree Protocol protects packet looping.
upvoted 3 times
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Question #65 Topic 1

Several WIFI users are reporting the inability to connect to the network. WLAN users on the guest network are able to access all network
resources without any performance issues. The following table summarizes the findings after a site survey of the area in question:

Location AP 1 AP 2 AP 3 AP 4

SSID Corp1 Corp1 Corp1/Guest Corp1/Guest
Channel 2 1 5 11

RSSI -81dBm -82dBm -44dBm -41dBm
Antenna type | Omni Omni Directional Directional

Which of the following should a wireless technician do NEXT to troubleshoot this issue?

A. Reconfigure the channels to reduce overlap
B. Replace the omni antennas with directional antennas
C. Update the SSIDs on all the APs

D. Decrease power in AP 3 and AP 4

Suggested Answer: A

Community vote distribution
A (96%) 4%

© & some_specialist 3 years, 4 months ago
Still tryna figure out why you'd want the Guest users to access all resources on the network...
upvoted 27 times

& & fouserd 2 years, 8 months ago
That bit was confusing me as well. Thought it was a trick question.
upvoted 2 times

B & famco 2 years, 2 months ago
That's because normal people do not apply for the job of "certification question creator". These are just random texts and when we ignore
something we are punished.
upvoted 7 times

& & [Removed] 2 years, 3 months ago
Received Signal Strength Indication (RSSI) is a measurement of the strength of a received radio signal. It is measured as a negative number on a
logarithmic scale, which means that the closer to 0 the RSSI is, the better the signal. Clearly, AP 1 and AP 2 has channel/frequency overlap that
causes the RF signals to interfere with each other. Thus, the correct answer is A.

Answer B is incorrect because by using directional antennas, the RF signal will be directed toward a single direction. Directional antennas are
commonly used for long-range fixed wireless, but since you would presumably want to cover an area with enough signal so users can connect, this
answer is out of the question.

Answer C is incorrect because the SSID of a wireless network allows clients to connect, but it is not directly related to performance issues.

Answer D is incorrect because that would increase attenuation and decrease the radiated signal of APs 3 and 4 (causing performance drop in the
guest network) without addressing the low received signal strength from APs 1 and 2.
upvoted 12 times

& & ETQ 8 months, 2 weeks ago
Except, removing overlap will do literally nothing for RSSI and given their value, it's safe to say that the signal is complete crap and most likely the
actual reason why they can't connect. Below -80dBm is plain horrible. Overlap sure can cause issues, like degradation, but inability to connect is
definitely tied to the extremely poor signal.

Secondly, good luck trying not to overlap since there are 4 APs and the guest ones have very strong signals. The only way to get stronger signals is
to use directional antennas. At best, you can get 1 of the 2 on channel 1, but it would NOT change the RSSI and you would still have a hard time
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connecting.

Your argument about what they're "commonly used for" is irrelevant. Fact is, the only way to boost RSS! in this instance, is to use directional
antennas.
upvoted 2 times

O & ETQ 8 months, 2 weeks ago

Removing overlap will do literally NOTHING for RSSI and given their value, it's safe to say that the signal is complete crap and most likely the actual
reason why they can't connect.

Below -80dBm is plain horrible. Overlap sure can cause issues, like degradation, but inability to connect is definitely tied to the extremely poor signal.

Secondly, good luck trying not to overlap since there are 4 APs and the guest ones have very strong signals. The only way to get stronger signals is to
use directional antennas. At best, you can get 1 of the 2 on channel 1, but it would NOT change the RSSI and you would still have a hard time
connecting.

upvoted 1 times

B & veggietron9000 10 months, 2 weeks ago

Selected Answer: B

Channel overlap is bad, but not enough RSSI (weak signal) is critically bad. No connection bad.

Guest networks have good signal using directional antennas. Corpnetwork should do the same.
upvoted 1 times

B & Cintrix2005 11 months ago
You wrong bra
upvoted 1 times

B & [Removed] 2 years, 2 months ago
So channell should be 1,6,11,11?
upvoted 2 times

& & user82 2 years, 2 months ago
chapgpt told me 1,6,11,3
upvoted 2 times

E & Ravi4423 2 years, 3 months ago
What does inability to connect to WiFi, has to do with Chanel overlap.
upvoted 3 times

B & veli_117 2 years, 3 months ago
May be helpful:
overlapping can reduce the Received Signal Strength Indicator (RSSI) of a wireless signal. When multiple wireless networks operate on channels that
overlap, the signals can interfere with each other, resulting in a weaker signal strength and reduced RSSI for each network.
upvoted 1 times

& & ronniehaang 2 years, 3 months ago

Selected Answer: A

A. Reconfigure the channels to reduce overlap should be the NEXT step a wireless technician should take to troubleshoot this issue.

Based on the site survey findings, it appears that AP3 and AP4 are operating on channels 5 and 11, respectively, which could be causing interference
with AP1 and AP2, both of which are on channels 2 and 1, respectively. In addition, the RSSI for AP3 and AP4 is much stronger than for AP1 and AP2,
which suggests that clients may be associating with AP3 and AP4 instead of AP1 and AP2.

To address this issue, the wireless technician should reconfigure the channels on the APs to reduce overlap and interference. This may involve
changing the channel assignments for AP1 and AP2 to channels with less interference, such as 3 or 4. Additionally, decreasing the transmit power on
AP3 and AP4 may also help to reduce interference and encourage clients to connect to AP1 and AP2 instead.

upvoted 5 times

& & ronniehaang 2 years, 3 months ago
Replacing the omni antennas with directional antennas or updating the SSIDs on all the APs are not likely to resolve the issue of clients being
unable to connect to the network. These steps may improve performance, but they are not directly related to the issue of clients being unable to
connect.
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upvoted 3 times
B & PatrickH 2 years, 4 months ago
Its gotta be D. There are 3 APs so you WILL have some overlap, theres only 3 non overlapping channels. The AP1 and AP2 wifi have VERY low power
-80s. They need directional antenna to get a much better signal, like the Guest networks have.
upvoted 3 times

& & PatrickH 2 years, 4 months ago
Sorry meant to say its gotta be B. Directional Antenna
upvoted 2 times

E & JakeCharles 2 years, 5 months ago
its soemthing to do with overlapping so | guess its A
upvoted 1 times

B & fouserd 2 years, 7 months ago
AP1 and AP3 makes for some nice overlaps
upvoted 3 times

B & onikafei 2 years, 11 months ago

Looking at the question again | realized | made some errors in making this statement. Only because | think of the correct way channels are set up |
didn't notice the 5 lol.

Ap1:2
Ap2:1
Ap3:5
AP4: 11

You want separation between the channels otherwise it does cause overlap.

12..5..... 11
This gives you an idea of the overlap. A healthy example:
T....6....11

To avoid the overlap they need to be separated at least by 5 channels
upvoted 3 times

B & onikafei 2 years, 11 months ago
Adding Channel 2 to access point one causes Channel overlap. Especially given the other access points are 1, 6 and 11
upvoted 1 times

B & waqdhiyo 3 years, 4 months ago
The guest users are on the non-overlapping connection while the corporate are within the overlapping AP.
upvoted 4 times

B & Jossie_C 3 years, 4 months ago
What waqdhiyo means is that the channels have to be distanced by at least 5 (1, 6, 11) for example. The channels are overlapping and causing
interference.
upvoted 2 times
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Question #66 Topic 1

Which of the following routing protocols is used to exchange route information between public autonomous systems?

A. OSPF
B. BGP
C. EIGRP

D. RIP

Suggested Answer: B

Community vote distribution
B (100%)

© & JakeCharles ([FIIECLY 1 year, 11 months ago

B. BGP (Border Gateway Protocol) is the correct answer as it is used to exchange route information between public autonomous systems.

A. OSPF (Open Shortest Path First) is a routing protocol used within a single autonomous system, typically in an enterprise network. It is not used to
exchange route information between public autonomous systems.

C. EIGRP (Enhanced Interior Gateway Routing Protocol) is a proprietary routing protocol developed by Cisco Systems. It is used within a single
autonomous system, typically in enterprise networks.

D. RIP (Routing Information Protocol) is a distance-vector routing protocol that is used in small and medium-sized networks. It is not suitable for use
in large public autonomous systems.
upvoted 31 times

& & Orgoni 1 year ago
You rock !
upvoted 3 times

© & RobJob 2 years, 9 months ago

BGP (Border Gateway Protocol) A path vector

routing protocol used by ISPs to establish

routing between one another. BGP depends on the concept of Autonomous Systems (ASes).
upvoted 11 times

B & veli_117 [ZELEEE) 1 year, 9 months ago
In networking, an Autonomous System (AS) refers to a collection of connected network infrastructure, such as routers and switches, under a common
administrative domain. An AS is typically managed by a single entity, such as an Internet Service Provider (ISP), and is identified by a unique number
called an Autonomous System Number (ASN).

ASs are essential components of the Internet infrastructure, as they allow for efficient routing of network traffic between different networks. When a

packet of data is sent across the Internet, it may need to traverse multiple ASs to reach its destination. Each AS is responsible for making routing

decisions for the traffic it handles, based on its own internal policies and external routing protocols such as Border Gateway Protocol (BGP). - chatgpt
upvoted 2 times

E & Danie001 1 year, 10 months ago
Thi should be BGP (Boarder Gateway Protocol) as it is the only EXTERNAL form of routing in the options and they specified PUBLIC network. Anything
external is public.
upvoted 3 times

E & medulan 2 years, 1 month ago
The Internet is based on the AS concept; therefore, two types of routing protocols are required:

Interior Gateway Protocols (IGP): Used for routing within an AS. It is also referred to as intra-AS routing. Companies, organizations, and even service
providers use an IGP on their internal networks. IGPs include RIP, EIGRP, OSPF, and IS-IS.


https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/Orgoni/
https://www.examtopics.com/user/Orgoni/
https://www.examtopics.com/user/Orgoni/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/veli_117/
https://www.examtopics.com/user/veli_117/
https://www.examtopics.com/user/veli_117/
https://www.examtopics.com/user/Danie001/
https://www.examtopics.com/user/Danie001/
https://www.examtopics.com/user/Danie001/
https://www.examtopics.com/user/medulan/
https://www.examtopics.com/user/medulan/
https://www.examtopics.com/user/medulan/

Exterior Gateway Protocols (EGP): Used for routing between autonomous systems. It is also referred to as inter-AS routing. Service providers and
large companies may interconnect using an EGP. The Border Gateway Protocol (BGP) is the only currently viable EGP and is the official routing
protocol used by the Internet.
upvoted 1 times
B & Jesse22 2 years, 1 month ago
The answer is right! First, you need to understand what an Administrative Distance is.
upvoted 1 times

© & Dano000 2 years, 2 months ago
The answer to this question is wrong. Enhanced Interior Gateway Routing Protocol (EIGRP) is an advanced distance-vector routing protocol that is
used on a computer network for automating routing decisions and configuration. The protocol was designed by Cisco Systems as a proprietary
protocol, available only on Cisco routers.
upvoted 1 times
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Question #67 Topic 1

A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of the
fiber link?

A. OTDR

B. Tone generator
C. Fusion splicer
D. Cable tester

E. PoE injector

Suggested Answer: A

Community vote distribution
A (100%)

B & some_specialist [IFIALEL ) 2 years, 4 months ago
Selected Answer: A

Answer is correct:
An Optical Time Domain Reflectometer (OTDR) is a device that tests the integrity of a fiber cable and is used for the building, certifying, maintaining,
and troubleshooting fiber optic systems.

Fusion Splicing is a preferred way to join two fibers together by using heat. Whether the fiber was broken or not long enough, a fusion splicer will
make your job easier. You would do this after finding where the break is.
upvoted 32 times

© & JakeCharles [TITRECL Y 1 year, 5 months ago

A. OTDR (Optical Time Domain Reflectometer) is the correct answer as it is used to detect the exact break point of a fiber link.
B. Tone generator is used to locate cables in a network by generating a tone on the cable.

C. Fusion splicer is used to join two fiber optic cables together.

D. Cable tester is used to test the continuity and performance of copper cables, but not fiber optic cables.

E. PoE injector is used to provide power over Ethernet to network devices, but it does not detect the exact break point of a fiber link.
upvoted 8 times

& & Coolwolf 8 months, 2 weeks ago
Answer is obviously A
upvoted 1 times

E & StevenElev11n 1 year, 4 months ago
- An OTDR (Optical Time Domain Reflectometer) works by emitting a short pulse of light into the fiber and then measuring the backscattered light as a
function of time. By analyzing the backscattered light, the OTDR can determine the location and characteristics of events, such as bends, breaks, or
splices, along the fiber.
upvoted 2 times

E & geober 2 years, 4 months ago
OTDR the best fit
upvoted 5 times
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Question #68 Topic 1

Which of the following can be used to centrally manage credentials for various types of administrative privileges on configured network devices?

A.SSO

B. TACACS+

C. Zero Trust

D. Separation of duties

E. Multifactor authentication

Suggested Answer: B

Community vote distribution
B (94%) 6%

© & JakeCharles [[FITIECLY 1 year, 11 months ago

B. TACACS+ (Terminal Access Controller Access Control System Plus) is the correct answer as it is used to centrally manage credentials for various
types of administrative privileges on configured network devices.

A. SSO (Single Sign-0n) is a method of access control that allows users to log in once and gain access to multiple systems without being prompted
to log in again.

C. Zero Trust is a security model that assumes that all network traffic is untrusted until proven otherwise.
D. Separation of duties is a security principle that ensures that no single individual has complete control over a critical process.

E. Multifactor authentication is a method of access control that requires users to provide two or more forms of authentication to access a system.
upvoted 24 times

© & RobJob 2 years, 9 months ago

Terminal Access Controller Access Control System (TACACS+) is often used in authenticating administrative access to routers and switches

upvoted 14 times

& & BigDazza_111 8 months ago

Selected Answer: B

TACACSH+ is Cisco's proprietry development, now an open standard used for remote authentication
upvoted 3 times

© & Unipod 2 years, 4 months ago
Selected Answer: B
TACACS+
upvoted 4 times

B & waqdhiyo 2 years, 10 months ago

TACACS+

upvoted 4 times

& & waqdhiyo 2 years, 10 months ago

TACACS+

upvoted 3 times
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Question #69 Topic 1

A network technician is installing new software on a Windows-based server in a different geographical location. Which of the following would be
BEST for the technician to use to perform this task?

A.RDP
B. SSH
C.FTP
D. DNS

Suggested Answer: A

Community vote distribution
A (95%) 5%

© & JakeCharles [T RECLY 1 year, 11 months ago
A. RDP (Remote Desktop Protocol) is the correct answer as it is best for a network technician to use to perform software installation on a Windows-
based server in a different geographical location.

B. SSH (Secure Shell) is a secure protocol used to manage network devices and is commonly used to log into a remote machine and execute
commands.

C. FTP (File Transfer Protocol) is a standard network protocol used to transfer files from one host to another over a TCP-based network.

D. DNS (Domain Name System) is a hierarchical decentralized naming system for computers, services, or other resources connected to the Internet or
a private network.
upvoted 11 times

& & waqdhiyo 2 years, 10 months ago

Remote Desktop Protocol is used to installed software while FTP is for file transfer
upvoted 8 times

E & famco [IEIERe) 1 year, 8 months ago
They really want you to know RDP is windows and otherwise SSH

upvoted 3 times

E & [Removed] 1 year, 11 months ago
The RDP (Remote Desktop Protocol) is the answer, it is de default method to connect remotely to a windows system.
upvoted 2 times

© & Unipod 2 years, 4 months ago
I thought it was SSH for sure because it was on a server!! But RDP makes sense too
upvoted 1 times

& & famco 1 year, 8 months ago
Nice to trap people who actually did some work. SSH is the choice. But don't miss Windows and that they want the option as RDP.
upvoted 2 times

B & daddylonglegs 8 months, 1 week ago
Not necessarily. SSH would probably work depending on the software, but most installers on Windows use a GUI Wizard to configure the
software, which would obviously require a GUI-based remote access protocol.
upvoted 1 times

& & BrandonB 2 years, 3 months ago
| think its RDP since its a Windows server, SSH would make sense for something Linux based.
upvoted 9 times
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Question #70 Topic 1

Branch users are experiencing issues with videoconferencing. Which of the following will the company MOST likely configure to improve
performance for these applications?

A. Link Aggregation Control Protocol
B. Dynamic routing

C. Quality of service

D. Network load balancer

E. Static IP addresses

Suggested Answer: C

Community vote distribution
C (100%)

© & RobJob 2 years, 3 months ago

Qualityof Service (QoS) can be configured for latency-sensitive applications, such as Voice over IP (VolP).
upvoted 8 times

& & Coolwolf [[TITETRL Y 8 months, 2 weeks ago
Answer is C.

To improve performance for videoconferencing applications for branch users, the company may consider configuring Quality of Service (QoS). QoS is
a set of techniques used to manage network resources and prioritize traffic to ensure that critical applications, like videoconferencing, receive the
necessary bandwidth and experience lower latency. By implementing QoS, the company can prioritize real-time traffic, such as video and voice, over
less time-sensitive data, leading to a better user experience in videoconferencing sessions.

upvoted 5 times

& & JakeCharles [EEate) 1 year, 5 months ago

thats easy - Q.0.S
upvoted 2 times

© & Unipod 1 year, 10 months ago

Selected Answer: C

QoS is used for VolP and other communication services to prioritize traffic!
upvoted 2 times

B & waqdhiyo 2 years, 4 months ago

Selected Answer: C

QoS is used to prioritize traffic.
upvoted 1 times


https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/Coolwolf/
https://www.examtopics.com/user/Coolwolf/
https://www.examtopics.com/user/Coolwolf/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/Unipod/
https://www.examtopics.com/user/Unipod/
https://www.examtopics.com/user/Unipod/
https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/waqdhiyo/
https://www.examtopics.com/user/waqdhiyo/

Question #71 Topic 1

A technician is assisting a user who cannot connect to a network resource. The technician first checks for a link light. According to
troubleshooting methodology, this is an example of:

A. using a bottom-to-top approach.
B. establishing a plan of action.
C. documenting a finding.

D. questioning the obvious.

Suggested Answer: D

Community vote distribution
D (57%) A (43%)

& & JAlexander35 2 years, 3 months ago
eh this a bad question
upvoted 46 times

& & Mar7yi6 1 year, 11 months ago
most annoying question in the universe.
upvoted 22 times

5 & veli_117 2 years, 3 months ago
Those questions aim to trick you - and to make you fail. It all about the money.
This stage may require significant research on your part. Vendor documentation, your organization's own documentation and a good old-fashioned
Google search may all be required to provide the basis for your theory.

Specific steps here may include:

Questioning the obvious

Considering multiple approaches, including top-to-bottom or bottom-to-top for layered technologies (such as networks)

One of the main issues that I've observed with newer troubleshooters is failing to question the obvious. In my classes, | rephrase this as “start simple
and work toward the complex.” Yes, | am aware that operating systems, networks and cloud deployments are all very complex. However, that does not
mean that your issue is complex.

I have found over the years that careful note-taking is important at this point. Your notes can include data copied from websites, web URLs,
suggestions from your team members, etc.
https://www.comptia.org/blog/troubleshooting-methodology

upvoted 22 times

E & tilaoxd123 2 months, 1 week ago

Isso claramente se enquadra na Camada 1 (Fisica) do modelo OSI — por isso a abordagem usada é de baixo para cima, como ensina a CompTIA
Network+.
upvoted 1 times

B & 630 6 months, 1 week ago

Selected Answer: A

Checking the link light is an example of using a bottom-to-top approach to troubleshoot network connectivity issues.

Why Not the Other Options?:
B. Establishing a plan of action:

A plan of action is created after identifying the probable cause of the issue, not during the initial troubleshooting steps.
C. Documenting a finding:
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Documenting findings occurs after identifying or resolving an issue to keep a record of the troubleshooting process.
D. Questioning the obvious:

Questioning the obvious involves asking the user basic questions, such as "Is the device powered on?" or "Is the cable plugged in?" Checking the link
light is a physical verification step, not a questioning step.

upvoted 2 times

B & Crashy 7 months, 4 weeks ago

In troubleshooting, a bottom-to-top approach (also known as the 0S| model bottom-up approach) involves starting with the physical layer and working
up through the layers to diagnose network issues. Checking for a link light is part of verifying the physical connection, which is at the bottom of the
0SI model (Layer 1). This approach ensures that basic physical connectivity is in place before moving on to higher-level network configurations or
settings.

upvoted 1 times

© & huradazimi 8 months, 1 week ago
D. questioning the obvious.
upvoted 2 times

B & iLikeBeagButt 1 year ago
| vote for D. Questioning the obvious. What the technician did is an example of questioning the obvious. Bottom-to-top is more generalized and not
specific enough.
upvoted 2 times

E & TheMichael 1 year ago
Bad question but let me break down my understanding. This isn't bottom to top because they don't reference how they are starting from the bottom of
the osi model, or anything to do with the physical layer. They just casually mention that they take a quick peek at an obvious thing (the link light) and
so apparently we are supposed to just know that it's question the obvious and not bottom-to-top. >.> my brain jumped at light = hardware = physical
layer, physical layer = base of osi model. Base of osi model must mean bottom to top! lol but logically the first step is to question the obvious and
then to do bottom to top, so it actually makes sense that D. is a better answer.
upvoted 6 times

& & daddylonglegs 10 months, 3 weeks ago
Came here to say this. Link light only confirms connectivity between the endpoint and the switch. All this does is quickly eliminate the theory of an
interface or cabling issue.
upvoted 1 times

B & freeman016 1 year ago

Selected Answer: D

The action described, where the technician first checks for a link light when troubleshooting a network connectivity issue, aligns with:
D. questioning the obvious.

In troubleshooting methodology, questioning the obvious involves starting with the most basic and straightforward steps to rule out simple causes of
the issue before proceeding to more complex troubleshooting steps. Checking for a link light is one of the fundamental steps in diagnosing network
connectivity problems, as it helps determine whether there is a physical connection between the device and the network.

upvoted 1 times

B & BigDazza_111 1 year, 1 month ago

someone at Examtopics is having a laugh me thinks
upvoted 5 times

© & 0b202d9 1 year, 3 months ago

bottom-to-top approach is troubleshooting methodology.
upvoted 2 times

E & WOW_ThatsCrazy 1 year, 4 months ago
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A. using a bottom-to-top approach.

Checking for a link light as a first step in troubleshooting a network connectivity issue is an example of using a bottom-to-top approach. This method
starts with the physical layer (Layer 1 of the 0SI model), ensuring that the basic physical connections are intact before moving on to higher-level
potential issues. It's a systematic way to diagnose and resolve network problems by first verifying the simplest, most fundamental connections and
configurations.

upvoted 3 times

E & smarvin 1 year, 4 months ago

Nothing is more bottom-to-top than starting with "questioning the obvious". Questioning the obvious is not a "troubleshooting methodology", but
rather just plain old common sense. The correct answer should be A. This is a greedy trick question, intended to help you fail the exam by one point,
and forcing you to pay to take it over again.

upvoted 2 times

B & RecoilRabid 1 year, 5 months ago
I think the bottom-to-top approach would be more systematic and tedious. If you were to start at the physical layer I'd think you'd start testing cables,
NIC loopbacks, CLI commands etc. Just looking at a link light I'd say is more along the lines of a simple “Is the light even on” approach, more
indicative of questioning the obvious to me. So I'd say D.
upvoted 3 times

B & Jay987654 1 year, 5 months ago

D. questioning the obvious

Checking for a link light at the start of connectivity troubleshooting is an example of questioning the obvious. Even basic or seemingly obvious issues
should be confirmed during structured troubleshooting.

A bottom-to-top approach refers to working through the 0S| model layers systematically. Establishing a plan of action and documenting findings
occur after initial troubleshooting steps.

Checking the link light status validity questions whether the physical connectivity is working. This counts as questioning obvious components that
could be assumed to be working or overlooked. Doing so methodically is important best practice when troubleshooting.
upvoted 3 times

B & amsterdam24 1 year, 6 months ago
Will go with D
GPT: In the context of troubleshooting methodology, when a technician first checks for a link light while assisting a user who cannot connect to a
network resource, this is an example of:

D. questioning the obvious.

Questioning the obvious refers to verifying the most basic elements of a problem before moving on to more complex diagnostics. In this case,
checking for a link light (which indicates whether a physical connection is present and active) is a fundamental step that addresses the most
straightforward potential cause of the connectivity issue. It's about ensuring that the simplest explanations are either confirmed or ruled out before
proceeding to more in-depth troubleshooting steps.

upvoted 2 times

E & StaylnUrLane 1 year, 6 months ago
A=D and D=A
You question the obvious by using the top to bottom approach by questioning the obvious using the top to bottom approach by questioning the
obvious using the top to bottom approach by questioning th.....etc.

The CompTIA troubleshooting methodology: https://www.comptia.org/blog/troubleshooting-methodology

1. Identify the problem.

2. Establish a theory of probable cause. Specific steps here may include:

- Questioning the obvious.

- Considering multiple approaches, including top-to-bottom or bottom-to-top for layered technologies (such as networks).
3. Test the theory to determine the cause.

4. Establish a plan of action to resolve the problem and implement the solution.
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5. Verify full system functionality, and, if applicable, implement preventive measures.
6. Document findings, actions and outcomes.
upvoted 4 times



Question #72 Topic 1

Which of the following transceiver types can support up to 40Gbps?

A. SFP+
B. QSFP+
C. QSFP
D. SFP

Suggested Answer: B

Community vote distribution
B (100%)

& & Pongsathorn 2 years, 5 months ago
SFP = 1Gbps
SFP+ =10 Gbps
QSFP = 4xSFP = 4 Ghps
QSFP+ = 4xSFP = 40 Gbps
upvoted 68 times

© & Spaghetti 2 years, 5 months ago
QSFP+ is an evolution of QSFP (quad small form-factor pluggable). QSFP can carry 4 channels simultaneously and each channel can handle 1 Gbit/s

data rate- hence the name Quad SFP. Unlike QSFP, QSFP+ supports 4x 10 Gbit/s channels. And the 4 channels can be combined into a single 40
Gigabit Ethernet link.
Its QSFP+

upvoted 13 times

& & ibn_e_nazir 7 months ago
FP = 1Gbps
SFP+ = 10 Gbps
QSFP = 4xSFP = 4 Gbps
QSFP+ = 4xSFP+ = 40 Gbps
upvoted 4 times

B & osmaster 8 months, 3 weeks ago
SPF+: SPF+ transceivers are physically smaller and are commonly used for 10 Gigabit Ethernet (10GbE) connections.
QSFP+: QSFP+ transceivers are larger than SPF+ transceivers and are designed for much higher data rates, such as 40GbE and 100GbE connections.
upvoted 1 times

B & CPJD 1 year, 1 month ago
Both QSFP and QSFP+ support 40Gbps
upvoted 1 times

E & JakeCharles 1 year, 5 months ago

QSFP+ (Quad Small Form-factor Pluggable Plus) is a type of transceiver that supports data transfer rates up to 40 Gbps. It is an upgraded version of
the original QSFP transceiver, which supports up to 4 Gbps.

SFP+ (Small Form-factor Pluggable Plus) is another type of transceiver that supports data transfer rates up to 10 Gbps. It is an upgraded version of
the original SFP transceiver, which supports up to 1 Gbps.

So, QSFP+ has higher data transfer capability compared to SFP+ and SFP.
upvoted 1 times

E & Rangel 2 years ago
actually QSFP IS 40GBPS AND QSFP+ IS 41.2 GBPS so technically the answer is QSFP
upvoted 5 times

© & famco 1 year, 2 months ago
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NOT correct. The answer is definitely QSFP+
upvoted 1 times

& & [Removed] 2 years, 3 months ago

Selected Answer: B

QSFP+ is 4 times SFTP+ which is 40Gbps
upvoted 4 times

&) & Domza 2 years, 6 months ago
QSFP (40 Gbps)
upvoted 1 times

O & Iltsjoshuaaa 2 years, 5 months ago
its QSFP+
upvoted 8 times
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Question #73 Topic 1

Which of the following TCP ports is used by the Windows OS for file sharing?

A. 53
B. 389
C. 445
D. 1433

Suggested Answer: C

Community vote distribution
)

& & Pongsathorn 2 years, 11 months ago
53 DNS
389 LDAP
445 SMB
1433 SQL
upvoted 36 times

& & waqdhiyo 2 years, 10 months ago

Server Message Block is used for file transfer over TCP port 445.
upvoted 8 times

E & osmaster [TELEaIe) 1 year, 2 months ago
Port 53 is associated with the Domain Name System (DNS). It is used for DNS queries and responses. DNS is a fundamental service on the internet
that translates human-readable domain names (e.g., example.com) into IP addresses and vice versa.
Port 389:

Port 389 is associated with the Lightweight Directory Access Protocol (LDAP). It is used for accessing and managing directory information, such as
user and group data, typically in directory services like Microsoft Active Directory, OpenLDAP, or Novell eDirectory.

Port 445 is used for the Server Message Block (SMB) protocol. SMB is a network file sharing protocol commonly used for accessing and sharing files,
printers, and other resources on a network. It's often associated with Windows file sharing.

Port 1443 is not associated with any well-known service. It is not assigned by the Internet Assigned Numbers Authority (IANA) as a standard port for
any specific protocol. The use of port 1443 can vary depending on local configurations and specific applications, but it's not associated with a widely
recognized service.

upvoted 5 times

© & mmmpeanutbuttercrunch 11 months ago
1433, not 1443, and it is used for SQL Servers, it is on the N10-008 objectives.
upvoted 2 times

B & badguytoo 1 year, 5 months ago
SMB=445!
upvoted 1 times
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Question #74 Topic 1

A network administrator redesigned the positioning of the APs to create adjacent areas of wireless coverage. After project validation, some users
still report poor connectivity when their devices maintain an association to a distanced AP. Which of the following should the network
administrator check FIRST?

A. Validate the roaming settings on the APs and WLAN clients
B. Verify that the AP antenna type is correct for the new layout
C. Check to see if MU-MIMO was properly activated on the APs

D. Deactivate the 2.4GHz band on the APS

Suggested Answer: A

Community vote distribution
INCIE) 6%

& & JakeCharles 2 years, 5 months ago
Roaming is the process of switching from one AP to another as the user moves around the network. If the roaming settings are not configured
correctly, the user may experience poor connectivity when the device maintains an association with a distant AP. Improper roaming settings can
result in slow speeds, dropped connections, and low signal strength.

Therefore, validating the roaming settings is the first step the network administrator should take when addressing the issue of poor connectivity. The
roaming settings need to be configured in a way that allows the device to seamlessly switch from one AP to another as the user moves around the
network. If the roaming settings are not configured properly, the network administrator should adjust them to ensure the best possible user
experience.

By validating the roaming settings first, the network administrator can eliminate the possibility of this being the root cause of the issue, and move on
to other potential causes if necessary.
upvoted 28 times

© & NBE 1 year ago
This would be true if option A only specified AP roaming settings. However, it clearly says CLIENTS, making A incorrect as an answer.
B is correct.
upvoted 1 times

B & ETQ 8 months, 4 weeks ago
This is literally why A is the answer. "some users" stay connected to the far APs "when their devices maintain an association to a distanced
AP"
This is literally what roaming is for, and you can change the aggressiveness of it on the client, so you have to check whether roaming isn't set
properly.
upvoted 1 times

© & AaronS1990 2 years, 11 months ago

It's not the best question in my opinion.

| would say the answer is A because if you read it carefully it states that 'some' users are having difficulties, not ‘all' users. This to me suggest that
(despite the redesign) some other users are fine and so it is more likely that there is an issue with their device than the antenna.
upvoted 8 times

© & NBE [ZEIE=E) 1 year ago

Surely the answer has to be B.
The questions specifically asks for the FIRST thing to check. While validating the roaming settings on the APs is easy and quick, | would say that
checking the roaming settings on client devices would be the LAST thing to check.
Therefore B must be the easiest, quickest, most efficient, and FIRST thing an admin would check.
upvoted 2 times
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© & ETQ 8 months, 4 weeks ago
"some users" stay connected to the far away APs, what does this have anything to do with antennas. Clearly it's a roaming issue.
upvoted 1 times

& & daddylonglegs 10 months, 3 weeks ago
Agree. Nothing else matters unless you verify antenna type first.
upvoted 1 times

E & [Removed] 2 years, 2 months ago
| just tried this on my router, you can decide which decible your going to be disconnected.
upvoted 2 times

E & veli_117 2 years, 3 months ago
A. Because it could be due to the WLAN clients
upvoted 1 times

B & PatrickH 2 years, 4 months ago
| think B is the best answer because they have repositioned APs and the connections for some, not all, users are poor. Must be directional antennas
pointing in the wrong or at least not best directions? Makes sense to me anyways
upvoted 3 times

© & Wizardov0z 1 year, 10 months ago
That's a good point, but if you think about the effort that you'd need to employ to determine if that would work? It would be a better first choice to
verify you've connected the roaming settings, and if they are not correct, you can adjust those before moving on to more high effort
troubleshooting options.
upvoted 3 times

E & Jibz18 3 years ago
would not be B?
upvoted 3 times

& & PoniiLover 2 years, 5 months ago
I would not say B because the scenario is say they re modeled, so seeing if the NEW antennas work does not apply
upvoted 1 times

B & mase23 3 years ago
If correct antennas are not being used couldn’t that also create an issue of staying connected. If a directional antenna was being used by an adjacent
ap, pointed in the direction of another ap with a Omni-directional antenna?
upvoted 1 times
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Question #75 Topic 1

Which of the following connector types would have the MOST flexibility?

A. SFP
B. BNC
C.LC

D. RJ45

Suggested Answer: A

Community vote distribution
A (83%) Other

B & plaino (TR D 3 years ago

The key here is CONNECTOR type. If they said cable thats a different story. But the other person is correct, an SFP can handle more than one type of
medium (copper/fiber).
upvoted 20 times

& & Pongsathorn 3 years, 5 months ago
How is SFP flexible than other connectors?
upvoted 9 times

& & whitefish 3 years, 5 months ago
SFP is a transceiver that allows for modular connection based on whatever is needed.
Example=Converting RJ45 to SC (copper to fiber), vice versa or some other combination needed.
upvoted 29 times

© & 11c1d80 [IEIZENEY 11 months, 1 week ago
RJ45 connectors are used for Ethernet networking and are highly versatile and flexible. They are commonly found in various networking
environments, support multiple types of Ethernet standards (such as Fast Ethernet, Gigabit Ethernet, and 10 Gigabit Ethernet), and can handle both
shielded and unshielded twisted pair cables. This makes them the most flexible choice compared to SFP, BNC, and LC connectors, which are more
specialized and have more limited use cases.
upvoted 1 times

B & TheMichael 1 year ago
This is actually a pretty straightforward question but confusing because of the word flexible. | think in most of our minds we are thinking about the
most pliable cable connector, when they really mean the cable connector that is the most versatile or adaptable. I'm really over here thinking how
much more flexible a plastic rj-45 connector is compared to other connector types xD
but yeah the answer is SFP because they are hot swappable and you can easily change the type of connection, like legos! :0
upvoted 4 times

B & _RedWork_ 1 year, 4 months ago
ChatGPT:
The correct answer is A. SFP (Small Form-factor Pluggable) connectors would have the most flexibility.

SFP connectors are used in networking equipment such as switches, routers, and network interface cards. They offer flexibility because they support
a variety of transceiver types, including Ethernet, Fibre Channel, and SONET/SDH, by simply swapping out the SFP module. This flexibility allows for
easy customization and adaptation to different network requirements without needing to replace the entire connector.

upvoted 1 times

B & smarvin 1 year, 4 months ago
An SFP is not a connector. It's a type of transceiver. Also, "flexibility" is quite vague. This is a question I'd skip and only come back to if | had time - |
don't want to waste a lot of time trying to decipher trick questions.
upvoted 1 times

© & EddieF 1 year, 10 months ago
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SFP are not connectors; SFP stands for small form-factor pluggable, also know as mini-gbic (gigabit interface converter). An SFP module is simply a
small modular transceiver that plugs into an SFP port on a network switch or server.
upvoted 3 times

B & minx98 2 years ago
CHATGPT ANSWER: The SFP transceiver module combines both a transmitter and a receiver into a single component. It is designed to be inserted
into a compatible port or socket, which contains the actual connector. The connector type associated with SFP modules can vary, such as LC (Lucent
Connector) for fiber optic cables or RJ45 (Registered Jack 45) for copper Ethernet cables.

In terms of the given options, if we focus solely on connector types, the LC connector would provide the most flexibility. LC connectors are widely
used in fiber optic networks and offer a compact form factor with excellent performance. They allow for easy and reliable connections between fiber
optic cables, offering flexibility in terms of deployment, upgrades, and maintenance of fiber optic infrastructure.

To clarify, the correct answer to the question "Which of the following connector types would have the MOST flexibility?" would be:

C.LC
upvoted 1 times

& & Lausell 1 year, 6 months ago
Forget about ChatGPT. | this case they are referring to most flexibility as in versatility. While SFP is not really a connector but a slot , it does offer
flexibility in terms of which medium you decide to use. The question is poorly redacted but the answer they are looking for appears to be SFP.
upvoted 2 times

B & famco 2 years, 2 months ago
Flexibility? The question creators hired by CompTIA are there for a reason.
upvoted 4 times

& & Molongo 2 years, 1 month ago
First they must hire competent ones.
upvoted 3 times

B & Peacges1 2 years, 3 months ago
My SFP is very rigid and made of aluminum housing with a pulling handle built right in.
upvoted 6 times

&) & swiggharo 2 years, 2 months ago
I think the questions means flexible as in logically. Not physically.
upvoted 5 times

E & JakeCharles 2 years, 5 months ago
SFP (Small Form-factor Pluggable) is a type of transceiver used for data communication. It is a compact and hot-swappable module that provides a
physical connection between a network device and a fiber optic cable. SFPs can support various data rates and distances, depending on the type of
SFP used.

An example of SFP use for a home user would be connecting a home network to a high-speed internet service provider. The SFP would be used to
connect the network switch to the fiber optic modem provided by the internet service provider, allowing the home network to access the internet at
high speeds. This setup would be particularly useful for homes with multiple devices that require a high-speed internet connection, such as gaming
consoles, smart TVs, and streaming devices.

upvoted 4 times

& & TomSawyer 2 years, 9 months ago
Coaxial cable type may have either: BNC or F-Type connectors;
UTP or STP cable types may have: RJ-11 or RJ-45 (8P8C) connectors;
Fiber Optic cable types may have: LC, ST, SC, MT-RJ connectors;

SFP is a transceiver tpye, a removable module that enables connectivity between a device and a cable.

I'm not convinced about the correct answer. It's an odd question.
upvoted 8 times
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Question #76 Topic 1

Which of the following ports is commonly used by VolP phones?

A.20
B. 143
C. 445
D. 5060

Suggested Answer: D

Community vote distribution
D (100%)

© & NetworkTester1235 [ UREZLY | year, 2 months ago
You can remember this by the "0" in VolIP.
The lowercase O represents the two zeroes in 5060.
upvoted 25 times

& & Pongsathorn 2 years, 2 months ago
20 FTP
143 IMAP
445 SMB
5060 SIP
upvoted 16 times

© & olikaS 6 months, 4 weeks ago
Port 5060 is commonly used for Session Initiation Protocol (SIP) traffic, which is a communications protocol used for signaling and controlling
multimedia communication sessions such as voice and video calls in Voice over Internet Protocol (VoIP) applications.
upvoted 2 times

B & Mehsotopes 7 months, 3 weeks ago
Session Initiation Protocol (SIP) is used on port 5060 & 5061 to initiate VoIP & video calls.
upvoted 1 times

B & osmaster 8 months, 3 weeks ago
Port 20 is typically associated with the File Transfer Protocol (FTP) data channel. FTP is used for transferring files between a client and a server. Port
20 is used for the actual data transfer in FTP, while Port 21 is used for the FTP control channel.

Port 143 is associated with the Internet Message Access Protocol (IMAP). IMAP is an email protocol used for retrieving email messages from a mail
server. Port 143 is the default port for non-secure IMAP connections.

Port 445 is used for the Server Message Block (SMB) protocol. SMB is a network file sharing protocol commonly associated with Windows file
sharing and printer sharing. It allows for the sharing of files, printers, and other resources on a network.
Port 5060:

Port 5060 is typically associated with the Session Initiation Protocol (SIP). SIP is a protocol used for initiating, maintaining, modifying, and
terminating real-time sessions, such as voice and video calls over IP networks. It is commonly used for Voice over IP (VolP) and other
communication services.

upvoted 6 times

E & StevenElev11n 1 year, 4 months ago
- Port 20 is used by the FTP (File Transfer Protocol) protocol for data transfers.
- Port 143 is used by the IMAP (Internet Message Access Protocol) protocol for retrieving email messages from a server.
- Port 445 is used by the SMB (Server Message Block) protocol for file and printer sharing in Microsoft Windows environments.
- Port 5060 is commonly used by the SIP (Session Initiation Protocol) for signalling and establishing voice and video calls over IP networks.
upvoted 6 times
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= & waqdhiyo 2 years, 4 months ago

Selected Answer: D

VolP uses UDP port 5060 unsecured and UDP port 5061 secured.
upvoted 7 times
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Question #77 Topic 1

A network engineer is investigating reports of poor network performance. Upon reviewing a report, the engineer finds that jitter at the office is
greater than 10ms on the only WAN connection available. Which of the following would be MOST affected by this statistic?

A. A VolP sales call with a customer
B. An in-office video call with a coworker
C. Routing table from the ISP

D. Firewall CPU processing time

Suggested Answer: A

Community vote distribution
A (100%)

& & RRabbit_111 2 years, 8 months ago
keyword WAN , since the voip call is with a customer, it is out of office using the WAN
upvoted 11 times

© & TheNoobie 2 years, 8 months ago
Both A and B will be affected. A is my choice since the question ask which will be 'MOST" affected.
upvoted 7 times

B & fufujenai 1 year, 1 month ago
Also, it would be affecting a call with a customer. In businesses, the “bottom line” is the most important.
upvoted 1 times

© & Mehsotopes [TELT1e) 1 year, 7 months ago
Voice over Internet Protocol (VolP) performance optimization can help a business improve the quality of its video and audio communications over the
Internet by decreasing the size of the broadcast domain through the creation of VLANs. Each VLAN can contain the VolIP devices for a single
department or business unit, and traffic is routed between the VLANs using layer 3 multilayer switches to increase the performance of the voice
communication systems.
upvoted 1 times

& & [Removed] 1 year, 6 months ago
you copy and paste from chatgpt without explaining anything AND most of your replies are wrong
upvoted 5 times

B & aeroangel1234 1 year, 8 months ago
so if its A what is the solution to this question?
upvoted 1 times

© & iLikeBeagButt 1 year ago
| think the solution would be to adjust the Quality of Service or QoS settings to prioritize VolP according to the Network+ textbook | have.
upvoted 1 times

E & Bucs 1 year, 11 months ago
Both A n B will be ffected
upvoted 1 times

B & JakeCharles 2 years, 4 months ago

Selected Answer: A

A. A VolP sales call with a customer would be MOST affected by the jitter of greater than 10ms on the only WAN connection available. Jitter, or
variation in delay, can negatively impact the quality of real-time communication services such as VolP.
upvoted 5 times

E & fouserd 2 years, 7 months ago

Selected Answer: A

| felt for this one and picked B. However, the correct answer is A)
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upvoted 4 times

& & alayeluwa 2 years, 11 months ago

Selected Answer: A

Ais the correct answer.
upvoted 2 times
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Question #78 Topic 1

A network technician needs to ensure outside users are unable to telnet into any of the servers at the datacenter. Which of the following ports
should be blocked when checking firewall configuration?

A.22
B. 23
C.80
D. 3389
E. 8080

Suggested Answer: B

Community vote distribution
B (100%)

& & StevenEleviin 1 year, 4 months ago

-A.22:SSH

-C. 80: HTTP

- D. 3389: RDP

- E. 8080: Alternative HTTP, often used as proxy port
upvoted 8 times

& & waqdhiyo 2 years, 4 months ago

Telnet uses UDP port 23.
upvoted 7 times

E & osmaster [TELERC) 8 months, 3 weeks ago
Port 22 is associated with the Secure Shell (SSH) protocol. SSH is a secure network protocol used for remote access and secure data
communication. It provides encrypted and authenticated access to network devices and servers.
Port 23:

Port 23 is associated with the Telnet protocol. Telnet is an older, unencrypted protocol used for remote terminal access and management of network
devices and servers. It is less secure than SSH.

Port 80 is the default port for the Hypertext Transfer Protocol (HTTP). It is used for unencrypted web traffic and is the standard port for web servers
to serve web pages to clients.

Port 3389 is associated with the Remote Desktop Protocol (RDP). RDP is a proprietary protocol developed by Microsoft and is used for remote
desktop and graphical user interface access to Windows-based computers.

Port 8080 is often used as an alternative HTTP port. It is commonly used for running web services or proxy servers that require a separate HTTP port,
typically to avoid conflicts with the standard HTTP port (Port 80).
upvoted 3 times

E & EngAbood 9 months, 3 weeks ago

Selected Answer: B

ok B, AND SSH ???? | CAN TEL FROM THERE BY THA WAYYYYYY
upvoted 1 times

E & Freddy_0034 1 year, 9 months ago
TCP 23
upvoted 2 times

B & marching 1 year, 9 months ago
Telnet uses TCP not UDP. And yes it's port 23.
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upvoted 2 times



Question #79 Topic 1

A technician is writing documentation regarding a company's server farm. The technician needs to confirm the server name for all Linux servers.
Which of the following commands should the technician run?

A. ipconfig
B. nslookup
C. arp

D. route

Suggested Answer: B

Community vote distribution
B (95%) 5%

© & sharribear ([TIITECLY 2 years, 10 months ago
nslookup (name server lookup) is a tool used to perform DNS lookups in Linux. It is used to display DNS details, such as the IP address of a particular
computer, the MX records for a domain, or the NS servers of a domain
upvoted 15 times

© & user82 1 year, 8 months ago
In certmaster lear is states "In a Windows environment, you can troubleshoot DNS name resolution with the nslookup command" Since the
question is asking about Linux, | would assume the answer is "dig"
upvoted 7 times

© & coliwood [[FIEEELY 2 years, 5 months ago
| thought you had to use "dig" for macOS and Linux devices.
upvoted 10 times

& & Orean 2 years, 2 months ago
When using the CLI on those OSs, yes. However, the technician in question isn't necessarily running those commands on Linux; all we definitively
know is that he's trying to verify the hostnames, which he can do remotely on another OS.
upvoted 3 times

B & user82 1 year, 8 months ago
The question states "The technician needs to confirm the server name for all Linux servers" it doesn't state anything about him remoting on
another 0S. So | agree the answer should be "dig"
upvoted 1 times

© & DrainedDays 1 year, 5 months ago
Just occurred to me that they're specifying that the technician needs to "confirm the server names for all Linux servers" - tricky phrasing
from the question, but it implies that the servers are running Linux, not necessarily that the technician is, so nslookup would be viable for
this question
upvoted 3 times

E & Chidazz 9 months, 2 weeks ago
To confirm the server name for Linux servers, the technician should run the following command:

B. nslookup

The "nslookup" command is used to query DNS (Domain Name System) servers to obtain information about domain names, including resolving
domain names to IP addresses and vice versa. By running "nslookup” with the server's IP address, the technician can retrieve the corresponding
hostname (server name) associated with that IP address from the DNS records. This command helps identify the server names in a Linux server farm
setup.

upvoted 1 times

& & EngAbood 1 year, 3 months ago

upvoted 4 times
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E & [Removed] 1 year, 8 months ago
DIG,NSLOOKUP, AND HOSTNAME are the possible answers.
upvoted 3 times

& & AntonioTech 2 years ago
The NSLOOKUP command does what the question is asking - searching for the name of the device/server.
upvoted 3 times

B & [Removed] 2 years, 1 month ago
This tripped me up because to me a computer name is its hostname not its FQDN name as you would get when you use nslookup against a machine.
CompTIA...
upvoted 2 times

B & icyfrosty77 2 years, 8 months ago
Nslookup (stands for “Name Server Lookup”) is a useful command for getting information from the DNS server. It is a network administration tool for
querying the Domain Name System (DNS) to obtain domain name or IP address mapping or any other specific DNS record. It is also used to
troubleshoot DNS-related problems.
upvoted 1 times

B & waqdhiyo 2 years, 10 months ago
Address Resolution Translation resolves IP address to name.
upvoted 1 times

& & InnoVader 1 year, 10 months ago
DNS (Domain Name Service) resolves IP address to name.
ARP (Address Resolution Protocol) resolves physical (MAC) address to IP address.
Address Resolution Translation is not a thing.
upvoted 1 times

& & icyfrosty77 2 years, 8 months ago
DNS do that, not ARP
The Address Resolution Protocol (ARP) - associates the 2 numeric addresses in the network => Mac + IP
Of course, this is not the right answer!
upvoted 1 times

& & banditring 2 years, 9 months ago
what does that have to do with anything?
upvoted 7 times

& & Lu5ck 2 years, 9 months ago
ARP resolve mac address to IP address.
RARP does the reverse.
upvoted 2 times
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Question #80 Topic 1

A technician is connecting multiple switches to create a large network for a new office. The switches are unmanaged Layer 2 switches with
multiple connections between each pair. The network is experiencing an extreme amount of latency. Which of the following is MOST likely
occurring?

A. Ethernet collisions
B. A DDoS attack
C. A broadcast storm

D. Routing loops

Suggested Answer: C

Community vote distribution
)

© & RobJob 3 years, 3 months ago

broadcast storm Traffic that is

recirculated and amplified by loops in

a switching topology, causing network

slowdowns and crashing switches.
upvoted 19 times

© & waqdhiyo 3 years, 4 months ago

Broadcast storm as the switches are unmanaged.
upvoted 11 times

© & iLikeBeagButt [TELeae) 1 year ago

A broadcast storm is an abnormally high number of broadcast packets within a short period of time. They can overwhelm switches and endpoints as
they struggle to keep up with processing the flood of packets. When this happens, network performance degrades.
upvoted 2 times

B & MikeGeo 1 year, 1 month ago
| thought the answer was [D] Routing Loops; until | did a bit more research. My understanding now is that due to it being an unmanaged switch, there
would be routing loops, but those routing loops would cause [C] Broadcase Storms, and the Broadcast Storms are the reason for the latency.

This is sort of an Event One causes Event Two which causes Event Three situation where the question is specifically asking for what caused Event
Three....

| now understand that [C] is the correct answer.
upvoted 4 times

E & Mehsotopes 1 year, 7 months ago
If you have redundant links set up, it is important to utilize STP to prevent loops within the network. If a loop occurs, the performance of the entire
network can be degraded due to broadcast storms.
upvoted 3 times

B & jeanj 1 year, 8 months ago
the trick is that they are talking about Switches not routers, the test loves to play very simple tricks so you pick the wrong answer
upvoted 3 times

E & osmaster 1 year, 8 months ago
In a network with unmanaged Layer 2 switches and multiple connections between each pair of switches, extreme latency can be attributed to a
phenomenon known as broadcast storms or network loops.
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Broadcast Storms: In an Ethernet network, broadcasts are used for various purposes, including address resolution (ARP) and DHCP requests. When a
broadcast frame is sent by one device, it is typically received and processed by all devices within the broadcast domain (a LAN segment).
Unmanaged switches do not have the capability to control or limit broadcast traffic.

Use Managed Switches: Consider replacing unmanaged switches with managed switches. Managed switches provide greater control and monitoring
capabilities, allowing you to proactively address issues like loops and excessive broadcast traffic.
upvoted 2 times
B & aeroangel1234 1 year, 8 months ago
what is the solution to broadcast storms?
upvoted 1 times

& & volc7 1 year, 8 months ago
making sure STP is activated in a managed switch
upvoted 2 times
B & famco 2 years, 2 months ago
oops the trick was in the wording that | missed. It said routing loops and it tricked me because | saw the switching loop, which causes broadcast
loops. The answer did not say "switching loop" but "routing loops". These are trick questions to test your eye sight

upvoted 6 times

E & JakeCharles 2 years, 4 months ago

Selected Answer: C

C. A broadcast storm is most likely occurring.
upvoted 4 times
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Question #81 Topic 1

A store owner would like to have secure wireless access available for both business equipment and patron use. Which of the following features
should be configured to allow different wireless access through the same equipment?

A.MIMO
B. TKIP
C.LTE
D. SSID

Suggested Answer: D

Community vote distribution
D (100%)

E & swiggharo ([[TITRRZLY 1 year, 2 months ago

The feature that should be configured to allow different wireless access through the same equipment is SSID (Service Set Identifier). SSID is a unique
identifier that allows wireless devices to connect to a wireless network. By configuring multiple SSIDs, the store owner can provide separate wireless
access for business equipment and patron use, while using the same wireless access points

upvoted 14 times

© & waqdhiyo 2 years, 4 months ago

Service set Identifier will avail the availability of the AP
upvoted 6 times

B & osmaster [TELTaIe) 8 months, 3 weeks ago
To provide secure wireless access for both business equipment and patron use through the same wireless equipment, you should configure Virtual
LANs (VLANSs) and Wireless SSIDs (Service Set Identifiers) with appropriate security settings.
upvoted 1 times
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Question #82 Topic 1

Which of the following systems would MOST likely be found in a screened subnet?

A. RADIUS
B. FTP
C.sQL

D. LDAP

Suggested Answer: B

Community vote distribution
B (71%) A (29%)

& & Pongsathorn 3 years, 5 months ago
Use a screened subnet - previously known as a demilitarized zone (DMZ) - for all publicly viewable servers, including web servers, FTP servers, and
email relay servers. A screened subnet is a version of the DMZ that is created with two firewalls (each of the routers are operating as a firewall) and
the DMZ (also called the perimeter between them)
upvoted 34 times

B & 1stAid 2 years, 2 months ago
B. Anyone who keeps saying another answer other than FTP. Go back to question#43. The PBQ for screened subnets...
upvoted 22 times

& & veggietron9000 10 months, 2 weeks ago
RADIUS is important to protect. You don't want outside access to that.
upvoted 1 times

O & BigDazza_111 1 year, 1 month ago
Most likely because there is a web server within the DMZ offering services requiring FTP
upvoted 1 times

B & stanislaus450 1 year, 2 months ago
A screened subnet, also known as a DMZ (Demilitarized Zone), is a network segment that sits between an organization's internal network and an
external network, such as the internet. The purpose of a screened subnet is to host services that need to be accessible from both the internal network
and the external network while providing an additional layer of security.

Among the options provided, the system that would MOST likely be found in a screened subnet is:
B. FTP (File Transfer Protocol)

FTP servers are often placed in a DMZ to allow external users to access files while segregating them from the internal network. This arrangement
helps mitigate security risks associated with exposing file-sharing services to external users. Therefore, FTP is the most likely system to be found in
a screened subnet.

upvoted 3 times

E & Danirenee 1 year, 3 months ago
| see where the confusion might be. While B. FTP (File Transfer Protocol) could be found in a DMZ or screened subnet, it's not the most likely service
to be found there.

FTP is often used for transferring files between systems, and it's sometimes placed in a DMZ to allow external users to upload or download files
without directly accessing the internal network. However, due to its security vulnerabilities (FTP sends credentials in plain text), it's not the preferred
choice for secure file transfer over the internet.
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In a typical secure setup, FTP would be replaced with a more secure protocol like SFTP (SSH File Transfer Protocol) or FTPS (FTP over SSL/TLS).

In the context of a screened subnet, services like RADIUS (A) are more likely to be found because they're used for authentication, which is often
needed to control access to resources inside the internal network from external users.
upvoted 3 times

& & jere 10 months, 2 weeks ago
By far, this is the BEST explanation. Thank You Danirenee. | share the same thought process and selected RADIUS for authentication purposes.
However, | understand why an FTP server was selected. These types of questions should be for beginning Network Engineers however, these types
of multiple choice answers are causing confusion. In a real network design both of those answers are correct.
upvoted 1 times

B & Dean1065 1 year, 5 months ago
Yes question 43 give you the answer.
upvoted 2 times

B & Jay987654 1 year, 5 months ago
The answer is B - FTP!
A screened subnet is a network architecture that provides an additional layer of security by placing a firewall between the internal network and the
external network.
FTP (File Transfer Protocol) is a service that is commonly used for transferring files between computers on a network, but it is considered a less
secure protocol because it transmits data in clear text and can be vulnerable to attacks.
Therefore, it is often placed in a screened subnet to provide additional security and protect the internal network from potential attacks.
A - RADIUS (Remote Authentication Dial-In User Service) is a centralized authentication protocol used for authenticating users who connect to a
network remotely.
upvoted 2 times

B & Paula77 1 year, 6 months ago
FTP is an user-oriented protocol, meaning that it requires authentication and authorization. This makes it a potential target for attackers.
In the context of a screened subnet, placing an FTP server in the DMZ (demilitarized zone) would expose it to the public internet. This could allow
attackers to gain unauthorized access to the FTP server. Why would you want to do that?
upvoted 1 times

B & Mehsotopes 1 year, 7 months ago
Screened Subnet will often have your port 80 (HTTP) & port 443 (HTTPS) utilized for public web server access as well as port 20 & 21 for the FTP
server utilizing TCP data transfer.
upvoted 1 times

B & GL1494 1 year, 9 months ago
A screened subnet, also known as a DMZ (Demilitarized Zone), is a physical or logical subnetwork that contains and exposes an organization’s
external-facing services to an untrusted network, usually the Internet. The following systems are most likely to be found in a screened subnet: FTP
servers: If an organization needs to share files with external entities, they might place their FTP server in the DMZ.
upvoted 1 times

© & comeragh 1 year, 9 months ago

Selected Answer: B

Going with B for this one

DMZ - a permiter network that protects an organisations internal local area network from untrusted traffic. Typically this is a subnet where you will
place all your public facing servers eg: email server, web server and file server.
upvoted 1 times

© & Nisita 1 year, 9 months ago

Selected Answer: B

The other systems (RADIUS, SQL, LDAP) typically contain more sensitive data and are usually kept on the internal network, behind the firewall.
upvoted 1 times

E & JFTech 1 year, 9 months ago
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A screened subnet is a network architecture that uses one or more logical screening routers as a firewall to define three separate subnets: an external
router, a perimeter network, and an internal router *. The perimeter network, also known as a demilitarized zone (DMZ), is intended for hosting servers
that are accessible from or have access to both the internal and external networks .

In this context, the system that is most likely to be found in a screened subnet is **FTP** (File Transfer Protocol) 2. FTP is used for transferring files
between computers on a network and is often used to transfer files between the Internet and a DMZ server 2.

The other systems listed in the question, RADIUS (Remote Authentication Dial-In User Service), SQL (Structured Query Language), and LDAP
(Lightweight Directory Access Protocol), are not typically found in a DMZ 3.
upvoted 2 times

B & scarceanimal 1 year, 10 months ago
why would u have ftp in a dmz you want outside people to access it. The answer is A radius
upvoted 1 times

B & a792193 1 year, 10 months ago

Itis B. FTP server.

It is not RADIUS. AAA server—the authentication server, positioned within the local network. There are two main types of AAA server: RADIUS and
TACACS+.
upvoted 1 times

B & wefomo 1 year, 10 months ago

Selected Answer: B

The answer is B
upvoted 1 times
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Question #83 Topic 1

Which of the following would need to be configured to ensure a device with a specific MAC address is always assigned the same IP address from
DHCP?

A. Scope options

B. Reservation

C. Dynamic assignment
D. Exclusion

E. Static assignment

Suggested Answer: B

Community vote distribution
B (93%) 7%

& & waqdhiyo 3 years, 4 months ago

IP reservation assigns the same IP upon requesting IP renewal by a client.
upvoted 11 times

& & Pongsathorn 3 years, 5 months ago
Perhaps you have noticed that DHCP dynamically assigns IP addresses and subnet masks to clients, but they need more IP addressing information
than
that in order to communicate properly on the network. For example, clients need DNS server addresses, they need a default gateway assigned, and
they might even need the IP addresses associated with other key services, such as NTP and TFTP servers on the network. Your DHCP server can
provide
all this required IP addressing information. You enable this as part of the scope options you can configure on the DHCP server. The scope is the
addresses that your DHCP server will lease out to clients. The scope options include the additional address information that must be distributed and
can also include settings such as the lease time.

upvoted 10 times

B & JJay99 [IEIETE) 4 months, 2 weeks ago
Static IP without reservation could have IP conflicts, the best way is to either have the IP outside of the DHCP scope and static it or you do a IP
reservation with MAC address
upvoted 2 times

E & Mehsotopes 1 year, 7 months ago
DHCP reservations allow the DHCP server to pre-set an IP address to a specific client based on its MAC address. This ensures that the client will
always get the same IP address from the DHCP server when it connects to the network. DHCP reservations are usually used with servers or printers
on your internal network and are rarely used with end-user devices.
upvoted 4 times

B & volc7 1 year, 8 months ago
E is incorrect because the IP is not dynamically assigned as in DHCP
upvoted 1 times

E & comeragh 1 year, 9 months ago

B - correct
upvoted 2 times

E & TheFivePips 1 year, 10 months ago

Selected Answer: B

Im assuming you cannot statically assign an IP using DHCP which uses dyanamic assignment. IP reservation makes much more sense to me
upvoted 2 times

& & paobro 1 year, 10 months ago
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It is a Reservation, we do it all the time at work with printers :)
upvoted 1 times

E & AlbanAlla 2 years ago

It's E
In DHCP Server when you do a reservation, you don't write down the IP Address but if you want to assign an IP to a device you must write the MAC
Address.

upvoted 1 times

B & MammoiKing 2 years, 2 months ago

Selected Answer: E

I believe the answer is static assignment thou (B. reservation) is also correct but since they didn't specify properly which reservation such as address
reservation. Therefore | would choose E.
upvoted 1 times

& & daddylonglegs 10 months, 3 weeks ago
No. Static assignment is set on the client. The question states that you want to make sure that it keeps getting the same address from DHCP.
Reservation is the correct answer, static assignment is not correct
upvoted 1 times

B & JakeCharles 2 years, 4 months ago

Easyitis B
upvoted 2 times

E & Orean 2 years, 8 months ago
Scope options aren't used to configure CLIENT IPs.
Dynamic assignment doesn't guarantee the same particular IP address.

Exclusion is used to reserve a pool of statically assignable IPs, which are OUTSIDE of the DHCP scope.

Therefore, DHCP reservation is the only logical answer.
upvoted 5 times
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Question #84 Topic 1

Access to a datacenter should be individually recorded by a card reader even when multiple employees enter the facility at the same time. Which
of the following allows the enforcement of this policy?

A. Motion detection
B. Access control vestibules
C. Smart lockers

D. Cameras

Suggested Answer: B

Community vote distribution
B (89%) 1%

E & Namor2025 2 years, 9 months ago
The devil is in the details, the question is essentially asking, why would it be possible for an individual to use a card reader, that would be a access
control vestibule or mantrap. An individual would typically utilize a card reader if you want to access a particular room via a mantrap.
upvoted 14 times

© & JAlexander35 [IELTEa1e) 1 year, 9 months ago
This was a throwaway. Cameras dont even make use of a card reader
upvoted 3 times

E & StellarSteve 1 year, 9 months ago
Access control vestibules can ensure that each individual's entry into the datacenter is separately recorded by a card reader, even when multiple
employees enter the facility at the same time. Access control vestibules are small rooms with two doors that require authorized individuals to present
their access cards to enter or exit. The vestibules ensure that only authorized individuals enter the datacenter, and their entry is individually recorded
by the card reader. Once the first door is closed, the employee must present their card again to enter the second door. This double-entry system
ensures that access to the datacenter is controlled and recorded accurately.
upvoted 4 times

E & DistractiblePirate 1 year, 11 months ago
This is very clearly B, a vestibule throttles a group so one can enter at a time, in this case requiring a card reader swipe between each person's
access.
It is not D. Cameras documenting who is entering would require analytics, which are fallible, and while you may have footage recorded for later review,
this question specifically says the record is created by a card reader.
upvoted 3 times

E & MacheenZero 1 year, 11 months ago
Also a smart locker is where you could store your cell phone or other personal items in a secure facility that doesn't allow external electronic devices
upvoted 2 times

© & MacheenZero 1 year, 11 months ago
Card readers record who swipes their badge using an access control system. Each badge is assigned to an individual in said system. An access
control vestibule would enforce each person having to swipe their card. Camera would not enforce badge swiping it just passively records
upvoted 1 times

B & MPC80 2 years ago

Cameras are the only device that allows to record
upvoted 1 times

& & WOW_ThatsCrazy 10 months, 2 weeks ago
| hope this is satire.
upvoted 2 times

B & Nat2down 2 years, 1 month ago

Selected Answer: B
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While this question should be worded a little differently Access Control vestibules would be the best answer:

As it relates to security, vestibules are often paired with a check-in window and used to ensure individuals have the proper credentials or identification
before they pass on to the next area.

upvoted 1 times
E & waqdhiyo 2 years, 10 months ago

| would say smart locker while access control vestibules is a new name for mantrap
upvoted 1 times

& & RobJob 2 years, 9 months ago

Smart Locker can't be the answer. A smart locker is a cabinet that supports unlocking via a smart card/badge or biometric. The question is asking
about staff members enter a facility not a locker or cabinet.
upvoted 11 times
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Question #85 Topic 1

A workstation is configured with the following network details:

IP address Subnet mask Default gateway
10.1.2.23 10.1.2.0/27 10.1.2.1

Software on the workstation needs to send a query to the local subnet broadcast address. To which of the following addresses should the

software be configured to send the query?

A.10.1.2.0
B.10.1.2.1
C.10.1.2.23
D. 10.1.2.255
E.10.1.2.31

Suggested Answer: £

Community vote distribution
E (98%)

O & LuSck [[TITEEZIT) 2 years, 3 months ago

CIDR27is 1111 1111.1111 1111.1111 1111.1110 0000
215 = 32 hosts per subnet
1st address is network address, last address is broadcast address
The user address is 10.1.2.23 which means he reside in the network of 10.1.2.0 to 10.1.2.31
10.1.2.31 is the last address in that network thus the broadcast address
upvoted 55 times

© & ExamTopicsDiscussor ([T ARGLY | year, 9 months ago
Easier to use sunny's method,
1248163264128 256
256 1286432168421
24252627 2829 30 31
upvoted 13 times

& & MacheenZero 1 year, 5 months ago
For those that don't know what this is
https://www.youtube.com/watch?v=ecCuyq-Wprc&ab_channel=SunnyClassroom
upvoted 18 times

B & user82 1 year, 2 months ago
Thanks for the link. Can someone explain how the first subnet is 10.1.2.0 - 10.1.2.31 if the default gateway is 10.1.2.1? Is that an error? | feel
like the default gateway should be 10.1.2.0
upvoted 2 times

& & famco 1 year, 2 months ago
You should do the subnetting chapters properly. 10.1.2.0 is the network Id. That is not an assignable IP address. Default gateway is an IP
address in the same network and it cannot be the network Id.
upvoted 3 times

E & LiamAzure 10 months ago
/27 is 255.255.255.224
256-224=32
The subnets go up by 32
10.1.2.0-10.1.2.31 is the first subnet, the first and last addresses are unusable and reserved for broadcast address
upvoted 12 times

E & famco 1 year, 2 months ago
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Don't make it complex. The first 3 bits of the last octet is used for the subnet leaving 5 bits for the host portion. So it could be from 0-31, 32-63, 64-
95, etc 23 = 8 subnets like that. Luckily only have to look at the first. and last in that range (31) is the broadcast (first is the network id).
upvoted 3 times

B & $8766 2 years, 2 months ago
10.1.2.31 is the last address in that network
upvoted 3 times

E & IAmTheSenate6699 2 years, 3 months ago
Voting E
.31 would be broadcast address of the subnet
upvoted 2 times

& & waqdhiyo 2 years, 4 months ago
It should send to the default gateway IP.
upvoted 1 times

& & RobJob 2 years, 3 months ago
The question is asking the IP for a broadcast address not a default gateway. A broadcast address and default gateway are not the same thing.

upvoted 7 times

B & ebtesam 2 years, 5 months ago
can someone explain why E, plz
upvoted 3 times

&) & Pongsathorn 2 years, 5 months ago
/27 have 32 addresses per subnet
1st subnet start with 10.1.2.0- 10.1.2.31
2nd subnet start with 10.1.2.32-10.1.2.63
3rd subnet start with 10.1.2.64 - 10.1.2.95
And so on.

IP address 10.1.2.23 is in the 1st subnet. So, broadcast address is 10.1.2.31
upvoted 26 times

B & user82 1 year, 2 months ago
How is the first subnet 10.1.2.0 - 10.1.2.31 if the default gateway is 10.1.2.1 ?
upvoted 2 times

& & TheFivePips 10 months, 2 weeks ago
If I understand this correctly, the x.x.x.0 is the network id for this first subnet (the one that the workstation is on), and is not used for hosts.
The x.x.x.31 is the broadcast id; also not used for hosts. The default gateway is often, but does NOT have to be, the first AVAILABLE host of
the subnet (which in this case is x.x.x.1)
upvoted 1 times

B & I3fty 2 years, 4 months ago
Thanks for this explanation, | was confused as well.
upvoted 5 times
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Question #86 Topic 1

After the A record of a public website was updated, some visitors were unable to access the website. Which of the following should be adjusted to
address the issue?

A TTL
B. MX
C.TXT
D. SOA

Suggested Answer: A

Community vote distribution
A (100%)

© & Pongsathorn 2 years, 11 months ago
When a client gets a DNS reply from a query, it will store it locally (cached) for a period
of time to reduce the number of lookups on the DNS servers. In each DNS reply there is a
field called TTL, or time to live. This instructs the client how long to store the replay before
requesting again. This allows us to reduce the network workload and keep the DNS data
fresh on the client. All devices use a cache system that stores the requests locally for a period
of time and the time to live (TTL) value tells the client how long that should be.
upvoted 42 times

© & JakeCharles [TTIRTL® 1 year, 11 months ago
TTL (Time to Live) should be adjusted to address the issue. The TTL determines the amount of time a record remains cached on a DNS server before
it is considered expired and must be retrieved again. If the TTL is set too low, it can result in visitors being unable to access the website because they
are accessing a cached, outdated version of the DNS record.
upvoted 14 times

© & TheMichael 6 months, 3 weeks ago
Fun fact to make this question confusing. The SOA has a serial number that sometimes needs to be manually updated so the devices that are
accessing it know that they need to update their cache. So if you reduce your TTL, the cache will take less time to be updated, but updating the serial
number will instantly tell the devices trying to access it that their cache data needs to be updated.
Even though this may be the case, the answer is still A. TTL but hey, the more you know.
upvoted 2 times

E & Mehsotopes 1 year, 1 month ago
TTL determines the amount of time a record remains cached on a DNS server. The user could be trying to access the old cache data that no longer
leads to the correct location.
upvoted 4 times
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Question #87 Topic 1

A network administrator is installing a wireless network at a client's office. Which of the following IEEE 802.11 standards would be BEST to use for
multiple simultaneous client access?

A. CDMA

B. CSMA/CD
C. CSMA/CA
D. GSM

Suggested Answer: A

Community vote distribution
C (86%) 14%

© & Brianhealey136 2 years, 11 months ago
Answer is CSMA/CA
upvoted 32 times

B & dedeoteg 2 years, 11 months ago
CDMA (Code Division Multiple Access)
upvoted 1 times

E & hardwiredman 2 years, 10 months ago
CDMA Is used with cellular networks not 802.11 like the question asked.
upvoted 28 times

B & [Removed] FIRACL D) 2 years, 9 months ago
Selected Answer: C

CSMA/CA
upvoted 14 times

B & KRS1304 (RIS 4 months, T week ago
0 CSMA/CA é na verdade um protocolo de rede que evita colisdes de pacotes em sistemas sem fio. Ele é usado em redes Ethernet e 802.11 (Wi-Fi),
portanto, a resposta correcta para essa questdo é a linha C.

CSMA/CA is actually a network protocol that prevents packet collisions in wireless systems. It is used on Ethernet and 802.11 (Wi-Fi) networks, so
the correct answer to this question is the C line.
upvoted 1 times

B & TheMichael 6 months, 3 weeks ago
CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) is the protocol used in the IEEE 802.11 standard for wireless networks. It allows
multiple devices to share the same wireless medium by listening before transmitting to avoid collisions.

Here's why the other options are incorrect:

CDMA (Code Division Multiple Access): While used in some cellular networks, it's not part of the 802.11 standard for Wi-Fi.
CSMA/CD (Carrier Sense Multiple Access with Collision Detection): Used in Ethernet networks, but not suitable for wireless due to the hidden node
problem (where a node cannot detect collisions from other nodes).
GSM (Global System for Mobile communications): A standard for mobile cellular networks, not Wi-Fi.
upvoted 4 times

B & stanislaus450 8 months, 2 weeks ago

Selected Answer: C

Since the question is about IEEE 802.11 standards for wireless networks, the closest relevant option is C. CSMA/CA, as it is a protocol used in IEEE
802.11 wireless networks to manage how devices share the airwaves. However, for the specific feature of handling multiple simultaneous client
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access, the latest IEEE 802.11 standards like 802.11ac (Wi-Fi 5) or 802.11ax (Wi-Fi 6), which include MU-MIMO capabilities, would be the best choice.
These standards are designed to handle high-density environments and provide better performance for multiple devices connected at the same time.
upvoted 2 times

B & Devinson 11 months ago

Selected Answer: C

CSMA/CA
CDMA is not an 802.11 Wireless Standard.

is there a way to report the circled answer wrong?
upvoted 1 times

E & loma33 1 year, 1 month ago

Selected Answer: C

Answer is CSMA/CA
upvoted 2 times

E & BMNeR 1 year, 1 month ago
Answer is CSMA/CA
upvoted 2 times

E & Mehsotopes 1 year, 1 month ago
Code Division Multiple Access (CDMA) encrypts data with a key & then transfers the encrypted data simultaneously with other data from other client
sources, it was published in IEEE's Transactions on Vehicular Technology Volume 40: Issue: 2, May 1999.
(https://ieeexplore.ieee.org/document/289410)

CSMA/CA is meant to avoid simultaneous transmissions of wireless devices by using a Clear Channel Assessment (CCA) encoded system. Without
CCA, clients would conflict without the CDMA encoding technology.

CSMA/CD is a wired MAC technology that listens to a cable using a Request To Send (RTS) protocol & will send it's data if receiving the Clear To Send
(CTS), if it doesn't receive CTS, it will use a back-off timer & then try again.
upvoted 3 times

B & phoenix98 1 year, 1 month ago

Selected Answer: C

A wireless radio transmitting and receiving within a particular range of frequencies
with the same modulation scheme is a half-duplex shared access medium
(a physical bus). 802.11 uses Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA) to cope with contention.

upvoted 1 times

B & wefomo 1 year, 4 months ago
A. CDMA (Code Division Multiple Access) is a cellular network technology, not related to IEEE 802.11 Wi-Fi.

B. CSMA/CD (Carrier Sense Multiple Access with Collision Detection) is used in wired Ethernet networks, not in Wi-Fi networks.
D. GSM (Global System for

The correct answer is —->CSMA/CA
CSMA/CA is the protocol helps avoid collisions that can occur when multiple devices attempt to transmit data simultaneously. CSMA/CA listens for a
clear channel before transmitting data and uses mechanisms to reduce the likelihood of collisions.

upvoted 4 times

© & RubberCowboy 1 year, 4 months ago
The correct answer for the given question is:

C. CSMA/CA

CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) is the protocol used in IEEE 802.11 wireless networks to manage access to the
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network medium. It ensures that multiple devices can access the network simultaneously without colliding with each other.

CDMA (Code Division Multiple Access), CSMA/CD (Carrier Sense Multiple Access with Collision Detection), and GSM (Global System for Mobile
Communications) are not |EEE 802.11 standards related to wireless local area networks (WLANS).
upvoted 2 times
B & Juliana1017 1 year, 4 months ago
CA since it is wireless
upvoted 1 times

B & Zemuran 1 year, 8 months ago
The devil inside this question is multiple simultaneous access, COMA, CSMA/CA and CSMA/CD are all example of multiple access but CDMA not a
802.11 standard. CDMA uses several transmitters to send information simultaneously over a single communication channel. On the other hand
remember CSMA/CA and CSMA/CD are only network protocol for transmission use in wireless and wired respectively to ensure multiple
simultaneous (CSMA/CA).
The question is talking about wireless network, and only options are GSM/CDMA.
Hence CDMA is the best option for multiple simultaneous.
Answer A right
upvoted 3 times

& & I_Know_Everything_KY 1 year, 2 months ago
This is incorrect. Your explanation is incoherent and self contradicting. The question specifically asks about IEEE 802.11, which rules out cellular
techniques of channel division.
The correct answer is C.
upvoted 2 times

B & Gustitute 1 year, 9 months ago
Based on the comments there seems to be overwhelming agreement that C is the correct answer. And the explanation seems logical. In cases like
this does the community vote trump the default answer?
upvoted 5 times

& & NetworkTester1235 1 year, 8 months ago
The discussion areas usually have trusted and verified input from people of all types, including experienced network engineers. I'd listen to them
any day over the answers given.
upvoted 6 times

5 & [Removed] 1 year, 9 months ago
CSMA/CA
upvoted 2 times

B & veli_117 1 year, 9 months ago
CDMA (Code Division Multiple Access) and GSM (Global System for Mobile Communications) are cellular network standards and are not used in
wireless local area networks (WLANS)
upvoted 1 times
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Question #88 Topic 1

A technician is installing multiple UPS units in a major retail store. The technician is required to keep track of all changes to new and old
equipment. Which of the following will allow the technician to record these changes?

A. Asset tags
B. A smart locker
C. An access control vestibule

D. A camera

Suggested Answer: A

Community vote distribution
A (100%)

E & TheMichael 6 months, 3 weeks ago
CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) is the protocol used in the IEEE 802.11 standard for wireless networks. It allows
multiple devices to share the same wireless medium by listening before transmitting to avoid collisions.

Here's why the other options are incorrect:

CDMA (Code Division Multiple Access): While used in some cellular networks, it's not part of the 802.11 standard for Wi-Fi.
CSMA/CD (Carrier Sense Multiple Access with Collision Detection): Used in Ethernet networks, but not suitable for wireless due to the hidden node
problem (where a node cannot detect collisions from other nodes).
GSM (Global System for Mobile communications): A standard for mobile cellular networks, not Wi-Fi.
upvoted 1 times

© & BigDazza_111 7 months, 4 weeks ago
a no brainer
upvoted 1 times

E & LiamAzure 1 year, 4 months ago
Asset Tags
upvoted 2 times

B & paobro 1 year, 4 months ago
too easy
upvoted 2 times

E) & actingnurse1 1 year, 4 months ago
Asset tags keep track of the equipment for sure. | was looking for a change log or something but that's not an option.
upvoted 4 times

E & NickNameForDiscussions 2 years, 9 months ago
Don't understand this question...
upvoted 4 times

© & Lu5ck 2 years, 9 months ago
Asset tagging is the process of affixing tags or labels to assets to identify each one individually and track data from real-time location to
maintenance history. These tags can be assigned to both fixed and moveable assets that are spread across multiple sites and warehouses.
upvoted 9 times

& & Night_Raze 2 years, 8 months ago
It is asking for the best way to keep track of all changes made to technology for clients. | work at a helpdesk where we assign a asset tag to every
device. This helps us to record and mark changes made to the specific device.
upvoted 9 times
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Question #89 Topic 1

Which of the following attacks encrypts user data and requires a proper backup implementation to recover?

A.DDoS
B. Phishing
C. Ransomware

D. MAC spoofing

Suggested Answer: C

Community vote distribution
)

& & waqdhiyo 2 years, 4 months ago

Ransome is a kind of attache that encrypts your data or OS and require payment in a give time
upvoted 8 times

& & phoenix98 7 months, 3 weeks ago
The crypto-malware class of ransomware attempts to encrypt data files on any
fixed, removable, and network drives. If the attack is successful, the user will be
unable to access the files without obtaining the private encryption key, which is held
by the attacker. If successful, this sort of attack is extremely difficult to mitigate,
unless the user has up to date backups of the encrypted files.
upvoted 2 times

E & comeragh 9 months, 1 week ago

Selected Answer: C

C - correct
upvoted 1 times

B & stellarSteve 1 year, 3 months ago
The attack that encrypts user data and requires a proper backup implementation to recover is ransomware. Therefore, the correct answer is C.
upvoted 2 times
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Question #90 Topic 1

A network administrator wants to analyze attacks directed toward the company's network. Which of the following must the network administrator
implement to assist in this goal?

A. A honeypot
B. Network segmentation
C. Antivirus

D. A screened subnet

Suggested Answer: A

Community vote distribution
A (100%)

© & waqdhiyo 2 years, 4 months ago

Honeypot is a kind trap for attackers made available so that you can study the attack patterns.
upvoted 13 times

© & Mehsotopes 7 months, 3 weeks ago
A honeypot can be a decoy, or a general line of defense of a company's network that still allows attackers in to be analyzed.
An antivirus would be trying to eliminate the person, or problem on the network altogether.
A screened subnet is meant to interface with most of the general public, or Internet for data trade of their own.
upvoted 2 times

B & Mehsotopes 7 months, 3 weeks ago
A honeypot can be a decoy, or a general line of defense of a company's network that still allows attackers in to be analyzed.
An antivirus would be trying to eliminate the person, or problem on the network altogether.
A screened subnet is meant to interface with most of the general public, or Internet for data trade of their own.
upvoted 1 times

& & comeragh 9 months, 1 week ago
A - correct
upvoted 1 times

B & stellarSteve 1 year, 3 months ago
A. A honeypot is a decoy system designed to lure attackers into interacting with it and reveal their attack methods, tools, and objectives. By
monitoring the honeypot's activity logs, network administrators can learn about new and existing threats and adjust their defenses accordingly.
Therefore, implementing a honeypot can assist in analyzing attacks directed towards the company's network.
upvoted 4 times
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Question #91 Topic 1

A network administrator is configuring a database server and would like to ensure the database engine is listening on a certain port. Which of the
following commands should the administrator use to accomplish this goal?

A. nslookup
B. netstat -a
C. ipconfig /a

D.arp-a

Suggested Answer: B

Community vote distribution
B (96%) 4%

© & chanke 2 years, 2 months ago

netstat is associated with listening to ports. Try it on your PC in the CLI or linux.
upvoted 15 times

© & sharribear 2 years, 4 months ago
The network statistics ( netstat ) command is a networking tool used for troubleshooting and configuration, that can also serve as a monitoring tool
for connections over the network. Both incoming and outgoing connections, routing tables, port listening, and usage statistics are common uses for
this command.
upvoted 7 times

© & comeragh 9 months, 1 week ago

B - correct
upvoted 1 times

B & StellarSteve 1 year, 3 months ago
The correct command to check if the database engine is listening on a certain port is "netstat -a". Therefore, the answer is B.
upvoted 1 times

B & I3fty 2 years, 4 months ago

Netstat is the only given tool capable of port listening.
upvoted 5 times
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Question #92 Topic 1

A technician is implementing a new wireless network to serve guests at a local office. The network needs to provide Internet access but disallow
associated stations from communicating with each other. Which of the following would BEST accomplish this requirement?

A. Wireless client isolation
B. Port security
C. Device geofencing

D. DHCP snooping

Suggested Answer: A

Community vote distribution
A (97%)

B & sharribear 2 years, 4 months ago
Wireless Client Isolation is a security feature that prevents wireless clients from communicating with one another. This feature is useful for guest and
BYOD SSIDs adding a level of security to limit attacks and threats between devices connected to the wireless networks.
upvoted 17 times

& & phoenix98 7 months, 3 weeks ago
Wireless client isolation—Clients connected to a WLAN are normally within
the same broadcast domain and can communicate with one another. An access
point can be configured to prevent this so that stations can only communicate
via its gateway. Peer-to-peer traffic is dropped by the AP
upvoted 2 times

B & osmaster 8 months, 3 weeks ago
Wireless Client Isolation, often referred to as Client Isolation or Wireless Isolation, is a network feature that can be implemented on a wireless access
point or router to restrict communication between wireless clients connected to the same wireless network. When client isolation is enabled, wireless
devices connected to the same Wi-Fi network are prevented from communicating with each other, which can enhance network security and privacy.
upvoted 4 times

E & comeragh 9 months, 1 week ago
A - correct
upvoted 1 times

B & StellarSteve 1 year, 3 months ago
A. Wireless client isolation would be the best option to disallow associated stations from communicating with each other on a wireless network
serving guests. It prevents clients from communicating directly with each other over the wireless network.
upvoted 1 times

B & Pongsathorn 2 years, 2 months ago
Wireless client isolation prevents wireless stations within an SSID from communicating
directly with one another or with any devices on the wired network to which the wireless
network might be connected.
upvoted 3 times

B & chanke 2 years, 2 months ago
Answer is Wireless Client Isolation. Wireless Client Isolation is a security feature that prevents wireless clients from communicating with one another.
This feature is useful for guest and BYOD SSIDs adding a level of security to limit attacks and threats between devices connected to the wireless.
upvoted 4 times
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Question #93 Topic 1

A company requires a disaster recovery site to have equipment ready to go in the event of a disaster at its main datacenter. The company does
not have the budget to mirror all the live data to the disaster recovery site. Which of the following concepts should the company select?

A. Cold site
B. Hot site
C. Warm site

D. Cloud site

Suggested Answer: C

Community vote distribution
C (100%)

© & sharribear (TITIECLY 2 years, 10 months ago
A Warm Site would have hardware already in place, just need to bring software. Less expensive than a Hot Site
upvoted 21 times

& & StevenElev11n (TITRECLY 1 year, 10 months ago
A cold site is a backup facility with basic infrastructure but no IT equipment, which takes time to get up and running in the event of a disaster. A hot
site is a backup facility with all necessary IT systems and equipment ready for immediate use but is more expensive to maintain. A warm site is
between a cold and hot site, having some pre-installed IT systems and equipment, but still requiring effort to get up and running in the event of a
disaster.
upvoted 10 times

© & Knights2 ([IEITERRe) 9 months ago

Cloud is more cost effective than warm and hot. No?
upvoted 1 times

B & Mehsotopes 1 year, 1 month ago
Warm Site = Restoral time between 24 hours & seven days (under a week). = An available building that already contains a lot of the equipment. With
this equipment, you may not have the latest security patches, or even the data backups from your other site have not been recovered yet, but at least
have the hardware & cabling. This holds your switches, routers, & firewalls .
upvoted 1 times

E & comeragh 1 year, 3 months ago
C - warm site correct
upvoted 1 times

© & Ahmad_ 2 years, 4 months ago
The correct answer is Hot Site
upvoted 1 times

© & fouserd 2 years, 1 month ago
Incorrect - Hot site would mean they have a 1 to 1 with equipment, networking, application/software.
upvoted 10 times

E & Pongsathorn 2 years, 8 months ago
A warm site is a leased facility that contains electrical and communications wiring, full
utilities, and networking equipment. In most cases, the only thing that needs to be restored is the software and the data. A warm site takes longer to
restore than a hot site but less than a cold site.
upvoted 4 times

B & itssnowyseason 2 years, 9 months ago
Why wouldn't it be B since it said it can't mirror and a hot site mirrors.
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upvoted 1 times

& & hypertweeky 2 years, 7 months ago
It doesn’t have the budget to mirror.. A hot site is the most expensive option. Hence, warm is the better option since cold site is just the building
itself with electricity and HVAC system.
upvoted 4 times
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Question #94 Topic 1

An IT technician suspects a break in one of the uplinks that provides connectivity to the core switch. Which of the following command-line tools
should the technician use to determine where the incident is occurring?

A. nslookup

B. show config
C. netstat

D. show interface

E. show counters

Suggested Answer: D

Community vote distribution
D (86%) 14%

O & LuSck [[TITEEEITY 2 years, 9 months ago
show interface will allow one to see the uplink states of each port.

upvoted 24 times

© & JakeCharles [TTIRTLd 1 year, 11 months ago
D. "show interface" is the command-line tool that the technician should use to determine where the incident is occurring. The "show interface"
command displays information about the interfaces on a switch, including their operational status, utilization, error statistics, and other key
performance metrics.
upvoted 14 times

© & TheMichael 6 months, 3 weeks ago
start with d show interface, then e. show counters if it's not obvious with the interface command to look for crc errors.
upvoted 2 times

E & comeragh 1 year, 3 months ago
D - correct
upvoted 1 times

B & StellarSteve 1 year, 9 months ago
D. show interface command is used to display statistics and status information for an interface on a switch. It can be used to identify any issues with
the uplinks and can help in troubleshooting the issue.
upvoted 1 times

B & Nuance 2 years, 1 month ago

Selected Answer: D

show interface is correct
upvoted 2 times

B & satnammannnracerx 2 years, 2 months ago

show interface is correfct.
upvoted 4 times

& & Jibz18 2 years, 6 months ago

show interface
upvoted 1 times
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Question #95 Topic 1

A technician is connecting DSL for a new customer. After installing and connecting the on-premises equipment, the technician verifies DSL
synchronization. When connecting to a workstation, however, the link LEDs on the workstation and modem do not light up. Which of the following
should the technician perform during troubleshooting?

A. Identify the switching loops between the modem and the workstation.
B. Check for asymmetrical routing on the modem.
C. Look for a rogue DHCP server on the network.

D. Replace the cable connecting the modem and the workstation.

Suggested Answer: D

Community vote distribution
D (97%)

© & JakeCharles [TITRRGL Y 1 year, 5 months ago

D. Replace the cable connecting the modem and the workstation is the correct answer.

DSL synchronization is the process of establishing a connection between the modem and the service provider's central office. After verifying that the
modem is synchronized with the central office, the next step is to ensure that there is a working connection between the modem and the workstation.
If the link LEDs on the workstation and modem do not light up, it's likely due to a problem with the cable connecting the two devices. The technician
should replace the cable to resolve the issue.

upvoted 18 times

© & Rua93 2 years, 3 months ago

the answer is D
upvoted 8 times

© & Mehsotopes 7 months, 3 weeks ago
A switching loop is when there is more than one Layer 2 path exists between two endpoints, but would still display a light due to their attempts at
data transfer that would eventually degrade in a broadcast storm.
If workstation & modem cable (Crossover DCE-DTE) is not carrying power through, then there would be no light, & it must be replaced.
upvoted 3 times

© & fouserd 1 year, 7 months ago
This is one of those solutions where you think small and simple. D would be correct as both of them are lacking on network lights. 0SI model Layer 1
Physical.
upvoted 3 times

E & GeekSpunk 1 year, 11 months ago

It's likely a cable problem. replace cable
upvoted 3 times

E & Pongsathorn 2 years, 2 months ago

The link LEDs on the workstation and modem do not light up, so cable may be a root cause.
upvoted 5 times
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Question #96 Topic 1

Which of the following services can provide data storage, hardware options, and scalability to a third-party company that cannot afford new
devices?

A. SaaS
B. laaS
C. PaaS

D. DaaS

Suggested Answer: B

Community vote distribution
B (100%)

G & StellarSteve [TITRERLY 1 year, 3 months ago
B. laa$ (Infrastructure as a Service) can provide data storage, hardware options, and scalability to a third-party company that cannot afford new
devices. With laa$, the provider offers virtualized computing resources over the internet, including storage, networking, and servers, allowing clients
to use infrastructure without having to purchase and maintain it themselves.
upvoted 7 times

© & Mehsotopes 7 months, 3 weeks ago
Infrastructure as a service (laa$S) is an instant computing infrastructure, provisioned, and managed over the internet, this even goes as far at to giving
hardware options to the company. Infrastructure as a Service (laa$S) is a cloud computing service that enables a consumer to outsource computing
equipment purchases and running their own data center. laaS quickly scales up and down with demand, letting you pay only for what you use. It helps
you avoid the expense and complexity of buying and managing your physical servers and other data center infrastructure. Each resource is offered as
a separate service component, and you only need to rent a particular one for as long as you need it. A cloud computing service provider manages the
infrastructure while you purchase, install, configure, and manage your software.
upvoted 2 times

B & Mehsotopes 7 months, 3 weeks ago
Infrastructure as a service (laaS) is an instant computing infrastructure, provisioned, and managed over the internet to take load off of hardware.
Infrastructure as a Service (laaS) is a cloud computing service that enables a consumer to outsource computing equipment purchases and running
their own data center. laaS quickly scales up and down with demand, letting you pay only for what you use. It helps you avoid the expense and
complexity of buying and managing your physical servers and other data center infrastructure. Each resource is offered as a separate service
component, and you only need to rent a particular one for as long as you need it. A cloud computing service provider manages the infrastructure
while you purchase, install, configure, and manage your software.

upvoted 2 times

E & phoenix98 7 months, 3 weeks ago

Selected Answer: B

Infrastructure as a Service (laaS) is a means of provisioning IT resources such as
servers, load balancers, and storage area network (SAN) components quickly.
upvoted 2 times

B & badguytoo 11 months, 1 week ago
Hardware = laas!
upvoted 1 times

B & Aziz22 1 year, 6 months ago

Selected Answer: B

IAAS IS THE correct answer HERE
upvoted 2 times

B & Lu5ck 2 years, 3 months ago
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The question is vague. Both laaS and Daa$S can considered the answer, however, laaS is the better answer because Daa$S require compatible devices
thus the scalability is proportional to the availability of these devices. laaS on the other hand is servers and one can scale those up in the background
with just a click of the mouse.

upvoted 4 times

B & dedc1000 2 years, 4 months ago
| believe the answer should be DaaS. DAAS can be a Linux or Windows 0S, plus the storage needed. Highly scalable and for a fixed priced. If you went
with IAAS, you have the option to buy separately and install your own OS. This seems rather expensive way to go to me.
upvoted 4 times

& & ianol 2 years, 2 months ago
The answer is 100% IAAS - infrastructure as a service. DAAS only allows you to virtualise and scale desktops.

https://www.citrix.com/blogs/2022/01/20/saas-vs-paas-vs-iaas-vs-daas/
upvoted 6 times
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Question #97 Topic 1

A network administrator is talking to different vendors about acquiring technology to support a new project for a large company. Which of the
following documents will MOST likely need to be signed before information about the project is shared?

A. BYOD policy
B. NDA
C. SLA
D. MOU

Suggested Answer: B

Community vote distribution
B (100%)

E & Pongsathorn 2 years, 5 months ago
NDAs can also be used when two organizations work together to develop a
new product. Because certain information must be shared to make the partnership successful,
NDAs are signed to ensure that each partner’s data is protected.
upvoted 15 times

& & Pongsathorn 2 years, 5 months ago
A nondisclosure agreement (NDA) is an agreement between two parties that defines what
information is considered confidential and cannot be shared outside the two parties.
upvoted 11 times

& & actingnurse1 10 months, 3 weeks ago
NDA - non disclosure agreement.
upvoted 1 times

© & badguytoo 11 months, 1 week ago
Of course NDA!!!
upvoted 1 times

B & StellarSteve 1 year, 3 months ago
B. NDA (Non-Disclosure Agreement) is a legal contract between at least two parties that outlines confidential material, knowledge, or information that
the parties wish to share with one another for certain purposes but wish to restrict from generalized use by third parties. Therefore, before sharing
any confidential information about the project with a vendor, the network administrator needs to sign an NDA.
upvoted 3 times

E & StevenElev11n 1 year, 4 months ago
- A Bring Your Own Device (BYOD) policy is a workplace policy that allows employees to use their personal devices for work purposes.
- A Non-Disclosure Agreement (NDA) is a legal contract that restricts the sharing of confidential information between parties.
- A Service Level Agreement (SLA) is a contractual agreement between a service provider and its customers that defines the level of service expected
and includes metrics for measuring the service.
- A Memorandum of Understanding (MOU) is a written agreement between two parties that outlines the terms and understanding of a relationship or
cooperation, but is not legally binding.
upvoted 3 times
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Question #98 Topic 1

Two remote offices need to be connected securely over an untrustworthy MAN. Each office needs to access network shares at the other site.
Which of the following will BEST provide this functionality?

A. Client-to-site VPN
B. Third-party VPN service
C. Site-to-site VPN

D. Split-tunnel VPN

Suggested Answer: C

Community vote distribution
C (100%)

O & StellarSteve [TITRERLY 1 year, 9 months ago
C. Site-to-site VPN is the best solution for connecting two remote offices securely over an untrustworthy MAN (Metropolitan Area Network). This type
of VPN allows two or more sites to establish a secure, encrypted connection over the internet. Once the VPN tunnel is established, network traffic
between the two sites is encapsulated and protected from unauthorized access or interception. This type of VPN allows each office to access
network shares at the other site as if they were on the same LAN
upvoted 8 times

& & Rizierr 8 months ago

james charles
upvoted 2 times

B & osmaster 1 year, 2 months ago
A site-to-site VPN, or Virtual Private Network, is a network connection that enables secure communication between two or more remote networks or
sites over the public internet or other untrusted networks. This technology is commonly used to connect branch offices, data centers, or other
geographically dispersed locations, allowing them to share data and resources as if they were on the same local network.
upvoted 1 times

B & fouserd 2 years, 1 month ago

Selected Answer: C

Site to site is correct
upvoted 2 times

B & alayeluwa 2 years, 5 months ago

Selected Answer: C

Site to site VPN.
upvoted 3 times

B & alayeluwa 2 years, 5 months ago
C. Site to site VPN.
upvoted 2 times
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Question #99 Topic 1

A network requirement calls for segmenting departments into different networks. The campus network is set up with users of each department in
multiple buildings. Which of the following should be configured to keep the design simple and efficient?

A. MDIX
B. Jumbo frames
C. Port tagging

D. Flow control

Suggested Answer: C

Community vote distribution
C (100%)

& & RobJob 2 years, 3 months ago
Port Tagging is the best answer. Port tagging is used for connecting switches that may be on different networks (trunking)
upvoted 16 times

© & TheFivePips [[FIIRAREY 10 months, T week ago

This is for people who cant remember what MDIX is (the actual answer is C: port tagging):

A medium dependent interface (MDI) describes the interface (both physical and electrical/optical) in a computer network from a physical layer
implementation to the physical medium used to carry the transmission. Ethernet over twisted pair also defines a medium dependent interface
crossover (MDI-X) interface.

upvoted 9 times

© & StellarSteve [TELEaIe) 1 year, 3 months ago
C. Port tagging is a feature that can be used to keep the network design simple and efficient in this scenario. Port tagging allows the switch to assign
a VLAN ID to each packet as it arrives at the switch port. By using port tagging, the network administrator can configure the switch to segregate users
by department into different VLANSs, without having to physically reorganize the network. This approach also enables the administrator to apply
network policies specific to each department, without affecting other departments.
upvoted 8 times

B & JakeCharles 1 year, 5 months ago
C. Port tagging is the most appropriate option for segmenting departments into different networks in a campus setup with users in multiple
buildings. Port tagging, also known as VLAN tagging, allows you to separate network traffic by creating multiple virtual LANs (VLANs) on a single
physical network. This allows you to segment the network and keep traffic separate between different departments or buildings, while still keeping
the design simple and efficient.MDIX (Media Dependent Interface Crossover) is a feature that automatically detects and configures the correct cable
connection type for connecting to another device. It is not directly related to segmenting a network into different departments.
upvoted 5 times

B & fouserd 1 year, 7 months ago

Selected Answer: C

The only answer that makes sense here would be Port Tagging.
upvoted 3 times
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Question #100 Topic 1

Which of the following protocols will a security appliance that is correlating network events from multiple devices MOST likely rely on to receive
event messages?

A. Syslog
B. Session Initiation Protocol
C. Secure File Transfer Protocol

D. Server Message Block

Suggested Answer: A

Community vote distribution
A (100%)

& & RobJob 2 years, 9 months ago
Answer is Syslog.
A log collector aggregates event messages from numerous devices to a single
storage location. Syslog is an example of a protocol and supporting software that facilitates log collection
upvoted 17 times

© & JakeCharles [TTIRTRL® 1 year, 11 months ago
A. Syslog is the protocol that a security appliance that is correlating network events from multiple devices is most likely to rely on to receive event
messages.B. Session Initiation Protocol (SIP) is a signaling protocol used for initiating, maintaining, modifying and terminating real-time sessions
that involve video, voice, messaging and other communications between two or more endpoints on IP networks. It is not related to receiving event
messages from multiple devices.

C. Secure File Transfer Protocol (SFTP) is a protocol for securely transferring files over a network. It is not related to receiving event messages from
multiple devices.

D. Server Message Block (SMB) is a file-sharing protocol used by Windows and other operating systems to share files and printers over a network. It
is not related to receiving event messages from multiple devices.
upvoted 9 times

B & famco [IEIENNE) 1 year, 8 months ago
If SMTP was an option shouldn't | select that ?

upvoted 1 times

& & famco 1 year, 8 months ago
| meant SNTP and not SMTP. Apparently i cannot edit
upvoted 4 times

B & TheMichael 6 months, 3 weeks ago
| think you meant SNMP.

SNMP (Simple Network Management Protocol):

Purpose: SNMP is an application-layer protocol designed for managing and monitoring network devices. It allows a central management
station to collect information from and send configuration commands to managed devices (e.qg., routers, switches, servers, printers).

yes this would also be a good option if available. But out of the available choices, A. Syslog would provide the event messages.
upvoted 1 times
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Question #101 Topic 1

Which of the following is MOST commonly used to address CVEs on network equipment and/or operating systems?

A. Vulnerability assessment
B. Factory reset
C. Firmware update

D. Screened subnet

Suggested Answer: C

Community vote distribution
C (97%)

O & 13fty (FIIECL Y 3 years, 3 months ago

From how | understand the question, they're looking for the solution to the problem rather than the means of finding problems. So, a firmware update
would be the best answer, since this is a method of dealing with vulnerability on network devices and operating systems.
upvoted 25 times

& & brotheralameen 5 months ago
This question is quite misunderstood because of the word "address" which was confusing. At first, | thought it was asking how the vulnerability is
found, not fixed.
upvoted 1 times

& & RobJob 3 years, 3 months ago
I would agree. A Vulnerability assessment would find the problem and the firmware update would fix it.
upvoted 7 times

© & stellarSteve (AL ZLY 2 years, 3 months ago
The MOST common method used to address Common Vulnerabilities and Exposures (CVEs) on network equipment and/or operating systems is
firmware updates. Firmware updates can fix security vulnerabilities and address other issues on a device by updating its embedded software.
Therefore, the correct answer is C. Vulnerability assessments are used to identify potential vulnerabilities, while a factory reset is a last resort to
reset a device to its original settings, often erasing all existing data. A screened subnet is a network security architecture that uses two firewalls to
create a demilitarized zone (DMZ).
upvoted 7 times

E & KrRS1304 ([T 4 months, T week ago
Penso que para fazer mais sentido, a pergunta tinha de ser: Qual das opgdes a seguir € MAIS comumente usada para "corrigir" CVEs em
equipamentos de rede e/ou sistemas operacionais? Logo, a resposta seria a C.

Obs: Uma vez que CVEs sdo vulnerabilidades registradas em dispositivos e expostas publicamente, a melhor maneira de corrigi-las seria por
actualizagao de firmware.

| think to make more sense, the question had to be: Which of the following is MOST commonly used to "patch" CVEs on network equipment and/or
operating systems? Therefore, the answer would be C.

Note: Since CVEs are vulnerabilities recorded on devices and publicly exposed, the best way to fix them would be by updating the firmware.
upvoted 1 times

E & Lyn200 8 months, 2 weeks ago
Answer: C
Firmware updates enable hardware devices to continue operating efficiently and securely. These updates typically involve some form of program
alteration that fixes a known bug or patches against specific vulnerabilities. Enterprises must constantly update their devices with the latest firmware
version.

upvoted 1 times
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E & comeragh 2 years, 1 month ago
| agree with C being the correct answer here.
upvoted 1 times

B & StellarSteve 2 years, 3 months ago
The MOST common method used to address Common Vulnerabilities and Exposures (CVEs) on network equipment and/or operating systems is
firmware updates. Firmware updates can fix security vulnerabilities and address other issues on a device by updating its embedded software.
Therefore, the correct answer is C. Vulnerability assessments are used to identify potential vulnerabilities, while a factory reset is a last resort to
reset a device to its original settings, often erasing all existing data. A screened subnet is a network security architecture that uses two firewalls to
create a demilitarized zone (DMZ).

Regenerate response
upvoted 4 times

B & JakeCharles 2 years, 5 months ago
C. Firmware update is most commonly used to address CVEs on network equipment and/or operating systems.
upvoted 2 times

B & damrider 2 years, 9 months ago
"commonly used to address CVEs" address = FIX, assessment = DISCOVER
upvoted 4 times

B & Dw4 3 years ago
It's going to be C, key word here is "address"
upvoted 5 times

E & chanke 3 years, 2 months ago
They tried to mislead you with this one but from what | can see a firmware update with most likely address the issue with a known CVE.
upvoted 4 times

E & sharribear 3 years, 4 months ago
Would it not be a Vulnerability Assessment?
upvoted 1 times

& & Treymb6 3 years, 2 months ago
Vulnerability assessment itself wouldn't resolve any issues, just detect them.
upvoted 4 times
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Question #102 Topic 1

A network technician is investigating an issue with handheld devices in a warehouse. Devices have not been connecting to the nearest APs, but
they have been connecting to an AP on the far side of the warehouse. Which of the following is the MOST likely cause of this issue?

A. The nearest APs are configured for 802.11g.
B. An incorrect channel assignment is on the nearest APs.
C. The power level is too high for the AP on the far side.

D. Interference exists around the AP on the far side.

Suggested Answer: A

Community vote distribution
C (57%) B (26%) Other

© & NASparrow [[TITEEZL Y 2 years, 10 months ago

| don't get why your immediate thought would be A. C seems like a much more logical route to start with.
upvoted 19 times

& & MitchF 1 year, 4 months ago
A power level problem would not cause this pattern of connectivity problems. See my answer below.
upvoted 1 times

B & I_Know_Everything_KY 1 year, 2 months ago
Your answer is from GPT, so should be disregarded. You can phrase the same question in 2 slightly different ways and get 2 different answers
from GPT. Try reading the material provided, and using that, or relevant experience to answer these questions.
upvoted 5 times

& & TheMichael 6 months, 3 weeks ago
Let's break this down.

D is easy to omit because it references interference on the AP we have no issues connecting to.

Next we can omit B because an incorrect channel assignment would cause interference which would cause unstable internet, not really an
issue with connecting to a different ap than the closest one.

next we can omit A because 802.11g standard just means that it is using 2.4ghz only, which would mean it can transmit farther, but the
question doesn't reference anything about what the other ap's are using, and if they were using 5ghz then the signal would be weaker and
you would automatically connect to the stronger signal.

Thus the only available choice left is C. The power level is too high for the AP on the far side.
upvoted 3 times

& & Treymb6 2 years, 8 months ago
Logic? With CompTIA? Pfft
upvoted 40 times

© & handcraft0093 [TITRERLd 1 year, 8 months ago

You have three equal possibles and one eliminated answer. Whoever wrote this question needs a big punch in the mouth.
upvoted 14 times
O & 630 [IELZE) 6 months, 1 week ago

The correct answer is:

C. The power level is too high for the AP on the far side.

When an access point's transmit power is set too high, it can cause devices to connect to it even when there are closer access points available. This
is because the devices "hear" the stronger signal from the far-side AP, leading to inefficient connections.
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upvoted 1 times
B & Sarmad_Mansour 9 months ago
Reading the comments, | do not know who to believe lol
upvoted 7 times

B & [Removed] 1 year ago
Incorrect channel is correct.
upvoted 4 times

E & Mehsotopes 1 year, 1 month ago

Selected Answer: A

This one's a doozy, & requires galaxy brain mode, so here's why it's A. :)

If users are losing signal strength close to the nearest AP, it is likely that the signal's standard is misconfigured, the most common wireless standard
is 802.11g (Wi-Fi 3) that operates in the 2.4 GHz range & is not compatible with other standards.

Incorrect channel assignment would have conflicting connection that intermediately connects & disconnects (not entirely disconnected) due to
congestions of channels not configured far enough apart.

If outside AP was far above the power level, it's connection would not affect the amount of bandwidth devices would receive based on that wireless
frequency strength.

Interference on the far side would not mean the farther out AP would suddenly have a better connection.
upvoted 4 times

B & Mehsotopes 1 year, 1 month ago

Selected Answer: A

This one's a doozy, & requires galaxy brain mode, & here's why it's A. :)

If users are losing signal strength close to the nearest AP, it is likely that the signal's standard is misconfigured, the most common wireless standard
is 802.11g (Wi-Fi 3) that operates in the 2.4 GHz range & is not compatible with other standards.

Incorrect channel assignment would have conflicting connection that intermediately connects & disconnects (not entirely disconnected) due to
congestions of channels not configured far enough apart.

If outside AP was far above the power level, it's connection would not affect the amount of bandwidth devices would receive based on that wireless
frequency strength.

Interference on the far side would not mean the farther out AP would suddenly have a better connection.
upvoted 2 times

E & GL1494 1 year, 3 months ago
The issue you're describing sounds like it could be due to improper wireless signal strength or coverage from the Access Points (APs). The handheld
devices in the warehouse may be connecting to an AP on the far side of the warehouse because it has a stronger signal or less interference than the
nearest APs.
upvoted 1 times

E & MitchF 1 year, 4 months ago
When | ask GPT-3.5: "A network technician is investigating an issue with handheld devices in a warehouse. Devices have not been connecting to the
nearest APs, but they have been connecting to an AP on the far side of the warehouse. Which of the following is the MOST likely cause of this issue:
(A) The nearest APs are configured for 802.11g, (B) An incorrect channel assignment is on the nearest APs, or (C) The power level is too high for the
AP on the far side?"
GPT: "Given the context provided, the MOST likely cause of the issue with handheld devices connecting to an AP on the far side of the warehouse
rather than the nearest APs is:

(B) An incorrect channel assignment on the nearest APs.

When access points (APs) in a wireless network use overlapping channels, they can interfere with each other and cause connectivity problems. If the
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nearest APs are using the same or overlapping channels, it could lead to interference and make it difficult for devices to establish a reliable
connection. As a result, devices might opt to connect to the AP on the far side of the warehouse, which might be on a less congested channel.
upvoted 1 times

& & MitchF 1 year, 4 months ago
GPT adds: "Options (A) and (C) are less likely causes:

(A) Configuring APs for 802.11g might limit the maximum data rate of the network, but it's less likely to be the main reason for devices avoiding
the nearest APs.

(C) While a high power level on the AP on the far side could potentially cause interference, it's less likely to be the primary reason for devices not
connecting to the nearest APs. Interference caused by power levels is usually a more widespread issue affecting multiple devices, rather than a
situation where devices specifically avoid certain APs."

upvoted 2 times

E & Juliana1017 1 year, 4 months ago
Power level is too high
upvoted 1 times

E & Mentee61 1 year, 8 months ago
Question never stated what wireless standard was being used on any of the aps. If the far side strong than the near side ap then the device won't
switch over.
upvoted 4 times

E & famco 1 year, 8 months ago
Pure evil, but I will go with incorrect channel. Probably with interference.
upvoted 1 times

B & [Removed] 1 year, 8 months ago
The most likely cause of this issue is that the power level is too high for the AP on the far side. Handheld devices tend to connect to the AP with the
strongest signal, and in this case, the AP on the far side of the warehouse has a stronger signal due to its higher power level. This is often referred to
as the "sticky client" problem. The nearest APs may be correctly configured, but they are not able to overcome the signal strength of the AP on the far
side. To resolve this issue, the power level on the AP on the far side may need to be adjusted to be more in line with the power levels of the nearest
APs.
upvoted 2 times

B & 1stAid 1 year, 8 months ago
Devices have NOT been connecting to the nearest APs, there's something wrong with the nearest APs, configuration or something else. Handheld
devices may not have been able to connect using 802.11g.

Even if the far away APs are stronger, the devices would still connect to the nearest APs at some point. Which in this case it never did even once.
upvoted 1 times

& & 1stAid 1 year, 8 months ago
This could also easily have been wrong channels were set on the AP. As some devices may not be setup to support certain channels.
upvoted 1 times

& & [Removed] 1 year, 9 months ago
An incorrect channel assignment is on the nearest APs would most likely cause a device to connect to the AP thats further away. The power levels of
the further APs would not cause someone to not connect to the nearest AP, they would atleast connect and then MAYBE disconnect and reconnect to
the furthest AP, if that were the case.
upvoted 2 times

B & Migacz 1 year, 9 months ago
In WiFi the client devices decide which access point they want to associate with and when to switch to next. (This is contrary to the mobile telephone
network, where access points decide which one will serve which client.) Many devices are very reluctant to roam to another AP. They hold on to the
first chosen one even when there is a much stronger AP next to the device. Only when the connection breaks will they associate with the next AP -
and keep that connection to the end. This results in clients using far away access points with poor connections. By lowering the transmit power the
connection will break sooner and the client will roam to a better access point.
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This behaviour affects access point utilisation as well. In the worst scenario the access point by the entrance covers the entire office just barely.
When users arrive their devices will associate with the entrance AP and keep using it for the rest of the day. The entrance AP is overloaded while
other APs are idle.

upvoted 1 times

B & veli_117 1 year, 9 months ago

It is a trick question. D can't be, that's clear. Also C is unlikely, because the other AP is FAR away, therefore the signal would need to be very, very
strong. B, the channel could only be an issue, if other APs would use the same. Therefore, it is most likely, that the handhold devices can't handle
2.4GHZ. But this is a wild Comptia construct, to increase the rates of failures. Very ugly...

upvoted 2 times

& & veli_117 1 year, 9 months ago
incorrect channel doesn't exist btw
upvoted 1 times
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Question #103 Topic 1

Which of the following uses the destination IP address to forward packets?

A. A bridge
B. A Layer 2 switch
C. Arouter

D. A repeater

Suggested Answer: C

Community vote distribution
)

© & JakeCharles [TITRRRL Y 1 year, 5 months ago

C. A router uses the destination IP address to forward packets.

A router is a networking device that forwards packets between networks based on the destination IP address. It uses routing protocols and routing
tables to determine the best path for each packet to take, and it uses the destination IP address as the key piece of information for making this
decision. A bridge, Layer 2 switch and repeater are different networking device, Bridge and Layer 2 switch are used to connect multiple devices on the
same LAN and a repeater is used to extend the range of a wired or wireless network.

upvoted 5 times

E & 9e20f4f 5 months, 2 weeks ago
Repeater operates Physical Layer and simply regenerates signals without analyzing addresses.
Switch and bridge - based on MAC
Router - on IP
upvoted 1 times

B & babaghanuuj 7 months ago
router!
upvoted 1 times

© & badguytoo 11 months, 1 week ago
0Of course -> the router!
upvoted 1 times

B & onikafei 1 year, 8 months ago
Router
upvoted 1 times

B & Springz 1 year, 9 months ago
A router is a device that connects two or more packet-switched networks or subnetworks. It serves two primary functions: managing traffic between
these networks by forwarding data packets to their intended IP addresses, and allowing multiple devices to use the same Internet connection.
upvoted 1 times
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Question #104 Topic 1

Which of the following OSI model layers is where conversations between applications are established, coordinated, and terminated?

A. Session
B. Physical
C. Presentation

D. Data link

Suggested Answer: A

Reference:
https://www.techtarget.com/searchnetworking/definition/0SI#:~:text=The%20session%20layer,and%20terminates%20conversations%20betwe
en%

20applications

Community vote distribution
A (100%)

© & Hava_2013 2 years, 4 months ago
The session layer sets up, coordinates and terminates conversations between applications.
upvoted 9 times

© & Ssarmad_Mansour [FIRECLY 10 months ago
First time the answer is supported with a link lol
upvoted 5 times

& & Mehsotopes [TELTa1e) 1 year, 2 months ago

Layer 5 a codec which is Codec is used in an IP-based video conferencing deployment. The term "codec” is a concatenation of "encoder" and
"decoder.” In video conferencing, a codec is a software (or can be hardware) that compresses (encodes) raw video data before it is transmitted over a
network.
Generally, audio/video conferencing systems based on layer 5 utilize the H.323 protocol with various codecs like H.263 and H.264 to operate.
A circuit-level gateway is a type of firewall that operates on layer 5.

upvoted 1 times

B & phoenix98 1 year, 2 months ago
New definition of this answer is Layer 5—Session
Most application protocols require the exchange of multiple messages between
the client and server. This exchange of such a sequence of messages is called a
session or dialog. The session layer (layer 5) represents functions that administer
the process of establishing a dialog, managing data transfer, and then ending (or
tearing down) the session.

The older answer is still correct just fyi.
upvoted 1 times

B & StellarSteve 1 year, 10 months ago

Selected Answer: A

The correct answer is A. Session.

The Session layer is responsible for establishing, coordinating, and terminating conversations (sessions) between applications. It provides
mechanisms for opening, closing, and managing a session, and for checkpointing and restarting a session in the event of a communication failure.
The Session layer is the fifth layer in the 0S| model, following the Physical, Data Link, Network, and Transport layers.

upvoted 2 times

B & JakeCharles 2 years ago
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A. Session is the OSI model layer where conversations between applications are established, coordinated, and terminated.
upvoted 4 times



Question #105 Topic 1

A business is using the local cable company to provide Internet access. Which of the following types of cabling will the cable company MOST
likely use from the demarcation point back to the central office?

A. Multimode
B. Cat 5e

C. RG-6

D. Cat 6

E. T00BASE-T

Suggested Answer: C

Community vote distribution
C (100%)

© & JakeCharles [TITRERLY 1 year, 5 months ago

C. RG-6 is the type of cabling that the cable company is most likely to use from the demarcation point back to the central office.

RG-6 (Radio Guide 6) is a type of coaxial cable that is commonly used for cable TV and broadband Internet service. It is capable of carrying high-
frequency signals over long distances and it has a thicker insulation and shielding than other types of coaxial cable. This makes it less susceptible to
interference from other sources and better able to maintain signal quality over long distances. Multimode is used for short distance communications
and it's not suitable for long distance, Cat 5e and cat 6 is used for Ethernet networks. T00BASE-T is a type of Ethernet standard that uses twisted-pair
cables and is typically used for short-distance communication.

upvoted 18 times

© & DaleDD61 6 months, 3 weeks ago
RG-6 cable is only used from Demarc to the pole or node. The main line back to the central office would be either 750 cable or fiber. Multimode
fiber will allow transmission distances of up to about 10 miles. So, C. RG-6 cable is right for short distances it loose about 5db per 100 feet. So, it
cannot get back to the central office.
Most cable companies use hybrid fiber-coax on their plants. Fiber extends out of the CO to the Nodes then convert over to coax from the node to
the Demarc. So really there is no right answer. But C is the closes. | worked for cable for 28 years.
upvoted 5 times

© & RobJob 2 years, 3 months ago

Answer is C. RG-6 (Coaxial)
upvoted 7 times

& & Mentee61 [IELEAEY 1 year, 2 months ago
Most cable companies use hybrid fiber-coax on their plants. Fiber extends out of the CO to the Nodes then convert over to coax from the node to the
demarc.
upvoted 3 times

© & NCKopo 1 year, 2 months ago
Definitely C
upvoted 1 times

B & famco 1 year, 2 months ago
It says "cable company", sure. But what is the intention of the question? To know that Cable company uses RG-6 while an optical network uses
MMF/SMF?
upvoted 4 times

B & StellarSteve 1 year, 3 months ago

Selected Answer: C

The cable company will most likely use RG-6 cabling from the demarcation point back to the central office. RG-6 is a type of coaxial cable that is
commonly used for cable television and Internet service provider (ISP) installations. It is designed to carry high-frequency signals and has lower
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signal loss and higher bandwidth capabilities than twisted pair cabling such as Cat 5e or Cat 6. Multimode and T00BASE-T are not types of cabling,
but rather refer to different networking standards.
upvoted 3 times
B & Boulet_Dude 1 year, 5 months ago
Most cable companies uses HFC network (hybrid fiber-coaxial). Technically, the signal starts at the central office using fiber and it branch out through
a combination of Nodes and extenders. RG-6 is only from the service terminal to the home.
upvoted 2 times

B & examtopics11 1 year, 7 months ago
why would it not be Multimode (fiber)?
upvoted 4 times

B & Lu5ck 2 years, 3 months ago
Cable company.
upvoted 4 times
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Question #106 Topic 1

A network administrator decided to use SLAAC in an extensive IPv6 deployment to alleviate IP address management. The devices were properly
connected into the LAN but autoconfiguration of the IP address did not occur as expected. Which of the following should the network
administrator verify?

A. The network gateway is configured to send router advertisements.
B. A DHCP server is present on the same broadcast domain as the clients.
C. The devices support dual stack on the network layer.

D. The local gateway supports anycast routing.

Suggested Answer: A

Community vote distribution
A (96%) 4%

& & Pongsathorn 2 years, 5 months ago
IPv6 networks use Stateless Address Auto Configuration (SLAAC) to
assign IP addresses. With SLAAC, devices send the router a request for
the network prefix, and the device then uses the prefix along with its own
MAC address to create an IP address.
upvoted 35 times

© & JakeCharles [TIIREEL Y 1 year, 5 months ago

A. The network gateway is configured to send router advertisements.

The network administrator should verify that the network gateway is configured to send router advertisements (RA) for SLAAC (Stateless Address
Autoconfiguration) to work properly. RA's are used to advertise the network prefix and other information, such as the default gateway, to the hosts on
the LAN. Without these advertisements, the hosts will not be able to autoconfigure their IP addresses.

B. ADHCP server is present on the same broadcast domain as the clients.

A DHCP server is not required for SLAAC to work. SLAAC uses the network prefix advertised by the router to generate an IP address for the host.
DHCP is used for DHCPv4 only.

C. The devices support dual stack on the network layer.
It's not necessary that all devices should support dual stack on the network layer. They should support IPv6 stack on their own.
D. The local gateway supports anycast routing.

Anycast routing is a method of routing traffic to multiple devices with the same IP address, but it is not required for SLAAC to work.
upvoted 17 times

E & princedarcy 8 months ago

The answer is C: that a DHCP server is present on the same broadcast domain and is giving out non-SLAAC IPv6 addresses.
The network admin wants SLAAC but "the autoconfiguration of the IP address did not occur as expected." As he was expecting SLAAC addresses,
IPv6 routable addresses would be an unexpected occurence.

upvoted 1 times

& & I_Know_Everything_KY 7 months, 2 weeks ago
The question has nothing to do with dual stack - they have decided to use SLAAC, not DHCP.
Dual stack refers to using DHCP for both IPV4 and IPV6.
upvoted 1 times

B & osmaster 8 months, 3 weeks ago
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SLAAC stands for "Stateless Address Autoconfiguration.” It is a method used in IPv6 (Internet Protocol version 6) networks to automatically configure
the network interfaces of devices with unique IPv6 addresses without the need for a dedicated DHCP (Dynamic Host Configuration Protocol) server.
upvoted 1 times

B & icyfrosty77 2 years, 2 months ago
Stateless address autoconfiguration (SLAAC) allows a host to autoconfigure an interface by listening for Router Advertisements to obtain a network
prefix.
upvoted 7 times
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Question #107 Topic 1

Which of the following is used to provide networking capability for VMs at Layer 2 of the 0SI model?

A. VPN
B. VRRP
C. vSwitch

D.VIP

Suggested Answer: C

Community vote distribution
)

O & alayeluwa (IIECLY 1 year, 11 months ago

Virtual Switch is the answer.
upvoted 8 times

© & JakeCharles [TITRRCL Y 1 year, 5 months ago

C. vSwitch

A virtual switch (vSwitch) is used to provide networking capability for virtual machines (VMs) at Layer 2 of the OSI model. It allows VMs to
communicate with each other and with the physical network, just as if they were connected to a physical switch. vSwitch allows creating virtual
networks and configuring port groups, VLANs, and other settings, providing the same features as physical switches.

upvoted 6 times

& & Mehsotopes 7 months, 3 weeks ago

The Virtual Router Redundancy Protocol (VRRP) is a computer networking protocol that provides for automatic assignment of available Internet
Protocol routers to participating hosts. This increases the availability and reliability of routing paths via automatic default gateway selections on an
IP subnetwork. Virtual Routing Redundancy Protocol VRRP is used for your internal clients and will not affect the routing of traffic between WANs or
autonomous systems.
Virtual Switch is a device used to configure various hypervisor guests allowing them to use different VLANs in the same virtualization environment. A
virtual firewall would separate virtualization environments.
A virtual switch (vSwitch) is a software application that allows communication between virtual machines. A vSwitch does more than just forward
data packets, it intelligently directs the communication on a network by checking data packets before moving them to a destination.

upvoted 4 times

E & famco 1 year, 2 months ago
vSwitch is right answer

VIP : Virtual IP
VRRP: Virtual Router Redundancy protocol. A FHRP way for redundancy
upvoted 3 times
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Question #108 Topic 1

A network administrator is required to ensure that auditors have read-only access to the system logs, while systems administrators have read and
write access to the system logs, and operators have no access to the system logs. The network administrator has configured security groups for
each of these functional categories. Which of the following security capabilities will allow the network administrator to maintain these
permissions with the LEAST administrative effort?

A. Mandatory access control
B. User-based permissions
C. Role-based access

D. Least privilege

Suggested Answer: C

Community vote distribution
C (100%)

© & JakeCharles [TITRRRLd 1 year, 5 months ago

C. Role-based access

A. Mandatory access control

Mandatory access control (MAC) is a security model that relies on a central authority to assign security labels to objects and subjects, and to
determine the rules governing access to those objects.

It is useful for highly sensitive systems and requires more administrative effort.

B. User-based permissions
User-based permissions assign permissions to individual users, it can be complex and more administrative effort to maintain when the number of
users increases.

D. Least privilege
Least privilege is a security principle that limits users to the minimum set of permissions they need to perform their tasks. It is a good practice but
it's not a security capability and it doesn't provide a way to manage permissions effectively.

upvoted 11 times

© & Mehsotopes 7 months, 3 weeks ago
RBAC is an access model that is controlled by the system but focuses on a set of permissions versus an individual's permissions.
upvoted 1 times

B & Dalila22 1 year, 10 months ago
why not least privilege?
upvoted 3 times

E & May2022 1 year, 9 months ago
| believe what you are looking for is here: https://docs.oracle.com/cd/E19253-01/816-4557/rbac-
1/index.html#:~:text=With%20RBAC%2C%20you%20can%20enforce,necessary%20to%20perform%20a%20job.
upvoted 6 times
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Question #109 Topic 1

Which of the following would be used to expedite MX record updates to authoritative NSs?

A. UDP forwarding
B. DNS caching
C. Recursive lookup

D. Time to live

Suggested Answer: D

Community vote distribution
D (100%)

& & Pongsathorn 2 years, 5 months ago
To speed up resolution, the client will often store the results of resolution locally
(in the browser quite often) so that it does not have to query again if the same
resolution needs to be done. This is known as DNS caching, and this is also done
by caching nameservers (also known as recursive nameservers). Since it is
possible that values change (a different IP address issued to a host than it
previously had), caches typically come with TTL (time to live) values and time
out after a while.

upvoted 23 times

© & JakeCharles [TIIRERLd 1 year, 5 months ago

D. Time to live (TTL)

The Time to Live (TTL) value is a field in the DNS record that tells caching DNS servers how long they should keep the information in their cache
before discarding it and requesting new information from the authoritative DNS server.
upvoted 8 times

© & JakeCharles 1 year, 5 months ago
A. UDP forwarding
UDP forwarding is a technique used to forward packets from one network interface to another. It is not related to the update of MX records.

B. DNS caching
DNS caching is a technique used by DNS servers to temporarily store DNS query results to speed up subsequent requests for the same
information. It is not related to expediting MX record updates.

C. Recursive lookup
Recursive lookup is a technique used by DNS resolvers to find the answer to a DNS query by querying other DNS servers on behalf of the client. It
is not related to expediting MX record updates.

upvoted 10 times

© & Mehsotopes 7 months, 3 weeks ago

TTL is used to grab the DNS records, without it the DNS cache is lost.
upvoted 1 times

B & I_Know_Everything_KY 8 months, 1 week ago

A short TTL will force cache updates, expediting the propagation of DNS changes throughout the network.
upvoted 3 times

B & osmaster 8 months, 3 weeks ago

Selected Answer: D

To expedite MX (Mail Exchanger) record updates to authoritative name servers (NSs), you can take several steps to help ensure that the changes are
propagated as quickly as possible:
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Lower the TTL (Time to Live): The TTL value in your DNS records determines how long DNS resolvers and caches should retain the information. By
lowering the TTL for your MX records well in advance of making changes, you reduce the time it takes for DNS resolvers to update to the new MX

record settings. A TTL value of 300 seconds (5 minutes) is a common choice.

It's important to note that DNS propagation is not instantaneous, and changes may take some time to reach all DNS resolvers on the internet. The
exact time it takes for MX record updates to propagate can vary based on TTL settings and other factors. Lowering the TTL in advance, however, is a
proactive step to help expedite the process.
upvoted 4 times
B & MitchF 10 months, 3 weeks ago
GPT picks "(D) Time to live" and explains why:

"In simple terms, the "time to live" (TTL) is like a timer that tells other computers how long they can remember certain information, like where to find a
website's email servers. When you want to update where those email servers are located (using MX records), you might set a low TTL. This short
timer tells other computers to forget the old location quickly and ask for the new one. So, by using a low TTL, you can make sure that changes to your
email servers are noticed and used by other computers more quickly."

upvoted 3 times

E & Lamboryota 1 year, 1 month ago
i would go with B
upvoted 1 times
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Question #110 Topic 1

A client moving into a new office wants the IP network set up to accommodate 412 network-connected devices that are all on the same subnet.
The subnet needs to be as small as possible. Which of the following subnet masks should be used to achieve the required result?

A.255.255.0.0

B. 255.255.252.0
C. 255.255.254.0
D. 255.255.255.0

Suggested Answer: C

Community vote distribution
C (93%) 7%

G & Cyali [ZITIEEIY 1 year, 10 months ago

The standard Class C subnet mask 255.255.255.0 gives you 256 addresses. Borrowing one more bit from the network portion doubles the address
capacity (512). Subtract 2 for gateway/broadcast and you're at 510. The answer is 255.255.254.0
upvoted 23 times

© & user82 1 year, 8 months ago
| don't understand. If 255.255.255.0 gives 256 addresses. How does 255.255.254.0 give MORE addresses? Or 5107 Please help
upvoted 3 times

B & famco 1 year, 8 months ago
/24 network makes 8 bits available for hosts (8 = 32-24). That has 28 possible combinations = 256, but the first and last not available so it is
256 - 2 = 254 available addresses.
One more bit makes it 2*9 and that is double (times 2) of 256 = 512. Again that is 510 available addresses. The explanation from Cyali is the
easiest and logical. But if you want to remember how to remember then you need to read more on subnetting formulas.
upvoted 10 times

& & user82 1 year, 8 months ago
Thanks! | just thought about it and | think I'm making it too hard...
/24 = total 256 addresses.
/23 = total 512 addresses
/23 is in the 3rd octet and has 23 network bits and 9 host bits or 254. hence the answer being 255.255.254.0 or C.
upvoted 9 times

& & cOmpooterg0d 7 months, 3 weeks ago
Hopefully this explanation helps someone out:

First, translate all of the subnet masks to CIDR notation

A.255.255.0.0=/16

B. 255.255.252.0 = /22
C. 255.255.254.0 = /23
D. 255.255.255.0 = /24

Subtract 32 from the CIDR notation.
A.32-16=16

B.32-22=10

C.32-23=9

D.32-24=8

Apply the Power of 2 from the differences
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A.2"16 = 65,536
B.2*10=1,024
C.2"9 =512

D. 28 = 256

Lastly subtract 2 to account for the reserved Network and Broadcast Address

A. 65,536 -2 = 65,534
B.1,024-2=1,022
C.512-2=510
D.256-2=254

The answer is C. This is the smallest amount subnet that has 510 usable addresses and fits the criteria for what they are looking for.

upvoted 9 times
© & Sarmad_Mansour 9 months ago

219-2=510 so C is the answer

WHy did | use 9?

0=8 bits

254=1 bit

S0, 9 is the host bit

2%n-2= Number of the host

n: is the host bit
upvoted 1 times

B & amsterdam24 12 months ago
C. Looks good.
The subnet mask C (255.255.254.0), which corresponds to a /23 subnet, can support up to 510 hosts. This is not sufficient for 412 devices
considering network and broadcast addresses are not usable for devices.

The subnet mask B (255.255.252.0), a /22 subnet, supports up to 1022 hosts, which is more than enough for 412 devices. Therefore, the original
recommendation of subnet mask B (255.255.252.0) is the correct choice for accommodating 412 network-connected devices on the same subnet.

Estimated correctness: 95%
upvoted 1 times

& & amsterdam24 12 months ago
Sorry B is Good
upvoted 1 times

B & PatrickH 11 months ago
Nope its C. 412 hosts require 512 subnet, a /23 or in decimal 255.255.254.0
It goes 128 192 224 240 248 252 254 255
So 7 1sis 254
upvoted 2 times

B & I_Know_Everything_KY 1 year, 2 months ago
borrowing one extra bit from 3rd octet (making a /23 network) will give you 510 hosts. this is equivalent to 255.255.254.0 netmask.
upvoted 1 times

E & MitchF 1 year, 4 months ago
| like how GPT explains it:
"To accommodate 412 network-connected devices on the same subnet while using the smallest possible subnet size, you need to calculate the
appropriate subnet mask.

The formula to calculate the number of usable host addresses in a subnet is 24(n) - 2, where 'n" is the number of bits borrowed from the host portion
of the IP address to create the subnet.

You need at least 9 bits to accommodate 412 devices because 29 = 512, which is the smallest power of 2 that's greater than 412.However, we need
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to subtract 2 from the usable host addresses to account for the network address (all host bits set to 0) and the broadcast address (all host bits set to

1.
So, the number of usable addresses = 2"9 - 2 = 510.
The subnet mask would be 255.255.254.0 for a /23 subnet.

This would give you a subnet that can accommodate 510 usable addresses, which should be sufficient for the 412 network-connected devices while
keeping the subnet as small as possible.

Correct answer: C. 255.255.254.0
upvoted 3 times
B & LiamAzure 1 year, 5 months ago
Don't understand it one bit
upvoted 2 times

& & LiamAzure 1 year, 5 months ago
I do now, 255.255.255.0 gives you 256 free IP addresses
255.255.254.0 has a bit missing from the 3rd octet. So there's going to be 2 x 255.255.255.0 sets of addresses available (if that helps at all)
upvoted 4 times

E & famco 1 year, 8 months ago
It's kind of simple to come from /24 network which makes 248-2 = 254 , /23 will make 2*9-2 = 510 hosts, which is correct answer.
/23 is 254
That needs to be remembered
upvoted 2 times

B & StellarSteve 1 year, 9 months ago

Selected Answer: C

To accommodate 412 network-connected devices, we need to select a subnet mask that provides at least 412 IP addresses. The smallest subnet
mask that can achieve this is 255.255.254.0, which provides 510 IP addresses (512 - 2 reserved addresses). Therefore, the correct answer is C.
upvoted 1 times

B & songsteel 1 year, 11 months ago

Selected Answer: C

255.255.254.0 is correct, I'm not sure why everyone is saying B. They need 412 devices, /23 is 512 possible devices. How do you figure 1024 from /22
is more efficient? C is the only correct answer if you want to limit it to as few addresses as possible.
upvoted 3 times

E & JakeCharles 1 year, 11 months ago

Selected Answer: B

B. 255.255.252.0

The number of IP addresses in a subnet is determined by the number of bits used for the host portion of the IP address. The subnet mask used in this
scenario should be as small as possible to accommodate the 412 devices.

A subnet mask of 255.255.252.0 has 22 bits for the host portion of the IP address, which can support up to 1022 IP addresses (2*22 - 2).
A. 255.255.0.0 has 16 bits for the host portion of IP address which support up to 65534 IP addresses.

C. 255.255.254.0 has 23 bits for the host portion of the IP address, which can support up to 510 IP addresses

D. 255.255.255.0 has 24 bits for the host portion of IP address which support up to 254 IP addresses

Therefore, using a subnet mask of 255.255.252.0 is the most efficient option for accommodating the IP addresses for 412 devices.
upvoted 1 times

& & Cyali 1 year, 10 months ago
You literally included the right answer in your reply, then noted the wrong answer. The question asks for the most efficient way to accommodate
412 addresses - the most efficient spot would be 510 addresses, 255.255.254.0
upvoted 7 times
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B & Lu5ck 2 years, 9 months ago
An class C give you at most 256 addresses including network ID and broadcast address. In this case, we need more than 256 addresses while being
smallest thus we looking at class B of at least 2 host size.

With that said, option D is out because it is class C. Moving to the next smallest which is 255.255.254.0. Using wildcard which is reverse of CIDR and
in this case 255 - 254 is 1 which means is 0.0.0.1. It also means it is 2 host size which give us 512 addresses. Why is it "2", because to get decimal 1
you will need an octet of 0000 0001 and applying the host formula of 2*1 = 2.

upvoted 4 times

& & Lu5ck 2 years, 9 months ago
You can also just add 1 to the wildcard to get 2. Wildcard is just a humane way to calculate number of host per subnet.
upvoted 2 times
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Question #111 Topic 1

A company is being acquired by a large corporation. As part of the acquisition process, the company's address should now redirect clients to the
corporate organization page. Which of the following DNS records needs to be created?

A. SOA
B. NS
C. CNAME

D. TXT

Suggested Answer: C

Reference:
https://www.namecheap.com/support/knowledgebase/article.aspx/9604/2237/types-of-domain-redirects-301-302-url-redirects-url-frame-and-
cname/
#:~:text=CNAME%20record%20is%20actually%20not,often%20mistakenly%20used%20as%20such.&text=In%200ther%20words%2C%20CNAME
%

20record,address%200f%20the%20destination%20hostname

Community vote distribution
C (100%)

E & LuSck (TIITERIY 2 years, 3 months ago
CNAME can be used to direct an domain to another domain. You can do so with A or AAAA as well but it will be domain to an IP.
upvoted 13 times

© & JakeCharles [TITREELY 1 year, 5 months ago

C. CNAME (Canonical Name)

A CNAME record is used to create an alias for an existing DNS record. In this scenario, the company's address should redirect clients to the corporate
organization page. A CNAME record can be created to point the company's DNS address to the corporate organization's DNS address.

A. SOA (Start of Authority) is a DNS record that contains information about the zone of authority, including the primary DNS server for the zone, the
email address of the zone administrator, and other information about the zone.

B. NS (Name Server) is a DNS record that specifies the authoritative DNS servers for a domain.

D. TXT (Text) is a DNS record that can be used to store various types of text data, such as SPF (Sender Policy Framework) information, which can be
used to prevent email spoofing.
upvoted 11 times

© & comeragh 9 months, 1 week ago

C - correct answer
upvoted 1 times
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Question #112 Topic 1

A user is having difficulty with video conferencing and is looking for assistance. Which of the following would BEST improve performance?

A. Packet shaping
B. Quality of service
C. Port mirroring

D. Load balancing

Suggested Answer: B

Community vote distribution
B (100%)

© & JakeCharles [TTTRTLd 1 year, 11 months ago

B. Quality of service (QoS)

Quality of service (QoS) is a set of technologies and techniques that are used to manage network resources and prioritize certain types of network
traffic. QoS is particularly useful for video conferencing, as it can ensure that video traffic is given priority over other types of traffic, such as file
transfers or web browsing, to improve performance.

A. Packet shaping is a technique that is used to regulate the flow of traffic in a network. It can be used to limit the amount of bandwidth that certain
types of traffic can use.

C. Port mirroring is a technique that is used to copy traffic from one network port to another, typically for the purpose of monitoring or
troubleshooting.

D. Load balancing is a technique that is used to distribute network traffic across multiple devices or servers to ensure that no single device or server
becomes overwhelmed.
upvoted 8 times

& & famco 1 year, 8 months ago
Shouldn't that be traffic shaping?
upvoted 1 times

E & famco 1 year, 8 months ago
Apparently there are multiple: https://study-ccna.com/qos-traffic-shaping-
policing/#:~:text=Traffic%20shaping%20is%20a%20QoS,limit%20for%20less%20critical%20packets.
upvoted 1 times

© & bob_bobbins [IELRae) 11 months, 2 weeks ago
QoS can help reduce lag, jitter, and factors that can negatively affect video call quality.
upvoted 1 times

B & badguytoo 1 year, 5 months ago
0Of course QoS!
upvoted 1 times

E & kungfuseven 2 years ago
What is meant by quality of service in networking?
Quality of Service (QoS) is a set of technologies that work on a network to guarantee its ability to dependably run high-priority applications and traffic
under limited network capacity. QoS technologies accomplish this by providing differentiated handling and capacity allocation to specific flows in
network traffic.

System supports three types of QoS: application QoS, IP QoS and role QoS.
upvoted 1 times
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E & Jibz18 2 years, 6 months ago
Quality of service
upvoted 2 times

© & Lu5ck 2 years, 9 months ago
CNAME can be used to direct an domain to another domain. You can do so with A or AAAA as well but it will be domain to an IP.
upvoted 1 times
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Question #113 Topic 1

A network technician is configuring a new firewall for a company with the necessary access requirements to be allowed through the firewall.
Which of the following would normally be applied as the LAST rule in the firewall?

A. Secure SNMP
B. Port security
C. Implicit deny

D. DHCP snooping

Suggested Answer: C

Community vote distribution
C (100%)

© & Pongsathorn 2 years, 11 months ago
Enforce firewall rules: Firewall rules are used to dictate what traffic can pass between the firewall and the internal network. Three possible actions
can be taken based on the rule’s criteria: block the connection (explicit deny), accept the connection, or allow the connection if conditions are met
(such as it being secured). It is this last condition that is the most difficult to configure, and conditions usually end with an implicit deny clause. An
implicit deny clause means that if the proviso in question has not been explicitly granted, access is denied.
upvoted 19 times

© & stellarSteve (AL ZL Y 1 year, 9 months ago

C. Implicit deny is normally applied as the LAST rule in a firewall. Implicit deny is a default rule that denies all traffic that does not match any of the
other rules. This means that any traffic that is not explicitly allowed by a previous rule will be blocked by the firewall. It is important to have this rule
as the last rule to ensure that no unauthorized traffic can pass through the firewall.

upvoted 8 times

© & bob_bobbins ([IEIRae) 11 months, 2 weeks ago

This question is definitely checking your comprehension of the order of operations in firewalls rules - where your implicit deny should always be last,
so the prior rules can be considered first/in order.
upvoted 1 times

E & Mehsotopes 1 year, 1 month ago

Selected Answer: C

With implicit deny rule set, it will be found @ the bottom of an IP access-list. Anything not mentioned in the ACL rule-set is to be denied by default,
thus acting like a Whitelist for confidentiality.
upvoted 1 times

E & JakeCharles 1 year, 11 months ago

Selected Answer: C

C. Implicit deny

An implicit deny rule is a catch-all rule that denies all traffic that is not specifically allowed by other rules in the firewall. It is typically applied as the
last rule in the firewall's configuration to ensure that any traffic that is not explicitly permitted by other rules is blocked.

A. Secure Simple Network Management Protocol (SNMP) is a protocol that is used to manage network devices.
B. Port security is a feature that is used to restrict access to a switch port based on the MAC address of the device that is connected to the port.

D. DHCP snooping is a security feature that is used to prevent unauthorized DHCP servers from being connected to a network.
upvoted 6 times

B & Lu5ck 2 years, 9 months ago
In firewalls, implicit deny is the default configuration that blocks traffic that doesn't match a set of rules established in advance.
upvoted 4 times
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Question #114 Topic 1

A technician wants to install a WAP in the center of a room that provides service in a radius surrounding a radio. Which of the following antenna
types should the
AP utilize?

A. Omni
B. Directional
C. Yagi

D. Parabolic

Suggested Answer: A

Community vote distribution
A (100%)

© & JakeCharles [TTIRRLd 11 months, T week ago

A. Omni

An omni-directional antenna radiates signal in all directions and is suitable for coverage in a circular area. It is ideal for situations where a wireless
access point (WAP) needs to provide coverage in a radius around the radio, as it does not need to be pointed in a specific direction.

B. Directional antenna radiates signal in a specific direction.
C. Yagi antenna is a type of directional antenna that is used in point-to-point wireless communications.

D. Parabolic antennas are highly directional antennas that are primarily used in point-to-point wireless communications, and typically used for long-
distance wireless communications.
upvoted 14 times

G & Jibz18 [T 1 year, 6 months ago

For indoor use, you are more likely to use omnidirectional
upvoted 5 times


https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/Jibz18/
https://www.examtopics.com/user/Jibz18/
https://www.examtopics.com/user/Jibz18/

Question #115 Topic 1

A systems administrator is running a VolP network and is experiencing jitter and high latency. Which of the following would BEST help the
administrator determine the cause of these issues?

A. Enabling RADIUS on the network
B. Configuring SNMP traps on the network
C. Implementing LDAP on the network

D. Establishing NTP on the network

Suggested Answer: B

Community vote distribution
B (74%) D (26%)

© & StevenElev1n [TIAEELY | year, 10 months ago

- Configuring SNMP (Simple Network Management Protocol) traps on the network would BEST help the administrator determine the cause of the jitter
and high latency in the VolP network.
- SNMP traps can provide real-time notifications of network events, such as high utilisation on a network interface or low memory on a device, that
can indicate potential problems. By analysing the SNMP traps, the administrator can identify any underlying issues causing the jitter and high latency,
such as network congestion, bandwidth constraints, or device failures.
- While NTP (Option D) can help to ensure accurate timing in the network, which is important for VolIP, it would not necessarily help to directly
determine the cause of the jitter and high latency issues. The other options, RADIUS (Option A) and LDAP (Option C), are primarily used for
authentication and authorisation. They are not directly related to diagnosing jitter and high latency in a VoIP network.

upvoted 22 times

O & odibz [TIEEEI) 2 years, 4 months ago

SNMP traps would allow him to analyze the problem with MIB information collected
upvoted 9 times

© & bob_bobbins [TELIEIE) 11 months, 2 weeks ago

Selected Answer: B

Since we are being asked to determine the best way to find a cause - not provide a solution, the answer will be SNMP in order to observe issues in
real-time.
You _could_ take an approach of "trying all the most likely things" without observing the management protocol data- but that's probably not what
CompTIA wants to teach you to do.

upvoted 1 times

B & Mehsotopes 1 year, 1 month ago
MIBs can keep track of the management data of a device including it's traffic speeds & bandwidth by using a hierarchical namespaces containing
object identifiers information that includes it's variables such as network speeds & temperatures that are reported through SNMP traps.
An example of SNMP variable bindings included in a trap message are as follows:
* Site Name: PR-Branch
* Criticality: High
* Severity: Low
* Alarm Description: High Temperature
upvoted 1 times

B & phoenix98 1 year, 1 month ago
NTP updates, QoS classification and link reservation requests, and
so on. The management plane comprises traffic that allows remote administration
and monitoring of network appliances, such as SSH, SNMP, NetFlow, and syslog.
Management traffic is typically directed to the appliance’s loopback address.

QoS regulates VOIP
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upvoted 1 times
B & 95821 1 year, 2 months ago
a lot of the questions from exam topic's net + gs aren't even on the exam. failed using their gs.
upvoted 2 times

E & I_Know_Everything_KY 1 year, 2 months ago
Its SNMP, all day long. The question is what would " help the administrator determine the cause of these issues" - SNMP.
NTP just sets the clock.
upvoted 1 times

B & salthehash 1 year, 2 months ago
While RADIUS, SNMP traps, and LDAP are valuable for various network management and security purposes, they are not directly focused on
addressing jitter and latency issues in a VolP network. NTP, on the other hand, directly contributes to maintaining network stability and aids in
troubleshooting and analysis of time-sensitive issues like jitter and latency.
upvoted 2 times

E & HesWhatNow 1 year, 9 months ago

"Which of the following would BEST help the administrator determine the cause of these issues?"

Configuring NTP wouldn't help determine the cause of the issue, it would be a solution AFTER determining the cause.
upvoted 2 times

& & famco 1 year, 8 months ago
Are you a lawyer? :) True. | hope | can challenge the answer
upvoted 1 times

B & StellarSteve 1 year, 9 months ago
D. Establishing NTP (Network Time Protocol) on the network would be the BEST option to help the administrator determine the cause of jitter and
high latency issues in a VoIP network. NTP is a protocol that is used to synchronize the clocks of devices on a network, which is critical for time-
sensitive applications like VolP. Jitter and high latency can often be caused by clock synchronization issues, and implementing NTP can help to
ensure that all devices on the network have synchronized clocks, reducing the likelihood of these issues occurring.

B. Configuring SNMP (Simple Network Management Protocol) traps on the network would allow the administrator to receive alerts when network
devices experience certain events, but it would not directly help in identifying jitter and high latency issues.
upvoted 3 times

& & I_Know_Everything_KY 1 year, 2 months ago
Your reason to exclude (B) is the reason you should have excluded (D). The SNMP traps would *precisely* allow Admin to identify the cause of the
jitter, whereas setting NTP would simply synchronize time on network elements.
upvoted 1 times

E & JakeCharles 1 year, 11 months ago

Selected Answer: D

D. Establishing NTP on the network

Jitter and high latency can be caused by a variety of factors, such as network congestion, packet loss, and out-of-sync clocks. By implementing
Network Time Protocol (NTP), the systems administrator can synchronize the clocks on all devices on the network, which can help to reduce jitter and
latency. The other options (enabling RADIUS, configuring SNMP traps, and implementing LDAP) are not directly related to addressing jitter and latency
issues.

upvoted 3 times

& & I_Know_Everything_KY 1 year, 2 months ago
NTP might help fix the issue (if due to synchronisity issues) but would NOT " help the administrator determine the cause of these issues", which is
the question asked. This is literally what SNMP is for.
upvoted 1 times
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Question #116 Topic 1

The following instructions were published about the proper network configuration for a videoconferencing device:
"Configure a valid static RFC1918 address for your network. Check the option to use a connection over NAT."
Which of the following is a valid IP address configuration for the device?

A. FE80::1

B. 100.64.0.1
C.169.254.1.2
D.172.19.0.2
E. 224.0.0.12

Suggested Answer: D

Community vote distribution
D (100%)

© & RobJob 2 years, 3 months ago
The answer is D. RFC 1918 is a private IP address. D is the only private address
Private addresses:
10.0.0.0 to 10.255.255.255 (Class A private address range).
172.16.0.0 to 172.31.255.255 (Class B private address range).
192.168.0.0 to 192.168.255.255 (Class C private address range).
upvoted 31 times

© & JakeCharles [TITRRGLd 1 year, 5 months ago
RFC 1918 is a Request for Comments (RFC) document that defines a set of private IP address ranges that can be used within a private network.
These addresses are not globally unique and cannot be routed on the public internet, but they can be used within a private network to avoid conflicts
with public IP addresses.

The private IP address ranges defined in RFC 1918 are as follows:

10.0.0.0 - 10.255.255.255 (10/8 prefix)

172.16.0.0 - 172.31.255.255 (172.16/12 prefix)

192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

It's important to note that these ranges were reserved for private use and not to be used by public networks.
upvoted 6 times

& & famco 1 year, 2 months ago
Good to remember /8 /12 /16 prefixes
10
172.16-172.31
192.168
upvoted 4 times

& & phoenix98 7 months, 3 weeks ago
RFC 1918 as non-routable over the Internet:
+10.0.0.0 to 10.255.255.255 (Class A private address range).
+172.16.0.0 to 172.31.255.255 (Class B private address range).
+192.168.0.0 to 192.168.255.255 (Class C private address range)
upvoted 1 times

B & Hake_1 11 months ago
Is there a typo here? I'm not seeing a 10.x.x.x address as an option. | see 100.64.0.1 which is not a Class A address. As such only two of the options
seem to be private addresses.


https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/phoenix98/
https://www.examtopics.com/user/phoenix98/
https://www.examtopics.com/user/phoenix98/
https://www.examtopics.com/user/Hake_1/
https://www.examtopics.com/user/Hake_1/
https://www.examtopics.com/user/Hake_1/

upvoted 1 times



Question #117 Topic 1

A network administrator is reviewing interface errors on a switch. Which of the following indicates that a switchport is receiving packets in excess
of the configured
MTU?

A. CRC errors
B. Giants
C. Runts

D. Flooding

Suggested Answer: B

Community vote distribution
B (87%) 13%

& & chanke 2 years, 2 months ago
MTU is associated with Giants. That is how | remember it.

upvoted 18 times

E & LuSck CTTTEEL Y 2 years, 3 months ago
Giant is big
Runt is small
upvoted 11 times

© & Mehsotopes 7 months, 3 weeks ago

CRC = Error indicating mismatch in data code & can be a result of an integrity error, decryption error, or difference in transmission speeds.
Giants = Error response that indicate if a transmission is bigger than what can be received by the set Maximum Transmission Unit.
Runt = Error indicating a frame that is smaller than the minimum frame size for IEEE-802.3 standard frames.

Flooding = Method used for loading IP packet data to multiple routers in a system to balance the load, this flood can be done by the following:
* Dense Mode = Periodic flood & prune of data flow between routers to form an optimal distribution tree.
* Sparse Mode = Uses a shared distribution tree & creates an optimal Shortest Path Tree (SPT) by using standby routers for switchover.

There is also Smurf Attack (ICMP Flood) = Occurs when an attacker sends a ping to a subnet broadcast address with the source IP spoofed to be that
of the victim server, the victim will receive the responding pings & be overwhelmed.
upvoted 4 times

B & Grasime 1 year, 2 months ago
this is stupid it should be D because it doesnt mention anything about the size of the packets being transmitted just that they are getting too many
upvoted 2 times

& & Grasime 1 year, 2 months ago
nevermind | read the question better
upvoted 4 times

E & NetworkTester1235 1 year, 2 months ago
It's important to remember that Giants and Jumbo Frames are similar but different.

Giants are packets that exceed the max MTU and are dropped upon being received.
Jumbo Frames are packets that are configured to be larger than the standard and are usually not received in these types of situations.
upvoted 4 times

E & JakeCharles 1 year, 5 months ago

Selected Answer: B
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A Giant packet (also known as a "Giant") is a packet that exceeds the maximum transmission unit (MTU) size for a particular network. When a
switchport receives a packet larger than the MTU, it is considered a Giant packet and is typically dropped by the switch.

CRC (Cyclic Redundancy Check) errors indicate that data has been corrupted during transmission and does not match the checksum value generated
by the sender.
upvoted 5 times
E & RobJob 2 years, 3 months ago
Giants are large packets that are discarded or dropped
upvoted 6 times
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Question #118 Topic 1

A network administrator needs to implement an HDMI over IP solution. Which of the following will the network administrator MOST likely use to
ensure smooth video delivery?

A. Link aggregation control
B. Port tagging
C. Jumbo frames

D. Media access control

Suggested Answer: C

Community vote distribution
C (95%) 5%

© & MelzTheArtist {TITRRRLY 1 year, 4 months ago

C. Jumbo frames

To ensure smooth video delivery in an HDMI over IP solution, the network administrator would most likely use Jumbo frames. Jumbo frames are
Ethernet frames that are larger than the standard maximum transmission unit (MTU) size of 1500 bytes, allowing more data to be transmitted in a
single frame. By using Jumbo frames, the amount of data that can be transmitted per unit of time is increased, which can help ensure smooth video
delivery.

Link aggregation control, port tagging, and media access control (MAC) are not directly related to ensuring smooth video delivery in an HDMI over IP
solution. Link aggregation control is the process of combining multiple physical ports into a logical port to increase bandwidth and provide
redundancy. Port tagging is the process of marking network traffic with a specific VLAN ID to ensure that it is routed to the correct destination. MAC
is a hardware address that uniquely identifies each device on a network. While these techniques may be useful for managing and optimizing network
traffic, they are not specifically related to video delivery in an HDMI over IP solution.

upvoted 14 times

© & kungfuseven ([[TITRERLY 1 year, 6 months ago
Answer is C:

Enabling jumbo frames can improve network performance by making data transmissions more efficient. The CPUs on switches and routers can only
process one frame at a time. By putting a larger payload into each frame, the CPUs have fewer frames to process.
Jumbo frames can only be used on links that are gigabit or faster, on switches, routers, and servers that can be configured to support jumbo frames.
10-megabit and 100-megabit Ethernet does not support jumbo frames.

upvoted 9 times

B & osmaster [IELTAIE) 8 months, 2 weeks ago
In summary, jumbo frames in the context of HDMI over IP refer to the use of larger Ethernet frames to potentially improve the efficiency and
bandwidth utilization when transmitting high-definition video and audio content over an IP network. It can be a valuable feature in specific scenarios
but requires proper configuration and compatible network equipment.
upvoted 2 times

B & StellarSteve 1 year, 3 months ago
C. Jumbo frames is the most likely feature that a network administrator will use to ensure smooth video delivery for an HDMI over IP solution. Jumbo
frames are larger than standard Ethernet frames, and they can reduce the number of packets that need to be transmitted over the network, reducing
network overhead and increasing the efficiency of data transmission. This is especially useful for high-bandwidth applications like video streaming,
where the large frame size can help to reduce latency and improve video quality.
upvoted 2 times

B & StevenElev11n 1 year, 4 months ago

Selected Answer: C
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- Jumbo frames can be used to increase the maximum transmission unit (MTU) size for a network, which can improve the performance of large data
transfers, such as video. By increasing the MTU size, jumbo frames can reduce the overhead associated with transmitting large amounts of data and
help to ensure smooth video delivery in an HDMI over IP solution.
upvoted 3 times
E & JakeCharles 1 year, 5 months ago

Selected Answer: D

D. Media Access Control (MAC) address filtering.

HDMI over IP solutions typically use the Internet Protocol (IP) to transmit video and audio data over a network. To ensure smooth delivery of the

video, the network administrator will need to ensure that the network is properly configured to prioritize and manage the traffic carrying the video

data. One way to do this is by using MAC address filtering to control which devices are allowed to access the network and prioritize their traffic.
upvoted 1 times

& & Jacko666 1 year, 4 months ago
The answer doesn't mention filtering.
upvoted 7 times
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Question #119 Topic 1

A network administrator wants to reduce overhead and increase efficiency on a SAN. Which of the following can be configured to achieve these
goals?

A. Port aggregation
B. Traffic shaping
C. Jumbo frames

D. Flow control

Suggested Answer: C

Community vote distribution
C (92%) 8%

© & stevenElev1n (IR ZLY | year, 4 months ago
In a Storage Area Network (SAN), large amounts of data are frequently transferred, which can result in overhead and decreased efficiency. Jumbo
frames can be used to reduce overhead and increase efficiency by increasing the maximum transmission unit (MTU) size for a network. By increasing
the MTU size, jumbo frames can reduce the overhead associated with transmitting large amounts of data, resulting in improved performance for large
data transfers, such as those that occur in a SAN.

Port aggregation (A) combines multiple physical links into a single logical link to increase the bandwidth of a network. Traffic shaping (B) is used to
control the flow of data and prioritize certain types of network traffic. Flow control (D) is used to regulate the amount of data that can be transmitted
on a network to prevent network congestion. While these technologies can also play a role in improving network efficiency, they are not directly
related to reducing overhead in a SAN specifically.

upvoted 12 times

© & phoenix98 7 months, 3 weeks ago
Jumbo frames—A host might be configured to use jumbo frames, but the
switch interface is not configured to receive them. This type of issue often occurs
when configuring storage area networks (SANs) or links between SANs and data
networks
upvoted 2 times

B & MitchF 10 months, 3 weeks ago
GPT selects: "(C) Jumbo frames". It explains:
"Configuring jumbo frames can help reduce overhead and increase efficiency on a Storage Area Network (SAN). Jumbo frames are larger Ethernet
frames that can carry more data compared to standard frames. By allowing more data to be sent in a single frame, jumbo frames reduce the overhead
associated with smaller frames, leading to improved efficiency and potentially better performance on the network.

Options like port aggregation (A), traffic shaping (B), and flow control (D) are also important concepts in networking, but they are not directly related
to reducing overhead and increasing efficiency on a SAN"
upvoted 1 times

B & Kessel 10 months, 3 weeks ago
| am going to be the contrarian here and say A, Port aggregation. My reasoning is that Jumbo Frames are Ethernet technology, and SANs don't use
Ethernet, normally. Yes, | know that it could be a FCoE or ISCSI that would support Ethernet, but it's not specified in the question. You can do Port
Aggregation with a FC Switch, so | voted that because it can help increase efficiency.
upvoted 1 times

& & MitchF 10 months, 3 weeks ago
GPT doesn't pick your answer as a "best" choice for this reason:

"While port aggregation itself does not directly affect overhead or efficiency in the same way that other techniques, such as jumbo frames or flow
control, might, it indirectly contributes to improving the SAN's overall performance”
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upvoted 1 times
B & LiilindA 1 year, 4 months ago
D. Flow control, flow control is the best option to reduce overhead and increase efficiency on a SAN by regulating the flow of data and ensuring that
the receiving device can handle incoming data without data loss.
upvoted 2 times

& & MelzTheArtist 1 year, 4 months ago
Configuring Jumbo frames can help reduce overhead and increase efficiency on a Storage Area Network (SAN). Jumbo frames are Ethernet frames
that are larger than the standard maximum transmission unit (MTU) size of 1500 bytes. By using Jumbo frames, more data can be transmitted in a
single frame, reducing the number of frames that need to be sent and reducing overhead.

When the frames are larger, the amount of data that can be transmitted per unit of time is increased, improving efficiency on the network.
However, it is important to ensure that all devices on the SAN support Jumbo frames and that they are configured with the same frame size to
avoid compatibility issues.

upvoted 4 times

& & Leahjay 1 year, 4 months ago
C

When should jumbo frames be used? Use jumbo frames only when you have a dedicated network or VLAN, and you can configure an MTU of 9000 on
all equipment, to increase performance. A good example of this approach is a separate SAN or storage network
upvoted 3 times

B & JakeCharles 1 year, 5 months ago
C. Jumbo frames

Jumbo frames are packets with a size larger than the standard maximum transmission unit (MTU) of 1500 bytes. By allowing more data to be sent in
a single packet, jumbo frames reduce the overhead of multiple packets and increase the efficiency of data transfer in a Storage Area Network (SAN).
upvoted 2 times

E & whbear 1 year, 11 months ago
"on a SAN" which | assume they mean within the SAN Server arrays, really only option is C, A-B and D would be on switching into the SAN maybe |
missing the sprit of question though.
upvoted 4 times
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Question #120 Topic 1

A rogue AP was found plugged in and providing Internet access to employees in the break room. Which of the following would be BEST to use to
stop this from happening without physically removing the WAP?

A. Password complexity
B. Port security
C. Wireless client isolation

D. Secure SNMP

Suggested Answer: B

Community vote distribution
B (79%) C (21%)

E & StevenElevi1n 2 years, 4 months ago
Option B, Port security, would be the best option to use to stop the rogue AP in this scenario. Port security is a feature that can be used to limit the
number of devices that can be connected to a switchport. By configuring port security on the switchport to which the rogue AP is connected, the
network administrator can ensure that only authorized devices are able to connect to the network and receive an IP address. This would prevent
unauthorized devices, such as the rogue AP, from providing Internet access to employees in the break room.
upvoted 14 times

& & JakeCharles 2 years, 5 months ago

C. Wireless client isolation

Wireless client isolation is a security feature that isolates clients connected to an access point (AP) from each other, preventing them from
communicating directly with each other over the wireless network. By enabling this feature on the AP, the network administrator can prevent rogue
APs from providing Internet access to unauthorized clients, such as employees in the break room.

upvoted 6 times

& & Anonymouse1312 1 year, 5 months ago
This would not stop the rogue AP, at most it would mitigate the effects. To fully stop Rogue APs, implement Port Security

B
upvoted 3 times

© & Olazino 1 year, 5 months ago
But port security is uses on switches not on 802.11
upvoted 1 times

& & if47276 12 months ago
A WAP is connected to a switch, so it plays by the switch rules.
upvoted 3 times

& & zuzuonyi 1 year, 9 months ago
Wireless client isolation is not the appropriate solution in my opinion as it is the WAP (plugged into the network) that you want to isolate and not
the clients. So, the most appropriate would be option B, Port Security.
upvoted 5 times

& & veggietron9000 10 months, 2 weeks ago

The right answer is definitely B.
upvoted 1 times

B & 33cddof 1 year, 1 month ago
If I have a rogue AP providing Internet services Port Security on your switch is not going to help you. | could be in an adjacent office connected to my
own switch with Internet services.
upvoted 2 times
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E & ineedcarinsurance 1 year, 1 month ago
| agreed with you until | reread the question and saw that the access point was "found plugged in".
upvoted 1 times

& & Kilroy 1 year, 2 months ago
Tried to test it in Packet Tracer, the port security works as intended. If you set max mac-addresses to 1 and don't use sticky. Port will remain available
for use (as it should be as we are not supposed to disable it) but it will allow only 1 device at a time
upvoted 1 times

E & bob_bobbins 1 year, 5 months ago
The answer here will be port security because it, quite literally, prevents someone from plugging something in to create an AP.
The client isolation would be on the router- and would stop your router from being breached via lateral movement, etc - but it would not prevent the
scenario.

upvoted 1 times

© & comeragh 1 year, 5 months ago
"A rogue AP was found plugged in" "Which of the following would be BEST to use to stop this from happening without physically removing the WAP?"
Answer for sure is B port security
upvoted 2 times

B & [Removed] 1 year, 6 months ago
Secure port (B) will stop anyone from plugging random devices in
upvoted 1 times

B & Mehsotopes 1 year, 7 months ago
Enabling wireless client isolation only protects the Internal network (Intranet). Port security would allow you to block external & internal network
accesses, but would affect every client on the network lest you were to use a whitelisting protocol authentication service like RADIUS, this change
would take time to implement however.
upvoted 1 times

E & Baloyitum 1 year, 10 months ago
Which of the following would be BEST to use to (STOP) this from happening without physically removing the WAP?
upvoted 1 times

& & Baloyitum 1 year, 10 months ago
Which of the following would be BEST to use to (STOP) this from happening without physically removing the WAP?
upvoted 1 times

E & MitchF 1 year, 10 months ago
GPT selects:
"The BEST option to stop a rogue Access Point from providing unauthorized Internet access without physically removing the Wireless Access Point
would be (C) Wireless client isolation.

Wireless client isolation, also known as wireless isolation or client isolation, is a security feature that prevents wireless devices connected to the
same network from communicating directly with each other. This means that devices connected to the same Wi-Fi network cannot interact with or
access each other. By enabling wireless client isolation, you can effectively isolate the rogue Access Point from the rest of the network, preventing it
from providing unauthorized Internet access to employees."

upvoted 2 times

E & benejamin 1 year, 10 months ago
Correct answer is Port Security; this would prevent the rogue AP from communicating on the network, rendering it useless. IMPORTANT: Wireless
Client Isolation would NOT prevent connection, it would only prevent communication to other devices within the network. Port Security prevents the
AP from being usable at all and is the better answer
upvoted 3 times

B & famco 2 years, 2 months ago
Please, ChatGPT is not always correct. It gets confused many times with english language used in these questions
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upvoted 2 times

& & MitchF 1 year, 10 months ago
Don't listen to GPT doubters. GPT explains the answer. If humans can't explain the answer clearly, | trust GPT 's clear explanation.
upvoted 1 times

B & Gustitute 2 years, 2 months ago
Chatgpt says C, Wireless Client Isolation. | asked it if it was sure the answer is not B, Port Security and got this:
"Port security is a feature that allows network administrators to restrict access to an Ethernet port based on the MAC address of the device
connecting to it. While port security can help prevent unauthorized access to the network, it is not the best solution in this scenario. This is because
the rogue access point is most likely connected to a switch port that is authorized for use, and as such, port security would not be able to prevent it
from providing Internet access to employees.

Wireless client isolation, on the other hand, is a feature that prevents direct communication between wireless devices on the same access point, and
can be used to prevent unauthorized access to other devices on the network. This is a more appropriate solution, as it can help prevent the rogue
access point from communicating with other devices on the network, even if it is still present.”

upvoted 1 times

& & Sebatian20 1 year, 10 months ago
The port was in the break room.

Don't think anyone going to miss that port being disable.
upvoted 2 times

B & rabarbar1 2 years, 2 months ago
B for sure, guys!
upvoted 1 times

B & 1stAid 2 years, 2 months ago
Without physically removing - keyword... Port security could disable
the AP easily without physically removing
upvoted 2 times


https://www.examtopics.com/user/MitchF/
https://www.examtopics.com/user/MitchF/
https://www.examtopics.com/user/MitchF/
https://www.examtopics.com/user/Gustitute/
https://www.examtopics.com/user/Gustitute/
https://www.examtopics.com/user/Gustitute/
https://www.examtopics.com/user/Sebatian20/
https://www.examtopics.com/user/Sebatian20/
https://www.examtopics.com/user/Sebatian20/
https://www.examtopics.com/user/rabarbar1/
https://www.examtopics.com/user/rabarbar1/
https://www.examtopics.com/user/rabarbar1/
https://www.examtopics.com/user/1stAid/
https://www.examtopics.com/user/1stAid/
https://www.examtopics.com/user/1stAid/

Question #121 Topic 1

A company's network is set up so all Internet-bound traffic from all remote offices exits through a main datacenter. Which of the following network
topologies would
BEST describe this setup?

A. Bus
B. Spine-and-leaf
C. Hub-and-spoke

D. Mesh

Suggested Answer: C

Community vote distribution
)

© & RobJob ([[TIIEERLY 1 year, 9 months ago

a hub-and-spoke can be WAN configured between a
central office and branch offices
upvoted 17 times

O & JakeCharles (TIECLY 11 months, 1 week ago

C. Hub-and-spoke

A hub-and-spoke network topology is a type of network design in which all remote offices (spokes) connect to a central point (hub), typically a
datacenter, where all Internet-bound traffic exits. In this setup, the hub acts as the centralized point of control and management for the entire
network.

upvoted 9 times

© & LuSck [TETENEY 1 year, 9 months ago
Hub-and-spoke is also known as star topology. The question isn't about how the datacenter is setup but how the connections between the offices look

like.
upvoted 5 times
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Question #122 Topic 1

To comply with industry requirements, a security assessment on the cloud server should identify which protocols and weaknesses are being
exposed to attackers on the Internet. Which of the following tools is the MOST appropriate to complete the assessment?

A. Use tcpdump and parse the output file in a protocol analyzer.
B. Use an IP scanner and target the cloud WAN network addressing.
C. Run netstat in each cloud server and retrieve the running processes.

D. Use nmap and set the servers' public IPs as the targets.

Suggested Answer: D

Community vote distribution
D (100%)

E & stellarSteve [TITRERLY 1 year, 3 months ago
D. Use nmap and set the servers' public IPs as the targets would be the most appropriate tool to complete the assessment. Nmap is a powerful
network scanning tool that can be used to identify open ports, services, and protocols on a remote system. By scanning the public IP addresses of
the cloud servers, a security assessment can identify which protocols and services are being exposed to attackers on the Internet. This information
can be used to determine potential vulnerabilities and weaknesses in the system.
upvoted 9 times

© & Mehsotopes 7 months, 2 weeks ago
All are useful for checking security, but nmap will show the most comprehensive effect attackers can have on an open protocol, or port that does not
have proper security in the shortest amount of time.
MitchF's explanation is best.
upvoted 1 times

E & Mehsotopes 7 months, 2 weeks ago
Network Mapper (nmap) = Discovers hosts & services on a computer network by sending packets & analyzing the responses. This provides a number
of features for probing computer networks including host discovery service & OS detection. It is a good tool for port scanning, or IP scanning.
In addition to this, nmap can be used to conduct fingerprint of the services running on these ports which allows it to identify the versions of software
being used. This is really helpful in detecting vulnerabilities & versions of services that are operating on your network. nmap is very useful when trying
to create network map, or identification of rogue devices.
upvoted 1 times

E & TheFivePips 10 months, 1 week ago
The answer is D but im just checking to see if it will let me post. | gave a really detailed answer for the next question and it keeps not letting me
submit it.
upvoted 1 times

B & MitchF 10 months, 3 weeks ago
Here is GPT's explanation:
The MOST appropriate tool is (D) Use nmap and set the servers' public IPs as the targets.

Nmap is a versatile and powerful network scanning tool that can help you identify open ports, services, and protocols running on target systems. By
setting the cloud servers' public IPs as targets and using nmap, you can analyze the exposed services and protocols, as well as potential
vulnerabilities that attackers could exploit.

Option (A) is more suitable for capturing and analyzing network traffic, which can be useful for deep packet inspection, but it might not be as efficient
for identifying exposed services and vulnerabilities.
Option (B) can identify live hosts and their IP addresses, but it might not provide detailed information about the exposed protocols and weaknesses.
Option (C) can provide insight into the local server processes and open ports, but it might not give you a comprehensive view of the exposure from
the Internet's perspective.”

upvoted 3 times
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E & JakeCharles 1 year, 5 months ago

Selected Answer: D

D. Use nmap and set the servers' public IPs as the targets.

Nmap (Network Mapper) is a popular and widely-used open source tool for network exploration, management, and security auditing. It can be used to
identify which protocols and services are exposed to the Internet on a cloud server, by setting the server's public IP address as the target. Nmap can
scan for open ports and associated services, and report on any vulnerabilities that are detected.

upvoted 4 times
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Question #123 Topic 1

A systems administrator is configuring a firewall using NAT with PAT. Which of the following would be BEST suited for the LAN interface?

A.172.15.0.0/18
B.172.18.0.0/10
C.172.23.0.0/16
D.172.28.0.0/8

E. 172.32.0.0/14

Suggested Answer: C

Community vote distribution
C (100%)

O & LuSck [[TIIEEETY 2 years, 3 months ago
Network address translation (NAT) and Port address translation (PAT) are often used to translate between global and private ip addresses. Private
address for Class B is 172.16.0.0 to 172.31.255.255. Only 172.23.0.0/16 fit the range.
upvoted 33 times

O & 13fty (FIIECL Y 2 years, 3 months ago
Can anyone explain this one? | have no clue what this is about other than | know what the acronyms mean.
upvoted 12 times

© & itcamentor51 1 year, 9 months ago
The rest of the addresses besides the C, are for subnetworks.
upvoted 3 times

& & Nishkurup 1 year, 5 months ago
Class B private address is 172.16. 0.0/12 (addresses 172.16. 0.0 through 172.31. 255.255 inclusive). All answers other C falls outside the range.
upvoted 4 times

B & user82 1 year, 2 months ago
| think you meant 172.16.0.0/16.
/12 is class A, not B

upvoted 3 times

© & phoenix98 7 months, 3 weeks ago
Private IP addresses can be drawn from one of the pools of addresses defined in
RFC 1918 as non-routable over the Internet:
+10.0.0.0 to 10.255.255.255 (Class A private address range).
+172.16.0.0 to 172.31.255.255 (Class B private address range). The answer is in this range.

+192.168.0.0 to 192.168.255.255 (Class C private address range).
upvoted 2 times

& & TheFivePips 10 months, 1 week ago
NAT and PAT translate private IPs to public IPs, so we're seeking a private IP.
Addresses 172.16.0.0 - 172.31.255.255 are private, excluding options A and E.
Using CIDR, consider the remaining answers:
Answer B) 172.18.0.0/10 has subnet mask 255.192.0.0 (10 network bits).
To find network address we need to do a bitwise "AND" operation with the IP and subnet mask:
Comparing bits side by side. If both bits are 1it'sa 1. If any bitisa 0 it's a 0.
Subnet mask: 11111111.11000000.00000000.00000000(255.192.0.0)
IP address: 10101100.00010010.00000000.00000000(172.18.0.0)
Result: 10101100.00000000.00000000.00000000 (172.0.0.0)
Network: 172.0.0.0
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Range: 172.0.0.1-172.63.255.254
Broadcast: 172.63.255.255
Answer D) Repeat for this address.
Both answers are beyond private range.
Answer C is the only one left but you can confirm it with above methods.
upvoted 8 times
B & MitchF 10 months, 3 weeks ago
GPT gets this one wrong. Here is how | find the correct answer:

(A) 172.15.0.0/18 - wrong, it is a public IP

(B) 172.18.0.0/10 - private IP (good) --> but subnet doesn't offer the most available IP addresses (4 million+)

(C) 172.23.0.0/16 - private IP (good) --> but subnet doesn't offer the most available IP addresses (65 thousand)

**(D) 172.28.0.0/8 - private IP (good) --> AND subnet offers the MOST available IP addresses (16 million+) = best answer
(E) 172.32.0.0/14 - wrong, it is a public IP

So it looks like the best answer is (D)
PS. I will check with my boss who is a Developer and update this answer if it is wrong.
upvoted 2 times

B & JakeCharles 1 year, 5 months ago

Selected Answer: C

C.172.23.0.0/16

Network Address Translation (NAT) with Port Address Translation (PAT) is used to translate the private IP addresses of hosts on a LAN to a single
public IP address assigned to the firewall. The LAN interface of the firewall typically uses a private IP address range, such as those defined by RFC
1918, that is not globally routable.

172.15.0.0/18,172.18.0.0/10, 172.28.0.0/8, and 172.32.0.0/14 are all valid private IP address ranges, but 172.23.0.0/16 is commonly used for LAN
interfaces in NAT/PAT configurations.
upvoted 3 times

& & StevenElev11n 1 year, 4 months ago
How do you get 172.15.0.0/18 and 172.32.0.0/14 to be private IP addresses?
upvoted 4 times

E & famco 1 year, 2 months ago
Pure imagination and being wrong. :). It is not private IP range.
upvoted 2 times

B & examtopics11 1 year, 7 months ago
see below
upvoted 2 times

E & homealone 2 years, 3 months ago
can anybody explain this for me? thanks
upvoted 2 times

E & examtopics11 1 year, 7 months ago
BCD are only IPs where the first 2 octets fall in Class B Private IP range mentioned by Lu5ck. Of those, CIDR 16 keeps the subnet 255.255.0.0
which keeps 172.23 the same. CIDR 10 and CIDR 8 would change the (23 octet) value to fall outside the private IP range for class B.
upvoted 12 times

E & famco 1 year, 2 months ago
Adding on to Lu5ck and cyberninja, the reasoning is not just about the classes, but the octets. It is 172.16.0.0/12 to 172.31.0.0/12 range that
is RFC 1918. If itis a /8 or /10 it is not in that range. But a 172.16.0.0/12 range can be further sub-netted by using more bits for subnets. So a
172.28.0.0/16 is also in that range
upvoted 2 times

E & vitasaia 1 year, 5 months ago
Best Answer! Genius!!
upvoted 2 times
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Question #124 Topic 1

A packet is assigned a value to ensure it does not traverse a network indefinitely. Which of the following BEST represents this value?

A. Zero Trust
B. Planned obsolescence
C. Time to live

D. Caching

Suggested Answer: C

Community vote distribution
)

© & JakeCharles [TITRRSL Y 1 year, 5 months ago

C. Time to live (TTL) represents this value.

The Time to Live (TTL) value is a field in the IP header of a packet that tells the number of hops (or routers) a packet can pass through before it is

discarded. The TTL is typically set to a high value, such as 64 or 128, when a packet is first sent, and it is decremented by one each time the packet

passes through a router. When the TTL value reaches zero, the packet is discarded, and a "time exceeded" message is sent back to the sender. This

mechanism is used to prevent packets from traversing a network indefinitely, which could cause network congestion and slow down the network.
upvoted 8 times

© & RobJob 2 years, 3 months ago
Time to Live (TTL) IP header field is decreased by at least 1.
This could be greater if the router is congested. The TTL is nominally the number
of seconds a packet can stay on the network before being discarded
upvoted 5 times

© & badguytoo ([IETRRe) 11 months, 1 week ago
TTL for this!

upvoted 2 times
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Question #125 Topic 1

Which of the following policies should be referenced when a user wants to access work email on a personal cell phone?

A. Offboarding policy
B. Acceptable use policy
C. BYOD policy

D. Remote access policy

Suggested Answer: C

Community vote distribution
C (67%) B (33%)

© & StevenEleviin 2 years, 5 months ago
The policy that should be referenced when a user wants to access work email on a personal cell phone is the BYOD (Bring Your Own Device) policy.
Therefore, option C is the correct answer.

A. Offboarding policy refers to the policies and procedures that are in place when an employee leaves the organization.

B. Acceptable use policy outlines the acceptable use of company resources such as computers, internet, and email.

D. Remote access policy governs the secure and authorized remote access to the organization's network and resources.
upvoted 7 times

© & Treymbé 3 years, 3 months ago

| kind of lean towards this being B. Acceptable Use Policy. The question isn't asking about bringing a device to work, but specifically asking about
using corporate resources on a personal device. First thought in my mind is data exfiltration and | believe an AUP would wean against that while
allowing corporate resources on a person device. At least that is my thought process.

"An acceptable use policy (AUP) is a document stipulating constraints and practices that a user must agree to for access to a corporate network or
the Internet."
upvoted 6 times

& & gamatat 8 months, 3 weeks ago
The cellphone belongs to the User, not the company. AUP is for company devices.
upvoted 1 times

© & Aaron$1990 2 years, 9 months ago
No. The key here is that she is using her own personal device and so the answer is BYOD
upvoted 4 times

© & huradazimi ([TEIaae) 9 months, 1 week ago

That'd be the BYOD (Bring Your Own Device) policy. It outlines the rules and security measures for using personal devices to access work resources.
upvoted 1 times

B & Susan4041 1 year ago
Obviously she has her work email on her BYOD making it a BYOD policy. C
upvoted 1 times

E & bayulus 1 year, 9 months ago
If the question had ended at "when a user want to access when email". - The Answer would have been ACCEPTABLE USE POLICY

But since there is "on a personal cell phone" - Then BYOD policy is the answer
upvoted 2 times

E & Cherubael 1 year, 10 months ago

Selected Answer: B
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I'm going to go against the grain here and say it's acceptable use policy since that document should outline when it's acceptable and not acceptable
to access a company email. In a lot of industries you will need to use a company issued mobile device, not your own.
upvoted 2 times

& & daddylonglegs 11 months, 3 weeks ago
Acceptable use typically defines restrictions for use of company assets. BYOD covers what is acceptable when accessing company resources with
personal devices.
upvoted 1 times

E & badguytoo 2 years ago
BYOD=> Bring Your Own Device! That's for the folks who wanna checking emails on their personal devices!
upvoted 4 times

B & Doaa81 2 years, 2 months ago
C. BYOD policy.
upvoted 1 times

B & StellarSteve 2 years, 4 months ago
C. ABYOD (Bring Your Own Device) policy should be referenced when a user wants to access work email on a personal cell phone. BYOD policies are
used to govern the use of personal devices such as smartphones, tablets, and laptops for work-related purposes. The policy outlines the
requirements and limitations for the use of personal devices, including security measures such as encryption, password protection, and remote
wiping.
upvoted 3 times

B & MelzTheArtist 2 years, 5 months ago

Selected Answer: C

C. BYOD policy

When a user wants to access work email on a personal cell phone, the relevant policy that should be referenced is the Bring Your Own Device (BYOD)
policy. A BYOD policy is a set of rules and guidelines that govern the use of personal devices such as cell phones, laptops, and tablets to access
company resources.

The BYOD policy typically outlines the requirements that the user needs to fulfill to access work email on a personal cell phone, including device

security standards, access controls, data protection, and usage guidelines. By referencing the BYOD policy, the user can ensure that they understand

the requirements and expectations for using their personal cell phone to access work email, while also protecting sensitive company information.
upvoted 2 times

& & MelzTheArtist 2 years, 5 months ago
When a user wants to access work email on a personal cell phone, the policy that should be referenced is the Bring Your Own Device (BYOD) policy.

A BYOD policy outlines the guidelines and expectations for using personal devices for work purposes, such as accessing work email, data, or
applications. It covers topics such as security requirements, data protection, and device management.

An offboarding policy outlines the steps to be taken when an employee leaves the company, including the transfer of data and the return of company-
owned assets.

An acceptable use policy outlines the acceptable behavior and usage of company resources, such as the internet and email, by employees.

A remote access policy outlines the guidelines and requirements for accessing company resources from remote locations, such as from a home
office or while traveling.
upvoted 2 times

E & JakeCharles 2 years, 6 months ago
C. Bring Your Own Device (BYOD) policy should be referenced when a user wants to access work email on a personal cell phone.
upvoted 2 times

E & RvR109 3 years, 1 month ago
"BYOD (bring your own device) is a policy that allows employees in an organization to use their personally owned devices for work-related activities."
Meaning the correct answer should be C.
upvoted 1 times
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E & ThelTStudent 3 years, 2 months ago
Aup has to do with company equipment. Acceptable use of COMPANY equipment... Ex. Can i mine bitcoin on the company laptop, no, that is not
acceptable. This is in reference to user equipment thus BYOD, bring your own device. Some CompTIA questions are straightforward, others are
confusing, | think this one is straightforward. Hope that helps
upvoted 5 times
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Question #126 Topic 1

After a firewall replacement, some alarms and metrics related to network availability stopped updating on a monitoring system relying on SNMP.
Which of the following should the network administrator do FIRST?

A. Modify the device's MIB on the monitoring system.
B. Configure syslog to send events to the monitoring system.
C. Use port mirroring to redirect traffic to the monitoring system.

D. Deploy SMB to transfer data to the monitoring system.

Suggested Answer: A

Community vote distribution
A (81%) B (19%)

© & MelzTheArtist (TIRLRL S 1 year, 10 months ago

A. Modify the device's MIB on the monitoring system.

In this scenario, the network administrator should first modify the device's Management Information Base (MIB) on the monitoring system. A MIB is a
database used by SNMP to manage and monitor devices in a network. After replacing the firewall, the SNMP MIB on the monitoring system might not
be updated to reflect the changes made on the new device, and this might cause some alarms and metrics related to network availability to stop
updating.

By modifying the device's MIB on the monitoring system, the administrator can ensure that the monitoring system can communicate properly with the
new firewall and receive updated information on network availability. Configuring syslog, using port mirroring, or deploying SMB are all methods of
transferring data to the monitoring system but they do not address the root cause of the problem, which is the lack of updated MIB on the monitoring
system.

upvoted 23 times

© & DumbTIA [TIIIEEEY 1 year, 9 months ago
Question focuses on SNMP and that is connected to MIB. That's comptia thinking. You need to know that SNMP = MIB. If sth is unclear you HAVE to
go with basics. And most important - answer have to be related to the question.
Even tho syslog may (or might not) make more sense, that is not the question.
upvoted 6 times

© & FCBear 10 months, 4 weeks ago
Answer is B

The firewall is replaced, The new one should be configured to send syslog to the monitoring system.
upvoted 3 times

E & bob_bobbins 11 months, 2 weeks ago
Gonna pick syslog here - for the rationale that a working SNMP before the firewall replacement is not suggestive that modifying the MIB would fix
anything.
Answering "A" to me is kinda like saying, "Implement SNMP again" when its obviously something at the firewall. So at least syslog could pick up
events/security issues while that was being fixed.
upvoted 1 times

B & Mehsotopes 1 year, 1 month ago
Syslog is not supported by SNMP, instead, networks that support SNMP traffic only, Cisco routers can encapsulate their syslog messages into SNMP
traps before sending them. This feature is most useful if your network management software doesn't support the syslog protocol.
https://www.oreilly.com/library/view/cisco-ios-
cookbook/0596527225/ch17s15.html#:~:text=However%2C%20in%20networks%20that%20support,t%20support%20the%20syslog%20protocol.
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MIB (Management Information Base) A data set that defines the criteria of what that can be retrieved by diagnostic messages known as traps & can
be set on a device using SNMP.
upvoted 1 times
B & osmaster 1 year, 2 months ago
Uncle GPT says the first step in addressing the problem of SNMP data not updating after a firewall replacement is to ensure that the monitoring
system is correctly configured with the new firewall's MIB information. This will enable it to collect the necessary metrics and alarms.
upvoted 2 times

E & EddieF 1 year, 4 months ago
Ditto....
upvoted 1 times

E & MitchF 1 year, 4 months ago
GPT selects (A) Modify the device's MIB on the monitoring system. It explains:

"SNMP (Simple Network Management Protocol) relies on Management Information Base (MIB) files to understand and interpret the data being sent
by network devices. When a firewall is replaced, the MIB information for the new firewall might be different from the old one, causing metrics and
alarms to stop updating on the monitoring system.

By modifying the device's MIB on the monitoring system, you ensure that the monitoring system can properly understand and interpret the SNMP data
from the new firewall. This involves updating or adding the appropriate MIB files to the monitoring system's configuration.

Options (B) Configure syslog to send events to the monitoring system and (C) Use port mirroring to redirect traffic to the monitoring system are not
directly related to resolving SNMP-related issues.

Option (D) Deploy SMB to transfer data to the monitoring system involves a different method of transferring data and is not relevant to addressing
SNMP-related problems.
upvoted 2 times

© & Doaa81 1 year, 7 months ago
A. Modify the device's MIB on the monitoring system.
upvoted 2 times

© & RobV 1 year, 8 months ago

The correct answer is A. Modify the device's MIB on the monitoring system.

The Simple Network Management Protocol (SNMP) is used to monitor network devices and systems. When a firewall is replaced, the new firewall may
have different Management Information Base (MIB) variables or objects that the monitoring system needs to access to gather the desired
information. Therefore, the first step the network administrator should take is to modify the device's MIB on the monitoring system to ensure that the
monitoring system can collect the necessary data.

Option B is incorrect because syslog is a different protocol used for collecting log messages, not SNMP metrics. Option C is also incorrect because
port mirroring is used to capture and forward network traffic, but it does not affect SNMP metrics. Option D is not relevant since SMB is used for file
sharing and does not relate to SNMP monitoring.

upvoted 3 times

E & famco 1 year, 8 months ago
And | was expecting an answer for opening firewall to SNMP traffic :)
Updating MIB looks like the right answer
upvoted 1 times

© & GUILLERMO800 1 year, 10 months ago
After a firewall replacement, the MIB may have changed, causing the monitoring system to stop receiving updates. The first step the network
administrator should take is to modify the device's MIB on the monitoring system to match the new firewall's MIB.
upvoted 3 times

& & JakeCharles 1 year, 11 months ago

Selected Answer: B
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The correct answer would be B. Configure syslog to send events to the monitoring system.

The first thing the network administrator should do is to check whether the monitoring system is still receiving syslog events from the firewall. If
syslog is not configured or properly configured on the firewall, the administrator should configure it to send events to the monitoring system, this way
they can have an idea of what's happening in the network and troubleshoot the problem.

A. Modifying the device's MIB on the monitoring system would not necessarily solve the issue with the alarms and metrics not updating.
C. Using port mirroring to redirect traffic to the monitoring system would not help in this case as it does not address the issue of alarms and metrics
not updating.
D. Deploying SMB to transfer data to the monitoring system is not related to SNMP or syslog and would not help in this situation either.
upvoted 2 times
E & BeauChateau 1 year, 11 months ago

A. Modify the device's MIB on the monitoring system.

SNMP (Simple Network Management Protocol) is a protocol used for managing and monitoring network devices. It uses a Management Information
Base (MIB) to store information about the device's configuration, performance, and status. After a firewall replacement, the MIB may have changed,
causing the monitoring system to stop receiving updates. The first step the network administrator should take is to modify the device's MIB on the
monitoring system to match the new firewall's MIB. This will ensure that the monitoring system can continue to receive updates and alarms related to
network availability.
B. Configuring syslog to send events to the monitoring system, C. Using port mirroring to redirect traffic to the monitoring system, D. Deploy SMB to
transfer data to the monitoring system. These options will not resolve the issue of SNMP not updating the monitoring system, they are other ways to
monitor network devices but not the primary solution for SNMP not updating monitoring system.

upvoted 3 times

& & [Removed] 2 years, 1 month ago
You don't configure MIBS. MIBS are scanned on the device and come with it. SYSLOG servers are adjusted. The answer is B.
upvoted 3 times

& & DumbTIA 1 year, 9 months ago
That is not true.
"MIBs (Management Information Bases) are used in network management systems to collect and organize data about network devices and their
performance. Here are the general steps for using MIBs:

1. Identify the network device that you want to monitor. This can be a router, switch, firewall, or any other network device that supports SNMP.

2. Determine the MIB that you want to use. MIBs define the structure of the data that is collected from a network device. You can find MIBs online
or on the device itself.

3. Load the MIB into your network management system. Most network management systems will have a tool or feature for loading MIBs. This
allows the system to understand the structure of the data that is being collected from the network device."

"Load" = "configure" = "A. Modify the device's MIB on the monitoring system."

The question is not about syslog. The question is about "SNMP" and the answer is always "MIBs".
upvoted 3 times

& & davidsvida 1 year, 11 months ago
| agree. The answer is B
upvoted 1 times

B & Iferolm 2 years, 1 month ago

Selected Answer: B

It said some alarms and metrics, it is look like the syslog level is not the same in the new FW.
upvoted 2 times

© & JAMBER 2 years, 2 months ago
| answered this correctly but not with full understanding. Can someone in laymen terms explain?
upvoted 3 times

© & LeonardSnart 2 years, 1 month ago
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Best | can do, taken from Anthony Sequeira's book..
"an SNMP manager (an NMS) can send information to, receive request information from, or receive unsolicited information from a managed
device (a managed router, in this example). The managed device runs an SNMP agent and contains the MIB. SNMP
management software can make requests for each of the MIB objects from an SNMP agent. This can be referred to as an SNMP walk because the
management software is logically “walking” the entire MIB (also often called the tree) to gather information from the agent."
Someone can correct me if I'm wrong but this seems to explain it the best I've been able to find. In the book's example it mentions a router, but in
this case a firewall, should be the same.

upvoted 1 times

B & LeonardSnart 2 years, 1 month ago
Well after posting this | had a look, it doesn't seem like it would be a very common thing to modify an MIB, so probably not the FIRST thing you
would do. So the answer could be B maybe by configuring syslog, there you can set the alarms from level 0 to 7 to monitor things. C and D do
not make sense here.
Hopefully someone with more experience will be able to shine some more light on this.
upvoted 1 times
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Question #127 Topic 1

At the destination host, which of the following 0SI model layers will discard a segment with a bad checksum in the UDP header?

A. Network
B. Data link
C. Transport

D. Session

Suggested Answer: C

Community vote distribution
)

© & RobJob 2 years, 4 months ago
Answer is C. Basic load balancers make forwarding decisions on IP address
and TCP/UDP header values, working at the transport layer of the 0SI model
upvoted 14 times

& & Jakub2023 1 year, 4 months ago
And what does this question have to do with load balancing?
The answer, | think, is still C, but your reasoning is off.
upvoted 5 times

© & Nonickname176798512478 9 months, 1 week ago
Tricky tricky question but | think the hint is UDP. Since both tcp and udp are transport protocols they reside on layer 4
upvoted 2 times

B & osmaster 9 months, 2 weeks ago
Uncle GPT says the UDP (User Datagram Protocol) operates at the transport layer (Layer 4) of the OSI model. This layer is responsible for error
checking and correction. If a segment with a bad checksum in the UDP header arrives at the destination host, the transport layer will detect the error
and discard the segment. This error-checking and discarding of corrupted segments help ensure data integrity in network communications.
upvoted 1 times

B & Talia221 11 months, 2 weeks ago
19/08/2023 had this question..it is real :)
upvoted 2 times

B & Shelbygt_904 11 months, 3 weeks ago
Data = Segments on the Transport layer.
upvoted 1 times

E & JakeCharles 1 year, 6 months ago

Selected Answer: C

The correct answer is C. Transport.

In the OSI model, the transport layer is responsible for providing end-to-end communication services to the upper layers. One of the key
responsibilities of the transport layer is to ensure the integrity of data being transmitted.

In the case of a UDP segment, the transport layer at the destination host will check the checksum in the UDP header. If the checksum is incorrect or
invalid, the transport layer will discard the segment as it indicates that the data has been corrupted during transmission.
upvoted 4 times

E & JakeCharles 1 year, 6 months ago

Selected Answer: C

Transport is the correct answer
upvoted 1 times
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Question #128 Topic 1

A voice engineer is troubleshooting a phone issue. When a call is placed, the caller hears echoes of the receiver's voice. Which of the following are
the causes of this issue? (Choose two.)

A. Jitter

B. Speed mismatch

C. QoS misconfiguration
D. Protocol mismatch

E. CRC errors

F. Encapsulation errors

Suggested Answer: AC

Community vote distribution
AC (74%) BC(21%) 5%

© & StevenElev11n ([[TITREZL Y 1 vear, 11 months ago
- Jitter refers to the variation in the arrival time of packets, which can cause delays or disruptions in the delivery of audio or voice data. In the context
of a phone call, jitter can cause the audio packets to arrive at the receiver at different times, leading to gaps in the audio and potential echoes. This is
because some of the audio data may be repeated due to the receiver receiving the same audio packet more than once, resulting in an echo effect.

- QoS (Quality of Service) misconfiguration can also lead to echoes by causing latency or delay in the transmission of audio data. QoS helps to
prioritize network traffic, ensuring that voice or audio data is given priority over other types of traffic on the network. If QoS is misconfigured or not
optimized properly, the voice data may experience delay or latency, leading to potential echoes or other audio artifacts. This is because the audio
packets may arrive at the receiver at different times, causing overlapping audio and resulting in an echo effect.

upvoted 9 times

© & CloudSecurity ([TEITa0qe) 1 year, 1 month ago
A - Jitter and C - QoS: Are the most likely reason for echoes.
B - Speed Mismatch would lead to link failure, so not the right answer
upvoted 2 times

B & sigmarseifer 1 year, 2 months ago
GPT 4.0 says Speed mismatch and QoS
upvoted 1 times

E & osmaster 1 year, 3 months ago

GPT says that Echo in a phone call can be caused by several factors, but the most likely causes in this context are:

B. Speed mismatch: Speed mismatch can lead to packet loss or jitter, which can result in echo. If the data transmission rates on both ends of the call
are not synchronized properly, it can cause issues with the voice stream.

D. Protocol mismatch: A protocol mismatch can result in incompatibility between the two ends of the call, causing issues like echo. It's important that
both endpoints of a call use compatible voice communication protocols.

Other issues like Jitter, QoS misconfiguration, CRC errors, and encapsulation errors can also lead to voice quality problems, but they might not directly
cause the specific symptom of hearing echoes of the receiver's voice.
upvoted 1 times

& & cakepal 7 months, 3 weeks ago
yeah keep using gpt and see where that gets you Imao
upvoted 4 times

B & Nisita 1 year, 4 months ago
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Selected Answer: BC

Jitter refers to the variation in the delay of received packets. While excessive jitter can indeed impact voice quality and cause issues in VolP (Voice
over Internet Protocol) calls, it typically doesn't manifest as an echo problem. Jitter more commonly results in issues like choppy or garbled audio.
Echoes in voice calls often occur due to issues related to network delays, packet reflections, or acoustic reflections in the physical environment, but
they are not typically tied to jitter or QoS misconfigurations as the primary cause.

upvoted 2 times

B & MitchF 1 year, 5 months ago
GPT chat selects and explains:
"The two causes of the issue where the caller hears echoes of the receiver's voice in a phone call are: (A) Jitter & (C) QoS:

"Jitter: Jitter refers to the variation in the delay of received packets. In voice communication, jitter can cause parts of the audio to arrive out of order
or at irregular intervals. This can lead to echo and other voice quality issues.

QoS Misconfiguration: Quality of Service (QoS) misconfiguration can result in inadequate prioritization of voice traffic over the network. If other types
of traffic are given higher priority, it can lead to delayed or dropped voice packets, causing echo and voice quality problems.

Options (B) Speed mismatch, (D) Protocol mismatch, (E) CRC error, and (F) Encapsulation errors are not typically associated with the specific issue of
the caller hearing echoes of the receiver's voice in a phone call."
upvoted 1 times

B & handcraft0093 1 year, 9 months ago
Echoes can be caused by speed mismatches in the audio processing pipeline, leading to delays and audio reflections. QoS can result in improper
prioritization of voice traffic, causing latency and echo issues.
upvoted 2 times

B & JakeCharles 2 years ago

Selected Answer: AC

A. Jitter
C. QoS misconfiguration
upvoted 2 times

& & fouserd 2 years, 2 months ago
A & C) What Manzer said is a pretty good way to look at this question.
upvoted 3 times

B & shifu88 2 years, 2 months ago
Jitter is packet loss and due to latency - time it takes to receive transmission and usually associated with video/audio. QoS is a term in relation to
real time services like VOIP
upvoted 1 times

B & nate612 2 years, 4 months ago
Can someone explain this?
upvoted 2 times

© & Manzer 2 years, 4 months ago
Jitter and Latency. Latency can be fixed with QoS.
upvoted 10 times
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Question #129 Topic 1

Which of the following VPN configurations should be used to separate Internet and corporate traffic?

A. Split-tunnel
B. Remote desktop gateway
C. Site-to-site

D. Out-of-band management

Suggested Answer: A

Community vote distribution
A (100%)

© & StevenEleviin 1 year, 4 months ago
- A. Split-tunnel VPN configuration should be used to separate Internet and corporate traffic. This configuration only routes the corporate traffic
through the VPN tunnel while allowing Internet traffic to access the Internet directly, providing a more secure connection and reducing the load on the
VPN.
- B. Remote desktop gateway (RD Gateway) is a type of VPN that enables remote access to a Windows-based computer or virtual machine (VM). It
allows users to access their desktops or applications remotely over the Internet, but it doesn't separate Internet and corporate traffic.
- C. Site-to-site VPN is a type of VPN that connects two or more networks together over the Internet. It is commonly used to connect remote offices or
data centers, but it does not separate Internet and corporate traffic. It simply extends the network to another location.
- D. Out-of-band management is a method of managing network devices (such as routers, switches, and firewalls) through a separate management
channel or network. It is used for troubleshooting and configuration of network devices, but it is not a VPN configuration and does not separate
Internet and corporate traffic.

upvoted 9 times

© & RobJob 2 years, 3 months ago
This answer could be split tunnel or full tunnel. Since split tunnel is the only one listed this is the best and only choice. Split tunnel VPN configuration
is where only traffic for the private network is routed via the VPN gateway.
upvoted 8 times

& & whbear 1 year, 11 months ago
NOT full-tunnel that would carry BOTH CORP and Generic Traffic. question Clearly uses word "separate”, split tunnel is only option.
upvoted 13 times

& & Mehsotopes 7 months, 2 weeks ago
Split Tunnel VPN = Routes & encrypts only the traffic bound for the headquarters over the VPN, & sends the rest of the traffic to the regular Internet.
Say you are using a Client-to-Site configuration with a split tunnel VPN from your home office, the VPN here decides which traffic goes back over the
VPN to the HQ & which traffic goes back the HQ over the Internet outside it's encryption services. If you are trying to access a file, or Microsoft
exchange mail server back to the HQ network, that important data is going to be assuredly encrypted in the VPN back to HQ, but if you are attending a
Zoom Conference, or just accessing Office 365, or general traffic meant to travel out to the Internet, for ease of access, it will bypass your encrypted
VPN connection, & go out through the public Internet to those websites. These are less secure, because an attacker can connect to your unencrypted
device possibly being able to pivot through your laptop & send data over the VPN. NEVER USE SPLIT TUNNEL FROM A PUBLIC WIFI LOCATION.
upvoted 1 times

B & MitchF 10 months, 2 weeks ago
GPT selects (A) Split-tunnel for this reason:

"In a split-tunnel VPN configuration, only the traffic destined for the corporate network is sent through the VPN tunnel, while Internet-bound traffic is
directly routed through the user's local Internet connection. This setup effectively separates the Internet and corporate traffic, allowing users to
access both resources without sending all their traffic through the corporate network. It helps optimize network resources and ensures that the
corporate network is not burdened with unnecessary Internet traffic.
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Options (B) Remote desktop gateway, (C) Site-to-site, and (D) Out-of-band management refer to different types of VPN configurations or network
management practices, but they are not specifically designed to separate Internet and corporate traffic like the split-tunnel configuration does."
upvoted 1 times
B & JakeCharles 1 year, 5 months ago
Split-tunneling
upvoted 2 times
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Question #130 Topic 1

Which of the following is required when connecting an endpoint device with an RJ45 port to a network device with an ST port?

A. A media converter
B. A bridge
C. An MDIX

D. A load balancer

Suggested Answer: A

Community vote distribution
A (100%)

© & dedeoteg 2 years, 4 months ago
@Pongsathorn: Straight Tip connector
upvoted 15 times

© & kungfuseven (FIREZLY 1 year, 6 months ago
answer is A - A media converter is a device used to connect media that would otherwise be incompatible. (RJ45 to ST)
upvoted 5 times

E & osmaster [TELRAIC) 8 months, 2 weeks ago

GPT says When connecting an endpoint device with an RJ45 port to a network device with an ST (or ST-compatible) port, you typically need:
A. A media converter

The reason for this is that RJ45 ports and ST ports use different types of connectors and are typically associated with different types of network
cables. A media converter is a device that can convert between different types of network interfaces, allowing you to bridge the gap between these
two different connector types and facilitate communication between the endpoint device and the network device.

upvoted 1 times

B & MitchF 10 months, 2 weeks ago
GPT selects (A) Media converter, for these reasons:

"When connecting an endpoint device with an RJ45 port (typically Ethernet port) to a network device with an ST port (a type of fiber optic port), you
would need a media converter. A media converter is a device that can convert the signal from one type of media (in this case, Ethernet over copper)
to another type (fiber optic) to enable communication between devices with different physical interfaces.

Options (B) Bridge, (C) MDIX (Medium Dependent Interface Crossover), and (D) Load Balancer are not directly related to the specific situation of
connecting an endpoint device with an RJ45 port to a network device with an ST port."
upvoted 2 times

E & badguytoo 11 months, 1 week ago
0f course Media Converter!
upvoted 2 times

E & JakeCharles 1 year, 5 months ago
Media converter
upvoted 3 times

E & Pongsathorn 2 years, 5 months ago
What is ST port?
upvoted 4 times

& & MelzTheArtist 1 year, 6 months ago
Straight Tip connector
upvoted 7 times
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& & danyhaddad90 2 years, 5 months ago
thanks
upvoted 3 times
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Question #131 Topic 1

The management team has instituted a 48-hour RTO as part of the disaster recovery plan. Which of the following procedures would meet the
policy's requirements?

A. Recover all systems to a loss of 48 hours of data.
B. Limit network downtime to a maximum of 48 hours per year.
C. Recover all systems within 48 hours.

D. Require 48 hours of system backup maintenance.

Suggested Answer: C
Reference:
https://www.druva.com/blog/understanding-rpo-and-rto/

Community vote distribution
C (100%)

& & RobJob 2 years, 4 months ago
Answer is C. Recovery time objective (RTO) is the period following a disaster that an individual IT system may remain offline. This represents the
maximum amount of time allowed to identify that there is a problem and then perform recovery (restore from backup or switch in an alternative
system, for instance).
upvoted 12 times

& & TacosinMyBelly CTIITECLY 9 months, 3 weeks ago
Answer is C.
RTO- How much time is okay
RPO- How much data loss is okay
upvoted 5 times

E & osmaster [IELTEAIE) 9 months, 2 weeks ago
GPT says that RTO stands for "Recovery Time Objective." It is a critical concept in disaster recovery and business continuity planning. RTO refers to
the maximum allowable downtime for a system or service, which is the time it should take to recover from a disruptive event or disaster and restore
normal operations. RTO is usually expressed in time units, such as hours or minutes.
upvoted 2 times

B & StellarSteve 1 year, 4 months ago

Selected Answer: C

Option C: Recover all systems within 48 hours.

RTO stands for Recovery Time Objective, which is the maximum allowable downtime or duration of a service outage after a disaster or disruption. It
means how long it will take to recover the system or service to normal operations after a disaster or incident.

In this case, the management team has set a 48-hour RTO, which means that all critical systems should be fully operational within 48 hours after a
disaster occurs. Option C is the only answer that aligns with the policy's requirements, as it explicitly states the goal of recovering all systems within
the required time frame.

upvoted 3 times

E & JakeCharles 1 year, 6 months ago
Recover all systems within 48 hours
upvoted 2 times

© & kungfuseven 1 year, 7 months ago
Recovery Time Objective (RTO)
For example, if your company's RTO objective is 48 hours, it means you must be able to restore data in less than two days. That's because your
disaster recovery plan has determined that if you cannot recover the data within that time frame, the business could suffer irreparable harm.


https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/RobJob/
https://www.examtopics.com/user/TacosInMyBelly/
https://www.examtopics.com/user/TacosInMyBelly/
https://www.examtopics.com/user/TacosInMyBelly/
https://www.examtopics.com/user/osmaster/
https://www.examtopics.com/user/osmaster/
https://www.examtopics.com/user/osmaster/
https://www.examtopics.com/user/StellarSteve/
https://www.examtopics.com/user/StellarSteve/
https://www.examtopics.com/user/StellarSteve/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/

upvoted 4 times
&) & fouserd 1 year, 9 months ago
@Ahmad_ the end goal here is to recover the data within the 48 hours as Robjob said.
upvoted 3 times

& & Ahmad_ 1 year, 11 months ago
The correct answer is D
upvoted 2 times

& & MelzTheArtist 1 year, 7 months ago
why is the answer D?
upvoted 1 times

& & AaronS1990 1 year, 10 months ago
It's definitely C
upvoted 4 times
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Question #132 Topic 1

Which of the following cable types would MOST likely be used to provide high-speed network connectivity between nearby buildings?

A.UTP

B. Coaxial
C. Fiber
D.Cat5

E. Twinaxial

Suggested Answer: C

Community vote distribution
C (100%)

O & famco [ITTERLY 1 year, 8 months ago
Most likely is about the context.

There is no need for Flber for this if it is "nearby" and it depends on how nearby. Fiber is an option but doesn't have to be.
UTP and Cat 5 being there is an indication they expect Flber as the answer (only one to be selected). They also have "high speed" which is referred to
as 100Mbps connection, for example 100-Base-T with cat5 could be an option, which is UTP.
Probably, they want Fiber. | have to take this case to the supreme court
upvoted 7 times

& & Molongo 1 year, 7 months ago
The judge has ruled that you will fail your exam because of questions like this. Thank you come again.
upvoted 13 times

O & edwinv [TETEENE) 10 months, 3 weeks ago

C. Fiber

Fiber optic cables are the most suitable choice for providing high-speed network connectivity between nearby buildings. Fiber optic cables offer
significantly higher bandwidth and data transfer rates compared to other cable types listed.

Fiber optic cables use light to transmit data, allowing for much greater speeds and longer transmission distances without signal degradation. This
makes them ideal for connecting buildings that are in close proximity or even several kilometers apart.

In scenarios where high-speed network connectivity is crucial, such as connecting nearby buildings in an enterprise environment, fiber optic cables
provide the necessary performance, reliability, and bandwidth to meet the requirements.
upvoted 3 times

© & Kirby87 1 year, 1 month ago
The cable type that would MOST likely be used to provide high-speed network connectivity between nearby buildings is:

C. Fiber

Fiber optic cables are well-suited for high-speed network connectivity over longer distances, including connections between nearby buildings. Fiber
optic cables offer high bandwidth, low signal loss, and immunity to electromagnetic interference, making them a preferred choice for high-
performance and reliable connectivity in such scenarios.

upvoted 1 times

B & badguytoo 1 year, 5 months ago
Of course => Fiber is the best one!
upvoted 1 times

E & kungfuseven 2 years ago
Answer C seems to be the most common sense since the question is asking which cable types would MOST likely be used to provide high-speed
network connectivity (fiber). The Main Advantages of Fiber over Copper (UTP). Greater Bandwidth & Faster Speed: Fiber optic cable can support


https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/famco/
https://www.examtopics.com/user/Molongo/
https://www.examtopics.com/user/Molongo/
https://www.examtopics.com/user/Molongo/
https://www.examtopics.com/user/edwinv/
https://www.examtopics.com/user/edwinv/
https://www.examtopics.com/user/edwinv/
https://www.examtopics.com/user/Kirby87/
https://www.examtopics.com/user/Kirby87/
https://www.examtopics.com/user/Kirby87/
https://www.examtopics.com/user/badguytoo/
https://www.examtopics.com/user/badguytoo/
https://www.examtopics.com/user/badguytoo/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/

extremely high bandwidth and greater speeds.
upvoted 4 times



Question #133 Topic 1

Which of the following is the physical security mechanism that would MOST likely be used to enter a secure site?

A. Alanding page
B. An access control vestibule
C. A smart locker

D. A firewall

Suggested Answer: B
Reference:
https://en.wikipedia.org/wiki/Mantrap_(access_control)

Community vote distribution
B (100%)

© & RobJob 2 years, 4 months ago

Answer is B. A access control vestibule is another name for a mantrap or a secure entry system with two gateways.
upvoted 11 times

© & badguytoo ([TETIeY 1 year ago
Of course the ACV!

upvoted 3 times

B & JakeCharles 1 year, 6 months ago

Selected Answer: B

B. An access control vestibule.
upvoted 1 times
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Question #134 Topic 1

Which of the following BEST describes a North-South traffic flow?

A. A public Internet user accessing a published web server
B. A database server communicating with another clustered database server
C. A Layer 3 switch advertising routes to a router

D. A management application connecting to managed devices

Suggested Answer: D

Community vote distribution
A (97%)

O & Timock [TIIIECLY 3 years ago

North-South exact traffic would be entering the Datacenter from outside. The management application connecting to managed devices doesn't give
any indication of internal or external communication. Therefore, | would probably pick A. It is the only answer that indicates what was asked.
upvoted 33 times

& & waqdhiyo 2 years, 11 months ago
Selected Answer: A

Public internet connects client to the web server and hence is north south data transmission type.
upvoted 14 times

© & JB1705 7 months, 3 weeks ago

Question asked to GPT : is management application connecting to managed devices considered as North-South traffic flow
Answer: No, a management application connecting to managed devices is not typically considered North-South traffic flow.

North-South traffic typically refers to the flow of data between a client or user outside the local network (North) and servers or resources within the
local network (South).

In the case of a management application connecting to managed devices, it usually involves communication within the local network, often referred
to as East-West traffic. This traffic involves devices or services communicating with each other within the same network segment.
upvoted 1 times

E & SummerWolf98 10 months, 2 weeks ago

North-South traffic goes out of the internal network
upvoted 1 times

E & ImbrokeFornow 1 year ago
Selected Answer: A
100% A
upvoted 2 times

E & Elel66 1 year, 1 month ago

Examples of north-south traffic include web browsing, email, and cloud-based applications.
upvoted 2 times

© & Injundim 1 year, 1 month ago

Selected Answer: A

In computer networking, north-south traffic is network traffic flowing into and out of a data center.

Traffic
Based on the most commonly deployed network topology of systems within a data center, north-south traffic typically indicates data flow that either
enters or leaves the data center from/to a system physically residing outside the data center, such as user to server.
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Southbound traffic is data entering the data center (through a firewall and/or other networking infrastructure). Data exiting the data center is
northbound traffic, commonly routed through a firewall[1] to Internet space.

The other direction of traffic flow is east-west traffic which typically indicates data flow within a data center
upvoted 2 times

& shaneo007 1 year, 1T month ago

Is the correct answer the one that is outlined in green
upvoted 1 times

& Mehsotopes 1 year, 2 months ago
Public Internet user is browsing using Internet servers that are communicating with each other in an East to West Fashion. Data user downloads from
Internet would be South Bound.
Database server communicating with another clustered database server would be using it for cloud servers that manages either redundancy, or
authentication protocols within a single Intranet, still being East to West Bound.
Advertising routes to a router is sending data to other routers to create optimal IP pathing for devices directly connected to it & filling its own IP table
for East to West traffic data traveling between routers until they find their correct designated client becoming South Bound traffic there.
Application management, think of Linux's Debian's apt-get, or Red Hat's yum installation services (North-South).

upvoted 1 times

& Mehsotopes 1 year, 2 months ago
Public Internet user is browsing using Internet servers that are that are communicating with each other in an East to West Fashion. Data user
downloads from Internet would be South Bound.
Database server communicating with another clustered database server would be using it for cloud servers that manages either redundancy, or
authentication protocols within a single Intranet, still being East to West Bound.
Advertising routes to a router is sending data to other routers to create optimal IP pathing for devices directly connected to it & filling its own IP table
for East to West traffic data traveling between routers until they find their correct designated client becoming South Bound traffic there.
Application management, think of Linux's Debian's apt-get, or Red Hat's yum installation services.

upvoted 1 times

& phoenix98 1 year, 2 months ago
Traffic that goes to and from a datacenter is referred to as north-south. This
traffic represents clients outside the datacenter making requests and receiving
responses.
Traffic that goes to and from a datacenter is referred to as north-south. This
traffic represents clients outside the datacenter making requests and receiving
responses.

upvoted 2 times

& osmaster 1 year, 3 months ago
GPT says a North-South traffic flow typically refers to network traffic that flows between an external network (e.g., the public internet) and an internal
network. In this case, when a public Internet user accesses a published web server, it represents North-South traffic because it involves data moving
from the external, public Internet (North) to an internal network (South), such as a company's data center or private network.

upvoted 1 times

& comeragh 1 year, 4 months ago

A - correct

Northbound - exiting data centre. Southbound - entering data centre.
upvoted 1 times

& MitchF 1 year, 5 months ago
GPT selects "(A) A public Internet user accessing a published web server" for these reasons”

"North-South traffic flow refers to communication between a user or device in one network segment (such as a user on the Internet) and a resource
located in another network segment (such as a web server in a data center). This communication typically involves crossing network boundaries or
firewalls.
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Option (B) A database server communicating with another clustered database server refers more to East-West traffic flow, which involves
communication between devices within the same network segment or data center.

Option (C) A Layer 3 switch advertising routes to a router and option (D) A management application connecting to managed devices are not typically
associated with North-South traffic flows but rather involve routing and management interactions within a network."
upvoted 1 times

& & wefomo 1 year, 5 months ago
Apologies for any confusion. You're correct; option D could also describe North-South traffic flow. A management application connecting to
managed devices involves communication between an external application (management application) and devices within the organization's
network (managed devices), which is another example of North-South traffic flow. So, both option A and option D could be considered valid
answers.
upvoted 1 times

B & wefomo 1 year, 5 months ago
ChatGPT's another response
upvoted 1 times

E & Juliana1017 1 year, 5 months ago

Selected Answer: A

north to south is letter A
upvoted 1 times

B & spamgayy 1 year, 8 months ago

Selected Answer: A

Guaranteed pass

StudyWithXeno

https://discord.com/invite/BpPJCQ4Rp6
upvoted 1 times

B & veli_117 1 year, 10 months ago
ChatGPT:

Option A is the correct answer.

North-South traffic flow refers to the traffic that flows between a client on the internet and a server in a data center. In this case, a public Internet user
accessing a published web server represents a North-South traffic flow.

Option B represents East-West traffic flow, where two servers in a data center communicate with each other.
Option C represents control plane traffic, where a Layer 3 switch communicates with a router to exchange routing information.
Option D represents management plane traffic, where a management application connects to managed devices to perform management tasks.

Therefore, the correct answer is A.
upvoted 3 times
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Question #135 Topic 1

A network switch was installed to provide connectivity to cameras monitoring wildlife in a remote location. The organization is concerned that
intruders could potentially leverage unattended equipment in the remote location to connect rogue devices and gain access to the organization's
resources. Which of the following techniques would BEST address the concern?

A. Configure port security using MAC filtering.
B. Manually register the cameras on the switch address table.
C. Activate PoE+ on the active switchports.

D. Disable Neighbor Discovery Protocol on the switch.

Suggested Answer: A

Community vote distribution
A (100%)

© & Hchfyvggjg 10 months, 1 week ago
But could the bad actor not just spoof his MAC address?
upvoted 2 times

E & famco 1 year, 2 months ago
Why not: B. Manually register the cameras on the switch address table. ?
upvoted 1 times

& & paobro 10 months, 2 weeks ago
You would not be preventing attackers from connecting
upvoted 1 times

B & famco 1 year, 2 months ago
| would have done Zero trust config because MAC filtering is not a good security.
upvoted 1 times

B & StellarSteve 1 year, 3 months ago
A. Configure port security using MAC filtering would be the BEST technique to address the concern. Port security can be used to restrict access to an
interface by limiting the MAC addresses that are allowed to send packets through the port. By configuring port security with MAC filtering, only the
authorized MAC addresses of the cameras will be allowed to send packets through the switch ports, preventing rogue devices from connecting to the
organization's resources.
upvoted 3 times

E & JakeCharles 1 year, 5 months ago
Configure port security using MAC filtering.
upvoted 3 times

B & kungfuseven 1 year, 6 months ago
Answer is A - Port security
Whitelisted MAC addresses are allowed through any port on the device and blacklisted MAC addresses are blocked on all ports. Other devices, such
as Cisco Catalyst switches, support MAC filtering on a port-by-port basis. This is referred to as port security.
upvoted 2 times

& & coltonpotato 1 year, 7 months ago
It says "BEST". In this case, MAC filtering offers better security. It is essentially D with additional security.
upvoted 2 times

E & onikafei 1 year, 10 months ago
Would it be A or D. It's a tight call. But I'd almost say A. I'll take a look at this one
upvoted 2 times

& & onikafei 1 year, 9 months ago
I'd say A
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upvoted 2 times



Question #136 Topic 1

A technician is documenting an application that is installed on a server and needs to verify all existing web and database connections to the
server. Which of the following tools should the technician use to accomplish this task?

A. tracert
B. ipconfig
C. netstat

D. nslookup

Suggested Answer: C

Community vote distribution
C (100%)

& & Kirby87 8 months ago
To verify existing web and database connections to a server, the technician should use:

C. netstat

The netstat (network statistics) command is used to display active network connections, listening ports, and other network-related information on a
computer or server. By running netstat, the technician can see a list of established connections, including those associated with web and database
services. This information helps in documenting and verifying the current network connections to the server.

upvoted 1 times

E & MitchF 11 months, 3 weeks ago
GPT picks (C) netstat for these reasons:

"Netstat (short for "network statistics") is a command-line tool that provides information about active network connections and listening ports on a
system. It can show you the current network connections, along with information about the local and remote addresses, port numbers, connection
status, and more. This information can help you identify which connections are established to the server and what ports are being used for
communication.

Options (A) tracert, (B) ipconfig, and (D) nslookup serve different purposes:

Tracert (A) is used to trace the route that packets take to reach a destination, showing each hop along the way.
Ipconfig (B) is used to display IP configuration information for a network interface.
Nslookup (D) is used to query DNS servers to resolve domain names into IP addresses.

None of these alternatives provide the detailed information about existing connections that the technician needs to verify web and database
connections to the server"
upvoted 1 times

E & badguytoo 1 year ago
Of course the netstat -a
upvoted 2 times

E & JakeCharles 1 year, 6 months ago

Selected Answer: C

The correct answer is C. netstat.

Netstat is a command-line utility that allows the technician to view active TCP/IP connections and their status. The technician can use the command
"netstat -an" to check all existing connections, including web and database connections to the server. This will show the status of the connections,
the local and remote IP addresses, and the port numbers being used.

upvoted 4 times

© & kungfuseven 1 year, 7 months ago
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Answer is C: Netstat - The netstat command displays the contents of various network-related data structures for active connections. This netstat
function shows the state of all configured interfaces. Keyword here is cpnnections:... "needs to verify all existing web and database connections to
the server."

upvoted 1 times

B & JAMBER 1 year, 9 months ago
Can someone highlight the key point inside of the question designating netstat over ipconfig as the answer?
upvoted 1 times

& & fouserd 1 year, 8 months ago
Hey Jamber, | do believe that it is the following "to verify all existing web and database connections to the server" after tying the command on a
server at work it made sense to me. | hope your studies have been beneficial to you and if you took your exam already hoped you passed :) .
upvoted 9 times
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Question #137 Topic 1

A technician is assisting a user who cannot access network resources when the workstation is connected to a VolP phone. The technician
identifies the phone as faulty and replaces it. According to troubleshooting methodology, which of the following should the technician do NEXT?

A. Implement the solution.
B. Test the theory.

C. Duplicate the issue.

D. Document the findings.

E. Verify functionality.

Suggested Answer: £

Community vote distribution
E (100%)

E & JakeCharles 2 years, 5 months ago

The correct answer is E. Verify functionality.

According to troubleshooting methodology, after identifying the faulty VoIP phone and replacing it, the technician should verify that the issue has
been resolved by testing the workstation's access to network resources. This step is known as "Verifying Full System Functionality" or "Verifying the
solution has been properly implemented” and it is the next step after implementing the solution.

upvoted 8 times

© & kungfuseven [ IRLRL S 2 years, 6 months ago
Answer is E: Verify full system functionality and if applicable implement preventative measures.

CompTIA 6-Step Troubleshooting Process:

1. Identify the problem.
2. Establish a theory of probably cause. (Question the obvious)
3. Test the theory to determine cause.
4. Establish a plan of action to resolve the problem and implement the solution.
5. Verify full system functionality and if applicable implement preventative measures.
6. Document findings, actions, and outcomes.
Source: | am A+ Certified.
upvoted 5 times

& & phoenix98 1 year, 7 months ago
it is 7 steps you left out Implement
upvoted 2 times

O & wefomo [T 1 vear, 10 months ago
The key point is "replaces it"
upvoted 2 times

E & badguytoo 1 year, 11 months ago
Why not B??
upvoted 3 times
& & Susan4041 11 months, 2 weeks ago

Its not a theory.
upvoted 1 times

B & AustinKelleyNet 2 years, 6 months ago
Jamber you confused me so much lol
upvoted 4 times

© & JAMBER 2 years, 8 months ago
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Can someone highlight the key point inside of the question designating netstat over ipconfig as the answer?
upvoted 3 times

© & JAMBER 2 years, 8 months ago
oops, disregard... this was for the previous question.
upvoted 6 times
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Question #138 Topic 1

Which of the following OSI model layers contains IP headers?

A. Presentation
B. Application
C. Data link

D. Network

E. Transport

Suggested Answer: D

Community vote distribution
D (100%)

© & JakeCharles [FIIECLY 1 year, 5 months ago

The correct answer is D. Network

The 0SI model is a conceptual framework that helps to understand how different protocols and technologies work together to enable communication

between devices. In this model, the Network layer is responsible for routing and addressing, which includes the use of IP (Internet Protocol) headers.

IP headers contain information about the source and destination of a packet, as well as other parameters used for routing and fragmentation.
upvoted 6 times

& & phoenix98 7 months, 3 weeks ago
Internet Protocol header (IP header)
Fields in a datagram used to identify
source and destination IP addresses,
protocol type, and other layer 3
properties
upvoted 1 times

E & osmaster 8 months, 2 weeks ago
GPT says The Network layer (Layer 3) of the OSI model is responsible for routing and addressing, and it includes the IP (Internet Protocol) headers.
The IP headers contain important information such as source and destination IP addresses, time-to-live (TTL), and more, which are essential for
routing packets across networks.
upvoted 1 times

E & kungfuseven 1 year, 6 months ago
Answer is D: (Network) Layer 3
The Internet Layer of the TCP/IP model aligns with the Layer 3 (Network) layer of the 0SI model. This is where IP addresses and routing live.
upvoted 2 times
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Question #139 Topic 1

A small office is running WiFi 4 APs, and neighboring offices do not want to increase the throughput to associated devices. Which of the following
is the MOST cost-efficient way for the office to increase network performance?

A. Add another AP.
B. Disable the 2.4GHz radios.
C. Enable channel bonding.

D. Upgrade to WiFi 5.

Suggested Answer: C

Community vote distribution
B (53%) C (43%) 2%

S & [Removed] CITREZLY 2 years, 1 month ago

They do not want to increase the throughput to associated devices. So no channel bonding. Most COST effective solution is to disable 2.4ghz and
use 5.0. Wifi is 802.11n which used 2.4 and 5.0. This has no cost to this solution.
upvoted 25 times

& & user82 1 year, 8 months ago
How can it possibly not cost money to go from 2.4ghz to 5ghz?
upvoted 1 times

E & zuzuonyi 1 year, 2 months ago
Because WiFi 4 is dual band; it has both 2.4Ghz and 5Ghz frequency.
upvoted 1 times

© & Binary_Bundlez 1 year, 8 months ago
Because 802.11n uses both 2.4 and 5.0. Disabling 2.4 will ensure only 5.0 is transmitting
upvoted 4 times

&) & GGrewal 1 year, 8 months ago
however, you will have devices that are not compatible with 5ghz, so disabling 2.4ghz isnt the right play
upvoted 4 times

E & RudeYew 1 year, 8 months ago
In reality, sure you're right. But you have to answer these questions using CompTIA's logic.
upvoted 11 times

© & Ertrexs 1 year, 10 months ago
channel bonding doesnt increase throughput
upvoted 3 times

E & Paula77 1 year ago
By enabling channel bonding, the office can increase the data rate of its WiFi network to 108 Mbps, which can provide a significant boost in
performance.
upvoted 1 times

© & Touch_91 2 years, 7 months ago
Channel bonding combines multiple channels—or lanes—to increase the amount of traffic that a modem's highway can comfortably support.
upvoted 11 times

O & tilaoxd123 [IEIEERRe) 1 month, 1 week ago

A opgdo mais econdmica para melhorar o desempenho da rede em um escritdrio que utiliza WiFi 4 (802.11n) e precisa manter a compatibilidade com
o0s vizinhos
upvoted 1 times

B & JJay99 4 months, 2 weeks ago

Selected Answer: C
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In most cases you can not manage neighbouring's network. The whole idea is that the neighbour will not increase the throughput does NOT mean
your own network can not increase to counter it. B is not the correct answer as you run into scenario where 5G will decrease the area of coverage for
some devices and also potential devices not supported by 5G.

So C is the most likely answer as you can channel bond and increase YOUR OWN throughput.
upvoted 1 times
B & JB1705 6 months, 3 weeks ago
We dont have to do anything with neighboring offices. statement "neigboring offices do not want to increase their throughput" means they dont want
to do anything to their existing setup.
Read question without caring for neighboring offices and choose best answer to increase your small office wifi performance.
wifi 4 has 2.4 & 5 spectrums but enabling channel bonding will increase performance.
upvoted 2 times

B & stanislaus450 8 months, 2 weeks ago

Selected Answer: C

The most cost-efficient way for a small office running WiFi 4 Access Points (APs) to increase network performance, without increasing the throughput
to associated devices, is:

C. Enable channel bonding

Channel bonding allows two channels within the same frequency band to be combined to increase throughput and network performance. This can be
a cost-effective solution because it doesn't require purchasing new hardware and can be configured on existing APs
upvoted 1 times

B & 8¢5¢521 9 months, 3 weeks ago

Selected Answer: B

Keywords : " do not want to increase the throughput"
Channel bonding increases throughput. With that being said, disabling the 2.4ghz will increase performance as they will all use 5ghz instead
upvoted 2 times

E & srtysrhtyjumnuyedt 10 months, 1 week ago

"Channel bonding is a networking technique that combines multiple communication channels or pathways to INCREASE the overall bandwidth and
THROUGHPUT."

"Channel bonding is employed in Wi-Fi networks to INCREASE the data THROUGHPUT for wireless devices"

"Channel Bonding is a technique used in data communication that involves combining multiple network connections or channels into a single logical
connection. This results in INCREASED network THROUGHPUT"

0k, now that THAT'S done, the question very explicitly states "neighboring offices DO NOT want to INCREASE the THROUGHPUT..."

The answer CANNOT be C.
upvoted 5 times

B & edwinv 10 months, 3 weeks ago

Selected Answer: B

B. Disable the 2.4GHz radios.

Disabling the 2.4GHz radios would likely be the most cost-efficient solution because it does not involve purchasing new hardware or upgrading
existing infrastructure. By disabling the 2.4GHz radios, the network would operate solely on the 5GHz band, which typically experiences less
interference and congestion compared to the 2.4GHz band. This could potentially improve network performance for devices that support 5GHz
connectivity without incurring additional costs.

upvoted 1 times

© & DittoBrando 11 months ago

0k, so | think this is more about the "NEIGBORING OFFICES" portion. | don't disagree with the channel bonding assessment, but this feels like either
CompTIA is throwing in a red herring, or they are pointing you towards an answer with this detail. So | am gonna say B. Disabling 2.4Ghz.
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This is more of a listening to test writers prompting the correct direction than it is base level factual knowledge. So good luck everyone, hope this
isn't on our test cause it looks like BS
upvoted 2 times
© & bob_bobbins 11 months, 2 weeks ago
To assist with the issue and prevent any interruption in the neighboring offices, removing the 2.4GHz lanes are the best option. It will take care of
both points mentioned.
upvoted 1 times

© & ImbrokeFornow 11 months, 3 weeks ago
B for sure
upvoted 1 times

E & loma33 1 year, 1 month ago

Selected Answer: C

The most cost-efficient way to increase network performance in this scenario would likely be:
C. Enable channel bonding.

Channel bonding involves combining multiple adjacent channels into a single, wider channel. This can increase the overall data transfer rate and
improve network performance. It's a more cost-effective option compared to adding another AP or upgrading to WiFi 5, as enabling channel bonding
can be done through configuration changes on the existing equipment.

upvoted 1 times

B & Mehsotopes 1 year, 1 month ago
Wireless N supports the use of multiple-input-multiple-output (MIMO) technology to use multiple antennas to transmit and receive data at higher
speeds. Wireless N supports channel bonding by combining two 20 MHz channels into a single 40 MHz channel to provide additional bandwidth.
upvoted 1 times

E & phoenix98 1 year, 1 month ago
NIC teaming Two or more NIC
aggregated into a single channel link
for fault tolerance and increased
throughput. Also known as NIC bonding
upvoted 1 times

© & bayulus 1 year, 2 months ago
Channel bonding is a wireless networking technique that combines channels to increase bandwidth.
upvoted 1 times

B & osmaster 1 year, 2 months ago
While channel bonding can increase throughput, it may also increase interference for neighboring offices and is not as cost-effective as simply
upgrading to WiFi 5.

Upgrading to WiFi 5 is a cost-effective way to improve network performance within the existing infrastructure, benefiting from the enhancements and
efficiencies of the newer standard. However, it's important to ensure that client devices are compatible with WiFi 5 for the best results.
upvoted 1 times
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Question #140 Topic 1

A network technician is troubleshooting an application issue. The technician is able to recreate the issue in a virtual environment. According to
the troubleshooting methodology, which of the following actions will the technician most likely perform NEXT?

A. Gather information from the initial report.
B. Escalate the issue to a supervisor.
C. Implement a solution to resolve the issue.

D. Establish a theory of probable cause.

Suggested Answer: D

Community vote distribution
D (100%)

© & medulan [TITEEELY 1 vear, T month ago
How could he recreate the issue without already establishing a PROBABLE cause? Him recreating this issue is testing the theory. Next step in my

opinion should be Implementing a solution.
upvoted 12 times

& & Nelzay25 1 year, 1 month ago
If you're able to duplicate an issue, it doesn't technically mean you found a solution. He would still need to establish a theory of probable cause
first.
upvoted 6 times

O & vitasaia 11 months, 1 week ago
Duplicating the issue is part of the 1st step: "Identify the problem". If you've succeeded in doing it, that leads you to the second step "Establish
and test a theory", and you need to test it. Just remember that you can have many causes for an issue. The fact you've duplicated it using one of
the possible causes, doesn't mean you have a solution
upvoted 8 times

© & JakeCharles [TIIRERLd 11 months ago

According to the troubleshooting methodology, the technician will most likely perform the next step of "Establishing a theory of probable cause" after
being able to recreate the issue in a virtual environment.
upvoted 10 times

© & kungfuseven [TELEaIe) 1 year ago

Answer is D:

2. Establish a Theory of Probable Cause

I'd like to start by pointing out the impreciseness of the words in this step. Words such as theory and probable indicate a guess on your part, even if it
is a guess backed by data. The way this step is written acknowledges that the root cause (step one) may not have been accurately identified.
However, the cause is specific enough to begin troubleshooting.

This stage may require significant research on your part. Vendor documentation, your organization’s own documentation and a good old-fashioned
Google search may all be required to provide the basis for your theory.

Specific steps here may include:

Questioning the obvious
Considering multiple approaches, including top-to-bottom or bottom-to-top for layered technologies (such as networks) - key take way here is, the
problem is an application (layer 7) hence, top to bottom approach

upvoted 5 times
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Question #141 Topic 1

Which of the following types of datacenter architectures will MOST likely be used in a large SDN and can be extended beyond the datacenter?

A.iSCSI

B. FCoE

C. Three-tiered network
D. Spine and leaf

E. Top-of-rack switching

Suggested Answer: D

Community vote distribution
D (91%) 9%

O & smarvin (FIIECLY 1 year, 5 months ago
General comment, as | don't have Contributer access, but | took this exam yesterday, and it contained maybe two of the questions contained in the
first 20 pages on this site. Also, know that the first 5-6 questions were performance-based questions. They took so long to analyze, | skipped most of
them, but still passed. | studied from three different sources (here, ExamCram, and a full CompTIA Network+ course at the local college.

Good luck, gang. Sorry again for parachuting in, but | hope it helps someone.
upvoted 19 times

© & LeonardSnart 2 years, 8 months ago
| agree with D, from the Mike Meyers video course he says modern data centers which use virtualization all use spine and leaf architecture since
around 2005, the three tier is the old way of doing things.
upvoted 9 times

& & famco 2 years, 3 months ago
Use anything other than Mike Meyer is my recommendation. Professor Messer is better than Mikey Meyer.
https://www.professormesser.com/network-plus/n10-008/n10-008-video/network-architectures-n10-008/
upvoted 6 times

E & veggietron9000 11 months, 3 weeks ago

From the network+ passport:

Spine and Leaf
Virtualization and SDN freed the datacenter from the three-tiered model. In
particular virtualization removes the need for the distribution/aggregation
layer.

upvoted 1 times

E & osmaster 1 year, 9 months ago

GPT says in a large Software-Defined Networking (SDN) environment that can be extended beyond the data center, the architecture that is most likely
to be used is:

D. Spine and leaf
The spine and leaf architecture, also known as Clos architecture, is a scalable and flexible design commonly associated with data center networks. It
is well-suited for large SDN deployments. This architecture provides high bandwidth, low latency, and easy scalability, making it a preferred choice for

modern data centers, especially those with SDN implementations.

In a spine and leaf architecture, the "spine" consists of a layer of core switches, and the "leaf" comprises access switches. This architecture allows
for efficient east-west traffic (within the data center) and provides an excellent foundation for expanding beyond the data center while maintaining a
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highly scalable and manageable network. It aligns well with the principles of SDN and can support the dynamic, automated provisioning of network
resources that SDN facilitates.
upvoted 1 times
B & MitchF 1 year, 11 months ago
GPT nails it, by picking (D):
" The datacenter architecture that will MOST likely be used in a large Software-Defined Networking (SDN) environment and can be extended beyond
the datacenter is (D) Spine and leaf.

The spine and leaf architecture is designed to handle high traffic loads and provide flexibility and scalability in datacenter networks, making it suitable
for large SDN deployments. It involves a two-tier network design: the spine layer (consisting of high-speed switches) and the leaf layer (connecting to
end devices). This architecture can be extended beyond the datacenter by connecting multiple datacenters or remote locations, creating a robust and
interconnected network.

Options (A) iSCSI and (B) FCoE are storage-related protocols and technologies, not datacenter network architectures. Option (C) Three-tiered network
is a traditional network architecture but might not be as suitable for large SDN deployments. Option (E) Top-of-rack switching is a concept related to
network switch placement rather than a comprehensive architecture like spine and leaf."

upvoted 2 times

B & famco 2 years, 3 months ago
Spine and Leaf is designed to be better with distributed control of SDN. Spine and Leaf is good with extensions. Although here it says about beyond
data centers to trick a logical person to question whether Spine and leaf will work in that case, especially when each spine switch needs to be
connected to the leaf switches. But still it is the right answer. Another question with intention to trap
upvoted 3 times

B & JakeCharles 2 years, 6 months ago

D. Spine and leaf is most likely to be used in a large SDN and can be extended beyond the datacenter.

A spine-and-leaf architecture is a network topology in which a core layer of high-performance switches (the spine) is connected to a large number of
edge switches (the leafs). This type of architecture is typically used in large datacenter networks and can be extended beyond the datacenter to
connect multiple locations. The SDN can be used to control the spine and leaf netwo

upvoted 5 times

© & kungfuseven 2 years, 7 months ago
Answer is D: A spine-leaf architecture is data center network topology that consists of two switching layers—a spine and leaf. The leaf layer consists
of access switches that aggregate traffic from servers and connect directly into the spine or network core. Spine switches interconnect all leaf
switches in a full-mesh topology.
upvoted 2 times

B & lordguck 2 years, 8 months ago
D: seems right and not C:
The key word is "beyond the dc":
The main issue with this design for the modern data center is that intra-DC traffic is the new norm. Due to server-to-server traffic, three hops now
quickly become four, five or more, adding significant latency per flow as well as increasing the risk of bottlenecks, buffer overruns and dropped
packets. <https://www.wwt.com/article/comparing-two-tier-three-tier-data-center-networks>
upvoted 3 times

E & marmarhar1980 2 years, 8 months ago

Selected Answer: D

i believe it is D. 2 tier has more advantages than 3 tier
upvoted 4 times

B & alwaysrollin247 2 years, 9 months ago

Selected Answer: C

3 tier

Ref: https://www.professormesser.com/network-plus/n10-008/n10-008-video/network-architectures-n10-008/
upvoted 2 times

© & famco 2 years, 3 months ago
The referred to video is clear that the Spine and Leaf gives more scalability (although adding to cost).
upvoted 1 times
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Question #142 Topic 1

A technician is troubleshooting a client's report about poor wireless performance. Using a client monitor, the technician notes the following

information:
SSID Signal (RSSI) Channel
Corporate -50 9
Corporate -69 10
Corporate -67 11
Corporate -63 6

Which of the following is MOST likely the cause of the issue?

A. Channel overlap
B. Poor signal
C. Incorrect power settings

D. Wrong antenna type

Suggested Answer: A

Community vote distribution
A (100%)

E & onikafei [TITIEGLY 1 year, 10 months ago

Channel overlap will happen here you need a gap between channels.

Ex: 1,6, 11, etc..
upvoted 11 times

© & TheFivePips [FIRECLY 10 months, 1 week ago
Just a reminder:
RSSI stands for Received Signal Strength Indicator. It's a measurement used in wireless networks to quantify the strength of the signal being received
by a device, such as a Wi-Fi router, access point, or wireless client (like a laptop, smartphone, or tablet).

RSSI is typically expressed in decibels (dBm), which is a logarithmic unit of measurement. A higher RSSI value indicates a stronger signal, while a
lower value indicates a weaker signal. The actual RSSI values can vary depending on the hardware and manufacturer, but generally:

A high RSSI value (close to 0 dBm) indicates a very strong signal.
A low RSSI value (further away from 0 dBm) indicates a weaker signal.
upvoted 5 times

O & West2007 [IELERR0) 1 year, 4 months ago
Always make sure you used non-overlap channels for multiple AP.
upvoted 3 times


https://www.examtopics.com/user/onikafei/
https://www.examtopics.com/user/onikafei/
https://www.examtopics.com/user/onikafei/
https://www.examtopics.com/user/TheFivePips/
https://www.examtopics.com/user/TheFivePips/
https://www.examtopics.com/user/TheFivePips/
https://www.examtopics.com/user/West2007/
https://www.examtopics.com/user/West2007/
https://www.examtopics.com/user/West2007/

Question #143 Topic 1

A network technician reviews an entry on the syslog server and discovers the following message from a switch:

SPANNING-TREE Port 1/1 BLOCKED -
Which of the following describes the issue?

A. Aloop was discovered, and the impact was mitigated.
B. An incorrectly pinned cable was disconnected.
C. The link-local address on the port is incorrect.

D. The port was shut down, and it needs to be reactivated.

Suggested Answer: A

Community vote distribution
A (100%)

© & JakeCharles [[TITRERLY 1 year, 5 months ago

A. A'loop was discovered, and the impact was mitigated.

The message "SPANNING-TREE Port 1/1 BLOCKED" indicates that a loop was discovered on port 1/1 and the spanning-tree protocol (STP) blocked
the port to prevent the loop from causing a broadcast storm. The "BLOCKED" status is a normal part of the STP process, and it is used to prevent
loops in the network. This is the most likely cause of the issue.

upvoted 14 times

© & kungfuseven [FIREZLY 1 year, 6 months ago
A: Spanning Tree Protocol (STP) was developed to address these issues. STP ensures that there is only one logical path between all destinations on
the network by intentionally blocking redundant paths that could cause a loop. A port is considered blocked when user data is prevented from
entering or leaving that port
upvoted 7 times

© & phoenix98 7 months, 3 weeks ago

spanning tree protocol (STP) Protocol
that prevents layer 2 network loops by
dynamically blocking switch ports as
needed

upvoted 1 times

E & osmaster 8 months, 2 weeks ago

A. Alloop was discovered, and the impact was mitigated.

In a network environment using the Spanning Tree Protocol (STP), when a port is in a "BLOCKED" state, it typically means that a loop or potential loop
in the network topology has been detected, and STP has taken action to prevent the loop by blocking the port. STP's primary purpose is to prevent
broadcast storms and network loops, and it does this by blocking redundant links that could introduce loops into the network.

upvoted 1 times

E & aeroangel1234 8 months, 3 weeks ago
so when is it the right time to enable the port back up?
upvoted 1 times

B & MitchF 10 months, 2 weeks ago
GPT picks (A):
"The message "SPANNING-TREE Port 1/1 BLOCKED" indicates that the issue is (A) a loop was discovered, and the impact was mitigated.

In a spanning tree protocol (STP) environment, the "BLOCKED" status on a port means that the port is in a blocking state as part of STP's loop
prevention mechanism. STP detects and prevents loops in Ethernet networks by selectively blocking certain ports to ensure there are no redundant


https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/JakeCharles/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/phoenix98/
https://www.examtopics.com/user/phoenix98/
https://www.examtopics.com/user/phoenix98/
https://www.examtopics.com/user/osmaster/
https://www.examtopics.com/user/osmaster/
https://www.examtopics.com/user/osmaster/
https://www.examtopics.com/user/aeroangel1234/
https://www.examtopics.com/user/aeroangel1234/
https://www.examtopics.com/user/aeroangel1234/
https://www.examtopics.com/user/MitchF/
https://www.examtopics.com/user/MitchF/
https://www.examtopics.com/user/MitchF/

paths that could lead to broadcast storms or network instability. When a loop is detected, STP will block one of the redundant paths to mitigate the
loop and maintain network stability.

Options (B) An incorrectly pinned cable being disconnected, (C) Incorrect link-local address, and (D) Port shut down are not directly related to the
specific message indicating a blocked port due to a loop."
upvoted 1 times



Question #144 Topic 1

A company just migrated its email service to a cloud solution. After the migration, two-thirds of the internal users were able to connect to their
mailboxes, but the connection fails for the other one-third of internal users. Users working externally are not reporting any issues. The network
administrator identifies the following output collected from an internal host: c:\user> nslookup newmail.company.com

Non-Authoritative answer:

Name: newmail.company.com -
IPs: 3.219.13.186, 64.58.225.184, 184.168.131.243
Which of the following verification tasks should the network administrator perform NEXT?

A. Check the firewall ACL to verify all required IP addresses are included.
B. Verify the required router PAT rules are properly configured.
C. Confirm the internal DNS server is replying to requests for the cloud solution.

D. Validate the cloud console to determine whether there are unlicensed requests.

Suggested Answer: A

Community vote distribution
A (84%) Other

© & StevenElev1n [FIRERLY 1 year, 4 months ago
- The output of the nslookup command indicates that the newmail.company.com domain name resolves to three different IP addresses, which
suggests that the email service has been migrated to a cloud solution. However, one-third of the internal users are not able to connect to their
mailboxes, which may indicate that the firewall is blocking traffic to the cloud email service.
upvoted 30 times

B & jassssb 1 year, 4 months ago
Steven, you're freaking awesome! | really enjoy reading your detailed explanations on these questions.
upvoted 13 times

& & [Removed] 1 year, 2 months ago
Yeah in in aws this coud be a security group or a nacl issue.
upvoted 2 times

© & Mehsotopes 7 months, 2 weeks ago
Port 25 is used for sending emails to other servers through firewall's ACL. 1/3 of users are not allowed through the firewall ACL to access mail, there
being three IP addresses implies that one of these IP addresses are not included.
upvoted 1 times

B & osmaster 8 months, 2 weeks ago

Selected Answer: C

GPT says based on the information provided, the network administrator should perform the following verification tasks:
C. Confirm the internal DNS server is replying to requests for the cloud solution.

The nslookup output shows the IP addresses associated with "newmail.company.com,” which is the cloud email service. The non-authoritative
answer indicates that the DNS server is responding to requests for this domain. Since two-thirds of the internal users can connect to their mailboxes,
it's likely that DNS resolution is working for them. The remaining one-third of internal users who cannot connect may be experiencing DNS-related
issues. Therefore, confirming that the internal DNS server is correctly resolving requests for the cloud solution is a crucial next step in
troubleshooting the problem.

The other options (A, B, and D) are also important aspects of network and security management but are less likely to be the cause of the specific
issue described in the scenario.
upvoted 1 times

& & JJay99 4 months, 2 weeks ago
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This would be a site wide problem, the question specifically says 1/3 can't access while 2/3 can. C can't be the answer
upvoted 1 times

B & MitchF 10 months, 2 weeks ago
GPT picks (A):
"The next verification task the network administrator should perform is (A) Check the firewall ACL to verify all required IP addresses are included.

The provided output from the nslookup command indicates the IP addresses associated with the "newmail.company.com" domain. Since some
internal users are unable to connect to their mailboxes after the migration, it's possible that the issue is related to network connectivity or firewall
rules.

By checking the firewall access control list (ACL), the network administrator can ensure that the required IP addresses (3.219.13.186, 64.58.225.184,
184.168.131.243) are allowed to establish connections. If any of these IP addresses are blocked by the firewall, it could be causing the connection
failure for the affected internal users.

Options (B) Verify the required router PAT rules, (C) Confirm the internal DNS server replies to requests, and (D) Validate the cloud console for
unlicensed requests are also important tasks, but given the context of internal users unable to connect to the cloud email service, checking the
firewall ACL would be the most immediate step to ensure proper connectivity."

upvoted 2 times

& & handcraft0093 1 year, 2 months ago
The internal DNS server must be able to resolve the domain name for the cloud-based email service to the correct IP address. If the internal DNS
server is not configured to resolve the domain name to the correct IP address, some internal users may not be able to connect to the email service.
upvoted 1 times

© & Kessel 10 months, 3 weeks ago
But then why some users can connect and others can't? | assume all employees use the same internal DNS server, so it should affect everyone
equally.
upvoted 6 times

B & 1stAid 1 year, 2 months ago
two-thirds of the internal users were able to connect, but the connection fails for the other one-third wc indicates the internal DNS is working fine.
ACL will need to be checked to make sure all IP addresses got the right permissions.
upvoted 3 times

© & Jay_Brzy 1 year, 3 months ago

C. Confirm the internal DNS server is replying to requests for the cloud solution.

Since some internal users are unable to connect to the cloud email service, it is possible that the DNS server used by those users is not properly
configured to resolve the domain name of the new cloud email service. By verifying that the internal DNS server is properly configured to resolve the
domain name, the network administrator can ensure that all internal users are able to connect to the cloud email service.

upvoted 1 times

B & MelzTheArtist 1 year, 4 months ago

Selected Answer: C

C. Confirm the internal DNS server is replying to requests for the cloud solution.

The output from nslookup shows that the domain name "newmail.company.com” is resolving to three IP addresses. However, the fact that only two-
thirds of internal users can connect to their mailboxes suggests that there may be an issue with the DNS resolution for the cloud solution among the
internal network. Therefore, the next verification task the network administrator should perform is to confirm whether the internal DNS server is
responding to requests for the cloud solution.

upvoted 1 times

E & MelzTheArtist 1 year, 4 months ago
C. Confirm the internal DNS server is replying to requests for the cloud solution.

The output from nslookup shows that the domain name "newmail.company.com" is resolving to three IP addresses. However, the fact that only two-
thirds of internal users can connect to their mailboxes suggests that there may be an issue with the DNS resolution for the cloud solution among the
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internal network. Therefore, the next verification task the network administrator should perform is to confirm whether the internal DNS server is
responding to requests for the cloud solution.

upvoted 1 times
& Dogster 1 year, 4 months ago
An authoritative answer comes from a Nameserver (NS) that is considered authoritative for the domain which it's returning a record for (one of the
nameservers in the list for the domain you did a lookup on).

A non-authoritative answer comes from anywhere else (a nameserver not in the list for the domain you did a lookup on).
Example

If | perform a nslookup of google.com, | would get a response from one of my configured nameservers. (Either from my ISP, or my domain.) It would
come back as non-authoritative because neither my ISP's nameservers, nor my own are in the list of nameservers for google.com. They aren't
Google's nameservers, so they're not the authoritative source that creates the NS records.

Recieved DNS record is ok, 2/3 of the users are behind a diffrent firewall/router that does allow the IP's. don't assume all are behind the same firewall
because it is not stated in the question. thx comptia questions :(
upvoted 1 times

& Cyali 1 year, 4 months ago
3 email server IPs indicates load balancing to me, which would indicate each would handle roughly 1/3 of requests. While the comptia exams
honestly don't reflect real life all the time, when I've experienced a similar situation it was an issue with the firewall - the firewall did not have one of
the IPs whitelisted.

upvoted 4 times

& opmint 1 year, 5 months ago
Why is the answer A? To me this seems like an internal DNS issue due to 1/3 of the company being unable to access their new email server hosted to
the cloud.

I'd love clarification. For what its worth | did copy paste the question into ChatGPT and they also chose C as the correct answer.
upvoted 2 times

& & famco 1 year, 2 months ago
1/3 of the users are not able to access but others can. Now the question does not say if the 1/3 of the same users are able to access, these
questions are never clear but it is about guessing.
If it is 1/3rd of the requests it is because one of the ip addresses are not in the allowed list. But if it is a public mail exchange it is not that it is not
normally added to the firewall ACL with an explicit allow. But | will still choose A with a small analysis on how good the thinking if the question
creator is.
upvoted 1 times

& & famco 1 year, 2 months ago
Let me clarify, considering this is to a non standard port, it could be that the firewalls are configured to explicitly allow that port
upvoted 1 times

& & famco 1 year, 2 months ago
Again, when | mean non-standard port | referred to the terminology | used and might not be clear. | meant not 80/443 that | know is normal
traffic
upvoted 1 times

& JakeCharles 1 year, 5 months ago
The network administrator should check the firewall ACL to verify all required IP addresses are included. This is because the internal users are not
able to connect to their mailboxes and the output shows multiple IP addresses for the newmail.company.com. Verifying that the correct IP addresses
are allowed through the firewall would help to identify if that is the issue causing the connection failures for the internal users.

upvoted 1 times

& vitasaia 1 year, 5 months ago

Selected Answer: D

All the other options should also affect the other 2/3 of users.
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upvoted 1 times
B & kungfuseven 1 year, 6 months ago
A: Access Control Lists (ACLs) are a collection of permit and deny conditions, called rules, that provide security by blocking unauthorized users and
allowing authorized users to access specific resources.
upvoted 1 times


https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/
https://www.examtopics.com/user/kungfuseven/

Question #145 Topic 1

A network technician was hired to harden the security of a network. The technician is required to enable encryption and create a password for AP
security through the web browser. Which of the following would BEST support these requirements?

A. ESP
B. WPA2
C. IPSec
D. ACL

Suggested Answer: B

Community vote distribution
B (100%)

B & osmaster [FIRERL S 8 months, 2 weeks ago
WPA2 (Wi-Fi Protected Access 2) is a security protocol commonly used to secure wireless networks. It provides encryption and authentication for
wireless access points (APs). With WPA2, you can enable encryption and create a password (also known as a pre-shared key) to secure the wireless
network through the web browser. This helps protect the network from unauthorized access and eavesdropping.

The other options mentioned are not directly related to securing wireless access points or creating passwords for AP security:

A. ESP (Encapsulating Security Payload) is a protocol used in IPsec for packet-level encryption, but it's not used to configure AP security or set
passwords.

C. IPSec (Internet Protocol Security) is a suite of protocols used for securing IP communications, typically used for securing data transmission
between devices and networks rather than setting up Wi-Fi security.

D. ACL (Access Control List) is a set of rules used for controlling network access and filtering traffic but is not used for setting up Wi-Fi security or
passwords for APs.
upvoted 6 times

B & MitchF ([ZEITE) 10 months, 2 weeks ago
GPT selects (A):
"The option that would BEST support the requirements of enabling encryption and creating a password for AP security through a web browser is (B)
WPA2.

WPA2 (Wi-Fi Protected Access 2) is a security protocol commonly used to encrypt wireless network traffic and secure access points. It provides
encryption and authentication mechanisms to protect the confidentiality and integrity of data transmitted over the wireless network. WPA2 typically
requires setting up a passphrase or password through a web browser interface to establish secure connections between devices and the access
point.

Options (A) ESP and (C) IPSec are security protocols used for encrypting data at the IP layer for secure communication between network devices.
Option (D) ACL (Access Control List) is a network security feature used to control which devices or traffic are allowed or denied access to network
resources. While these options have their uses, they are not directly related to creating a password for AP security through a web browser as
described in the scenario."

upvoted 2 times

B & JakeCharles 1 year, 5 months ago
B. WPA2 would BEST support the requirements of enabling encryption and creating a password for AP security through a web browser.
upvoted 3 times

B & Peta_San 1 year, 10 months ago
Hmm why not IPsec?
upvoted 3 times
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© & CapJackSparrow 1 year, 8 months ago
A. ESP - Encapsulating Security Payload (IPsec header)
B. WPA2 - encryption for wifi that is configured through browser
C. IPSec - for VPNs
D. ACL - access control list
upvoted 16 times

& & Danie001 1 year, 4 months ago
Ipsec is an old protocol for VPN's
WPAZ2 provides the best encryption for wireless networks
upvoted 2 times

& & tahs 1 year, 9 months ago

IPSec works on the network layer and q is asking for web browser encryption that tells me transport and upper layers we need to look into which is
wpa?2 fits | think

upvoted 5 times
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Question #146 Topic 1

Which of the following ports are associated with IMAP? (Choose two.)

A.25

B. 110
C. 143
D. 587
E. 993
F. 995

Suggested Answer: CE
Reference:
https://billing.precedence.com.au/billing/knowledgebase/70/Mail-Ports-for-POP3-IMAP-and-SMTP.html

Community vote distribution
CE (100%)

© & famco 2 years, 3 months ago
| just cannot remember these port numbers.
upvoted 27 times

© & StevenEleviin 2 years, 5 months ago
IMAP (Internet Message Access Protocol):
- Port 143: This is the default port used for unencrypted IMAP connections.
- Port 993: This is the default port used for encrypted IMAP connections using SSL (Secure Sockets Layer) or TLS (Transport Layer Security).

upvoted 12 times

E & Heyling (TR 1 year ago

Port 25: Simple Mail Transfer Protocol (SMTP)
Port 110: Post Office Protocol version 3 (POP3)
Port 143: Internet Message Access Protocol (IMAP)
Port 587: Submission
Port 993: IMAP over SSL/TLS
Port 995: POP3 over SSL/TLS

upvoted 5 times

B & JakeCharles 2 years, 6 months ago

Selected Answer: CE

143 and 993
upvoted 1 times

E & kungfuseven 2 years, 7 months ago
C&E

By default IMAP works on two ports like POP3:
143 - this is the default port which does not provide any encryption.

Port 993 is the secure port for IMAP and it works over TLS/SSL encryption.
upvoted 2 times
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Question #147 Topic 1

A network administrator is trying to identify a device that is having issues connecting to a switchport. Which of the following would BEST help
identify the issue?

A. A syslog server
B. Change management records
C. Arack diagram

D. The security log

Suggested Answer: A

Community vote distribution
A (56%) C (44%)

E & shadowalka 2 years, 11 months ago
I'm inclined to agree with whear's response, | think the answer is both A and C in an ideal world but for this exam, | would go for A (first). The question
says 'connecting’ which suggests it has connected or connects intermittently. In the real world, you probably would check logs to see if there were
any error msgs and then the rack diagram. Of course you could jump straight to checking the diagram but personally | would check the logs first.
upvoted 32 times

© & TomSawyer 2 years, 7 months ago
agreed. I'd also choose syslog first.
upvoted 4 times

& & anz130030 2 years, 10 months ago
To add, the question asks "help identify the issue" and not "...identify the device". That's why | would choose A.
upvoted 10 times

E & LeonardSnart 2 years, 8 months ago
Good catch, thank you. Trick question
upvoted 7 times

B & urisoft 2 years, 6 months ago
its saying to identify the device; the issue being device identify in the first place. this is just how | see it so would go with C
upvoted 5 times

© & ETQ 9 months, 4 weeks ago
Except the question is not that, it's asking to help identify the issue.
upvoted 1 times

E & whear [TITIERE S 2 years, 12 months ago
how will a syslog help if the device isn't attached to network? answer C, would provide the IP address of switching, the VLAN assigned to ports and

tech could confirm PC on correct subnet and GW.
upvoted 15 times

& & MelzTheArtist 2 years, 5 months ago
A syslog server collects and stores logs from various network devices, allowing network administrators to identify issues and troubleshoot
network problems. By reviewing the syslog messages, the administrator can identify the device that is having trouble connecting to the switchport,
and potentially identify the cause of the issue. Change management records, rack diagrams, and security logs may be useful in certain
circumstances, but are less likely to help identify connectivity issues with a specific device.
upvoted 4 times

B & JJay99 5 months, 2 weeks ago

While A and C can both technically be correct, I'm more inclined to say A. In a real life scenario you would probably check the syslog first to see if it
propagates any errors. If it does it could be a configuration issue, if it doesn't have any log then you would go check physical connection.
upvoted 1 times

B & jkapanui 7 months, 3 weeks ago

Selected Answer: A


https://www.examtopics.com/user/shadowalka/
https://www.examtopics.com/user/shadowalka/
https://www.examtopics.com/user/shadowalka/
https://www.examtopics.com/user/TomSawyer/
https://www.examtopics.com/user/TomSawyer/
https://www.examtopics.com/user/TomSawyer/
https://www.examtopics.com/user/anz130030/
https://www.examtopics.com/user/anz130030/
https://www.examtopics.com/user/anz130030/
https://www.examtopics.com/user/LeonardSnart/
https://www.examtopics.com/user/LeonardSnart/
https://www.examtopics.com/user/LeonardSnart/
https://www.examtopics.com/user/urisoft/
https://www.examtopics.com/user/urisoft/
https://www.examtopics.com/user/urisoft/
https://www.examtopics.com/user/ETQ/
https://www.examtopics.com/user/ETQ/
https://www.examtopics.com/user/ETQ/
https://www.examtopics.com/user/wbear/
https://www.examtopics.com/user/wbear/
https://www.examtopics.com/user/wbear/
https://www.examtopics.com/user/MelzTheArtist/
https://www.examtopics.com/user/MelzTheArtist/
https://www.examtopics.com/user/MelzTheArtist/
https://www.examtopics.com/user/JJay99/
https://www.examtopics.com/user/JJay99/
https://www.examtopics.com/user/JJay99/
https://www.examtopics.com/user/jkapanui/
https://www.examtopics.com/user/jkapanui/
https://www.examtopics.com/user/jkapanui/

| believe the syslog server would help id the issue, but the rack diagram would help identify the solution.
upvoted 1 times
© & Biancoegal0 1 year ago
Syslog.
upvoted 1 times

B & stanislaus450 1 year, 3 months ago

Selected Answer: A

To best identify a device that is having issues connecting to a switchport, the network administrator should use:
A. A syslog server

A syslog server collects and stores log data from network devices. It can provide detailed information about the activities of network devices,
including errors and status messages related to switchports. This can help in identifying and troubleshooting issues with devices connecting to the
network.

upvoted 1 times

B & drosas84 1 year, 5 months ago

Selected Answer: A

The question ends with "help identify the issue" not "help identify the device".
upvoted 3 times

© & bob_bobbins 1 year, 6 months ago
syslog server for the win...
the rack diagram can help after you determine which device has the connection issue.
upvoted 1 times

E & Injundim 1 year, 7 months ago

Selected Answer: A

Identify a device is NOT locate a device. this is a poorly worded question. If the device is having an issue and you can see that that issue is effecting
the network you've established it's likely in an MDF/IDF
upvoted 2 times

& & Paula77 1 year, 7 months ago

Syslog servers collect and store logs from network devices, including switches. These logs can provide valuable insights into potential network
issues, such as packet drops, collisions, and port flapping. By analyzing the syslog entries related to the affected switchport, the network
administrator can identify the underlying issue causing the connection problems.

upvoted 2 times

B & Mehsotopes 1 year, 8 months ago

Selected Answer: A

A syslog can troubleshoot switch ports by giving diagnostic logs to them such as "SPANNING TREE PORT 1/1 BLOCKED", or "SEVERITY 5 LIN-
UPDOWN: Interface 1/3, changed state to down" when checking events on interface links.

Change Management Record is for if anything was updated recently that perhaps should have been known.
A rack diagram would show you the network topology of connections in their intended link formation.

Security Logs within Eventvwr-Contains information regarding audit data &security on a system. These are all successful & failed login attempts.
upvoted 1 times

& & Mehsotopes 1 year, 8 months ago

A syslog can troubleshoot switch ports by giving diagnostic logs to them such as "SPANNING TREE PORT 1/1 BLOCKED", or "SEVERITY 5 LIN-

UPDOWN: Interface 1/3, changed state to down" when checking events on interface links.
upvoted 2 times

B & phoenix98 1 year, 8 months ago

Selected Answer: C

It asked to identify the device and lets you there is an issue with the severity level.
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upvoted 1 times
B & phoenix98 1 year, 8 months ago
agreed it said the device and then | would go to the syslog. C would be my answer.
upvoted 1 times

© & Gwcan 1 year, 9 months ago
The admin is trying to "identify" the device, not "locate” the device. Admin needs to know who the device is, not where it is.
upvoted 2 times

E & Cherubael 1 year, 10 months ago
"trying to IDENTIFY a device", Yup that would be the rack diagram.
upvoted 2 times

& & Narobi 1 year, 9 months ago
They are trying to identify the device that is having an issue, but the actual question is asking about identifying the issue, not the device.
upvoted 1 times

E & MitchF 1 year, 11 months ago
GPT chat has an easy winner, option (A):

"The option that would BEST help identify the issue with a device having trouble connecting to a switchport is (A) Syslog server.

A syslog server collects and stores logs from various network devices, providing valuable information about network events, errors, and issues. By
reviewing the logs from the device in question and the associated switchport on the syslog server, the network administrator can gain insights into
connectivity problems, errors, and potential causes of the issue. Syslog messages can help pinpoint the root cause and guide the troubleshooting

process.

Options (B) Change management records, (C) Rack diagram, and (D) Security log might provide useful information in other contexts, but for
identifying connectivity issues with a device and a switchport, reviewing the logs on a syslog server is the most relevant approach”
upvoted 2 times

& & CNature 1 year, 11 months ago
chat gpt told me B smh. | definitely agree with A though, just because the last sentence is "what will help you identify the issue" a rack diagram
wouldn't do that.
upvoted 1 times
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Question #148 Topic 1

A company with multiple routers would like to implement an HA network gateway with the least amount of downtime possible. This solution
should not require changes on the gateway setting of the network clients. Which of the following should a technician configure?

A. Automate a continuous backup and restore process of the system's state of the active gateway.
B. Use a static assignment of the gateway IP address on the network clients.
C. Configure DHCP relay and allow clients to receive a new IP setting.

D. Configure a shared VIP and deploy VRRP on the routers.

Suggested Answer: D

Community vote distribution
D (100%)

E & tahs (ITIEEI) 1 vear, 9 months ago

The open standard protocol Virtual Router Redundancy Protocol (VRRP) is similar to
HSRP, the differences mainly being in terminology and packet formats. In VRRP, the
active router is known as the master, and all other routers in the group are known
as backup routers. There is no specific standby router; instead, all backup routers
monitor the status of the master, and in the event of a failure, a new master router
is selected from the available backup routers based on priority

upvoted 22 times

& & Mehsotopes 7 months, 2 weeks ago
The Virtual Router Redundancy Protocol (VRRP) is a computer networking protocol that provides for automatic assignment of available Internet
Protocol routers to participating hosts. This increases the availability and reliability of routing paths via automatic default gateway selections on an
IP subnetwork. Virtual Routing Redundancy Protocol VRRP is used for your internal clients and will not affect the routing of traffic between WANs or
autonomous systems.

A VIPA will let you configure that NIC to respond to numerous IP addresses & all resolve back to physical network interface to establish network
activity. Routers will often use VIPAs to provide redundancy in connectivity options by having a single VIPA assigned to the default gateway, this will
allow multiple routers that can answer on behalf of the VIPA, allowing a primary device to use during normal conditions & alternate devices that can
be used when primary device fails.

upvoted 3 times

B & Mehsotopes 7 months, 2 weeks ago
The Virtual Router Redundancy Protocol (VRRP) is a computer networking protocol that provides for automatic assignment of available Internet
Protocol routers to participating hosts. This increases the availability and reliability of routing paths via automatic default gateway selections on an
IP subnetwork. Virtual Routing Redundancy Protocol VRRP is used for your internal clients and will not affect the routing of traffic between WANs or
autonomous systems.

VRRP provides information on the state of a router, not the routes processed and exchanged by that router. Each VRRP instance is limited, in scope,
to a single subnet. It does not advertise IP routes beyond that subnet or affect the routing table in any way. VRRP can be used in Ethernet, MPLS and
Token Ring networks with Internet Protocol Version 4 (IPv4), as well as IPv6.
https://en.wikipedia.org/wiki/Virtual_Router_Redundancy_Protocol

upvoted 1 times

E & MitchF 10 months, 2 weeks ago
GPT picks (D) Configure a shared VIP (Virtual IP) and deploy VRRP (Virtual Router Redundancy Protocol) on the routers

"VRRP is a protocol that allows multiple routers to work together as a virtual gateway with a shared IP address (VIP). It provides redundancy and
automatic failover without requiring clients to change their gateway settings. Clients continue to use the same gateway IP address, and the routers
manage the failover process seamlessly. If one router becomes unavailable, the other router takes over as the active gateway with minimal
disruption.
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Option (A) Automating a continuous backup and restore process can help with data protection but doesn't directly address HA gateway functionality.
Option (B) Static assignment of the gateway IP address would not provide automatic failover in case of router failure.
Option (C) Configuring DHCP relay and allowing clients to receive a new IP setting could lead to potential disruption for clients and might require
changes in client settings, contrary to the requirement stated in the scenario."
upvoted 2 times
E & JakeCharles 1 year, 5 months ago
D. Configure a shared VIP and deploy VRRP on the routers.
upvoted 3 times
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Question #149 Topic 1

Which of the following protocols would allow a secure connection to a Linux-based system?

A. SMB
B. FTP
C. RDP
D. SSH

Suggested Answer: D

Community vote distribution
D (100%)

© & kungfuseven (T IREZLY 1 year, 7 months ago
D:

SSH protocol is the standard for strong authentication, secure connection, and encrypted file transfers. £s

upvoted 8 times

E & onikafei ([[FIIECLY ' year, 11 months ago
RDP is windows based. Connecting to a Lennox computer requires a command like...

Ssh your_username@host_ip_address
upvoted 6 times

& & onikafei 1 year, 11 months ago
| meant to say Linux, SSH is correct.
upvoted 9 times

E & osmaster [TELaIe) 9 months, 2 weeks ago
Selected Answer: D

SSH (Secure Shell) is the protocol that would allow a secure connection to a Linux-based system. SSH is a cryptographic network protocol used for
securely accessing and managing remote systems. It provides secure authentication and encrypted communication, making it a standard choice for
securely connecting to and administering Linux servers and systems.

upvoted 2 times

B & badguytoo 1 year ago
0f course SSH!
upvoted 2 times
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Question #150 Topic 1

A network administrator is troubleshooting the communication between two Layer 2 switches that are reporting a very high runt count. After trying
multiple ports on both switches, the issue persists. Which of the following should the network administrator perform to resolve the issue?

A. Increase the MTU size on both switches.
B. Recertify the cable between both switches.
C. Perform a factory reset on both switches.

D. Enable debug logging on both switches.

Suggested Answer: A

Community vote distribution
B (72%) A (28%)

B & jack9s 3 years, 2 months ago

Increasing MTU will increase more Runts and CRCs. This is a Cabling issue.
upvoted 25 times

© & StevenEleviin 2 years, 5 months ago

The runt count indicates that the frames received by the switch were too small to be processed. This usually happens when a collision occurs, or a
device sends a frame that is shorter than the minimum frame size allowed. If the network administrator has already tried multiple ports on both
switches, the issue is most likely not caused by a faulty port or cable. Therefore, the network administrator should try to increase the MTU size on
both switches. The MTU (Maximum Transmission Unit) size defines the largest data packet that can be transmitted over a network. If the MTU size is
too small, the data packets may need to be fragmented, which can result in performance issues and a high runt count. By increasing the MTU size,
the switches should be able to handle larger frames without fragmenting them and reduce the runt count. Therefore, the correct answer is A.

upvoted 14 times

& & zuzuonyi 1 year, 9 months ago
Trying multiple ports does not mean trying multiple cables. If you use the same ports on multiple cables and get the same result, then you should
check your cable. Your analysis kinda skewed.
upvoted 6 times

© & Danie001 2 years, 5 months ago
I'll go with this. Questions alredy explained the administrator has tried different ports on the 2 switches. So | think it's not a cabling issue

upvoted 1 times

E & Nri_eze 2 years, 3 months ago
Multiple PORTS, not cables. Which would explain why the problem persist on every port on both switches, the cable being used is bad. Also,
increasing MTU would not fix the issue. Runts are being sent according to the g, not being created by any other factors indicated in the q.

upvoted 6 times

© & [Removed] 2 years, 4 months ago
This doesn't make sense. If the frames received are already too small to be processed, then increasing the MTU size does nothing because all
you're doing is increasing the maximum size of an Ethernet frame, not fixing the issue of frames smaller than 64 bytes.

upvoted 8 times
B & [Removed] 2 years, 3 months ago

well stated. We need to apply cables that will enable the smaller data to pass through
upvoted 2 times

E & tilaoxd123 2 months, 1 week ago

Runts sdo quadros Ethernet que tém menos de 64 bytes, o que é abaixo do tamanho minimo permitido para uma trama valida.

upvoted 1 times

B & Chiaretta 11 months, 2 weeks ago

Selected Answer: A
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An Ethernet frame that is less than the minimum length of 64 bytes with bad FCS (whereas undersize frames < 64 bytes with good FCS). In a half-
duplex Ethernet environment, runt frames are almost always caused by collisions. If runt frames occur when collisions are not high or in a full-duplex
Ethernet environment, then they are probably the result of under runs or bad software on a network interface card.
upvoted 1 times
© & BigDazza_111 1 year, 2 months ago
Enabling Jumbo frames on the switch wouldnt help in this case, either the switch isnt padding the small frames correctly or there is a media issue.
upvoted 2 times

E & Mehsotopes 1 year, 8 months ago
If MTU size for sending frames do not line up from one switch port to the other, this can include runts due to packets becoming fragmented.
If this was an error with the way the cables were configured, you would receive CRC errors, or no connection at all.
upvoted 1 times

© & Paula77 1 year, 7 months ago
increasing the MTU size, is not the best solution because it would only address the symptoms of the problem and would not fix the underlying
cause.
upvoted 1 times

E & maggie22 1 year, 8 months ago
Arunt is a frame that is less than 64 bytes in size and has a bad CRC. A runt could result from a duplex mismatch or a Layer 1 issue
upvoted 1 times

B & TheFivePips 1 year, 11 months ago
Runts are frames that are smaller than the minimum frame size (64 bytes) and are typically considered errors in a network. When Layer 2 switches
report a high runt count, it often indicates a problem with the physical layer, such as a mismatch or issue with the cabling.

By trying multiple ports on both switches and still encountering the issue, it's likely that the problem is not limited to a single port or switch. Given
this situation, the most appropriate action is to focus on the common element in the communication path, which is the cable connecting the two
switches.

Recertifying the cable involves testing its quality, verifying that it meets the required specifications, and ensuring that it is properly terminated. This
can help identify and address any physical issues with the cable that might be causing runts.
upvoted 3 times

E & MitchF 1 year, 11 months ago
GPT picks (B) Recertify the cable between both switches:
" A "runt" is a term used in networking to describe a frame that is smaller than the minimum frame size allowed by the Ethernet standard. Runt frames
can result from various issues, such as collision, signal degradation, or cable problems. Since the problem persists after trying multiple ports on both
switches, the issue could be related to the cable connecting the switches.

Recertifying the cable involves verifying its integrity, ensuring proper termination, and checking for any signal degradation or cable faults. By
addressing potential cable issues, the network administrator can reduce or eliminate the occurrence of runt frames and improve the overall
communication between the switches.

Options (A) Increasing the MTU size, (C) Performing a factory reset, and (D) Enabling debug logging are not directly related to addressing the issue of
high runt count between the switches."
upvoted 2 times

E & Juliana1017 1 year, 11 months ago

Need to recertify the cable, this is a cabling issue
upvoted 1 times

E & Doaa81 2 years, 2 months ago

B. Recertify the cable between both switches.
upvoted 1 times

E & lukeowen93 2 years, 3 months ago
Runts are when ETHERNET frames that are less that 64 bytes in size. Cabling issue
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upvoted 1 times
B & StellarSteve 2 years, 4 months ago

Selected Answer: B

B. Recertify the cable between both switches.

A high runt count usually indicates that packets are being discarded because they are smaller than the minimum allowed frame size, which can be
caused by a physical issue with the cable or NIC. By recertifying the cable between the switches, the network administrator can identify and replace
any damaged or improperly terminated cables that may be causing the issue.

upvoted 1 times

E & bitezadusto 2 years, 5 months ago
definitely B - not sure why/how increasing MTU size will help when a runt is when a frame is under 64 bytes
upvoted 2 times

& & JakeCharles 2 years, 6 months ago
B. Recertify the cable between both switches.
upvoted 1 times

B & Mercious 2 years, 6 months ago
This is similar to broadcast storm caused by cables. B is the right answer
upvoted 2 times

E & LeonardSnart 2 years, 8 months ago
From Mike Meyers
"In the past, collisions (which were eliminated with full-duplex Ethernet decades ago) were likely causes of runts. Nowadays, bad wiring and electrical
interference are leading causes of runts."
upvoted 3 times

E & famco 2 years, 3 months ago
It's difficult to find anything in that book. It is designed to confuse where something is described. But the explanation is correct
upvoted 3 times
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Question #151 Topic 1

Users attending security training at work are advised not to use single words as passwords for corporate applications. Which of the following
does this BEST protect against?

A. An on-path attack
B. A brute-force attack
C. A dictionary attack
D. MAC spoofing

E. Denial of service

Suggested Answer: C

Community vote distribution
C (100%)

& & RobJob 2 years, 4 months ago
While the answer can be both a brute force attack and a dictionary attack, the best answer for this question is a dictionary attack. A dictionary attack
software matches the hash to those produced by ordinary words found in a dictionary.
upvoted 8 times

© & StevenEleviin 1 year, 5 months ago
- The advice not to use single words as passwords for corporate applications is primarily aimed at protecting against a dictionary attack. A dictionary
attack is a type of cyber attack that involves an attacker using a list of words or commonly used passwords to try and gain unauthorized access to a
system. By using a single word as a password, an attacker could easily guess the password using a list of common words.
upvoted 5 times

O & dvdlau [ZEIEENE) 7 months, 2 weeks ago
Dictionary Attack: In this type of attack, an attacker uses a precompiled list of words like in a dictionary to guess the password. Single-word
passwords are vulnerable because they are common and predictable.
upvoted 1 times

B & badguytoo 1 year ago
Of course, dictionary attack!
upvoted 2 times

B & Jnetops 1 year, 8 months ago
A dictionary attack is a method of breaking into a password-protected computer, network or other IT resource by systematically entering every word in
a dictionary as a password
upvoted 2 times
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Question #152 Topic 1

A network administrator would like to enable NetFlow on a Layer 3 switch but is concerned about how the feature may impact the switch. Which
of the following metrics should the administrator graph using SNMP to BEST measure the feature's impact?

A. CPU usage
B. Temperature
C. Electrical consumption

D. Bandwidth usage

Suggested Answer: A

Reference:
http://etutorials.org/Networking/network+management/Part+ll+Implementations+on+the+Cisco+Devices/Chapter+7.+NetFlow/Deployment+G
uidelines/

Community vote distribution
A (95%) 5%

© & JakeCharles [TITRRGLY 1 year, 5 months ago
A. CPU usage would be one of the key metrics to measure the impact of NetFlow on a Layer 3 switch as it would indicate if the switch is experiencing
any increased processing workload due to the feature being enabled. It would be a good idea to also monitor the memory usage of the switch to
ensure that it does not run out of memory when NetFlow is enabled.
upvoted 12 times

© & StevenElev11n ([[TITREIZLY 1 year, 4 months ago
- Enabling NetFlow on a Layer 3 switch can have a significant impact on the switch's CPU usage, as the switch needs to process and analyse the
network traffic flows. By graphing the switch's CPU usage using SNMP, the network administrator can measure the impact of the NetFlow feature on
the switch's performance and identify any potential performance issues.
upvoted 6 times

© & Mehsotopes 7 months, 2 weeks ago
Bandwidth is already being used for network traffic to flow, CPU usage is going to be increased to measure that bandwidth usage.
upvoted 2 times

B & phoenix98 7 months, 3 weeks ago
NetFlow
A packet analyzer can be used to measure network traffic statistics but trying to
record each frame imposes a heavy processing overhead on the network tap or
mirror port. Collecting just the packet metadata, rather than the whole packet
payload, reduces the bandwidth required by the sniffer. Technologies such as
Cisco's NetFlow (cisco.com/c/en/us/products/ios-nx-os-software/ios-netflow/index.
html) gather traffic metadata only and report it to a structured database

upvoted 1 times

B & MitchF 10 months, 2 weeks ago
GPT selects (A):
"The metric that the network administrator should graph using SNMP to BEST measure the impact of enabling NetFlow on a Layer 3 switch is (A) CPU
usage.

Enabling NetFlow on a network device, like a Layer 3 switch, can generate additional processing overhead as it collects and analyzes flow data.
Monitoring the CPU usage will provide insights into how much computational resources are being used by the NetFlow feature. If the CPU usage

increases significantly after enabling NetFlow, it could indicate that the feature is impacting the switch's performance and potentially causing issues.

Options (B) Temperature, (C) Electrical consumption, and (D) Bandwidth usage are important metrics to monitor, but they might not provide direct
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insights into the impact of the NetFlow feature on the switch's performance. Monitoring CPU usage will give a clearer indication of any impact on the
switch's processing capabilities."
upvoted 1 times
B & fiela1 11 months, 1 week ago
I thought bandwidth as well, a NetFlow collector aggregates flows from multiple exporters. A large network can generate huge volumes of flow traffic
and data records, so the collector needs a high bandwidth network link and substantial storage capacity.
upvoted 1 times

B & famco 1 year, 2 months ago
Another bad question to confuse overthinkers. Netflow could help analyze Bandwidth required, but here | guess they want CPU as the answer. Difficult
to guess. Best strategy is to dumb down to the level of the question creator and it could be a challenge
upvoted 2 times

&) & famco 1 year, 2 months ago
key is "how feature may impact the switch" not what the feature is used for. So, it is CPU. If you know Netflow could help in Bandwidth
determination, you will be punished
upvoted 3 times

© & kungfuseven 1 year, 6 months ago
Answer is A: Before enabling NetFlow on a network element, the CPU utilization is the first parameter to monitor. Enabling NetFlow and exporting the
flow records with NetFlow version 5 increases the CPU utilization by about 15 percent on average, up to a maximum of 25 percent on some platforms.
upvoted 4 times
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Question #153 Topic 1

Which of the following would be used to enforce and schedule critical updates with supervisory approval and include backup plans in case of
failure?

A. Business continuity plan

B. Onboarding and offboarding policies
C. Acceptable use policy

D. System life cycle

E. Change management

Suggested Answer: £

Community vote distribution
E (90%) 10%

E & May2022 2 years, 9 months ago

Business continuity plan is for after an emergency. | would go for E
upvoted 12 times

& & Ertrexs 2 years, 4 months ago
it says "in case of a failure" that sounds like an emergency to me
upvoted 2 times

B & famco 2 years, 2 months ago
Yes? That's right. It is meant to confuse people with knowledge and test on english language usage and how many times you can read the
question. The answer is clearly change management. Read the question again. "Back-up in case of failure", that is done when a change
management fails. Normally we call it Rollback, but here they misused the backup to trip people. The intent of the certification industry is not
to test knowledge but make more money for themselves.
upvoted 8 times

© & AntonioTech 2 years, 6 months ago
This is exactly my logic because the business continuity plan is only for an emergency - what to do, whom to contact, how to proceed but it is not
for "enforcing and scheduling critical updates" and that's why the answer is E.
upvoted 3 times

E & famco 2 years, 2 months ago
You need backups for business continuity so that you can fall-back on the backups in case of emergency.
upvoted 1 times

© & [Removed] 2 years, 3 months ago

"Enforce and schedule critical updates" > this is a massive change to an organization, so the organization is forcing the IT team to schedule the
change to let everyone know about the change

"Supervisory approval" > someone or a group of people has to approve the change before it can be implemented throughout the organization
"Include backup plans in case of failure" > if the change fails, then the IT team has backups to restore data.

This was all covered in the CompTIA A+.
upvoted 10 times

E & laosythai ([EIae) 7 months ago

“Supervisory approval” is the key word here...
upvoted 1 times

& & JB1705 1 year ago

Selected Answer: E

change management
upvoted 1 times
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B & Mehsotopes 1 year, 7 months ago
Updates are always necessary, especially the critical ones for any changing situation.
A business continuity plans cover issues involving full failures & not specifically for critical updates.
upvoted 3 times

© & comeragh 1 year, 9 months ago
Poorly worded question but | would tend to go for Change Management here
upvoted 1 times

E & MitchF 1 year, 10 months ago
GPT selects (E) Change management:
" Change management is a structured process that organizations use to manage and control changes to their environments, systems, and processes.
In this scenario, using change management ensures that critical updates are planned, approved by supervisory personnel, scheduled in a controlled
manner, and include backup plans to address potential failures. This approach helps minimize risks associated with updates and changes while
maintaining business continuity.

Options (A) Business continuity plan focuses on strategies to ensure that essential functions continue during and after a disaster or disruptive event.
(B) Onboarding and offboarding policies relate to employee hiring and departure procedures. (C) Acceptable use policy outlines guidelines for using
organization resources. (D) System life cycle deals with the phases of a system's existence from inception to retirement. While these options are
important in their own contexts, they are not directly related to scheduling and managing critical updates with supervisory approval as described in
the scenario."

upvoted 1 times

E & PatrickH 2 years, 3 months ago
Sounds like A to me. Business continuity may be defined as "the capability of an organization to continue the delivery of products or services at pre-
defined acceptable levels following a disruptive incident". A failure is a pretty disruptive incident
upvoted 1 times

E) & StevenElev11n 2 years, 4 months ago
- A. Business continuity plan: A plan that outlines how an organization will continue to operate during and after a disaster or other disruptive event.
- B. Onboarding and offboarding policies: Procedures that define the steps required to onboard new employees and remove departing employees from
an organization.
- C. Acceptable use policy: Guidelines that define the acceptable uses of an organization's IT resources by employees and other authorized users.
- D. System life cycle: A process that defines the stages that a system goes through from its initial development to its eventual retirement.
- E. Change management: A structured approach for making changes to an organization's IT infrastructure, designed to minimize the risk of
disruptions and ensure changes are implemented in a controlled and effective manner.
upvoted 3 times

E & JakeCharles 2 years, 5 months ago

Selected Answer: E

E. Change management would be used to enforce and schedule critical updates with supervisory approval and include backup plans in case of
failure.
upvoted 3 times

B & AustinKelleyNet 2 years, 6 months ago

Selected Answer: E

| saw this in my CompTIA book last night it is Change Management. ps here is a link to a video about change management.
https://www.professormesser.com/free-a-plus-training/220-1102/220-1102-video/change-management-220-1102/
upvoted 3 times

5 & [Removed] 2 years, 7 months ago

Selected Answer: E

Change management details backup plans.

Source: ITIL.
upvoted 3 times

B & lzaacL23 2 years, 7 months ago

Selected Answer: E
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The answer is E because change management policies include disaster recovery in case a rollback is needed, | can see why people might say it is A,
but it's not talking about a natural disaster causing this critical update to fail.
upvoted 2 times

& & famco 2 years, 2 months ago
Answer is correct but reasoning could be different. Change management include back-ups for rollback in case changes fail. Disaster recovery also
requires backups. The question does not have to mention natural disaster (disaster recovery is not just about natural disasters) because this is
also not mentioning reason for the change. And disaster is not causing a change request to fail but other factors. | consider the whole sentence
and argument used in the above comment to be not correct.
upvoted 1 times

© & Rongupta 2 years, 7 months ago
its E, enforce updates with supervisory approval - Change management,
Also, there is always a backup/ roll back plan.
upvoted 4 times

B & lordguck 2 years, 7 months ago
It's E: Change Mangement. As it need supervisor approval, it's a either a normal or emergency change. Standard changes are pre-approved.
https://wiki.en.it-processmaps.com/index.php/Change_Management
"Emergency Changes: Changes that must be implemented immediately, for example to resolve a Major Incident.
Normal Changes: All other Changes that are not Standard Changes or Emergency Changes.

Normal Changes are often further categorized as Major, Significant or Minor, depending on the level of risk involved. Organizations should define
these types of Changes and the required Change Authorities in their Change Policy. For example, Major Changes may require a full review by the CAB
(Change Advisory Board), while Significant Changes may be approved by the Change Manager.

If a Non-Standard Change is needed, the party requiring the Change will typically submit a Request for Change (RFC) to Change Management. Change
Management will then record, analyze and approve (or reject) the Change.

Emergency Changes are assessed and approved by the ECAB (Emergency Change Advisory Board), a core group of CAB members that is available on
short notice to respond to emergencies. "
upvoted 4 times

B & elreys 2 years, 8 months ago
Change management can help ensure that your network keeps running in good
health. It can also ensure that your documentation reflects the true and current
state of the objects it is describing. This is very important for many aspects of your
operations,
including security responses and troubleshooting operations. Change
management documentation often includes the following:
mm A documented reason for a change
mm The actual change request
mm The approval process
mm The required maintenance window
mm The change notification process
upvoted 2 times

B & bengy78 2 years, 8 months ago
They have it correct. When are talking about backup plans they are talking about backup plans if the change/patch fails. Most places would call this a
backout plan but they are calling it a backup plan.
upvoted 1 times
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Question #154 Topic 1

A newly installed VolP phone is not getting the DHCP IP address it needs to connect to the phone system. Which of the following tasks need to be
completed to allow the phone to operate correctly?

A. Assign the phone's switchport to the correct VLAN
B. Statically assign the phone's gateway address
C. Configure a route on the VolP network router

D. Implement a VolP gateway

Suggested Answer: A

Community vote distribution
A (100%)

© & StevenElev11n ([[TITRTIZL Y 1 year, 5 months ago
A. Assign the phone's switchport to the correct VLAN: This is the most likely solution as the phone is not getting the DHCP IP address it needs, which
typically indicates an issue with the VLAN configuration on the switch. By assigning the phone's switchport to the correct VLAN, the phone will be
able to receive an IP address via DHCP from the phone system.
upvoted 12 times

B & famco [TITIECLY T vear, 3 months ago
static word is given to confuse and trap people who do not need it fully. Static IP could have been assigned, but this refers to Static gateway IP, which
is not enough. This is not testing knowledge but how people can avoid traps
upvoted 6 times

B & MitchF ([IEIZEE) 11 months, 2 weeks ago
GPT selects (A):
"The task that needs to be completed to allow the newly installed VoIP phone to operate correctly when it's not getting the DHCP IP address is (A)
Assign the phone's switchport to the correct VLAN.

When a VolP phone is not receiving a DHCP IP address, it's often related to VLAN misconfiguration. VolP phones usually require specific VLAN
configurations to separate voice traffic from data traffic. By assigning the phone's switchport to the correct VLAN, you ensure that the phone is on the
appropriate network segment where it can communicate with the DHCP server and the phone system.

Options (B) Statically assigning the phone's gateway address, (C) Configuring a route on the VolP network router, and (D) Implementing a VoIP
gateway are not directly related to addressing the issue of the phone not receiving a DHCP IP address. The primary concern here is to ensure that the
phone can communicate on the correct VLAN to receive its configuration information from the DHCP server."

upvoted 2 times

B & JakeCharles 1 year, 6 months ago

Selected Answer: A

A. Assign the phone's switchport to the correct VLAN

The phone needs to be connected to the correct VLAN in order to receive the DHCP IP address it requires to connect to the phone system. Once the
phone's switchport is assigned to the correct VLAN, it should be able to receive the DHCP IP address and connect to the phone system.
upvoted 4 times
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Question #155 Topic 1

Users are reporting intermittent WiFi connectivity in specific parts of a building. Which of the following should the network administrator check
FIRST when troubleshooting this issue? (Choose two.)

A. Site survey

B. EIRP

C. AP placement

D. Captive portal

E. SSID assignment

F. AP association time

Suggested Answer: AC

Community vote distribution
AC (88%) 12%

© & StevenElev11n ([[TITREZLY 1 vear, 10 months ago
The two things the network administrator should check FIRST when troubleshooting intermittent WiFi connectivity issues in specific parts of a
building are:

- A. Site survey: This is important to check because it provides information about the wireless coverage area, signal strength, and potential sources of
interference, which can help to identify areas of weak or unstable signal.

- C. AP placement: This is also important to check because access point placement can greatly impact the WiFi coverage and signal strength.
Incorrect placement, such as access points placed too far apart, can lead to poor coverage or areas with no coverage at all.
upvoted 11 times

© & CrabRagoo [TELE) 10 months, 3 weeks ago
Question like this came up on the CompTIA practice tests from CompTIA and the answer was BC
upvoted 2 times

E & comeragh 1 year, 1 month ago
A & C are the only ones which make sense here
upvoted 1 times

E & MitchF 1 year, 4 months ago
GPT picks (A) and (C):
"When troubleshooting intermittent WiFi connectivity issues in specific parts of a building, the network administrator should check the following two
factors FIRST:

(A) Site survey: Conducting or reviewing a site survey helps identify potential signal coverage gaps, interference sources, and areas with weak signals
or dead zones. This information is crucial to ensure proper WiFi coverage throughout the building.

(C) AP placement: The placement of access points (APs) has a significant impact on signal strength and coverage. Ensuring that APs are
strategically positioned to cover the affected areas is essential. Obstacles like walls and interference sources can impact signal propagation, so
proper AP placement is key to resolving connectivity issues.

Options (B) EIRP, (D) Captive portal, (E) SSID assignment, and (F) AP association time might play a role in overall WiFi performance, but when
addressing intermittent connectivity issues in specific areas, site survey and AP placement are the most critical aspects to investigate first."
upvoted 2 times

E & Dogster 1 year, 11 months ago
although i thought BC, i also think the correct answer is AC. "assuming" that with checking the site survey results, you will have the information for
the ap placements and the recieved output signals. still think that a site survey is someting you do instead something you have to check, unless its
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done ofcourse :P.
upvoted 3 times
E & JakeCharles 1 year, 11 months ago
A. Site survey
C. AP placement

A site survey and AP placement are the primary things that a network administrator should check first when troubleshooting intermittent WiFi
connectivity issues in specific parts of a building. A site survey can identify any potential RF interference, channel overlap, or coverage gaps that may
be causing the connectivity issues. AP placement can ensure that the APs are placed in optimal locations to provide maximum coverage and
minimize interference.

B. EIRP (Effective isotropic radiated power)
upvoted 2 times

B & kungfuseven 2 years ago
A & C- Wap placement and site survey seem like the necessary steps
upvoted 1 times

B & [Removed] 2 years, 1 month ago

This is a coverage issue. WAP placement and power need to be checked. Site survey should be done NEXT because it takes a while.
upvoted 1 times

& & [Removed] 2 years, 1 month ago
| meant BC
upvoted 3 times

B & MacTPain10 2 years ago
Can't assume it is a coverage issue if you don't know if that area even has WiFi.

The answer is A,C.

Site Survey: Is there any WiFi here?
AP Placement: where are they located?

These are the first things you would do before checking coverage/power and all that sort of thing.
upvoted 3 times
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Question #156 Topic 1

A technician is setting up a new router, configuring ports, and allowing access to the Internet. However, none of the users connected to this new
router are able to connect to the Internet. Which of the following does the technician need to configure?

A. Tunneling
B. Multicast routing
C. Network address translation

D. Router advertisement

Suggested Answer: C

Community vote distribution
C (100%)

© & StevenElev11n ([[TITRTIZL Y 1 year, 5 months ago
C. Network address translation (NAT): This is required to translate the private IP addresses of the devices connected to the router to a public IP
address that can be used to communicate with the internet. Without NAT, devices on the private network would not be able to communicate with the
internet.

A. Tunneling: This is a technique used to encapsulate one network protocol within another, but it is not necessary for basic internet connectivity.
B. Multicast routing: This is used to enable multicast traffic to be routed through a network, but it is not required for basic internet connectivity.

D. Router advertisement: This is a feature used in IPv6 networks to automatically configure devices with network addresses, but it is not required for
basic internet connectivity.
upvoted 19 times

E & MitchF [TEIZENE) 11 months, 2 weeks ago
GPT picks (C):
"The technician needs to configure (C) Network Address Translation (NAT).

Network Address Translation (NAT) is a technique used to allow multiple devices on a local network to share a single public IP address for accessing
the internet. When users connected to the new router are unable to access the internet, it often indicates that NAT is not properly configured. NAT
ensures that internal private IP addresses are translated to the single public IP address of the router when traffic goes out to the internet, and the
corresponding translation is done when traffic returns.

Options (A) Tunneling, (B) Multicast routing, and (D) Router advertisement are not directly related to the issue of users not being able to connect to
the internet through the new router."
upvoted 1 times

B & JakeCharles 1 year, 6 months ago

Selected Answer: C

C. Network address translation (NAT)

In order for the users connected to the new router to connect to the Internet, the technician needs to configure Network Address Translation (NAT) on
the router. NAT allows multiple devices on a private network to share a single public IP address and access the Internet. Without NAT, the private IP
addresses assigned to the users' devices would not be able to communicate with the public IP addresses on the Internet.

upvoted 4 times

© & kungfuseven 1 year, 7 months ago
Answer is C:
Network Address Translation (NAT) is a service that operates on a router or edge platform to connect private networks to public networks like the
internet. NAT is often implemented at the WAN edge router to enable internet access in core, campus, branch, and colocation sites.
upvoted 1 times

B & JAMBER 1 year, 8 months ago
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| don't understand how you are “allowing access” without having already taken care off NAT. | would think it's router advertisement. But if someone
could kindly elaborate on the reasoning, it would be appreciated.
upvoted 4 times

& & opmint 1 year, 6 months ago
Sure. It couldn't be router advertisement because the users are already connected to the router. If it was a problem with router advertisement then
the users shouldn't be able to connect to the router, which eliminates Router Advertisement as an answer. Since the users are having trouble
connecting the Internet, that means there is an issue at level 3 of the 0SI stack. Network issues means that there is a problem with Network
Address Translation
upvoted 4 times
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Question #157 Topic 1

A network administrator is testing performance improvements by configuring channel bonding on an 802.11ac AP. Although a site survey detected
the majority of the 5GHz frequency spectrum was idle, being used only by the company's WLAN and a nearby government radio system, the AP is
not allowing the administrator to manually configure a large portion of the 5GHz frequency range. Which of the following would be BEST to
configure for the WLAN being tested?

A. Upgrade the equipment to an AP that supports manual configuration of the EIRP power settings
B. Switch to 802.11n, disable channel auto-selection, and enforce channel bonding on the configuration
C. Set up the AP to perform a dynamic selection of the frequency according to regulatory requirements

D. Deactivate the band 5GHz to avoid interference with the government radio

Suggested Answer: C

Community vote distribution
C (100%)

© & StevenElev1n [FIRERLY 1 year, 5 months ago
C. Set up the AP to perform a dynamic selection of the frequency according to regulatory requirements: If the AP is not allowing manual
configuration, it is likely that the frequency range is being restricted by regulatory requirements or other limitations of the AP. By setting the AP to
perform dynamic selection, it will automatically choose the best frequency and channel available based on the regulatory domain and available
channels.
upvoted 10 times

O & AsadArif ([EIa) 9 months, T week ago
Apart from C, other options options can't be performed for the 'AP being tested'. Options A and B require the 'AP being tested' to be replaced. And the
Option D means deactivating the 5Ghz which | think you can't do for the 802.11ac standard as the 2.4Ghz is not available on this standard. that leaves
us with only the Option C which is do-able. But the comment from famco on this thread is very correct that it wants to test whether we know that
there are certain channels reserved for Govt. use only.
upvoted 4 times

E & famco 1 year, 3 months ago
If you already assumed that the AP only showed the regulatorily allowed ranges and still it was not allowing to select them, you are going to get the
answer wrong.
upvoted 4 times

& & famco 1 year, 3 months ago
The whole point of all these words is to check if you know some frequencies are reserved for government use.
upvoted 3 times

E & JakeCharles 1 year, 6 months ago

Selected Answer: C

C. Set up the AP to perform a dynamic selection of the frequency according to regulatory requirements

It is the best option in this scenario because the AP is not allowing the administrator to manually configure a large portion of the 5GHz frequency
range. This could be due to regulatory requirements that limit the use of certain frequencies in certain areas. By setting up the AP to perform a
dynamic selection of the frequency according to regulatory requirements, the administrator can ensure that the AP is using only the frequencies that
are legally allowed in the area.

upvoted 2 times

B & kungfuseven 1 year, 7 months ago
Answer is C: DFS

When emissions from radar systems are detected, clients and devices associated with Wi-Fi access points (APs) dynamically switch to a new
operating channel. Generally, DFS provides a better user experience, especially in dense deployments where multiple neighboring Wi-Fi APs are
present.

upvoted 1 times
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Question #158 Topic 1

Which of the following options represents the participating computers in a network?

A. Nodes
B. CPUs
C. Servers

D. Clients

Suggested Answer: A
Reference:
https://en.wikipedia.org/wiki/Node_(networking)

Community vote distribution
A (85%) D (15%)

O & toffer96 ([[TITRTRLY 1 year, 2 months ago
Given the question, "participating computers”, while making no mention of devices outside of that scope, D does seem to be a more accurate

description. Just sayin'.
upvoted 6 times

© & Frank9020 [IEIEEE) 1 year, 2 months ago
A. Nodes: In a network, a node refers to any device that can connect and communicate with other devices on the network. This encompasses a wide
range of devices, including:
Computers (desktops, laptops, servers)
Network devices (switches, routers, firewalls)
Printers
Security cameras
loT devices (smart speakers, thermostats)
upvoted 3 times

B & Frank9020 1 year, 2 months ago

Selected Answer: D

D. Clients
Explanation:

In the context of a network, "clients” typically refer to the participating computers or devices that request services, resources, or data from other
devices on the network. Clients are the end-user devices that interact with servers or other network resources to perform tasks such as accessing
web pages, retrieving files, sending emails, or running applications.

Option A (Nodes) is a more general term that can refer to any device connected to a network, including servers, routers, switches, and other network
devices, in addition to client computers
upvoted 3 times

B & slfarr 1 year, 1 month ago
All layer 2 and above devices are computers. Switches are computers, routers are computers, work stations are computers, etc. If they had used
the term "Workstation" instead of "Computers” | would go with clients. But the term "Computers" is more general than "Workstations"
upvoted 2 times

B & daddylonglegs 10 months, 3 weeks ago
It's like people think that only desktops and laptops are computers and a server is not a computer
upvoted 1 times

E & TheFivePips 1 year, 10 months ago

Selected Answer: A

Nodes:

In a broader sense, "node" is a general term that refers to any device connected to a network. This can include devices that play various roles, such as
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servers, routers, switches, hubs, and even individual computers or devices like printers.

A node is essentially any point of connection within a network, whether it's a device responsible for managing traffic (like routers and switches) or
devices that consume resources (like computers and smartphones).

Clients:

Clients are a specific type of node in a network architecture. They are devices that request and consume services, data, or resources from other
devices or servers on the network.
Clients are typically end-user devices, such as computers, laptops, smartphones, tablets, or any device that accesses and interacts with resources
provided by servers or other devices.
Clients initiate requests to servers for services like web browsing, email, file sharing, and more.
upvoted 3 times
B & [Removed] 2 years, 3 months ago

Alis correct.
B is incorrect because a central processing unit (CPU) is the piece of hardware that runs the calculations needed to operate the device.

C and D are incorrect because they are a specific type of node. Clients request data from servers, and servers respond to clients. A participating
computer in a network does not have to be a client or a server; the network could just be a simple peer-to-peer network in which everyone
communicates with each other for data.

upvoted 4 times

E & StevenElev11n 2 years, 4 months ago
Nodes are the devices or computers that are connected in a network and communicate with each other to share data and resources. Nodes can be
workstations, servers, printers, routers, switches, or any other devices that are connected in a network. Each node in a network has a unique address
or identifier that allows other nodes to locate and communicate with it.

The other options listed, B. CPUs, C. Servers, and D. Clients, are specific types of nodes that can participate in a network. CPUs (Central Processing
Units) are the hardware components of a computer that perform processing tasks, while servers and clients are software programs that allow
computers to communicate with each other over a network. Servers provide services or resources to other nodes in the network, while clients
consume these services or resources.

upvoted 3 times

E & JakeCharles 2 years, 5 months ago

Selected Answer: A

A. Nodes

Nodes refer to the participating computers or devices in a network. They connect to the network and can communicate with other nodes on the
network. Nodes can include computers, servers, printers, and other devices.

B. CPUs
CPUs are the "brain" of a computer, they are not representing the participating computers in a network.
C. Servers

Servers are specialized computers or software that provide shared resources and services to other computers or devices on a network, but they are
also considered as nodes.

D. Clients

Clients are computers or devices that connect to and request services from servers, but they are also considered as nodes.
upvoted 1 times

B & Cipherion 2 years, 5 months ago
A node is also a broader term that includes anything connected to a network, while a client requires an IP address. In other words, all clients are
nodes, but network nodes are not clients unless they require an IP address to function.
upvoted 1 times
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& & Cipherion 2 years, 5 months ago
Sorry this is WRONG!

https://www.sanfoundry.com/computer-fundamentals-questions-answers-network-topologies/
upvoted 1 times

B & kungfuseven 2 years, 6 months ago
A: Nodes
Network nodes are the physical pieces that make up a network. They usually include any device that both receives and then communicates

information. But they might receive and store the data, relay the information elsewhere, or create and send data instead.
upvoted 3 times

B & Malevolentl_DK1 2 years, 6 months ago
PARTICIPATING computers in a Network are referred to as Nodes. A is correct.
upvoted 2 times

& & Cipherion 2 years, 5 months ago
Correct:

https://www.sanfoundry.com/computer-fundamentals-questions-answers-network-topologies/
upvoted 1 times

B & redx04 2 years, 7 months ago
it should be servers
upvoted 1 times

5 & medulan 2 years, 7 months ago
why not D? Computers are clients right?
upvoted 3 times

& & daddylonglegs 10 months, 3 weeks ago
because servers are also computers? Node can be used to refer to anything on a network, and since the question isn't any more specific than that
then if you picked C or D you would be leaving out the other.
upvoted 1 times
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Question #159 Topic 1

An administrator is working with the local ISP to troubleshoot an issue. Which of the following should the ISP use to define the furthest point on
the network that the administrator is responsible for troubleshooting?

A. Firewall

B. A CSU/DSU

C. Demarcation point
D. Router

E. Patch panel

Suggested Answer: D

Community vote distribution
C (63%) D (36%)

5 & nate612 2 years, 9 months ago

Demarc point denotes the separation of responsibility from ISP to administrator.
upvoted 36 times

E & babyzilla 2 years, 8 months ago

This is just another poorly worded question. Everyone's though process is correct, but when stated differently, the ISP is telling the admin that the first
point the admin is responsible for us the to the router. The next point (going away from the user and towards the ISP) would be the demarc point and
that is where the ISP's responsibility begins. | hope that clears it up.

upvoted 29 times

& & daddylonglegs 10 months, 3 weeks ago
Not necessarily, the network admin could have put a firewall between the demarc point and the router that they would be responsible for.
upvoted 1 times

& & DittoBrando 1 year, 5 months ago
| disagree. Worded as the question states the ISP's position will always be that you are in charge of the equipment on your side of demarcation for
troubleshooting. | had to fight my ISP tooth and nail because of issue on their end of the demarcation from my home to the pole. It was not
secured properly and causing random outages with high winds. They tried to charge me for the service call for THEIR network. | have also had
them say "maybe rats chewed up your wires, but we only work up to this box and we will charge to help you beyond it".

So going by comptia material, and real life... | am going with C on this one. If Comptia can suck it if they think | am wrong.
upvoted 6 times

E & TomSawyer 2 years, 6 months ago
agreed.
upvoted 2 times

& & senatvs 2 years, 3 months ago
how would the ISP know that a router is the closest device to the demarcation point? what if there was a firewall there instead?
upvoted 4 times

B & [Removed] 2 years, 2 months ago
exactly. Demarcation point is the dividing line between the ISP and administrator
upvoted 2 times

© & chiaretta [Tt 10 months, 1 week ago

The demarcation point is the answer.
upvoted 1 times

E & za_ck 10 months, 3 weeks ago
Answer: D. Reason: demarcation point is still not the furthest end. It has to patch to a device.
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upvoted 1 times
B & RyeBread 1 year, 3 months ago
Having worked for an ISP dealing with enterprise clients, | am going with C. Demarcation point. | understand that some are saying to go up to the
router but the demarc point is where the client and ISP meet. If this is an ISP leased router than that would be considered the demarc point and the
ISP is responsible for troubleshooting the router. Client owned then the client would have to troubleshoot and replace their router if needed. So the
best answer here would be demarcation point in my opinion.
upvoted 2 times

& & pinderanttal 1 year, 3 months ago
The demarcation point is where the ISP and Clients separate their point of work. So, the ISP provides a coaxial/fibre/UTP RJ45 cable to connect to

the client's device it's where the ISP's responsibilities end therefore, the administrator has to look up the list of devices. he has to work on proper
connectivity of the network.

I hope I have made the point.

Thanks
upvoted 1 times

E & drosas84 1 year, 4 months ago
Per CompTIA Topic 2D: Deploy Ethernet Cabling- Structured Cabling System
"Entrance Facilities/Demarc-Special types of equipment rooms marking the point at which external cabling (outside plant) is joined to internal
(premises) cabling. These are required to join the access provider's network and for inter-building communications. The demarcation point is where
the access provider's network terminates and the organization's network begins."
upvoted 1 times

& & DittoBrando 1 year, 5 months ago

As others have said. Demarc is absolutely under your charge, and ISP's will say that up and down. May CompTIA strike me down with a failing grade if
| am wrong.

upvoted 2 times

B & Mehsotopes 1 year, 7 months ago

The administrator is not responsible for troubleshooting the demarcation point. The router sits right before the demarcation point which is what the
administrator has control over troubleshooting & configuring.

Tricky question.
upvoted 1 times

& & phoenix98 1 year, 7 months ago
Modems and routers or other access equipment that are provided or leased by
the customer and installed at their site are referred to as customer premises
equipment (CPE). Some providers may take on responsibility for faults that arise in
CPE, depending on the contract and installation circumstances.
upvoted 2 times

© & comeragh 1 year, 9 months ago
Demarcation point | would go for here
upvoted 3 times

© & Cherubael 1 year, 9 months ago
"define the furthest point on the network that the administrator is responsible for troubleshooting” The administrator is not responsible for the
demarcation point, that is the responsibility of the ISP. Therefore the answer is D. the router.
upvoted 2 times

© & RubberCowhoy 1 year, 10 months ago
The term "Demarcation point" defines the boundary or the point at which the service provider's responsibility ends and the customer's responsibility
begins. It is the point where the public network of a telecommunications company (such as an ISP) ends and the private network of the customer
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begins.
So, the correct answer is:

C. Demarcation point
upvoted 1 times
E & Juliana1017 1 year, 10 months ago
this is the furthest point for troubleshooting
upvoted 2 times

E & LiamAzure 1 year, 11 months ago
Demarcation Point
upvoted 2 times

B & almariojr 1 year, 11 months ago
D is the answer! The question was asking how far is the network admin can work not the ISP! please understand the question.
upvoted 2 times

& & SmartNetwork 1 year, 10 months ago
absolutely correct, a router will be the first stop for administrator but beyond that router it will be the patch panel. in this case the scenario is
pointing to how far the administrator can go not ISP.
upvoted 1 times

E & sukhmn 1 year, 11 months ago
Chatgpt:
C. Demarcation point

The demarcation point is the point of interconnection between the ISP's network and the customer's network. It is the boundary where the ISP's
responsibility ends and the customer's responsibility begins. The demarcation point is typically marked by a physical device or termination point,
such as a network interface or a demarcation jack.

In troubleshooting an issue, the ISP should use the demarcation point to define the furthest point on the network that the administrator is responsible
for. Beyond the demarcation point, the responsibility for troubleshooting and maintaining the network lies with the customer or their network
administrator.

upvoted 2 times

E & Doaa81 2 years, 1 month ago

Selected Answer: C

C. Demarcation point.
upvoted 2 times
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Question #160 Topic 1

To access production applications and data, developers must first connect remotely to a different server. From there, the developers are able to
access production data. Which of the following does this BEST represent?

A. A management plane

B. A proxy server

C. An out-of-band management device
D. A site-to-site VPN

E. A jump box

Suggested Answer: £

Community vote distribution
E (69%) C (21%) 8%

& & StevenEleviin 2 years, 4 months ago
A jump box (also known as a jump server or a bastion host) is a dedicated server or virtual machine that provides secure access to other systems on
a network. In the scenario described in the question, the jump box is the server that the developers connect to remotely in order to access production
applications and data.

The purpose of the jump box is to provide an additional layer of security by restricting direct access to the production servers. This helps to protect
the production servers from potential security threats that could be introduced through the developers' remote connections.
upvoted 14 times

E & StellarSteve [TITRERL Y 2 years, 3 months ago
This scenario is best described as a "jump box." A jump box is a server that provides a secure way for users to access other servers or applications
within a network. By connecting remotely to the jump box, developers can access production data without having direct access to the production
servers. This approach helps to increase security and control access to sensitive information
upvoted 8 times

© & drosas84 [EETATE) 1 year, 4 months ago

Out-of-band-management device accesses and manages devices and infrastructure at remote location.
Site-to-site allows employees to remotely communicate, share resources, and safely access data.

Jump box is not listed on CompTia but it is used to access and manage devices in a seperate security zone remotely.
upvoted 2 times

& & daddylonglegs 10 months, 3 weeks ago
A site-to-site VPN is not a server.
upvoted 1 times

E & bob_bobbins 1 year, 5 months ago
| hate this question.
What does it "represent"? A proxy server.
But | am going to make an assumption that CompTIA wants this to be understood as the primary purpose for a jump box out of these options.
upvoted 2 times

& & daddylonglegs 10 months, 3 weeks ago
A proxy server just proxies the traffic. It's not a server that you remotely connect to. The answer is a jump box.
upvoted 1 times

© & Elel66 1 year, 6 months ago

Selected Answer: B


https://www.examtopics.com/user/StevenElev11n/
https://www.examtopics.com/user/StevenElev11n/
https://www.examtopics.com/user/StevenElev11n/
https://www.examtopics.com/user/StellarSteve/
https://www.examtopics.com/user/StellarSteve/
https://www.examtopics.com/user/StellarSteve/
https://www.examtopics.com/user/drosas84/
https://www.examtopics.com/user/drosas84/
https://www.examtopics.com/user/drosas84/
https://www.examtopics.com/user/daddylonglegs/
https://www.examtopics.com/user/daddylonglegs/
https://www.examtopics.com/user/daddylonglegs/
https://www.examtopics.com/user/bob_bobbins/
https://www.examtopics.com/user/bob_bobbins/
https://www.examtopics.com/user/bob_bobbins/
https://www.examtopics.com/user/daddylonglegs/
https://www.examtopics.com/user/daddylonglegs/
https://www.examtopics.com/user/daddylonglegs/
https://www.examtopics.com/user/Elel66/
https://www.examtopics.com/user/Elel66/
https://www.examtopics.com/user/Elel66/

Proxy Server:

Acts as an intermediary between clients (developers in this case) and other servers (production servers).
upvoted 1 times

& & daddylonglegs 10 months, 3 weeks ago
A proxy server just proxies the traffic. It's not a server that you remotely connect to. The answer is a jump box.
upvoted 1 times

& & phoenix98 1 year, 7 months ago
Support remote access to critical network infrastructure using out-of-band links.
upvoted 1 times

E & chichi2211 1 year, 8 months ago
Out-of-Band Management is a solution that provides a secure dedicated alternate access method into an IT network infrastructure to administer
connected devices and IT assets without using the corporate LAN.

Purpose: An out-of-band management device is used to manage and monitor network infrastructure components, such as routers, switches, servers,
and network appliances, in a separate and dedicated network channel known as the "management plane." It provides an alternative and isolated path
for managing network devices.

| think the answer is Jump Box
upvoted 1 times

E & nextseason 1 year, 9 months ago
A. Management Plane. administration and monitoring network.
B. proxy server. man-in-middle. intercept/forward network traffic.
C. out-of-band management. separate network dedicated to changing device configuration.
D. site-to-site VPN. access remote data securely.
E. Jump box. secure entry point(ssh backdoor) to access and manage devices.
(bastion host). segmented(isolated from private network, DMZ), public facing part of the network that is not fully trusted.

| would think the answer would be D.
upvoted 1 times

E & CNature 1 year, 10 months ago
jump box is no where in the CompTIA Network+ textbook but Out-Of-Band Management is.

392 | The Official CompTIA Network+ Student Guide (Exam N10-008)

Lesson 16: Comparing WAN Links and Remote Access Methods | Topic 16B

USB and RJ-45 type console ports plus AUX and other management interfaces on a router.
(Image © 123RF.com.)

Management methods can be described as either in-band or out-of-band (00B).

An in-band management link is one that shares traffic with other communications
on the “production” network. The console port is a physically out-of-band
management method; the link is limited to the attached device. When you are using
a browser-based management interface or a virtual terminal, the link can be made
out-of-band by connecting the port used for management access to physically
separate network infrastructure. Obviously, this is costly to implement, but out-of-
band management is more secure and means that access to the device is preserved
when there are problems affecting the production network.

I'm sticking with "C"
upvoted 4 times
B & MitchF 1 year, 10 months ago
GPT picks (E):
"The scenario BEST represents (E) Jump box.
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A jump box, also known as a jump server or bastion host, is a server that acts as an intermediary between a user or developer and the target server or
network. In this case, developers use the jump box to remotely connect to it, and from there, they can access production applications and data. The
jump box serves as a secure entry point that helps manage and control remote access to sensitive systems. It adds an extra layer of security by
allowing access only to authorized users and then providing access to the production environment."
upvoted 1 times
E & Doaa81 2 years, 1 month ago

Selected Answer: E

E. A jump box.

A jump box (also known as a jump server, bastion host, or pivot host) is a dedicated server that acts as an intermediary or access point for
connecting to other servers in a network. In this scenario, developers first connect remotely to the jump box, and from there, they can access the
production applications and data. The jump box helps enhance security by providing controlled access to critical systems and enforcing centralized
authentication and access controls.

upvoted 2 times

B & famco 2 years, 2 months ago
Also note that this is also called a BastionHost. Or atleast the Bastion Host is used for this.
upvoted 2 times

E & JakeCharles 2 years, 5 months ago

Selected Answer: E

E. A jump box.

A jump box, also known as a jump server or jump host, is a dedicated server that is used as a secure intermediary point of access to other servers in
a network. It is used to provide remote access to internal resources, such as production applications and data, while maintaining security. Developers
can connect remotely to the jump box, then use it as a secure gateway to access production data on other servers. The jump box acts as a single
point of access and provides an additional layer of security by controlling and logging access to production servers.

upvoted 3 times

E & kungfuseven 2 years, 6 months ago
E: A jump box is a secure computer that all admins first connect to before launching any administrative task or use as an origination point to connect
to other servers or untrusted environments.
upvoted 2 times

E & fouserd 2 years, 7 months ago
| am not entirely sure about this one but i would go with C.
upvoted 1 times

E & MelzTheArtist 2 years, 5 months ago
why do you mind explaining please
upvoted 2 times

& & Ertrexs 2 years, 4 months ago
why even if comment then if you dont know
upvoted 2 times

& & Rongupta 2 years, 7 months ago
Jumpbox is like a wac server.
upvoted 3 times

B & alwaysrollin247 2 years, 8 months ago
A site-to-site virtual private network (VPN) refers to a connection set up between multiple networks. This could be a corporate network where multiple
offices work in conjunction with each other or a branch office network with a central office and multiple branch locations.

Site-to-site VPNs are useful for companies that prioritize private, protected traffic and are particularly helpful for organizations with more than one
office spread out over large geographical locations. These businesses often have to access resources housed on a primary network, which could
include servers that facilitate email or store data. In some instances, a server may be the operational hub of an application essential to the company’s
business. A site-to-site VPN can, in that case, give all sites full access to the application—as if it were housed within their physical facility.

Ref: https://www.fortinet.com/resources/cyberglossary/what-is-site-to-site-vpn
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upvoted 1 times

& & alwaysrollin247 2 years, 8 months ago
nevermind | read question wrong, there's nothing in there that mentions remotely accessing.
upvoted 1 times
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Question #161 Topic 1

Which of the following is conducted frequently to maintain an updated list of a system's weaknesses?

A. Penetration test
B. Posture assessment
C. Risk assessment

D. Vulnerability scan

Suggested Answer: D

Community vote distribution
D (100%)

© & JakeCharles [TITRRRL Y 1 year, 6 months ago

A vulnerability scan is conducted frequently to maintain an updated list of a system's weaknesses.

A vulnerability scan is an automated process that checks a system or network for known vulnerabilities, such as outdated software versions,
misconfigured settings, and unpatched systems. It checks the system against a database of known vulnerabilities and generates a report of any
weaknesses that are found. This process is usually done periodically, such as weekly or monthly, to ensure that the system stays up-to-date with the
latest patches and security updates.

upvoted 11 times

& & kungfuseven [ IREZLY 1 year, 7 months ago
D: Vulnerability scanning, also commonly known as ‘vuln scan, is an automated process of proactively identifying network, application, and security
vulnerabilities. Vulnerability scanning is typically performed by the IT department of an organization or a third-party security service provider. This
scan is also performed by attackers who try to find points of entry into your network.
upvoted 5 times

& & Mehsotopes 8 months, 2 weeks ago
A vulnerability scan is an automated, high-level test that looks for and reports potential vulnerabilities. A penetration test is a detailed hands-on
examination by a real person that tries to detect and exploit weaknesses in your system.
https://www.securitymetrics.com/blog/pentesting-vs-vulnerability-scanning-whats-
difference#:~:text=A%20vulnerability%20scan%20is%20an,exploit%20weaknesses%20in%20your%20system.
upvoted 2 times

B & osmaster 9 months, 1 week ago
GPT says that a vulnerability scan is conducted frequently to maintain an updated list of a system's weaknesses. Vulnerability scanning is an
automated process that identifies and assesses vulnerabilities in a system or network. It involves the use of scanning tools and software to discover
and report on potential security issues. This process is typically performed regularly to ensure that an organization is aware of any new vulnerabilities
that may have emerged and to maintain an up-to-date list of weaknesses that need to be addressed.
upvoted 2 times
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Question #162 Topic 1

A systems administrator wants to use the least amount of equipment to segment two departments that have cables terminating in the same
room. Which of the following would allow this to occur?

A. A'load balancer
B. A proxy server
C. A Layer 3 switch
D. A hub

E. A Layer 7 firewall

Suggested Answer: C

Community vote distribution
C (100%)

© & JakeCharles [TITRERLY 1 year, 5 months ago

A Layer 3 switch would allow this to occur, as it can segment the two departments by creating virtual LANs (VLANs) and routing traffic between them.

A Layer 3 switch is a type of switch that can perform routing functions in addition to switching. It can use the network layer (Layer 3) of the 0SI
model to route traffic between different VLANs, which allows for the segmentation of different departments or networks within the same physical
space. By creating VLANSs for each department and using the Layer 3 switch to route traffic between them, the administrator can segment the two
departments without the need for additional equipment.

upvoted 13 times

E & MitchF ([TEIENE) 10 months, 2 weeks ago
GPT picks (C):
"The option that would allow a systems administrator to use the least amount of equipment to segment two departments with cables terminating in
the same room is (C) Layer 3 switch.

A Layer 3 switch combines the functionality of both a switch and a router. It can create separate VLANs (Virtual Local Area Networks) for different
departments while allowing them to connect through the same physical cables. This segmentation is achieved by using routing capabilities within the
Layer 3 switch. Using a Layer 3 switch minimizes the need for additional equipment and provides efficient and isolated communication between the
two departments.”

upvoted 2 times

B & famco 1 year, 2 months ago
You have to think like them. The real question is to check whether you know L3 switch supports VLAN (which could be used to segment).
upvoted 1 times

© & kungfuseven 1 year, 6 months ago
C: Often referred to as a multilayer switch, a layer 3 switch adds a ton of flexibility to a network. The features of a layer 3 switch are: Comes with 24
Ethernet ports, but no WAN interface. Acts as a switch to connect devices within the same subnet. Switching algorithm is simple and is the same for
most routed protocols.
upvoted 2 times
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Question #163 Topic 1

An administrator needs to connect two laptops directly to each other using 802. 11ac but does not have an AP available. Which of the following
describes this configuration?

A. Basic service set
B. Extended service set
C. Independent basic service set

D. MU-MIMO

Suggested Answer: A

Community vote distribution
C (96%) 4%

B & May2022 [[TIIEEET) 2 years, 10 months ago

Answer is C: IBSS - Contains only devices/clients with no APs
upvoted 18 times

E & Schizo 2 years, 11 months ago

independent BSS (IBSS), or ad hoc network, is created by peer devices among themselves without network infrastructure. | vote for C to be the right
answer as there will be peer to peer communication with out the AP as the question states.
upvoted 15 times

B & CeejayParker 2 years, 10 months ago
| agree because BSS involves the use of an AP and an example is the settings we have in our homes. The correct answer is C
upvoted 2 times

© & JB1705 [IELEENE) 1 year, 1 month ago

IBSS - when laptop connected to laptop, no internet connection.

BSS - when laptop connected to wireless access point.

ESS - Laptops connected to wireless access point, these wireless access points are connected to switch to get internet connection.
upvoted 2 times

B & knr92110 1 year, 7 months ago
Answer is A: They are not asking which of the following configuration might be used to accomplish the connection but rather they are asking "which
of the following describes this configuration?". This means, if an admin needs to connect two laptop using 802.11ac but does not have an AP, this
configuration is called Basic Service Set (Even though he does not have a router but had he have a router, he would have been used it).
upvoted 1 times

E & YUYUY 1 year, 5 months ago
Read the questions and then look up what A. Means. The answer is C.
upvoted 2 times

B & phoenix98 1 year, 8 months ago
ad hoc network Type of wireless network
where connected devices communicate
directly with each other instead of over
an established medium. Also called
Independent Basic Service Set (IBSS).
upvoted 3 times

B & osmaster 1 year, 9 months ago

Selected Answer: C

GPT says in this scenario, where two laptops are directly connected to each other without the use of an access point (AP), the configuration is
referred to as an Independent Basic Service Set (IBSS). An IBSS, also known as an ad-hoc network, is a network configuration in which devices
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communicate with each other directly without the presence of an access point. This is commonly used for peer-to-peer connections, such as
connecting two laptops directly together over Wi-Fi. Each laptop in an IBSS communicates with the other directly, without the need for an intermediary
AP.

upvoted 1 times

E & TheFivePips 1 year, 11 months ago

he main difference between a Basic Service Set (BSS) and an Independent Basic Service Set (IBSS) lies in the network configuration and the role of
devices. BSS involves a central access point managing client devices, while IBSS involves direct peer-to-peer communication between devices
without a central access point.

upvoted 1 times

E & MitchF 1 year, 11 months ago
GTP picks (C):
"The configuration where two laptops are directly connected to each other using 802.11ac without an AP available is described as (C) Independent
Basic Service Set (IBSS).

In an Independent Basic Service Set (IBSS), also known as an ad-hoc network or peer-to-peer network, devices communicate directly with each other
without the need for a central AP. In this scenario, the two laptops create their own network, allowing them to communicate directly over the 802.11ac
wireless standard.”

upvoted 2 times

E & Juliana1017 1 year, 11 months ago
C, contains only clients
upvoted 1 times

B & bitezadusto 2 years, 5 months ago
Answer is C

BSS-only 1 AP

IBSS - no APs (Ad Hoc Mode)

ESS - multiple APs under the same SSID

MU-MIMO- allows multiples users to connect to the router
upvoted 5 times

B & JakeCharles 2 years, 6 months ago
C. Independent basic service set (IBSS) is a wireless network configuration in which two or more wireless devices connect directly to each other
without the use of an access point. This is also sometimes referred to as an ad-hoc network. This configuration would meet the administrator's
requirements of connecting two laptops directly to each other using 802.11ac without the use of an AP.

Ais not correct.Answer A, Basic service set (BSS), is a wireless network configuration in which one or more wireless devices connect to an access

point (AP) to access the network. A BSS is the basic building block of an infrastructure wireless network, meaning that it requires an AP to connect

the devices to each other, and to the wired network. In this scenario, the administrator does not have an AP available, so BSS will not work.
upvoted 2 times

E & [Removed] 2 years, 8 months ago
Independent Basic Service Set (IBSS), as the name suggests, is a service set that allows wireless devices or stations to communicate with each other
without any medium or central device. It does not contain or include any AP (Access Point)
upvoted 2 times

E & LeonardSnart 2 years, 8 months ago

Selected Answer: C

The answer is ad hoc network, AKA IBSS

Mike Meyers
"A much fancier term for an ad hoc network that you should be aware of is independent basic service set (IBSS) WLAN."
upvoted 4 times

B & Matsane 2 years, 8 months ago
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It cannot be A: Basic Service Set (BSS), as the name suggests, is basically a network topology that allows all wireless devices to communicate with
each other through a common medium i.e. AP (Access point)
upvoted 1 times

E & Thapas 2 years, 10 months ago

Basic Service Set (BSS) and Extended Service Set (ESS). A BSS consists of a group of computers and one AP, which links to a wired LAN. An ESS
consists of more than one AP.
upvoted 2 times

B & Schvbb 2 years, 10 months ago
Why is the answer they are giving A?
upvoted 3 times

© & Hava_2013 2 years, 10 months ago
Defiantly, IBSS! Answer: C
upvoted 1 times
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Question #164 Topic 1

A network administrator is reviewing the following metrics from a network management system regarding a switchport. The administrator
suspects an issue because users are calling in regards to the switch port's performance:

Metric Value

Uptime 201 days, 3 hours, 18 minutes
MDIX On

CRCs 0

Giants 2508

Output queue maximum 40
Packets input 136208849
Packets output 64458087024

Based on the information in the chart above, which of the following is the cause of these performance issues?

A. The connected device is exceeding the configured MTU.
B. The connected device is sending too many packets.

C. The switchport has been up for too long.

D. The connected device is receiving too many packets.

E. The switchport does not have enough CRCs.

Suggested Answer: A

Community vote distribution
A (100%)

© & gunnyhwyusme ([[TITRERL S 1 vear, 3 months ago
If you are seeing Giants this the device is exceeding the default 1500 MTU size.
upvoted 11 times

E & MitchF [TEIENE) 10 months, 2 weeks ago
GPT picks (A):
"Based on the provided metrics, the most likely cause of the performance issues is (A) The connected device is exceeding the configured Maximum
Transmission Unit (MTU).

The "Giants" metric of 2508 indicates that there are packets (frames) on the network that are larger than the allowed maximum size, which can lead
to inefficiencies and performance problems. Exceeding the configured MTU can cause packet fragmentation or errors, leading to delays,
retransmissions, and inefficiencies in the network.

The other metrics provided, such as "CRCs" and "Output queue maximum," do not directly indicate the cause of the issue related to users'
performance complaints. The "MDIX" being on refers to the auto-crossover feature for Ethernet cables and is not likely the cause of the performance
issue.

It's important to address the issue by ensuring that all devices on the network are configured with compatible MTU settings to avoid these
performance problems."
upvoted 3 times

5 & [Removed] 1 year, 3 months ago
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Ais the correct answer. MTU stands for "Maximum Transmission Unit," the maximum IP packet/Ethernet frame size that can traverse the network. For
Ethernet networks, the MTU size is 1500 bytes, and anything larger than 1500 bytes is called a giant. According to the image, the connected device is
outputting packets larger than 1500 bytes, which will cause Giants. Additionally, there are more packets outputted than packets inputted, which
suggests that the switch has been dropping those packets.

B and D are incorrect; this will cause network slowdowns with the overall switch and the transmitting device itself, not a specific interface on the
switch.

C has nothing to do with the slowdown. Many network devices today (especially Cisco devices) can have a very long uptime and still process and
forward packets/frames.

E is incorrect because you do not want CRCs. CRC is "Cyclic Redundancy Check," and it is the extra 4 bytes added to the end of an Ethernet frame for
error-checking. If an Ethernet frame becomes corrupted, then the interface will show a CRC error, and it will drop the frame.
upvoted 4 times

& & Kessel 1 year, 1 month ago
That 2508 value associated with giants, is that the number of giants detected during the diagnostic, or it's the size in bytes of the giants detected?
upvoted 1 times

B & kungfuseven 1 year, 6 months ago
A: Giants (see chart)

In networks, a giant is a packet, frame, cell, or other transmission unit that is too large. Network protocols specify maximum and minimum sizes
(and sometimes a single uniform size) for any transmission unit. For example, ATM packages all data into 53-byte cells. Any cell larger than that is
discarded and recorded as a giant by network monitoring tools.

upvoted 4 times
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Question #165 Topic 1

A network administrator is installing a new server in the datacenter. The administrator is concerned the amount of traffic generated will exceed
1GB, and higher- throughput NICs are not available for installation. Which of the following is the BEST solution for this issue?

A. Install an additional NIC and configure LACP

B. Remove some of the applications from the server

C. Configure the NIC to use full duplex

D. Configure port mirroring to send traffic to another server

E. Install a SSD to decrease data processing time

Suggested Answer: A

Community vote distribution
A (100%)

© & orean [TITTESILY 1 year, 8 months ago

Link Aggregation Protocol Control (LAPC) facilitates port aggregation to improve redundancy and performance; this is also known as NIC teaming,
apropos to this question.
upvoted 15 times

O & JakeCharles [FTIECLY 1 year, 5 months ago
A. Install an additional NIC and configure Link Aggregation Control Protocol (LACP) also known as NIC Teaming. This will allow the administrator to
combine the bandwidth of multiple NICs to increase the total throughput and handle the expected traffic. This is the most efficient solution for this
issue as it can provide more bandwidth without having to remove any applications from the server or decrease data processing time.
upvoted 10 times

& & Mehsotopes 7 months, 2 weeks ago

LACP is used to combine multiple network connections in parallel to increase throughput beyond what a single connection could sustain and to
provide redundancy in case one of the links should fail. LACP is defined in the IEEE 802.3ad standard.
upvoted 1 times

B & MitchF 10 months, 2 weeks ago
GPT picks (A):
"The BEST solution for the issue of potentially exceeding 1GB of traffic on a server is (A) Install an additional NIC and configure Link Aggregation
Control (LAC).

Link Aggregation Control (LAC), also known as Link Aggregation Group (LAG) or NIC Teaming, allows multiple network interface cards (NICs) to work
together as if they were a single, high-throughput connection. This can effectively increase the available bandwidth and handle higher amounts of
traffic. By installing an additional NIC and configuring link aggregation, you can combine the bandwidth of the NICs to handle traffic loads beyond
what a single NIC can handle. This solution helps prevent network congestion and ensures smooth data transmission."

upvoted 1 times

& & MitchF 10 months, 2 weeks ago
| change my mind. Dogeo below is correct in his concern! See my answer.
upvoted 1 times

B & Dogeo 1 year, 1 month ago
| get why everyone saying it A. but it says in the question there is no NICs available to be installed
upvoted 2 times

& & AsadArif 8 months, 1 week ago
| don't agree. The question says, higher throughput NICs are not available'. It does not say no more NICs available. So, installing an additional NIC
albeit of the same throughput and configuring NIC teaming still looks to be the best solution.
upvoted 3 times

& & MitchF 10 months, 2 weeks ago
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I think you are right! Ans (A) might be wrong, because there are no NICs available!

When | accounted for unavailable NICs, | got answer (E):

"The BEST solution for the issue of potentially exceeding 1GB of traffic on a server when higher-throughput NICs are not available is (E) Install a
SSD to decrease data processing time.

While the options provided may address different aspects of server performance, installing a Solid-State Drive (SSD) can significantly improve the
data processing speed and overall performance of the server. An SSD is a faster storage solution compared to traditional Hard Disk Drives (HDDs),
and it can help the server handle data more efficiently. However, it's important to note that an SSD directly impacts data storage and processing
speed, which could indirectly help the server manage higher traffic loads by reducing data access delays. The other options mentioned (B, C, D)
are not directly related to addressing the issue of exceeding network traffic capacity."

upvoted 1 times

E & nolte_eh 1 year, 5 months ago
Port aggregation would be the the best fit, and only good fit for this question.
Configuring full duplex will already have been done as gigabit speed is only available in full-duplex mode according to the IEEE specification.
upvoted 5 times

B & bitezadusto 1 year, 4 months ago
thanks, was wondering about the full duplex answer
upvoted 2 times

E & Matsane 1 year, 7 months ago
Link Aggregation is the combining of multiple network connections in parallel by any of several methods, in order to increase throughput
upvoted 1 times

E & CapJackSparrow 1 year, 8 months ago
NICs are not available for installation
upvoted 1 times

&) & CapJackSparrow 1 year, 8 months ago
never mind, i read it wrong
upvoted 2 times
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Question #166 Topic 1

A malicious user is using special software to perform an on-path attack. Which of the following best practices should be configured to mitigate
this threat?

A. Dynamic ARP inspection
B. Role-based access
C. Control plane policing

D. MAC filtering

Suggested Answer: A

Community vote distribution
A (76%) C (24%)

© & LeonardSnart 2 years, 2 months ago
Mike Meyers
"A classic on-path attack would be a person using special software on a wireless network to make all the clients think his laptop is an access point.
He could then listen in on that wireless network, gathering up all the conversations and gaining access to passwords, shared keys, or other sensitive
information. On-path attacks are commonly perpetrated using ARP spoofing."
"The way to mitigate ARP spoofing, described in Objective 4.2, is through dynamic ARP inspection. ARP replies are checked against a database, and if
they contain invalid or conflicting values, they are dropped. Therefore, they won't be sent by switches to hosts, those ARP caches would subsequently
be poisoned.”

upvoted 18 times

© & stellarSteve [FIREELY | year, 10 months ago
The best practice to mitigate an on-path attack is dynamic ARP inspection. It helps prevent ARP spoofing attacks, which are a type of on-path attack.
Dynamic ARP inspection uses information in the DHCP snooping table to validate ARP packets and ensure that the source IP address and MAC
address in each packet match the sender's DHCP bindings. If the information does not match, the packet is dropped. Therefore, dynamic ARP
inspection helps to prevent malicious users from intercepting network traffic by poisoning ARP caches on other devices.
upvoted 7 times

O & drosas84 [IELE) 11 months, 1 week ago
Based on CompTIA...
"A control plane policing policy is designed to mitigate the risk from route processor vulnerabilities. Such a policy can use ACLs to allow or deny
control traffic from certain sources and apply rate-limiting if a source threatens to overwhelm the route processor."

"A malicious host may use a spoofed MAC address to try to perform ARP cache poisoning against other hosts on the network and perpetrate an on-
path attack. A switch port security feature such as dynamic ARP inspection (DAI) prevents a host attached to an untrusted port from flooding the
segment with gratuitous ARP replies. ARP inspection maintains a trusted database of IP:ARP mappings. It also ensures that ARP packets are validly
constructed and use valid IP addresses."

upvoted 1 times

B & Mehsotopes 1 year, 2 months ago

Selected Answer: A

Dynamic ARP Inspection (DAI) is a security feature that validates Address Resolution Protocol (ARP) packets in a network. DAI allows a network
administrator to intercept, log, and discard ARP packets with invalid MAC address to IP address bindings. A virtual LAN (VLAN) is any broadcast
domain that is partitioned and isolated in a computer network at the data link layer (OSI layer 2).

upvoted 1 times

B & MitchF 1 year, 5 months ago
GPT picks (A):
To mitigate the threat of a malicious user using special software to perform an on-path attack, the best practice to configure is (A) Dynamic ARP
Inspection.

Dynamic ARP Inspection (DAI) is a security feature that helps prevent ARP spoofing and other on-path attacks by validating ARP requests and
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responses. It ensures that the MAC-to-IP address mappings are legitimate and prevents attackers from redirecting network traffic to their devices. By
inspecting and filtering ARP messages, DAl adds an extra layer of protection to the network infrastructure. Control Plane Policing (B) is a different
security feature that helps protect the control plane of network devices from excessive traffic, but it may not directly address on-path attacks like ARP
spoofing.”

upvoted 2 times

& & MitchF 1 year, 5 months ago
GPT explains that it is not (C) because "Control plane policing" is a series of steps, not just a single solution. Also, "policing" might already be set
up, but the hackers are getting around it, so the best solution is still (A) Dynamic ARP inspection to stop the attack:
"Control plane policing involves setting up rules and limits to control the amount of traffic that can access the control plane. This prevents
excessive or malicious traffic from overwhelming the device's ability to manage network operations effectively. By implementing control plane
policing, network administrators can ensure the stability and security of their network devices, allowing them to function properly even under
heavy traffic loads or potential attacks."

upvoted 1 times

B & Sanat123 1 year, 6 months ago
Correct answer is A. DAI protects from on-path attacks, while CoPP from DOS (CoPP enables to limit the RATE of traffic to network devices).
upvoted 1 times

B & famco 1 year, 9 months ago
Another bad question because the question creator creates question by just reading one part of a book he has access to.
| guess here he read the question on the Mac Spoofing as an option. But if he read another chapter and used his imagination to know that a man-in-
the-middle attack can be achieved with multiple vulnerabilities, he would not ask this question
upvoted 2 times

B & Jay_Brzy 1 year, 10 months ago
C.
Control plane policing (CoPP) is a security feature that can be used to protect network devices from various types of attacks, including on-path
attacks. CoPP enables administrators to define policies that limit the rate of traffic sent to a network device's control plane, which is the part of the
device that processes and manages network protocols, such as ARP (Address Resolution Protocol) and routing protocols.
upvoted 1 times

B & El_Cabron 1 year, 10 months ago

Selected Answer: C

C. Control plane policing

Control plane policing is a best practice that can help mitigate on-path attacks by limiting the rate at which packets can be sent to the control plane
of a network device. On-path attacks typically involve intercepting and modifying network traffic as it passes through a network device, which can
potentially overwhelm the device's control plane and cause it to crash or become unresponsive. Control plane policing can help prevent this by
limiting the rate at which packets are sent to the control plane, thus reducing the risk of overload or exhaustion.

While dynamic ARP inspection, role-based access, and MAC filtering are all important security measures, they are not specifically designed to
address the threat of on-path attacks.
upvoted 4 times

& & Thunder_Cat 1 year, 4 months ago
additional info for what is a on-path attack.
https://www.professormesser.com/security-plus/sy0-601/sy0-601-video/on-path-
attacks/#:~:text=In%20fact%2C%20you%20might%20hear,passed%200n%20t0%20the%20destination.
upvoted 1 times

& & Thunder_Cat 1 year, 4 months ago
Control plane policing forces ping rates to be lower, and it mitigates DoS attacks. Dynamic APR inspection is the correct answer. please google
Control plane policing, Cisco has good information on it and what it is used for.
upvoted 1 times

& & JakeCharles 2 years ago
A. Dynamic ARP inspection
Dynamic ARP inspection (DAI) is a security feature that helps to protect networks against ARP spoofing attacks. It works by comparing ARP requests
and responses to a pre-configured IP-to-MAC address binding table, and discards ARP packets that do not match the expected binding. This can help
to prevent an attacker from performing an on-path attack by intercepting and modifying ARP traffic.
upvoted 4 times
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E & CapJackSparrow 2 years, 3 months ago
Dynamic ARP Inspection (DAI) is a security feature that validates Address Resolution Protocol (ARP) packets in a network. DAl allows a network
administrator to intercept, log, and discard ARP packets with invalid MAC address to IP address bindings. This capability protects the network from
certain “man-in-the-middle” attacks.
upvoted 3 times
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Question #167 Topic 1

Which of the following can be used to store various types of devices and provide contactless delivery to users?

A. Asset tags
B. Biometrics
C. Access control vestibules

D. Smart lockers

Suggested Answer: C

Community vote distribution
D (94%) 6%

© & Aaron$1990 2 years, 10 months ago
100% this is smart locker. Even if you know nothing about IT, you'd know this is smart locker
upvoted 24 times

© & Schizo 2 years, 11 months ago
An access control vestibule is part of a physical access control system that typically provides a space between two sets of interlocking doors.
Vestibules are designed to prevent unauthorized individuals from following authorized individuals into facilities with controlled access. The answer is
D, as a smart locker provides contactless delivery.
upvoted 18 times

& & ojones888 9 months, 1 week ago
What do they mean by contactless delivery?
upvoted 2 times

B & smarvin 1 year, 5 months ago
Who determines the "correct” answers for these questions? Even my dog knows the true correct answer here is D - smart locker.
upvoted 5 times

E & Mehsotopes 1 year, 8 months ago
Access control vestibules with contactless delivery systems are designed to provide a secure way to deliver items without direct contact between
individuals. These systems typically consist of a vestibule or small room that is accessed through two doors, one on the outside and one on the
inside.
A service vestibule is a separate hallway in connection with the apartment, which makes it possible to easily accept commercial or other deliveries or
to pick something up from a securely locked space.
upvoted 2 times

& & Lausell 1 year, 7 months ago
Not really. A "VESTIBULE" is not a place to store devices. An access control vestibule is to control people’s access to a building or facility. It's as
simple as that.
Given the option, best place where you can store devices and have contactless access to them would be a smart locker.
Correct Answer would be D: Smart Locker
upvoted 3 times

B & Mehsotopes 1 year, 8 months ago
Access control vestibules with contactless delivery systems are designed to provide a secure way to deliver items without direct contact between
individuals. These systems typically consist of a vestibule or small room that is accessed through two doors, one on the outside and one on the
inside.
upvoted 1 times

E & Nisita 1 year, 10 months ago


https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/AaronS1990/
https://www.examtopics.com/user/Schizo/
https://www.examtopics.com/user/Schizo/
https://www.examtopics.com/user/Schizo/
https://www.examtopics.com/user/ojones888/
https://www.examtopics.com/user/ojones888/
https://www.examtopics.com/user/ojones888/
https://www.examtopics.com/user/smarvin/
https://www.examtopics.com/user/smarvin/
https://www.examtopics.com/user/smarvin/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Lausell/
https://www.examtopics.com/user/Lausell/
https://www.examtopics.com/user/Lausell/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Mehsotopes/
https://www.examtopics.com/user/Nisita/
https://www.examtopics.com/user/Nisita/
https://www.examtopics.com/user/Nisita/

While access control vestibules provide a secure method for controlling access to a space, they are not specifically designed for storing various types
of devices or providing contactless delivery to users. - From professor Messer
On the other hand, Smart Lockers (D) are designed for securely storing items and allowing for contactless pickup. Users can be notified when their
item is ready and retrieve it from the locker at their convenience. Therefore, smart lockers would be the best choice for this particular use case.
upvoted 2 times
B & [Removed] 1 year, 11 months ago
If you word it differently in GPT, you get C. How does the access control vestibules contactless delivery system work?
Access control vestibules with contactless delivery systems are designed to provide a secure way to deliver items without direct contact between
individuals. These systems typically consist of a vestibule or small room that is accessed through two doors, one on the outside and one on the
inside.
upvoted 1 times

E & MitchF 1 year, 11 months ago
GPT picks (D):
"The correct answer is (D) Smart lockers.

Smart lockers are designed to store various types of devices or items securely and can provide contactless delivery to users. Users can access the
lockers using methods such as a unique code, a QR code, or a mobile app. These lockers are often used in workplaces, campuses, or public spaces
to offer a convenient and secure way for users to store and retrieve their belongings without needing direct human interaction."

upvoted 1 times

E & Juliana1017 1 year, 11 months ago
Key word store, so locker
upvoted 3 times

B & famco 2 years, 3 months ago
A badly worded question. You have to read and re-read to understand. But answer is smart-lock. But it is not about devices, but about anything
upvoted 2 times

B & IT__noob 2 years, 3 months ago
are the "correct" answers from this site verified to be the correct on the test? | was following them instead of what the community things is correct
but don't know what to think of it anymore since comptia likes to trick us with the stupidest explanations
upvoted 2 times

& & NetworkTester1235 2 years, 3 months ago
CompTIA is known for having incorrect and unupdated information. My best advice to you is to ALWAYS go with the community votes. There's
some serious people here who are years into the Cybersecurity business who know their knowledge. If you aren't sure, go with the community
vote.
upvoted 1 times

B & bitezadusto 2 years, 5 months ago

Selected Answer: D

D

smart locker is the correct one - Access Control Vestibule just lets people into an area one-by-one
upvoted 4 times

B & Danie001 2 years, 5 months ago
How can this be Access control??
upvoted 3 times

B & JakeCharles 2 years, 6 months ago
D. Smart lockers can be used to store various types of devices, such as laptops, smartphones, and other equipment, and provide contactless delivery
to users. Smart lockers are equipped with electronic locking systems that can be controlled remotely, allowing authorized users to access the stored
devices without the need for physical keys or other traditional access methods.
upvoted 2 times

B & Vlad_R 2 years, 6 months ago
From chat GPT:

A smart locker is a type of device locker that uses advanced technology to provide enhanced security and convenience for storing and managing
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devices. A smart locker is equipped with features such as RFID, barcode, or biometric scanners, as well as internet connectivity, to enable remote
access and management. Some smart lockers also have additional features such as temperature and humidity sensors, alarms, and cameras.

A smart locker can be integrated with software to provide an even more convenient and efficient way of managing devices, such as by tracking usage,
scheduling reservations, sending notifications, and generating reports. This can be particularly useful in environments such as businesses, schools,
and co-working spaces where multiple users need to access a shared pool of devices.
upvoted 3 times
B & Cipherion 2 years, 6 months ago
See Amazon locker for contactless delivery.
upvoted 2 times
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