=XAMTORICS

- Expert Verified, Online, Free.

a

/4
CERTIFICATION TEST

- CertificationTest.net - Cheap & Quality Resources With Best Support


https://certificationtest.net/

Question #1 Topic 1

You have several Conditional Access policies that block noncompliant devices from connecting to services.
You need to identify which devices are blocked by which policies.
What should you use?

A. the Setting compliance report in the Microsoft Endpoint Manager admin center
B. Sign-ins in the Azure Active Directory admin center
C. Activity log in the Cloud App Security portal

D. Audit logs in the Azure Active Directory admin center

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/troubleshoot-conditional-access

Community vote distribution
B (100%)

E & examdog 2 years, 10 months ago
Selected Answer: B
AAD > Monitoring > Sign-in logs
upvoted 4 times

E & mohamed_Saed 3 years ago
Selected Answer: B
B is correct!
upvoted 4 times

E & pete26 3 years, 1 month ago
Selected Answer: B
B is correct!
upvoted 4 times

E & NOC_NWDMICROAGE 3 years, 1 month ago
Azure AD under Sign-in logs.

B is the correct answer
upvoted 3 times


https://www.examtopics.com/user/examdog/
https://www.examtopics.com/user/examdog/
https://www.examtopics.com/user/examdog/
https://www.examtopics.com/user/mohamed_Saed/
https://www.examtopics.com/user/mohamed_Saed/
https://www.examtopics.com/user/mohamed_Saed/
https://www.examtopics.com/user/pete26/
https://www.examtopics.com/user/pete26/
https://www.examtopics.com/user/pete26/
https://www.examtopics.com/user/NOC_NWDMICROAGE/
https://www.examtopics.com/user/NOC_NWDMICROAGE/
https://www.examtopics.com/user/NOC_NWDMICROAGE/

Question #2 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure AD Connect has the following
settings:

o> Source Anchor: objectGUID

oo Password Hash Synchronization: Disabled

o> Password writeback: Disabled

= Directory extension attribute sync: Disabled

o> Azure AD app and attribute filtering: Disabled

= Exchange hybrid deployment: Disabled

User writeback: Disabled -

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection.
Solution: You modify the Azure AD app and attribute filtering settings.
Does that meet the goal?

A. Yes

B. No

Suggested Answer: B

Community vote distribution
B (100%)

© & AmerSerhan 5 years, 6 months ago
If your organization uses a hybrid identity solution with pass-through authentication or federation, then you should enable password hash sync for the
following two reasons:

The Users with leaked credentials report in the Azure AD management warns you of username and password pairs, which have been exposed on the
"dark web." An incredible volume of passwords is leaked via phishing, malware, and password reuse on third-party sites that are later breached.
Microsoft finds many of these leaked credentials and will tell you, in this report, if they match credentials in your organization - but only if you enable
password hash sync!

upvoted 35 times

= & doublekill 4 years, 8 months ago
The answer is NO, sourceanchor attribute is used to identify the objects. This is that MS says: "The sourceAnchor attribute is defined as an attribute
immutable during the lifetime of an object. It uniquely identifies an object as being the same object on-premises and in Azure AD. The attribute is also
called immutableld and the two names are used interchangeable."
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-design-
concepts#:~:text=%20To%20switch%20from%200bjectGUID%20to%20ConsistencyGuid%20as,0f%20the%20ms-DS-
ConsistencyGuid%20attribute%20in%20your...%20More%20

upvoted 8 times

© & Jonclark [TELEENE) 2 years, 8 months ago

B is correct.
App and attribute filtering in Azure AD connect lets you control which objects will sync from your on-premises Active Directory to your new Azure
Active Directory.

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

This does not meet the requirement. The correct solution is to enable password hash sync.
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Leaked credential detection is done by trying a list of known-exposed credentials against your users' password hashes to discover one being used in
your directory. It's done in Azure, so unless you sync password hashes into Azure AD, the service has nothing to check against.
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#password-hash-synchronization
upvoted 2 times
& & uchii 2 years, 9 months ago

Selected Answer: B
B is correct
upvoted 1 times

E & sami0712 2 years, 10 months ago
B is correct
upvoted 1 times

=) & mohamed_Saed 3 years ago

Selected Answer: B

B is correct!

upvoted 1 times

& & Eltooth 3 years, 3 months ago

B is correct answer.

upvoted 1 times

& & arska 3 years, 7 months ago

Selected Answer: B

No, since at least Password Hash Synchronization is required.

upvoted 1 times

& & Ferrix 3 years, 8 months ago

Selected Answer: B

corret

upvoted 1 times

& & mkoprivnj 3 years, 11 months ago

Selected Answer: B

https://docs.microsoft.com/en-us/answers/questions/391883/why-leaked-credentials-is-supported-only-in-azure.html

upvoted 1 times

E & MikeMatt2020 4 years, 2 months ago
Password Hash Sync is REQUIRED.

Straight from Microsoft documentation:

"Risk detections like leaked credentials require the presence of password hashes for detection to occur”

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#common-questions
upvoted 6 times

= & rkapoor8855 4 years, 9 months ago
The answer is NO
upvoted 2 times

& & svm_Terran 4 years, 10 months ago
given asnwer is correct.
upvoted 2 times

& & kiketxu 4 years, 8 months ago
The answer is NO
upvoted 2 times
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Question #3 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure AD Connect has the following
settings:

o> Source Anchor: objectGUID

oo Password Hash Synchronization: Disabled

o> Password writeback: Disabled

= Directory extension attribute sync: Disabled

o> Azure AD app and attribute filtering: Disabled

= Exchange hybrid deployment: Disabled

o> User writeback: Disabled

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection.

Solution: You modify the Password Hash Synchronization settings.

Does that meet the goal?

A. Yes

B. No

Suggested Answer: A
References:
https://docs.microsoft.com/en-us/azure/security/azure-ad-secure-steps

Community vote distribution
A (100%)

& & KeepinglTreal 5 years, 6 months ago
Leaked credentials detection in Azure AD Identity Protection requires Password Hash Sync enabled in Azure AD Connect
upvoted 37 times

© & maL 5 years, 9 months ago
https://www.microsoft.com/security/blog/2019/05/30/demystifying-password-hash-sync/
upvoted 9 times

B & Jonclark [TELEETE) 2 years, 8 months ago

Answer is correct: Enabling PHS will meet the requirement.

Leaked credential detection is done by trying a list of known-exposed credentials against your users' password hashes to discover one being used in

your directory. It's done in Azure, so unless you sync password hashes into Azure AD, the service has nothing to check against.

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#password-hash-synchronization
upvoted 1 times

B & hb0011 2 years, 9 months ago
Why are so many people saying Yes? It clearly says hash sync is disabled! Answer is a resounding NO!
upvoted 1 times

& & hb0011 2 years, 9 months ago
My bad. Needed to read the solution. Carry on. It's YES.
upvoted 1 times

B & NarenKA 3 years, 2 months ago
Ais correct answer. Password Hash Sync needs to be enabled in Azure AD Connect
upvoted 1 times

E & Eltooth 3 years, 3 months ago

Selected Answer: A
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A'is correct answer.
upvoted 1 times
© & arska 3 years, 7 months ago
Yes, since the use of leaked credentials detection need Password Hash Sync.
upvoted 1 times

© & mkoprivnj 3 years, 11 months ago
Leaked credentials detection in Azure AD Identity Protection requires Password Hash Sync enabled in Azure AD Connect
upvoted 2 times

E & kobura7 3 years, 11 months ago
Which answer is correct, A or B?
upvoted 1 times

B & Chris_Rock 4 years, 1 month ago
Given answer is correct. YES PHS is needed
upvoted 2 times

E & PrimeAltariz 4 years, 5 months ago
The answer is correct, so that it can be validated if the credential is compromised, it must be in Azure AD, in this environment it is achieved with the
password has sync: https://docs.microsoft.com/en-us/azure / security / fundamentals / steps-secure-identity # protect-against-leaked-credentials-
and-add-resilience-against-outages
upvoted 2 times

E & kiketxu 4 years, 8 months ago
NO (....but only if you enable password hash sync or have cloud-only identities!)
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity
upvoted 1 times

& & kiketxu 4 years, 7 months ago
You need to ENABLE not modify settings....
upvoted 2 times

& & bingomutant 4 years, 7 months ago
agree - modify does not necessarily mean Enable...
upvoted 1 times

& & prats005 4 years, 7 months ago
what else could it mean?
upvoted 2 times

B & chaoscreater 4 years, 4 months ago
| guess people are now taking a strict englisn exam rather than an IT exam
upvoted 5 times

& & llama321 4 years, 5 months ago
It has either enable or disable. Now its in disable state and modify mean enable. What else it could be? half enable?
upvoted 5 times

E & kmsrajan 4 years, 8 months ago
Answer is no because Leaked credential detection need Password Hash sync enabled
upvoted 2 times

B & doublekill 4 years, 8 months ago
The answer is NO
upvoted 1 times

E) & AshTac 4 years, 9 months ago
You would need to enable PHS for that..
upvoted 1 times

B & shanti0091 4 years, 9 months ago
The answer is No, Correct.
upvoted 2 times
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= & rkapoor8855 4 years, 9 months ago
The answer is NO
upvoted 1 times
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Question #4 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure AD Connect has the following
settings:

o> Source Anchor: objectGUID

oo Password Hash Synchronization: Disabled

o> Password writeback: Disabled

= Directory extension attribute sync: Disabled

o> Azure AD app and attribute filtering: Disabled

= Exchange hybrid deployment: Disabled

o> User writeback: Disabled

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection.

Solution: You modify the Source Anchor settings.

Does that meet the goal?

A. Yes

B. No

Suggested Answer: B

Community vote distribution
B (100%)

© & 0365_dude [TITIESL S 5 years, 10 months ago
Protect against leaked credentials and add resilience against outages
If your organization uses a hybrid identity solution with pass-through authentication or federation, then you should enable password hash sync for the
following two reasons:

The Users with leaked credentials report in the Azure AD management warns you of username and password pairs, which have been exposed on the
"dark web." An incredible volume of passwords is leaked via phishing, malware, and password reuse on third-party sites that are later breached.
Microsoft finds many of these leaked credentials and will tell you, in this report, if they match credentials in your organization - but only if you enable
password hash sync!

upvoted 22 times

& & jaber1986 4 years, 2 months ago
so, the answer ist correct. B.
upvoted 1 times

O & cwr CTITIERT) 5 years, 11 months ago
Specific details on PHS and ADFS:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs
https://channel9.msdn.com/Series/Azure-Active-Directory-Videos-Demos/Configuring-AD-FS-for-user-sign-in-with-Azure-AD-Connect
upvoted 6 times

© & NarenKA [IEIZERIE) 3 years, 2 months ago
B is correct answer.
upvoted 1 times

E & Eltooth 3 years, 3 months ago

Selected Answer: B

B is correct answer.
upvoted 1 times

B & arska 3 years, 7 months ago

Selected Answer: B
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No. Source Anchor has nothing to do with leaked credential detection.
upvoted 1 times
© & mkoprivnj 3 years, 11 months ago
Leaked credentials detection in Azure AD Identity Protection requires Password Hash Sync enabled in Azure AD Connect
upvoted 1 times

B & lime568 4 years, 3 months ago
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

Only new leaked credentials found after you enable password hash synchronization (PHS) will be processed against your tenant.
upvoted 2 times

B & kiketxu 4 years, 8 months ago
Now YES, B for sure
upvoted 1 times

& & kiketxu 4 years, 7 months ago
| was meaning the anwer is NO
upvoted 1 times

& & doublekill 4 years, 8 months ago
The answer is YES, is correct.
upvoted 1 times

& & Joshycannon 3 years, 11 months ago
| know this comment is 8 months old but for anyone seeing this and being confused by all the random responses: The Source Anchor Attribute is
considered an Immutable ID, meaning, once set and the identifier has been synced, it cannot be modified

Just google Source Anchor and its literally the first result that tells you this. This has nothing to do with a password.
upvoted 2 times

B & shanti0091 4 years, 9 months ago
The answer is correct, A
upvoted 1 times

E & rkapoor8855 4 years, 9 months ago
The answer is YES
upvoted 1 times

E & svm_Terran 4 years, 10 months ago
modify the Password Hash Synchronization settings is true.
upvoted 4 times

© & SMHH 5 years, 4 months ago
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity#protect-against-leaked-credentials-and-add-resilience-against-
outages
upvoted 1 times

B & m2L 5years, 9 months ago
https://www.microsoft.com/security/blog/2019/05/30/demystifying-password-hash-sync/
upvoted 1 times
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Question #5 Topic 1

HOTSPOT -
You have a Microsoft 365 subscription that uses a default domain name of contoso.com.
The multi-factor authentication (MFA) service settings are configured as shown in the exhibit. (Click the Exhibit tab.)
multi-factor authentication
users  service settings
app passwords (learn more)
@ Allow users to create app passwords to sign in to non-browser apps
(O Do not allow users to create app passwords to sign in to non-browser apps
trusted ips_(learn more)

[J Skip multi-factor authentication for requests from federated users on my intranet
Skip multi-factor authentication for requests from following range of IP address subnets

verification options (learn more)
Methods available to users:

[@ call to phone
Text message to phone
B Notification through mobile app
B Verification code from mobile app or hardware token

remember multi-factor authentication (leam more)

[ Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60):

In contoso.com, you create the users shown in the following table.

Display name Username MFA status
Userl Userl@contoso.com Enabled
User2 User2 @contoso.com Enforced
User3 User3@contoso.com Disabled

What is the effect of the configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

Userl:

Can sign in to the My Apps portal without using MFA Vv
Completed the MFA registration
Must complete the MFA registration at the next sign-in

User2:

Can sign in to the My Apps portal without using MFA v
Must use app passwords for legacy apps
Must use an app password to sign in to the My Apps portal




Answer Area

Userl:

‘Can sign in to the My Apps portal without using MFA v
Completed the MFA registration _ _
Must complete the MFA registration at the next sign-in

Suggested Answer:

User2:

Can sign in to the My Apps portal without using MFA Vv
Must use app passwords for legacy apps
Must use an app password to sign in to the My Apps portal

References:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates

E & Jonclark 2 years, 8 months ago
Answer is correct.
User 1 was enabled for MFA but has not registered yet, so they will get prompted to set it up.
User 2 is set for enforced MFA, so apps that do not support modern auth will not work until an app password is set up and used.

Enabled: The user has been enrolled in Multi-Factor Authentication but has not completed the registration yet. The next time they log in with a modern
auth enabled client or browser, they will be prompted to set it up. In the meantime, apps which do not support MFA will continue to allow sign-in.

Enforced: The user completed the registration OR an admin manually set this status and the user be prompted to register at next sign-on with an app

that supports modern auth or a browser. The user will not be able to use apps that do not support modern auth until app passwords are created and
used.

NOTE: you can also enforce these through conditional access policies. A user with a "disabled" MFA status can still be required to use MFA.
upvoted 2 times

B & examdog 2 years, 10 months ago
User 2 must use the app password because non-browser/legacy app does not work with MFA. https://learn.microsoft.com/en-us/azure/active-
directory/authentication/howto-mfa-app-passwords#allow-users-to-create-app-passwords
upvoted 1 times

B & Darsh3005 3 years, 1 month ago
User 2 state of MFA is Enforce Hence

Enforced The user is enrolled per-user in Azure AD Multi-Factor Authentication. If the user hasn't yet registered authentication methods, they receive a

prompt to register the next time they sign in using modern authentication (such as via a web browser). Users who complete registration while in the
Enabled state are automatically moved to the Enforced state.

Yes. Apps require app passwords.
upvoted 3 times

E & Darsh3005 3 years, 1 month ago
User 1 state is enabled : Hence The user is enrolled in per-user Azure AD Multi-Factor Authentication, but can still use their password for legacy
authentication. If the user hasn't yet registered MFA authentication methods, they receive a prompt to register the next time they sign in using modern
authentication (such as via a web browser).
upvoted 4 times

& & hadiwijaya 2 years, 10 months ago
| Agree
upvoted 2 times
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Question #6 Topic 1

HOTSPOT -

You configure Microsoft Azure Active Directory (Azure AD) Connect as shown in the following exhibit.

Synchronized Directories
DIRECTORY ACCOUNT
Tasks Adatum com Adatum com MSOL_S¢71dba7d149
Review your solution

Synchronization Settings

SOURCE ANCHOR USER PRINCIPAL NAME

mS-DS-ConsistencyGuid userPrincipalName

SYNC CRITERIA FILTER OBJECTS TO SYNCHRONIZE BY GROUP

AlwaysProvision Disabled

AZURE AD APP AND ATTRIBUTE FILTERING pii S0 o oo

Disabled

DIRECTORY EXTENSION ATTRIBUTE SYNC ;;::"}';:xﬁ HYBRID DEPLOYMENT

Disabled 2 b

Disabled
Gui?&“ RIS PASSWORD HASH SYNCHRONIZATION
: - 5 Enabled

:ﬁi}:a ORD WRITEBACK USER WRTTERACK

AUTO UPGRADE e

A EXCHANGE MAIL PUBLIC FOLDERS

SQL SERVER NAME B

B SQL SERVICE INSTANCE NAME
aldb) JADSyece

| proiows | o

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
If you reset a password in Azure AD of a synced user, the new v
password will [answer choice]. |pa qverwritten
|be synced to Active Directory
be subject to the Active Directory password policy
If you join a computer to Azure AD, [answer choice]. v
|an object will be provisioned in the Computers container
|an object will be provisioned in the RegisteredDevices container
the device object in Azure will be deleted during synchronization
Suggested Answer:
Answer Area
If you reset a password in Azure AD of a synced user, the new v
password will [answer choice]. | B Gverwriten
|be synced to Active Directory
be subject to the Active Directory password policy
If you join a computer to Azure AD, [answer choice]. v
an object will be provisioned in the Computers container
|an object will be provisioned in the RegisteredDevices container
the device object in Azure will be deleted during synchronization
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback

© & Jonclark [TITEERL S 2 years, 8 months ago
The key parameters for this question are:
Password Writeback, Password Hash Sync and Device Writeback.

Password writeback is disabled. This means that the new password change in Azure AD will not synchronize back to the on-premises AD.
Password hash sync is enabled. This means that the original password, still in the on-premises AD, will synchronize to Azure AD (in other words, the
change is overwritten).


https://www.examtopics.com/user/Jonclark/
https://www.examtopics.com/user/Jonclark/
https://www.examtopics.com/user/Jonclark/

Because device writeback is enabled, a computer joined to Azure AD will be synchronized to the on-premises AD. Joining a computer to Azure AD
does not create a full computer object in the on-premises domain, so it goes into the RegisteredDevices, not the Computers container.
upvoted 11 times

© & pan91 [[TITEERE Y 3 vears, T month ago
1. be overwritten until the password is changed again on-prem
2. Object will be provisioned in the RegisteredDevices container
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-
synchronization#:~:text=An%20administrator%20can,manually%20updated%20password.

upvoted 6 times

© & NOC_NWDMICROAGE 3 years, 1 month ago
What does it mean by password "be overwritten"? Does it mean there will be a mismatch in the user's password between Cloud and the on-prem

environment?
upvoted 4 times

© & Peeeedor 2 years, 10 months ago
| assume this means the password that you reset in AAD will be overwritten by the password that has been set in your on prem ADDS. Also

because password writeback is set to off in AD connect. Please correct me if | am wrong. :)

upvoted 3 times

& & Perycles 2 years, 8 months ago

When Password writeback is set to OFF, we have a message in Azure AD that says "unfortunatly, you can't reset password for this user because

Pasword Writback is disabled on your tenant..." when we try to reset password. So it's no possible to set a new Azure AD Password.

upvoted 1 times

& & Perycles 2 years, 8 months ago
some modifications about the informations "sync User":

-if user is an Azure AD User Sync to AD > Reset Password is possible when Password Writeback is set to OFF
-if user is an AD User Sync to AAD > Reset Password is NOT possible when Password Writeback is set to OFF

just tested on my lab
upvoted 2 times

B & pete26 3 years, 2 months ago
1. Be overwritten
2. An object will be provisioned in the registeredDevices container

upvoted 3 times

B & stewie055 3 years, 2 months ago
is the second answer right ? The device is joined, not registered. It should be in computer container, shound't it ?

upvoted 2 times

& & xyz213 3 years, 1 month ago
Itis correct.
The device is joined in Azure AD not the local AD. Gets synced down to the local AD because "Device writeback" is enabled.

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback

upvoted 4 times

B & amiban 2 years, 9 months ago
Right it will be using the device writeback and it will be synced to the registered devices container only.

upvoted 1 times
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Question #7 Topic 1

You have a hybrid Microsoft 365 environment. All computers run Windows 10 and are managed by using Microsoft Endpoint Manager.

You need to create a Microsoft Azure Active Directory (Azure AD) conditional access policy that will allow only Windows 10 computers marked as
compliant to establish a VPN connection to the on-premises network.

What should you do first?

A. From the Azure Active Directory admin center, create a new certificate
B. Enable Application Proxy in Azure AD
C. From Active Directory Administrative Center, create a Dynamic Access Control policy

D. From the Azure Active Directory admin center, configure authentication methods

Suggested Answer: A
Reference:
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-windows10

Community vote distribution
A (86%) 14%

E & paulfns2020 [FIEECLY 5 years, 5 months ago
To configure conditional access for VPN connectivity, you need to:

Create a VPN certificate in the Azure portal.

Download the VPN certificate.

Deploy the certificate to your VPN server.
upvoted 47 times

& & BIOckSh3ll 5 years, 1 month ago
No doubts on this one, just see paulfns2020 comment and the 7.2 step on this link:

https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-windows10
upvoted 7 times

B & kiketxu 4 years, 8 months ago
You right,thankies!
upvoted 3 times

B & itmp (TFTRERL S 5 years, 6 months ago
You create the certificate here:

portal.azure.com/#blade/Microsoft_AAD_IAM/ConditionalAccessBlade/Vpn
upvoted 8 times

© & pompes 2 years, 5 months ago
Was on the exam. | scored 816

upvoted 3 times

E & panda0107 2 years, 7 months ago

Once a VPN certificate is created in the Azure portal, Azure AD will start using it immediately to issue short lived certificates to the VPN client.
upvoted 1 times

E & keithtemplin 2 years, 8 months ago

Selected Answer: C

The task is to "Create a conditional Access Policy" so the only answer that makes sense is C "Dynamic Access Control Policy"
upvoted 1 times

B & Jonclark 2 years, 8 months ago

Selected Answer: A

Agreed with others and adding a little more info. To create the VPN certificate, here's where you go:
In Azure AD Admin center, go to Security -> Conditional Access -> VPN Connectivity.
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Here you will find a list of existing certificates and an option to create a new one. There is a link to the latest documentation on how to set up VPN for
conditional access as well as this important warning:
"Once a VPN certificate is created in the Azure portal, Azure AD will start using it immediately to issue short lived certificates to the VPN client. It is
critical that the VPN certificate be deployed immediately to the VPN server to avoid any issues with credential validation of the VPN client."
upvoted 3 times
E & Eltooth 3 years, 3 months ago
A'is correct answer.
upvoted 1 times

E & mkoprivnj 3 years, 11 months ago
Ais correct. See Paulfns explanation.
upvoted 1 times

E & Robert__Susin 4 years, 6 months ago
Configure root certificates for VPN authentication with Azure AD, which automatically creates a VPN server cloud app in the tenant. Only after this
you can use Conditional Access and select Cloud app to VPN Server.
upvoted 2 times

B & svm_Terran 4 years, 10 months ago
this is correct.
upvoted 2 times

B & MSoffice 5 years, 1 month ago
The question is what you need to do first in order to create a Microsoft Azure Active Directory (Azure AD) conditional access policy that will allow
only Windows 10 computers marked as compliant to establish a VPN connection to the on-premises network.

- We need to configure a Policy to allow windows 10 clients vpn access. Dynamic access policy is the only answer - https://docs.microsoft.com/en-
us/windows-server/identity/solution-guides/dynamic-access-control-
overview#:~:text=Domain%2Dbased%20Dynamic%20Access%20Control,used%20to%20access%20these%20resources.

upvoted 1 times

& & Robert__Susin 4 years, 6 months ago
Yes the question is very off and confusing the way they wrote, but nonetheless:
To configure conditional access for VPN connectivity, you need to:

Create a VPN certificate in the Azure portal.

Download the VPN certificate.

Deploy the certificate to your VPN server.
upvoted 2 times

& & VTHAR 5 years, 1 month ago
"C. From Active Directory Administrative Center, create a Dynamic Access Control policy" is definitely NOT the correct answer. That is on-perm
technology which has nothing to do with Azure AD and Conditional Access and you also need to deploy Central Access Policies/ Central Access
Rules/User claims and device claims which doesn't relate to this question at all.
upvoted 8 times

& & junkz 5 years, 3 months ago
the question is not around the actual connection mechanism (which is certificate indeed) but more around the conditions that govern the connection.
so dynamic access would be the good option
upvoted 4 times

& & Prianishnikov 5 years, 2 months ago
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-windows10
upvoted 2 times

& & Robert__Susin 4 years, 6 months ago
Yes the question is very off and confusing the way they wrote, but nonetheless:
To configure conditional access for VPN connectivity, you need to:

Create a VPN certificate in the Azure portal.
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Download the VPN certificate.
Deploy the certificate to your VPN server.
upvoted 2 times
B & Guilherme 5 years, 9 months ago
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-windows10
upvoted 7 times
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Question #8 Topic 1

You have a Microsoft 365 subscription.

From the Microsoft 365 admin center, you create a new user.
You plan to assign the Reports reader role to the user.

You need to view the permissions of the Reports reader role.
Which admin center should you use?

A. Microsoft 365 Defender
B. Azure Active Directory
C. Microsoft Defender for Identity

D. Microsoft Defender for Cloud Apps

Suggested Answer: B

Community vote distribution
B (100%)

O & pete26 [[TITITRRL D 3 vears, T month ago

You can view the Role permissions either from Microsoft 365 Admin Center OR Azure Active Directory.
upvoted 6 times

© & pompes 2 years, 5 months ago
Had a question close to that on the exam

upvoted 1 times

B & amiban 2 years, 9 months ago
Answer is right with option B. However the brief section of Roles can be viewed from MS admin center but detailed description of the Roles is
available on the MS Azure Active Directory Admin center.
upvoted 2 times

& & Dhamus 2 years, 5 months ago
You are right.
upvoted 1 times

B & hans333 2 years, 12 months ago
old question, view from M365 admin center, or AAD
upvoted 1 times

B & heshmat2022 3 years, 1 month ago
https://docs.microsoft.com/en-us/azure/active-directory/roles/manage-roles-portal
upvoted 1 times
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Question #9 Topic 1

You have a Microsoft 365 E5 subscription.

You need to ensure that users who are assigned the Exchange administrator role have time-limited permissions and must use multi-factor
authentication (MFA) to request the permissions.

What should you use to achieve the goal?

A. Microsoft 365 Compliance permissions
B. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
C. Microsoft Azure AD group management

D. Microsoft 365 user management

Suggested Answer: B

Community vote distribution
B (89%) 1%

B & Patesso 2 years, 5 months ago
Etait a I'examen
upvoted 1 times

E & pompes 2 years, 5 months ago
correction. Right answer B
upvoted 1 times

E & pompes 2 years, 5 months ago
Was on the exam
upvoted 1 times

B & Jonclark 2 years, 8 months ago
The only place you can configure permissions for a specified time period and/or tie an MFA requirement specifically to the use a role is with
Privileged Identity Management.
upvoted 2 times

E & LarryPizzu 2 years, 11 months ago

Selected Answer: B

That is the correct answer
upvoted 1 times

B & CertRookie 3 years ago
https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure#:~:text=Provide%20just%2Din%2Dtime%20privileged%20access%20t0%20Azure%20AD%20and%20Azure%20resources
upvoted 1 times

B & pete26 3 years, 1 month ago

Correct answer is B. “Time-limited permissions” is the key here.
upvoted 4 times
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Question #10 Topic 1

Your company has a Microsoft 365 subscription.

The company does not permit users to enroll personal devices in mobile device management (MDM).

Users in the sales department have personal iOS devices.

You need to ensure that the sales department users can use the Microsoft Power Bl app from i0S devices to access the Power Bl data in your
tenant.

The users must be prevented from backing up the app's data to iCloud.

What should you create?

A. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a device state condition
B. an app protection policy in Microsoft Endpoint Manager
C. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a client apps condition

D. a device compliance policy in Microsoft Endpoint Manager

Suggested Answer: B

Community vote distribution
B (100%)

& & kiketxu 4 years, 7 months ago
Given answer is correct. @Examtopic, here missing the references link

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-
policy#:~:text=You%20can%20use%20Intune%20app,in%20a%20device%20management%20solution.

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy#benefits-of-using-app-protection-
policies:~:text=Prevent%20the%20saving%200f%20company%20app%20data%20to%20a%20personal%20storage%20location
upvoted 25 times

B & joergsi 3 years, 8 months ago
Following the firrst link you will find:
There are additional benefits to using MDM with App protection policies, and companies can use App protection policies with and without MDM at
the same time. For example, consider an employee that uses both a phone issued by the company, and their own personal tablet. The company
phone is enrolled in MDM and protected by App protection policies while the personal device is protected by App protection policies only.
upvoted 3 times

© & DarkAndy 3 years, 4 months ago
Valid on exam. Jun 10, 2022

upvoted 6 times

& & heshmat2022 2 years, 6 months ago
You can use Intune app protection policies independent of any mobile-device management (MDM) solution. This independence helps you protect your
company's data with or without enrolling devices in a device management solution. By implementing app-level policies, you can restrict access to
company resources and keep data within the purview of your IT department.
upvoted 1 times

E & heshmat2022 2 years, 6 months ago
B is correct
You can use Intune app protection policies independent of any mobile-device management (MDM) solution. This independence helps you protect your
company's data with or without enrolling devices in a device management solution. By implementing app-level policies, you can restrict access to
company resources and keep data within the purview of your IT department.
upvoted 1 times

E & RomanV 2 years, 6 months ago
Option B is the correct answer.

An app protection policy in Microsoft Endpoint Manager can help protect company data by applying data protection policies to apps. With app
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protection policies, you can apply settings to the Microsoft Power Bl app on personal devices to ensure that data is protected. Specifically, you can
prevent users from backing up app data to iCloud, while allowing them to access the Power Bl data in your tenant.
upvoted 1 times
B & Jonclark 2 years, 8 months ago

Selected Answer: B

The requirement is specifically about blocking users from backing up data from the app to iCloud. This is accomplished with Intune App protection.

Don't forget, though that app protection does not block these users from logging in with their web browser and copying data out. You can prevent this
by adding a conditional access policy which only allows access through the app, which you have protected with your shiny new app protection policy.
upvoted 3 times

& & Santini 2 years, 8 months ago
lol "which you have protected with your shiny new app protection policy."
upvoted 1 times

B & ChachaChatra 2 years, 9 months ago
Valid on 28/01/23
upvoted 1 times

B & pete26 3 years ago
Valid on exam October, 14 2022
upvoted 4 times

E & Daniel830 3 years, 1 month ago
B is the correct answer.
It is not talking about access, so there is no need for a conditional access.
upvoted 1 times

E & Eltooth 3 years, 3 months ago
B is correct answer.
upvoted 2 times

E & Ferrix 3 years, 8 months ago
Correct
upvoted 3 times

B & Fearless90 3 years, 11 months ago
https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy#benefits-of-using-app-protection-
policies:~:text=Prevent%20the%20saving%200f%20company%20app%20data%20to%20a%20personal%20storage%20location
App protection policies makes sure that the app-layer protections are in place.

For example, you can:

Require a PIN to open an app in a work context

Control the sharing of data between apps

Prevent the saving of company app data to a personal storage location
upvoted 1 times

© & mkoprivnj 3 years, 11 months ago

| go with B.
upvoted 2 times


https://www.examtopics.com/user/Jonclark/
https://www.examtopics.com/user/Jonclark/
https://www.examtopics.com/user/Jonclark/
https://www.examtopics.com/user/Santini/
https://www.examtopics.com/user/Santini/
https://www.examtopics.com/user/Santini/
https://www.examtopics.com/user/ChachaChatra/
https://www.examtopics.com/user/ChachaChatra/
https://www.examtopics.com/user/ChachaChatra/
https://www.examtopics.com/user/pete26/
https://www.examtopics.com/user/pete26/
https://www.examtopics.com/user/pete26/
https://www.examtopics.com/user/Daniel830/
https://www.examtopics.com/user/Daniel830/
https://www.examtopics.com/user/Daniel830/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Ferrix/
https://www.examtopics.com/user/Ferrix/
https://www.examtopics.com/user/Ferrix/
https://www.examtopics.com/user/Fearless90/
https://www.examtopics.com/user/Fearless90/
https://www.examtopics.com/user/Fearless90/
https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/mkoprivnj/

Question #11 Topic 1

HOTSPOT -

You have a Microsoft 365 E5 subscription.

Users and device objects are added and removed daily. Users in the sales department frequently change their device.
You need to create three following groups:

Name Requirement

Groupl | All the devices of users wherethe Department attribute is setto Sales

Group2 | All the users where the Department aftribute is set to Sales

Group3 | All the devices where the deviceOwnership atiribute is set to Company.

The solution must minimize administrative effort.

What is the minimum number of groups you should create for each type of membership? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Groups that have assigned membership: v
0
1
2
3
Groups that have dynamic membership: | v
0
1
2
3
Answer Area
Groups that have assigned membership: v
0
1
2
Suggested Answer: 3
Groups that have dynamic membership: v
0
1
2
5

Group 1 has to be assigned because you can't create a device group based on the device owners' attributes.
Group 2 can be dynamic because a user does have a department attribute.
Group 3 can be dynamic because a device does have a deviceownership attribute.

© & kiketxu 4 years, 7 months ago
Group 1 has to be assigned because you can't create a device group based on the device owners' attributes.
Group 2 can be dynamic because a user does have a department attribute.
Group 3 can be dynamic because a device does have a deviceownership attribute.

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership#rule-builder-in-the-azure-portal
upvoted 19 times
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E & Ake0 4 years, 7 months ago
Answer is a bit confusing, Group 1 talks about Department as sales, but you mentioned 'deviceowner' attribute, that is group 3 right?
upvoted 3 times

B & galangimani97 4 years, 7 months ago
it means you cannot create a rule of device group with the condition based on user attribute. user attribute is different from the device
attribute. you can check more detail in the link below

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership#rules-for-devices
upvoted 6 times

& & WMG 4 years, 2 months ago
Group 1 is about a _Device Group_ based on _User attributes_. This does not exist as queries currently in the rule builder.

It is doable with an automation script, but that is outside the scope of the question.
upvoted 2 times

© & Dhamus [ZELEEAIE) 2 years, 5 months ago
I'm a bit confused, | understand that there are 2 dynamic groups, but why 1 assigned?

They are referring to device only, not users and devices.
upvoted 1 times

B & Perycles 2 years, 9 months ago
Group 1: "Assigned" because "department"” attribut doesn't exist for device
Groups 2 and 3 : dynamic because "department” attribut exists for user and "DeviceOwnership" attribut exists for device.
ref : https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership#rule-builder-in-the-azure-portal
upvoted 3 times

B & adarvasi 3 years ago
Group 1 = Assigned
Group 2 and 3 = can be added in a single Dynamic rule
(user.department -eq "sales") and (device.deviceOwnership -eq "Company")
So | think the answer
1 Assigned
1 Dynamic
upvoted 1 times

E & SKam22 3 years, 2 months ago
Goup 1> You can achieve this by creating assigned membership by manually choosing users and devices that you know belong to the Sale
department but because you need to minimize administration efforts then this is out of scope!

Group 2 > Dynamic User
Group 3 > Dynamic Device

So the answers:

Assigned >0

Dynamic > 2
upvoted 1 times

E & Whatsamattr81 3 years, 4 months ago
Device Ownership: Create a filter rule based on the device's ownership property in Intune. Select Personal, Corporate, or unknown values using the -eq
and -ne operators. You can't create a device group based on ‘Company’. The answer should be 2 assigned, 1 dynamic,
upvoted 2 times

E & YamakKen 3 years, 7 months ago
"You can't create a device group based on the device owners' attributes. Device membership rules can only reference device attributes."

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership
upvoted 2 times

B & mgreic56 3 years, 10 months ago
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1st: 0
2nd: 3
upvoted 1 times

© & mkoprivnj 3 years, 11 months ago
1st: one
2nd: two
upvoted 2 times

© & Fenet 4 years, 1 month ago
Answer is correct but for detail
the department attribute is a User attribute and not a device attribute
https://docs.microsoft.com/en-us/azure/active-directory-b2c/user-profile-attributes
upvoted 4 times

B & Xtian_ar 4 years, 4 months ago
The answer is correct, but it is because there is not a rule for department attribute for devices
upvoted 4 times

E & tarunkantimondal 4 years, 5 months ago
answer is confusing
upvoted 1 times

B & prats005 4 years, 7 months ago
Answer is correct
upvoted 4 times

B & prats005 4 years, 7 months ago
You can create a dynamic group for devices or for users, but you can't create a rule that contains both users and devices.
You can't create a device group based on the device owners' attributes. Device membership rules can only reference device attributes.
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership
upvoted 4 times


https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/Fcnet/
https://www.examtopics.com/user/Fcnet/
https://www.examtopics.com/user/Fcnet/
https://www.examtopics.com/user/Xtian_ar/
https://www.examtopics.com/user/Xtian_ar/
https://www.examtopics.com/user/Xtian_ar/
https://www.examtopics.com/user/tarunkantimondal/
https://www.examtopics.com/user/tarunkantimondal/
https://www.examtopics.com/user/tarunkantimondal/
https://www.examtopics.com/user/prats005/
https://www.examtopics.com/user/prats005/
https://www.examtopics.com/user/prats005/
https://www.examtopics.com/user/prats005/
https://www.examtopics.com/user/prats005/
https://www.examtopics.com/user/prats005/

Question #12 Topic 1

Your company has a main office and a Microsoft 365 subscription.

You need to enforce Microsoft Azure Multi-Factor Authentication (MFA) by using conditional access for all users who are NOT physically present
in the office.

What should you include in the configuration?

A. a user risk policy
B. a sign-in risk policy
C. a named location in Azure Active Directory (Azure AD)

D. an Azure MFA Server

Suggested Answer: C
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

Community vote distribution
C (100%)

© & AmerSerhan 5 years, 6 months ago
Named locations
With named locations, you can create logical groupings of IP address ranges or countries and regions.
You can access your named locations in the Manage section of the Conditional Access page.
upvoted 29 times

& & theboywonder 4 years, 4 months ago
you are right, C is correct. This is how it's done: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/untrusted-networks
upvoted 3 times

© & Patesso 2 years, 5 months ago
Etait a I'examen le 18/05/2023
upvoted 2 times

E & Brandon1971 2 years, 8 months ago

Selected Answer: C

Yes Named Locations, https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/untrusted-networks
upvoted 1 times

B & Jonclark 2 years, 8 months ago

Selected Answer: C

Named Locations are the way to be specific about locations in conditional access rules.

While sign-in risk does consider location, the condition is based on how risky a location is for the sign-in. Higher-risk locations include anonymous
IPs, locations with known malware activity, sign-ins from unusual locations etc.
upvoted 2 times

E & examdog 2 years, 10 months ago

Selected Answer: C

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition#named-locations
upvoted 1 times

E & preeya 3 years, 3 months ago
This question appeared and can validate the answer July 27, 2022
upvoted 3 times

E & Eltooth 3 years, 3 months ago

Selected Answer: C

C is correct answer.
upvoted 1 times

B & ukutjcplcoawjutdfy 3 years, 4 months ago
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Selected Answer: C

C, FTW!
upvoted 1 times

© & mkoprivnj 3 years, 11 months ago
C is correct. Named locations!
upvoted 1 times

E & kiketxu 4 years, 8 months ago
C for sure.
upvoted 2 times

B & svm_Terran 4 years, 10 months ago
C. Named Location under Azure AD.
upvoted 2 times

B & junkz 5 years, 3 months ago
clearly named locations:
Organizations can use this network location for common tasks like:

Requiring multi-factor authentication for users accessing a service when they are off the corporate network.

Blocking access for users accessing a service from specific countries or regions.

The network location is determined by the public IP address a client provides to Azure Active Directory.
upvoted 4 times

B & xofowi5140 5 years, 5 months ago
"for all users who are NOT physically present in the office”
I think Sign-in risk policy is the best answer.
Administrators can choose to block access, allow access, or allow access but require multi-factor authentication
upvoted 2 times

©) & VTHAR 5 years, 2 months ago
Sign-in risk policy is extra layer of protection as stated in this link https://docs.microsoft.com/en-us/azure/active-
directory/authentication/tutorial-risk-based-sspr-mfa

Therefore, to enforce MFA for out of office access practically, you need to use "Named Locations". It's enforced in my work environment since one
and half years ago.
upvoted 6 times

& & oopspruu 4 years, 2 months ago
For the question, Named Location will be the better option as its main purpose is to enforce a rule based on location condition.
upvoted 1 times
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Question #13 Topic 1

HOTSPOT -
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
Userl Groupl Disabled
User2 Groupl, Group2 Enabled

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:

oo Assignments: Include Group1, Exclude Group2

= Conditions: User risk of Low and above

oo Access: Allow access, Require password change

You need to identify how the policy affects User1 and User2.

What occurs when User1 and User2 sign in from an unfamiliar location? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Must change their password: v

User1 only

User2 only

Both User1 and User2

Neither Userl nor User2

Prompted for MFA: v

Userl only

User2 only

Both User1 and User2

Neither Userl nor User2

Answer Area
Must change their password: v
Userl only
User2 only
Both User1 and User2
Suggested Answer: Neither Userl nor User2
Prompted for MFA: | v

Userl only
User2 only
Both User1 and User2
Neither Userl nor User2

Box 1: User1 only -

The Azure AD Identity Protection user risk policy is excluded from Group2. Exclusion overrides inclusion. Therefore, the policy will not affect
User2. Thus, only

User 1 needs to change the Password.

Box 2: User2 only -

MFA will be triggered for User 2.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-policies

& & kiketxu 4 years, 7 months ago
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User1 is must change PW.
User2 prompted for MFA
upvoted 49 times

& & w00t 4 years, 7 months ago
This is the right answer
upvoted 7 times

& & Yetijo 4 years, 4 months ago
This is the correct answer. The CA in this scenario is designed for User 1. The user does not have MFA enabled and cannot be challenged, but they
can be allowed and prompted action (password change). By nature of MFA a user will be challenged when signing on from an unfamiliar location,
without a CA in place.
upvoted 7 times

B & Sikula [(TI0ALCL D 4 years, 7 months ago
| assume that correct answers are:

User1 must change password (because User2 is excluded from condition)
Neither User1 nor User2 will be prompted (because there is not such condition)
upvoted 22 times

& & ellik 4 years, 6 months ago
can you elaborate more , why Neither User1 nor User2 will be prompted (because there is not such condition). it is really confusing with all these
disscussion.
upvoted 1 times

B & dcasabona 4 years, 6 months ago
This is because the conditional access policy asks to change the password, not to enforce MFA. On top of that, MFA is disable for user 1 and
excluded for user 2 since he is in the exclusion policy, which over take inclusion.
upvoted 2 times

& & JoelB 4 years, 4 months ago
The MFA settings are not in the conditional access policy but the Azure Multi-Factor Authentication blade. This is the per-user AAD MFA
(although MS are recommending utilising CA policies for MFA, this is also an option). Since the status of User 2 is set to Enabled, they will
have to configure MFA on next login. The user is signing in from unfamiliar location, so they will not exempt from the Trusted IP ranges
which can be configured in the per-user AAD MFA. Therefore User 2 will be required to set up MFA if they sign in, second answer is correct. |
agree with the exclusion for User 2 and first answer should be User 1 only.
upvoted 7 times

& & LillyLiver 3 years, 7 months ago
Ummmm.... See, | think this is trickier than it appears.

User2's MFA status is Enabled. When they are enabled, the user can skip the MFA registration for 2 weeks before being required to
register. So in this scenario User2 is Enabled so s/he will be prompted for registration, which s/he can skip. If the status was Enforced,
then yes MFA will be presented to User2.

And, since the org is using per-user MFA enrollment due to User1's MFA being disabled, | think User1 will need to change their password
and neither 1 or 2 will be prompted for MFA.
upvoted 2 times

& & LillyLiver 3 years, 7 months ago
Having gone through the Identity Protection policy again, there is no option for forcing someone to change their password. So the
answer to Q1 is Neither User1 nor User2.

The answer for Q2 is still Neither User1 nor User2. For my reasons above.
upvoted 1 times

& & yayoayala 4 years, 6 months ago
User1 must change password (because User2 is excluded from condition. Exclusion wins over inclusions.)
User1 nor User2 will be prompted (because there is not such condition)
upvoted 4 times

& & WMG 4 years, 2 months ago
Read JoelBs answer, the correct answer is "User 1 much change password" and "User 2 will ge prompted for MFA" (User 2 will actually be enrolled
into MFA as it is only Enabled)
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upvoted 2 times
© & TomasValtor [TELTMIe) 2 years, 4 months ago
Fisrt, sign in from an unfamiliar location is a sign-in risk, not a user risk.
So | think the right answer for both users are: "Neither User1 nor User2"
upvoted 1 times

B & examdog 2 years, 10 months ago
When organizations both include and exclude a user or group the user or group is excluded from the policy, as an exclude action overrides an include
in policy. <https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-users-groups>
upvoted 2 times

B & SahMat 2 years, 11 months ago
If Exclusion overrides inclusion, then no User1 nor User2 will be prompted with the MFA, as MFA is disabled for group 1 and both users are members
of Group 1 which is disabled for MFA .....
upvoted 2 times

B & pete26 3 years ago
This is probably the most commented question for MS-500. | do agree with the answers given for both:

User1 will be asked to change password because it is a member of Group1. Group1 is included in the assignments.

User2 MFA status is set to “enabled”. This means he will be prompted for MFA. Once registered his MFA status will change to “enforced”. Yes, User2
is excluded from the user risk policy, but the user risk policy has nothing to do with MFA, a sign-in policy does. This is how Microsoft tries to get you!
upvoted 5 times

B & SKam22 3 years, 2 months ago
Let's break it down:
A- SSPR can only be enabled for users that have MFA
B: User risk policy can require SSPR
The users are logged in from unfamiliar location? This is related to "Sign in" risk policy not "User risk" policy therefore the correct answer for both is:

Neither User 1 nor User 2.
upvoted 3 times

E & Bulldozzer 3 years, 3 months ago
The correct answers are:
Q1: "Neither User1 nor User2" because there is no password change option in the Identity protection sign-in risky policy.
Q2: “User2" because even if the MFA status is set to "Enabled" the user will be prompted for MFA
upvoted 3 times

E & Whatsamattr81 3 years, 4 months ago
The policy doesn't apply to user 2 but it doesn’t change their MFA status (Enabled) - so they will either be promoted for MFA or, if the first time,
promoted for setup and then prompted for MFA.
upvoted 2 times

E & tatendazw 3 years, 5 months ago
Pwd change required for User 1 only and User risk policy does not prompt for MFA so neither User 1 nor 2 shall be prompted for MFA,
If it was a Sign in risk then User 2 will be prompted to register for MFA
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates#azure-ad-multi-factor-authentication-user-states
upvoted 1 times

B & rtea 3 years, 6 months ago
There is no sign-in risk condition available under a user risk policy
upvoted 2 times

E & VickyRajdev 3 years, 7 months ago
User1 - Must Change Password, its based on the Policy mentioned in question
User2 - Will be prompted for password, because if you see words "MULTI-FACTOR AUTH STATUS" this term is only and exactly available under PER-
USER MFA SETTINGS, hence USER2 will be prompted for the MFA based on Per-User MFA settings
upvoted 1 times

& & Jared144 3 years, 9 months ago
Interesting to consider that MFA is required when resetting password so perhaps It's both User1 and User 2 are prompted for the second one.
upvoted 2 times
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& & kakakayayaya 3 years, 8 months ago
Defenetely!
upvoted 1 times

B & mgreic56 3 years, 10 months ago
1st: Both users
2nd: User2 only
upvoted 1 times

B & mkoprivnj 3 years, 11 months ago
User 1 and User 2 only.
upvoted 1 times

B & Rstilekar 3 years, 11 months ago
Given ans is wrong for box 2.
Box 1: User1 only -
The Azure AD Identity Protection user risk policy is excluded from Group2. Exclusion overrides inclusion. Therefore, the policy will not affect User2.
Thus, only
User 1 needs to change the Password.
The CA in this scenario is designed for User 1. The user does not have MFA enabled and cannot be challenged, but they can be allowed and prompted
action (password change).

Box 2: User2 only
MFA will be triggered for User 2.
Even though User2 is excluded by Group2 (exc overides inc), so CA is not applied for it but by nature of MFA a user will be challenged when signing on
from an unfamiliar location, without a CA in place.
For User1 MFA is disabled all together so it will not be challenged for MFA.
upvoted 1 times

© & Rstilekar 3 years, 11 months ago
| mean given answers are correct for both
upvoted 1 times

E & Rstilekar 3 years, 11 months ago
The CA in this scenario is designed for User 1. The user does not have MFA enabled and cannot be challenged, but they can be allowed and prompted
action (password change).
upvoted 1 times


https://www.examtopics.com/user/kakakayayaya/
https://www.examtopics.com/user/kakakayayaya/
https://www.examtopics.com/user/kakakayayaya/
https://www.examtopics.com/user/mgrcic56/
https://www.examtopics.com/user/mgrcic56/
https://www.examtopics.com/user/mgrcic56/
https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/mkoprivnj/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/
https://www.examtopics.com/user/Rstilekar/

Question #14 Topic 1

HOTSPOT -
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of Multi-factor authentication
(MFA) status

Userl Groupl, Group2 Disabled

User2 Groupl Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings:

oo Assignments: Include Group1, Exclude Group2

c» Conditions: Sign-in risk of Low and above

oo Access: Allow access, Require multi-factor authentication

You need to identify how the policy affects User1 and User2.

What occurs when each user signs in from an anonymous IP address? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

User1: '

Blocked
Can sign in without MFA
Prompted for MFA

User2: v

Blocked
Can sign in without MFA
Prompted for MFA

Answer Area

User1: v
Blocked

Can sign in without MFA
Prompted for MFA

Suggested Answer:

User2: v

Blocked
Can sign in without MFA
Prompted for MFA

© & Sugar123 4 years, 7 months ago
User 2 will be blocked. Watch the video at 1:23 : https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-risk-policies. It says access will be blocked if a user is not registered for MFA
upvoted 39 times
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& & Beitran 4 years, 7 months ago
Thank you!
upvoted 2 times

& & FrugalFungus 4 years, 7 months ago
Thanks Sugar. You are right.
upvoted 1 times

& & bingomutant 4 years, 7 months ago
this looks correct - thanks
upvoted 1 times

& & ellik 4 years, 6 months ago
how about user 1 ? is the given answer correct ? can sign-in without MFA as exclusion win ?
upvoted 2 times

E & Lulu77 4 years, 4 months ago
Replicated these settings in my demo tenant. User1 - can sign in without MFA. User2 prompted to register.
upvoted 34 times

© & HoTDOGG [IELNE) 2 years, 6 months ago
Late to the party, but | can confirm user2 is blocked. Not prompt for MFA. Meaning, if there is no MFA linked, be it user MFA or conditional access
MFA, users are blocked.
upvoted 1 times

E & ChachaChatra 2 years, 9 months ago
Valid on 28/01/2023
upvoted 4 times

© & CEEJAY83 2 years, 9 months ago
The answer is correct. The policy is applied to group 1 only, so user 1 and user 2 are blocked by default because they both are in group 1, but user 1
has an option because he's also part of another group(group 2) which overrides the policy, and MFA is also block by default which means user 1 can
sign in without MFA.
upvoted 1 times

B & Nav90 2 years, 9 months ago
User 1 - can sign in without MFA
User 2 - Blocked (Explanation - https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-
policies. Under Risk remediation Warning section.)
upvoted 4 times

B & zerrowall 2 years, 10 months ago
User 2 blocked. Checked in a simple lab, this message appeared for user that has been connected from browser Brave in Tor mode:
"user2@msdxYYYYYY.onmicrosoft.com
Your sign-in was blocked
We've detected something unusual about this sign-in. For example, you might be signing in from a new location, device, or app. Before you can
continue, we need to verify your identity. Please contact your admin."
upvoted 1 times

B & bacOn 2 years, 11 months ago
Given answer is correct. Check vunder's comment. If you follow the policy in this example and use Tor browser in Brave for an anonymous IP you will
be blocked.
upvoted 1 times

& & Nobal 3 years ago
User 2 will be blocked.
"Users must register for Azure AD MFA and SSPR before they face a situation requiring remediation. Users not registered are blocked and require
administrator intervention."
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-policies
upvoted 1 times

B & ewu 3 years, 2 months ago
Blocked, since the other option is prompted for mfa, which isnt the case they will be prompted for mfa registration not a mfa prompt
upvoted 1 times

B & Zzzkkk 3 years, 2 months ago
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User 2 - Prompted for MFA.

Enabling Azure AD Multi-Factor Authentication through a Conditional Access policy doesn't change the state of the user. Don't be alarmed if users
appear disabled. Conditional Access doesn't change the state.

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates
upvoted 3 times

E & Whatsamattr81 3 years, 4 months ago
MFA CA policies will not apply if legacy (per user) MFA is enabled for the user. Legacy supersedes CA. In this case the CA policy will be applied to
User 2 so they will be promoted to register.
upvoted 4 times

E & vunder 3 years, 4 months ago
This is correct, User 1 will be allowed to sign in, due to the exemption made on group2 in the CA policy, (exclusions take precedence, this is standard
for CA policies. User2 is blocked as the group1 is the one being applied. User2 must have MFA but since MFA is disabled therefore the sign-in is
blocked.
Things to look out for when you demo this. Check for Security Defaults that is is disabled.
Use tor-browser to simulate an anonymous IP.
upvoted 2 times

B & DarkAndy 3 years, 4 months ago
Valid on exam. Jun 10, 2022
upvoted 5 times

B & tatendazw 3 years, 5 months ago
User 1 can sign in, User 2 blocked
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-policies#risk-remediation
upvoted 2 times

E & Ryuukossei 3 years, 5 months ago
User 2 will NOT be blocked. Conditional Access policies that require MFA as an access control will prompt the user to register if they are not enabled
or registered. The per-user MFA status does not affect this process. If they register, they will be allowed to sign in. If they do not register, THEN they
will be blocked.
upvoted 5 times

E & Anon617 3 years, 7 months ago
User1 - Can sign in without MFA
User 2 - Blocked

Users must register for Azure AD MFA and SSPR before they face a situation requiring remediation. Users not registered are blocked and require
administrator intervention.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-policies
upvoted 5 times
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Question #15 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

Solution: You use the Security event log on Server1.

Does that meet the goal?

A. Yes

B. No

Suggested Answer: B
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

E & pompes 2 years, 5 months ago
B.
Was on the exam. | scored 816
upvoted 1 times

E & Prudhvikrish1523 2 years, 8 months ago
Using the Security event log on the server running Azure AD Connect to view Azure AD Connect events is a valid solution. The Azure AD Connect
installation logs events in the Windows Event log, and the Security event log is one of the logs that can be used to view these events.

Therefore, using the Security event log on Server1 to view Azure AD Connect events meets the goal.
upvoted 1 times

& & kmk_01 2 years, 7 months ago
No it's the application log which will contain events for AAD Connect.
upvoted 1 times

B & stewie055 3 years, 2 months ago
this source says some event can be found in evetn viewer
https://docs.microsoft.com/en-GB/troubleshoot/azure/active-directory/installation-configuration-wizard-errors#troubleshoot-other-error-messages

but apparently it's some specific errors and not admin changes
https://techcommunity.microsoft.com/t5/identity-authentication/azure-ad-connect-admin-audit-log/m-p/41349
upvoted 1 times

&) & stewie055 3 years, 2 months ago
never mind, it's in the application folder of the event viewer
upvoted 1 times
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Question #16 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

Solution: You use the Directory Service event log on Server1.

Does that meet the goal?

A. Yes

B. No

Suggested Answer: B
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

Currently there are no comments in this discussion, be the first to comment!



Question #17 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

Solution: You use the System event log on Server1.

Does that meet the goal?

A. Yes

B. No

Suggested Answer: B
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

Community vote distribution
B (100%)

E & kmk_01 2 years, 7 months ago

Correctamundo. It's the application event log which will contain events related to AAD connect.
upvoted 1 times
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Question #18 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

Solution: You use the Application event log on Server1.

Does that meet the goal?

A. Yes

B. No

Suggested Answer: A
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

Community vote distribution
A (100%)

B & pompes 2 years, 5 months ago
A.
Was on the exam.
upvoted 3 times

& & Dipronil 2 years, 6 months ago
In the AAD Connect server
0 Open Event Viewer.
o Expand Windows Logs, and then expand Application.
o In the Actions pane, select Filter Current Log.
o In the Event sources box, select the Directory Synchronization check box.
o Select OK. The following table lists the error name, the error details, the error source, and the steps to help resolve the error. Please follow the
Microsoft documentation.
How to troubleshoot Azure Active Directory Sync tool installation and Configuration Wizard errors - Active Directory | Microsoft Learn
upvoted 2 times

B & Mehdi14 2 years, 9 months ago

Selected Answer: A

Ais correct

https://learn.microsoft.com/en-us/troubleshoot/azure/active-directory/installation-configuration-wizard-errors#troubleshoot-other-error-messages
upvoted 1 times

B & CEEJAY83 2 years, 9 months ago
Ais correct. Azure AD does not have Application event log.
upvoted 1 times

B & pete26 3 years ago
Ais correct!
upvoted 2 times

© & heshmat2022 3 years, 1 month ago
AD Connect Logs

AD Connect logs to Event Viewer. Viewing these logs will help one troubleshoot outbound communication with the PingOne for Enterprise server. To
examine them open up Event Viewer in Administrative Tools. Expand ‘Windows Logs’ and examine ‘Application’
upvoted 2 times
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& & WickedMJ 3 years, 1 month ago
S0 is the answer correct then?
upvoted 1 times
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Question #19 Topic 1

You have a Microsoft 365 E5 subscription.

Some users are required to use an authenticator app to access Microsoft SharePoint Online.

You need to view which users have used an authenticator app to access SharePoint Online. The solution must minimize costs.
What should you do?

A. From the Microsoft 365 Security admin center, download a report.
B. From Azure Log Analytics, query the logs.
C. From the Microsoft 365 Security admin center, perform an audit log search.

D. From the Enterprise applications blade of the Azure Active Directory admin center, view the sign-ins.

Suggested Answer: D

The user sign-ins report provides information on the sign-in pattern of a user, the number of users that have signed in over a week, and the
status of these sign- ins.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:
1. From the Enterprise applications blade of the Azure Active Directory admin center, view the sign-ins.
2. From the Azure Active Directory admin center, view the sign-ins.

Other incorrect answer options you may see on the exam include the following:

1. From the Enterprise applications blade of the Azure Active Directory admin center, view the audit logs.
2. From the Azure Active Directory admin center, view the audit logs.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins

B & pompes 2 years, 5 months ago
D.
Was on the exam.
upvoted 2 times

B & JoshJosh 2 years, 9 months ago
Correct
upvoted 3 times
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Question #20 Topic 1

HOTSPOT -
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Role
User1 Global administrator
User2 Privileged Role Administrator
User3 Security administrator

You implement Azure Active Directory (Azure AD) Privileged Identity Management (PIM).
From PIM, you review the Application Administrator role and discover the users shown in the following table.

Name Assignment type
UserA Permanent
UserB Eligible
UserC Eligible

The Application Administrator role is configured to use the following settings in PIM:

= Activation maximum duration (hours): 1 hour

c» Require justification on activation: No

> Require ticket information on activation: No

o On activation, require Azure MFA: No

c® Require approval to activate: Yes

o> Approvers: None

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
If UserB requests the Application Administrator role, User1 can approve the request of UserB. O O
If UserB requests the Application Administrator role, User2 can approve the request of UserB. O (@
If UserC requests the Application Administrator role, User3 can approve the request of UserC. O O
Suggested Answer:
Answer Area
Statements Yes No
If UserB requests the Application Administrator role, User1 can approve the request of UserB. 0 (@]
If UserB requests the Application Administrator role, User2 can approve the request of UserB. fe) _ (@]
If UserC requests the Application Administrator role, User3 can approve the request of UserC. (@] O |

© & dakasa 3 years, 2 months ago
Answers are correct
proof: https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings?
source=recommendations
upvoted 9 times

& & imjoe 2 years, 11 months ago
After you tick the "Require approval to activate" in "Edit role setting", you will see the following: "If no specific approvers are selected, privileged role
administrators/global administrators will become the default approvers.”
upvoted 6 times

E & ccadenasa [IEL1e) 2 years, 12 months ago
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This is correct > https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#privileged-role-administrator
upvoted 1 times

B & pete26 3 years ago
Valid on exam October 14, 2022
upvoted 3 times

B & pete26 3 years ago
The answers given are correct!
upvoted 2 times

B & Daniel830 3 years, 1 month ago
Correct. Security Administrator role cannot asign roles.
upvoted 2 times
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Question #21 Topic 1

You have a Microsoft 365 E5 subscription.

Some users are required to use an authenticator app to access Microsoft SharePoint Online.

You need to view which users have used an authenticator app to access SharePoint Online. The solution must minimize costs.
What should you do?

A. From the Azure Active Directory admin center, view the sign-ins.
B. From the Microsoft 365 Security admin center, download a report.
C. From the Enterprise applications blade of the Azure Active Directory admin center, view the audit logs.

D. From the Azure Active Directory admin center, view the authentication methods.

Suggested Answer: A

The user sign-ins report provides information on the sign-in pattern of a user, the number of users that have signed in over a week, and the
status of these sign- ins.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:
1. From the Enterprise applications blade of the Azure Active Directory admin center, view the sign-ins.
2. From the Azure Active Directory admin center, view the sign-ins.

Other incorrect answer options you may see on the exam include the following:

1. From Azure Log Analytics, query the logs.

2. From the Microsoft 365 Compliance center, perform an audit log search.

3. From the Microsoft 365 Defender portal, download a report.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins

Community vote distribution
A (75%) U (25%)

& & Dhamus 2 years, 5 months ago
Ais the correct answer, you can view the type of authentication used by X user from the "Login records" section.
upvoted 1 times

E & amymay101 2 years, 8 months ago
| think its D, you can look in Activity / users registered by authentication method, select 'App notification’ and that will give you a list of users who
have used the authenticator app
upvoted 1 times

B & Perycles 2 years, 9 months ago
Ais correct : but the information is not displayed on "Conditionnal access" column but "Authentification requirement” column.
upvoted 1 times

E & musiman 2 years, 10 months ago
The answer is incorrect.
The correct answer is C. You can view from which app login portal (azure ad, sharepoint, etc.) someone logged in when you FIRST go to the
Enterprise Applications blade and then go to Sign ins.
upvoted 1 times

& & michaukotlowski 2 years, 10 months ago
@musiaman it makes sense, however, they expect us to check whether MFA was used for accessing SharePoint Online. Azure AD>Users>Sign-ins
can provide that info in the Conditional Access column, which can be filtered for what users tried to access (SharePoint or else).
upvoted 1 times

B & Wedge34 3 years ago

Ais the answer
upvoted 3 times

& & rruthra 3 years ago
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Answer is A
upvoted 2 times



Question #22 Topic 1

HOTSPOT -

You have a Microsoft 365 subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to recommend an Azure AD Privileged Identity Management (PIM) solution that meets the following requirements:

oo Administrators must be notified when the Security administrator role is activated.

o> Users assigned the Security administrator role must be removed from the role automatically if they do not sign in for 30 days.

Which Azure AD PIM setting should you recommend configuring for each requirement? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Administrators must be notified when the Security v
administrator role is activated: Aerks
Roles
Access reviews
Users assigned the Security administrator role must be removed v
from the role automatically if they do not sign in for 30 days: Alcats
Roles
Access reviews

Suggested Answer:

Answer Area
Administrators must be notified when the Security v
administrator role is activated: Aerts
Roles
Access reviews
Users assigned the Security administrator role must be removed v
from the role automatically if they do not sign in for 30 days: Alerts
Roles
Access reviews

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts?tabs=new
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings?tabs=new

© & kiketxu 4 years, 7 months ago
If I'm right....(if not, please appreciated someone point me right)
#1 Role activation alert is in "Roles" under Assignments (or Assignments in the blade directly), select i.e. Security Admin role and go to notifications
section in settings.

#2 Despite under Alerts are two triggers that could raise an alert for "Elegible administrators aren't using their privileged roles (<30days)" or
"Potential stale accounts in a privileged role (without setting available)" | don't see anywhere an option to automate removal. So, | would answer
"Access Reviews" as the only possible way | found to automate action to remove role. https://docs.microsoft.com/en-us/azure/active-
directory/privileged-identity-management/pim-how-to-configure-security-alerts?tabs=new#administrators-arent-using-their-privileged-roles

Additional link: https://docs.microsoft.com/es-es/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts?
tabs=new
upvoted 45 times

& & w00t 4 years, 7 months ago
Pretty positive you're right.
#1 = ROLE
#2 = ALERT
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They have the answer backwards.
upvoted 2 times

E & w00t 4 years, 7 months ago
CONFIRMED
1-ROLE
2- ALERT

If you go into PIM > Roles > Select Any Role > Role Settings > "Send notifications when eligible members activate this role"
- This is all within ROLE SETTINGS. Has nothing to do with "Alerts".
upvoted 5 times

& & Anonymousse 3 years ago
This has been verified. They do in fact have the answer backwards. | checked in a real environment on 10/22/22. Under Roles is where you
define the notifications and under alerts is where you define when to send the alert that the account has not been logged into in X days.
upvoted 2 times

© & Anonymousse 3 years ago
The setting is under Potential stale accounts in a privileged role, but it's just the settings. | can't confirm if it "automatically" removes the
role however.
upvoted 1 times

B & ellik 4 years, 6 months ago
| agree with you as it is mentioned that >>>Regularly review accounts with privileged roles using access reviews and remove role assignments that
are no longer needed.
I also checked the AAD and you can specify the role and the action to remove-approve-take recommendation
upvoted 1 times

© & prabhjot 4 years, 3 months ago
agree 1) role and 2) Access Review
upvoted 2 times

© & Ama3lectric 3 years, 11 months ago
I agree. 1) Roles 2) Access Reviews
upvoted 4 times

B & Rafale [FIALGL D 4 years, 7 months ago
Given answers are correct

1- Alert
2- Role
upvoted 15 times

B & GatesBill 2 years, 7 months ago
#1: Roles
#2: Access reviews
Pretty sure about this and can be confirmed by testing in lab environments.
upvoted 4 times

B & Jonclark 2 years, 8 months ago
This question is outdated. Currently, you would configure this by logging into the Azure portal, opening Privileged Identity Management -> Roles ->
(whatever role you want to set the alert for) -> Role Settings. Inside the settings, you'll see a "notifications" tab, which will allow you to set the
configuration that meets the requirement.

Don't get thrown off by the word "Alert" which you will see elsewhere. Yes, this is an alert, but you configure it as a part of notifications.
upvoted 2 times

B & zerrowall 2 years, 10 months ago
Regarding 2nd question. To fulfill this requirement, you can create an access review with the following options:
Inactive users (on tenant level) only - True
Days inactive - 30 days
Auto apply results to resource - Enable
If reviewer don't respond - Remove access
General doc is here: https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-create-azure-ad-roles-and-
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resource-roles-review#create-access-reviews
see the item from 11: "...0r, you can create access reviews only for inactive users (preview). In the Users scope section, set the Inactive users (on
tenant level) only to true. If the toggle is set to true, the scope of the review will focus on inactive users only. Then, specify Days inactive with a
number of days inactive up to 730 days (two years). Users inactive for the specified number of days will be the only users in the review."
upvoted 2 times
B & TweetleD 2 years, 12 months ago
Answer is wrong. Notifications is under roles and to remove assignment if no sign in after 30 days has to be done in an Access Review
upvoted 3 times

B & ccadenasa 2 years, 12 months ago
The correct answers are Roles and Alerts. In Roles, you can see the Role settings for each role, including Role assignment Alert. Under Alerts, there is
a pre-define alert for "Eligible administrators aren't activating their privileged role". By default the number of days is set to 30 but can be reduced or
extend it.
upvoted 1 times

&) & DragonsGav 3 years ago
| believe correct answer is "Roles" for both as per, https://learn.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
resource-roles-configure-role-settings
upvoted 3 times

E) & Trainee2244 3 years, 1 month ago
#1Role
# Access Review

I dont get why so many have role and alert x)
upvoted 7 times

E & dakasa 3 years, 2 months ago
| would say both settings are reachable from "Role".
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-resource-roles-configure-role-settings
upvoted 1 times

E & Eltooth 3 years, 3 months ago
Roles
Access Reviews
upvoted 3 times

B & tatendazw 3 years, 6 months ago
Roles (Roles&Admin > Role settings > scroll to send notifications ...)
Access review (Settings > Enable reviewer decision helpers > No sign-in 30 days (If enabled, system recommends reviewers to deny users who have
not signed-in within 30 days. Recommendation accounts for both interactive and non-interactive sign-ins.)
upvoted 4 times

& & catoFong 3 years, 10 months ago
1. Roles
2. Access Review
upvoted 1 times

© & mkoprivnj 3 years, 11 months ago
#1: ROLE
#2: ACCESS REVIEWS
upvoted 1 times

© & xroxro 3 years, 11 months ago
#1co Administrators must be notified when the Security administrator role is activated.
| found the option in role->settings->notification
So for me the answer is ROLE

#2 c» Users assigned the Security administrator role must be removed from the role automatically if they do not sign in for 30 days.
There is such option in role

| though the answer was ACCESS REVIEW but i did not see an option to remove the role if the user does not login since ...

Any help ?
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upvoted 3 times
B & BuzzyC 3 years, 11 months ago
It is absolutely
1. Roles
2. Access Reviews

Roles > Settings > Send notifications when eligible members activate this role

Access Reviews > New > Duration > 30 days, End Never
Upon completion settings > If reviewer doesn't respond > Remove access

Alerts only alert on issues (stale accounts, users not using PIM etc - it does not action anything, not does it alert on when users are enabling PIM
access as they should - which is what the question is asking)
upvoted 3 times

B & aryaid88 4 years, 1 month ago
Alerts and Role - Access review is part of Identity Governance and not part of PIM. Inside PIM under Manage AD role you will find the role assignment
and you can edit its attributes.
upvoted 2 times
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Question #23 Topic 1

SIMULATION -

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will
not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to
external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn't matter how you accomplish the task, if you
successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to
complete each lab.

But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time
provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password -

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.

Microsoft 365 Username:

admin@LODSe244001.onmicrosoft.com

Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab instance: 11032396 -

You need to ensure that a user named Lee Gu can manage all the settings for Exchange Online. The solution must use the principle of least
privilege.

To complete this task, sign in to the Microsoft Office 365 admin center.

Suggested Answer: See exp/anation below.

1. In the Exchange Administration Center (EAC), navigate to Permissions > Admin Roles.

2. Select the group: Organization Management and then click on Edit.

3. In the Members section, click on Add.

4. Select the users, USGs, or other role groups you want to add to the role group, click on Add, and then click on OK.

5. Click on Save to save the changes to the role group.

Reference:
https://help.bittitan.com/hc/en-us/articles/115008104507-How-do-I-assign-the-elevated-admin-role-Organization-Management-to-the-account-
that-is-performing-a-



Public-Folder-migration-
https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo

E & MikeMatt2020 [FIEEEEY 4 years, 2 months ago
| very much disagree that the answer is to grant the user the Organization Management EXO role. This EXO role does indeed grant the user wide-

spread permissions throughout Exchange. However, this role also includes "Security Admin", "Compliance Admin" and "Security Reader".

Our goal is to ensure Least Privilege. Obviously we wouldn't want to make our user a Global Admin. This breaks the goal of Least Privilege". | believe
the answer is to assign the user the AAD role of "Exchange Administrator".

Regarding the Organization Management role:
"Members can also delegate role groups and management roles in the organization"
upvoted 6 times

& & WMG 4 years, 2 months ago
| see your point. But the "Exchange Admin" role in AAD is really the Exchange Service A
dmin in Exchange Online. The Exchange Service Admins are part of the Organization Management group and inherits all the permissions. So they
are the same thing as giving the user Org Management permissions. So the answer is correct.

There are of course advantages of using AAD, e.g access review, PIM etc etc but as the question stands this is the correct answer.
upvoted 4 times

B & zaks 4 years, 5 months ago

The Exchange Service Admin (aka Azure AD 'Exchange Administrator' role) is a member of the 'Organization Management' role group in EXO.
So, granting someone the Azure AD Exchange Admin role would be the ideal/best practice way to go.

The ans given is technically correct but probably not best practice.
I'd grant the user the Azure AD Exchange Admin role in the exam for this lab exercise.
upvoted 6 times

& & nidentify 4 years, 3 months ago
Yes exchange admin is should be the correct answer
upvoted 1 times

= & Orion8575 2 years, 4 months ago
Correct answer is to give Exchage Administrator permissions becouse Organization Management has permission across multiple service not just
Exchange Online.
upvoted 1 times

E & Avaris 2 years, 11 months ago
i think it should be through 365 admin center not exchange admin
upvoted 1 times

B & baliuxas07 3 years, 2 months ago
Do they do labs in this certification?
upvoted 4 times

E & tatendazw 3 years, 6 months ago
ExchangeServiceAdmins_-xxxx is managed by Organization Management so you can only assign user via Organization Management role
upvoted 1 times

O & tatendazw 3 years, 6 months ago
and ExchangeServiceAdmins_-xxxx is greyed out in new and old EAC
upvoted 1 times

B & Ikeinater 3 years, 6 months ago
The current way to get to this as of (4/14/2022) is 365 admin center>Exchange Admin Center>Roles blade>Admin Roles>Organization
Management>Assign tab upper right. Then assign the user that way. Assigning the Exchange admin role from the AAD/365 admin gives more
privilege than is needed.
upvoted 4 times

B & oopspruu 4 years, 2 months ago
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The given answer will be correct. Even if you assign the person the role of "Exchange Administrator”, they will automatically be a member of the
Organization Manager role group. You can see the Exchange Admin assigned users in EAC > Admin Roles > ExchangeServiceAdmins, and this
ExchangeServiceAdmins role group already a member of the Organization Management role group. So | believe assigning them the Exchange Admin
AD role or Organization Management role, both would be correct answers.

upvoted 1 times

B & Nail 4 years, 2 months ago
If you have to switch to the Exchange admin center doesn't that mean that you are LEAVING the "Microsoft 365 Office admin center"? Seems to me
you would stay in the M365 admin center and just find the user and give them the Exchange Admin role.
upvoted 2 times

& & Nail 4 years, 2 months ago
Bah, | take this back. It seems that all of these questions have you start out in the M365 admin center, regardless of which admin center you
actually need to go to. | did notice, however, that | can just to M365 admin center > Roles > and there is an Exchange tab right there where you can
adjust the membership of Organization Management.
upvoted 6 times

B & Alex_ua1 4 years, 4 months ago
The task says -To complete this task, sign in to the Microsoft Office 365 admin center. answer is correct
upvoted 2 times

B & Rstilekar 4 years, 4 months ago
Yes given answer is right
upvoted 1 times

B & jatinKumar 4 years, 6 months ago
will this not be .. ADzure AD Role "Exchange Administrator" as it says manage all settings of exchange online.. please advise
upvoted 4 times

B & ellik 4 years, 6 months ago
is it AD Role "Exchange Administrator" ?
upvoted 1 times

& & dcasabona 4 years, 6 months ago
| think so too.
upvoted 2 times

& & Robert__Susin 4 years, 6 months ago
No as Exchange Administrator is different from Organization Manager role in EXO, the question states Least Privileges into managing settings in
EXO, so the given answer is correct.
upvoted 2 times
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Question #24 Topic 1

SIMULATION -

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will
not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to
external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn't matter how you accomplish the task, if you
successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to
complete each lab.

But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time
provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password -

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.

Microsoft 365 Username:

admin@LODSe244001.onmicrosoft.com

Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab instance: 11032396 -
You need to ensure that each user can join up to five devices to Azure Active Directory (Azure AD).
To complete this task, sign in to the Microsoft Office 365 admin center.

Suggested Answer: See exp/anation below.

. After signing into the Microsoft 365 admin center, click Admin centers > Azure Active Directory > Devices.
. Navigate to Device Settings.

. Set the Users may join devices to Azure AD setting to All.

. Set the Additional local administrators on Azure AD joined devices setting to None.

. Set the Users may register their devices with Azure AD setting to All.

. Leave the Require Multi-Factor Auth to join devices setting on it default setting.

. Set the Maximum number of devices setting to 5.

. Set the Users may sync settings and app data across devices setting to All.

O O N o o B W N =

. Click the Save button at the top left of the screen.
Reference:



https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal https://docs.microsoft.com/en-
us/microsoft-365/compliance/use-your-free-azure-ad-subscription-in-office-365?view=0365-worldwide

& & Delli 4 years, 6 months ago

Device is now in Microsoft EndPoint Manager Admin Center. So the process is different :

1-Connect on https://endpoint.microsoft.com

2-Go in Devices --> Enrollement restrictions

3-Create or Edit the default device limit restrictions that apply to all users

4-Set Device limitto 5
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-limit-intune-azure#azure-device-limit-restriction

upvoted 14 times

& & fuckthisscamsite 4 years, 6 months ago
The question is about joining devices to Azure AD, not enrolling in Intune. You are wrong

upvoted 41 times

B & WMG 4 years, 2 months ago
Correct, joining devices to Azure AD is not the same as enrolling them in Endpoint Manager / Intune.

Upvoted also for username.
upvoted 4 times

© & Purist 4 years, 2 months ago
lol. same
upvoted 1 times

& & msysadmin 2 years, 8 months ago
Your feedback is wrong. Intune requre additional license and question is not related about intune. Even this data from your link :)

Intune device limit restrictions
Intune device limit restrictions set the maximum number of devices that a user can enroll. You can allow a user to enroll up to 15 devices. To set a
device limit restriction, sign in to Microsoft Endpoint Manager admin center. Then go to Devices > Enrollment restrictions. For more information,

see Create a device limit restriction.

Azure device limit restriction
Azure device limit restrictions set the maximum number of devices that either Azure AD joins or Azure AD registers. To set the Maximum number
of devices per user, go to the Azure portal > Azure Active Directory > Devices. For more information, see Configure device settings

upvoted 1 times

O & Rstilekar (FIIECLY 4 years, 4 months ago
Agreed. given steps in answer are correct
upvoted 10 times

E & ccadenasa [IELT1e) 2 years, 12 months ago
The correct answer is AAD > Devices > Devices Settings > Maximum number of devices per user > 5. The recommended is 20

upvoted 3 times

& & adarvasi 3 years ago
For setting the maximum number of devices (allowed) per user, the answer is correct.
upvoted 1 times

© & CODENAME_KND 3 years, 4 months ago
Using Azure Admin Center
Azure AD-->Devices—->Device Settings
You can find the option of setting maximum devices for each user
upvoted 7 times

E & LoremanReturns 3 years, 8 months ago
Right answer is from Azure AD Portal -> Devices -> Device settings -> Maximum number of devices per user. Default is 20, can be set to 5.

upvoted 6 times

E & Donnie21 4 years, 6 months ago
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You can still use Azure.
upvoted 2 times

& & Vic08 4 years, 5 months ago
https://portal.azure.com/#blade/Microsoft_AAD_Devices/DevicesMenuBlade/DeviceSettings/menuld/
upvoted 2 times
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Question #25 Topic 1

SIMULATION -

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will
not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to
external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn't matter how you accomplish the task, if you
successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to
complete each lab.

But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time
provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password -

ExamUser

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.

Microsoft 365 Username:

admin@LODSe244001.onmicrosoft.com

Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab instance: 11032396 -
You need to ensure that group owners renew their Office 365 groups every 180 days.
To complete this task, sign in to the Microsoft Office 365 admin center.

Suggested Answer: See exp/anation below.
Set group expiration -



1. Open the Azure AD admin center with an account that is a global administrator in your Azure AD organization.
2. Select Groups, then select Expiration to open the expiration settings.

Home > Contoso > Groups - Expiration

@ Groups - Explratlon X
Contose - An Directory
& =] Save X Discard
& Al groups
&8 Deleted groups Renewal notifications are emailed to group owners 30 days, 15 days, and one day prior to group expiration. Group owners must
have Exchange licenses to receive notification emails. If a group is not renewed, it is deleted along with its associated content
A Diagnose and solve problems from sources such as Qutlock, SharePoint, Teams, and PowerBl.
S * (7
Settings Group lifetime (in days) * (0 I 180 W
& General Email contact for groups with no owners *| admin@contoso.com s
0] )
l @ Expiration I

Enable expiration for these Office 365 - Selected  None \
groups (0 u

il Naming policy
Activity
- Access reviews

E Auditlogs

= Bulk operation results (Preview)

Troubleshooting + Support

& New support request

3. On the Expiration page, you can: .

c» Set the group lifetime in days. You could select one of the preset values, or a custom value (should be 31 days or more).
c» Specify an email address where the renewal and expiration notifications should be sent when a group has no owner.

= Select which Office 365 groups expire. You can set expiration for:

c» All Office 365 groups

o> A list of Selected Office 365 groups

=> None to restrict expiration for all groups

Save your settings when you're done by selecting Save.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-lifecycle

E & WMG 4 years, 2 months ago
Answer is correct.

upvoted 6 times

& & yoton 3 years, 4 months ago
Answer is correct.
upvoted 2 times

© & pompes 2 years, 5 months ago
There was no simulation on my exam.

upvoted 1 times

B & adarvasi 3 years ago
Correct answer. We use this setting to control "Teams" sprawl.
upvoted 1 times

B & Vic08 4 years, 5 months ago
https://portal.azure.com/#blade/Microsoft_AAD_IAM/GroupsManagementMenuBlade/Lifecycle
upvoted 2 times

E & Discussd4certi 4 years, 7 months ago

If the email address is required, which one would you enter? Or has it been provided?
upvoted 1 times

& & mashaeg 4 years, 5 months ago

By default is sent to group owner, if there are no owner, it will send the email in "email cotnact fro groups with no owners"- so yourself/amin
upvoted 5 times
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Question #26 Topic 1

SIMULATION -
You need to ensure that unmanaged mobile devices are quarantined when the devices attempt to connect to Exchange Online.
To complete this task, sign in to the Microsoft 365 portal.

Suggested Answer: See exp/anation below.

You need to configure the Exchange ActiveSync Access Settings.

1. Go to the Exchange admin center.

2. Click on Mobile in the left navigation pane.

3. On the Mobile Device Access page, click the Edit button in the Exchange ActiveSync Access Settings area.

4. Select the Quarantine option under When a mobile device that isn't managed by a rule or personal exemption connects to Exchange.

5. Optionally, you can configure notifications to be sent to administrators and a message to be sent to the mobile device user when a device is
quarantined.

6. Click Save to save the changes.

© & Dooa [[TITREEITY 4 vears, 8 months ago
This option is not available in new exchange admin portal..
upvoted 13 times

© & FumerLaMoquette U RLLZ L ® 4 years, 11 months ago
I think you need to go to exchange control panel > mobile > exchange activesync access settings and verify default is set to quarrantine.
https://docs.microsoft.com/en-us/exchange/troubleshoot/client-connectivity/eas-device-is-blocked-by-abg-list
upvoted 7 times

© & Madskillz13 [TELEEAIe) 3 years, 1 month ago
https://admin.exchange.microsoft.com/#/mobiledeviceaccess
upvoted 1 times

B & junior6995_111 3 years, 5 months ago
The "Mobile" option is not even avalible on the new Exchange Portal, very soon the access to the legacy portal will be removed and this question is
very likely to be retired.
upvoted 1 times

B & joergsi 3 years, 8 months ago
About the provided answer:
You need to configure the Exchange ActiveSync Access Settings.
1. Go to the Exchange admin center.
2. Click on Mobile in the left navigation pane.
3. On the Mobile Device Access page, click the Edit button in the Exchange ActiveSync Access Settings area.

=> This EDIT Button is the edit button in the upper right area of your screen!
upvoted 7 times

E & Fernando001 3 years, 9 months ago
https://admin.microsoft.com/#/Domains/:/Settings/L1/PasswordPolicy
You can go to admin portal and search password expiration

upvoted 1 times

E & oopspruu 4 years, 2 months ago
I hope its a live 0365 admin center environment in exam because this setting is only in classic EAC. Does anyone any way to access this in the
Modern EAC or any alternate area?
upvoted 4 times

B & Rstilekar 4 years, 4 months ago
The steps are only in Classic EAP and no settings for same in new EAP
upvoted 4 times

E & TheGuy 4 years, 7 months ago
You can still find this setting in the Classic Exchange Admin Center
upvoted 5 times
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E & yassora 4 years, 7 months ago
| agree With Fumer , This answer for the old portal
upvoted 1 times
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Question #27 Topic 1

SIMULATION -
You need to ensure that all users must change their password every 100 days.
To complete this task, sign in to the Microsoft 365 portal.

Suggested Answer: See exp/anation below.

You need to configure the Password Expiration Policy.

1. Sign in to the Microsoft 365 Admin Center.

2. In the left navigation pane, expand the Settings section then select the Settings option.

3. Click on Security and Privacy.

4. Select the Password Expiration Policy.

5. Ensure that the checkbox labelled Set user passwords to expire after a number of days is ticked.
6. Enter 100 in the Days before passwords expire field.

7. Click Save changes to save the changes.

& & Nicholasname [[ITREGLY 5 years, 4 months ago
2. In the left navigation pane, expand the Settings section then select the "Org Settings" option.
upvoted 21 times

& & Ray81 5 years, 1 month ago
Yes, thank you @Nicholasname, they skipped that step.
upvoted 2 times

E & IvanDan 5 years, 1 month ago
They didn't, "Org Settings" was just "Settings" before. It was changed a few months ago
upvoted 4 times

& & shanti0091 4 years, 9 months ago
true gospel
upvoted 1 times

& & Alpanama 4 years, 7 months ago
Confirmed, the "new" value is "Org Settings".
upvoted 4 times

© & SaadKhamis ([[TIDRERLY 2 years, 9 months ago
1. Sign in to the Microsoft 365 Admin Center.
2. In the left navigation pane, expand the Settings section then select the Org settings option.
3. Click on Security and Privacy.
4. Select the Password expiration policy.
5. Ensure that the checkbox labelled Set passwords is never expired (recommended) is not ticked.
6. Enter 100 in the Days before passwords expire field.
7. Click Save changes to save the changes.
upvoted 5 times

E & frodo 3 years, 8 months ago
Agree with Nicholas, had this also as Visual Lab is MS-100 and indeed you can do this at Settings > Org. Settings
upvoted 1 times

© & Shahidqk 4 years, 3 months ago
Agree with Nicholas, Setting->0rg Settings.
Don't get confuse there are 3 tabs in middle one "Security & Privacy" then double click on "Password expiration Policy"
upvoted 3 times
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Question #28 Topic 1

SIMULATION -

You need to ensure that a user named Grady Archie can monitor the service health of your Microsoft 365 tenant. The solution must use the
principle of least privilege.

To complete this task, sign in to the Microsoft 365 portal.

Suggested Answer: See explanation below.

You need to assign the Service Administrator role to Grady Archie.

1. In the Microsoft 365 Admin Center, type Grady Archie into the Search for users, groups, settings or tasks search box.
2. Select the Grady Archie user account from the search results.

3. In the Roles section of the user account properties, click the Edit link.

4. Select the Customized Administrator option. This will display a list of admin roles.

5. Select the Service admin role.

6. Click Save to save the changes.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/view-service-health

© & btd2020 5 years, 4 months ago
| believe the Service Administrator role is the same as Service Support Administrator. | couldn't even find SA role under roles . But the role description
for both is the same.
upvoted 34 times

& & BIOckSh3ll 5 years, 1 month ago
That's correct. Service Support Administrator role description:
Creates service requests for Azure, Microsoft 365, and Office 365 services, and monitors service health.
upvoted 15 times

B & shanti0091 4 years, 9 months ago
This is 100% correct.
upvoted 4 times

& & alialiba 3 years, 11 months ago
Can we also do the same action via the Azure portal > Azure AD?
upvoted 1 times

E & Cogan [TITTERL Y 4 years, 7 months ago
Service Support Admin Role
upvoted 6 times

& & Rstilekar 4 years, 4 months ago
Checked. Its Service Support Administrator role now.
upvoted 1 times

B & ThBEST 4 years, 4 months ago
Here is the updated link....
https://docs.microsoft.com/en-us/microsoft-365/business-video/add-admin?view=0365-worldwide
upvoted 1 times

& & Mikula 5 years, 5 months ago
User need Service Administrator role.
https://docs.microsoft.com/en-us/office365/enterprise/view-service-health
upvoted 2 times

& & DrMe 4 years, 10 months ago
Role has been renamed Service Support Administrator:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#service-support-
administrator:~:text=Previously%2C%20this%20role%20was%20called%20%22Service,Graph%20API%2C%20and%20Azure%20AD%20PowerShell.
upvoted 10 times
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Question #29 Topic 1

You configure several Microsoft Defender for Office 365 policies in a Microsoft 365 subscription.
You need to allow a user named User1 to view Defender for Office 365 reports from the Threat management dashboard.
Which role provides User1 with the required role permissions?

A. Security administrators
B. Information Protection administrator
C. Message center reader

D. Service administrator

Suggested Answer: A

In order to view and use the reports described in this article, you need to be a member of one of the following role groups in the Microsoft 365
Defender portal:

o® Organization Management

c® Security Administrator

c® Security Reader

= Global Reader

Note:

There are several versions of this question in the exam. The question has two possible correct answers:
1. Security Administrator

2. Security Reader

Other incorrect answer options you may see on the exam include the following:

c» Compliance administrator

c® Exchange administrator

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-mdo

Community vote distribution
A (100%)

E) & keithtemplin 2 years, 8 months ago
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-defender-for-office-365?view=0365-worldwide #what-
permissions-are-needed-to-view-the-defender-for-office-365-reports

Membership in any of the following role groups:
Organization Management
Security Administrator
Security Reader
Global Reader
upvoted 2 times

B & ccadenasa 2 years, 12 months ago
Answer is correct > https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-mdo?view=0365-worldwide#what-
permissions-are-needed-to-view-the-defender-for-office-365-reports
upvoted 4 times

B & gaida 2 years, 12 months ago
Security Reader might be correct if we go by the principle of least priv
upvoted 1 times
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Question #30 Topic 1

You have a Microsoft 365 subscription that contains a user named User1.

You plan to use Compliance Manager.

You need to ensure that User1 can assign Compliance Manager roles to users. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Compliance Manager Assessor
B. Global Administrator
C. Portal Admin

D. Compliance Manager Administrator

Suggested Answer: B

The Global Admin can manage role assignments in Compliance Manager.

Incorrect Answers:

C: Portal Admin is for the now deprecated classic portal.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/working-with-compliance-manager?view=0365-worldwide

Community vote distribution
B (67%) D (33%)

© & Mendel (FIIIEEEY 4 years, 7 months ago
Both Portal Admin and Global Admin is correct. Portal Admin is for the classic portal (which will be deprecated) and Global Admin for new portal.

Classic: https://docs.microsoft.com/en-us/microsoft-365/compliance/meet-data-protection-and-regulatory-reqs-using-microsoft-cloud?view=0365-
worldwide#permissions-and-role-based-access-control%20//%20Portal%20Admin.
New: https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide

upvoted 12 times

© & dzampar 5 years ago

My guess is that the answer is wrong as | couldn't find any portal admin role. So regarding the options provided, | would go with the global admin as
per the link below.

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types
upvoted 8 times

B & Maxx4 2 years, 4 months ago

he answer is D, Compliance Manager Administrator.

The Compliance Manager Administrator role allows users to assign Compliance Manager roles to other users. This is the most specific role that
allows User1 to perform this task, and it follows the principle of least privilege because it does not grant User1 any other unnecessary permissions.

The other roles are not as specific and would grant User1 more permissions than they need. For example, the Global Administrator role grants users
full control over the Microsoft 365 subscription, and the Portal Admin role grants users the ability to manage the Compliance Manager portal.
upvoted 3 times

& & McMac 2 years, 4 months ago
No, the 'Compliance Admin' can but not the ‘Compliance Manager Admin'
upvoted 2 times

B & gaida 2 years, 12 months ago
Global admin is correct when it comes to roles assignment
upvoted 2 times

E & Eltooth 3 years, 3 months ago

Selected Answer: B

B is correct answer.
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upvoted 1 times
B & LoremanReturns 3 years, 6 months ago
Answer is correct: https:/docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide
upvoted 1 times

© & arska 3 years, 7 months ago
See Mendel.
upvoted 2 times

© & mkoprivnj 3 years, 11 months ago

Selected Answer: B

B is correct!
upvoted 3 times

B & Yetijo 4 years, 4 months ago
Global Administrator
The answer is here in the docs. Also reference the table for Role Types in the following section from the link. The last row clearly indicates GA is
required for assignments.
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#set-user-permissions-and-assign-
roles
upvoted 4 times

E & Rstilekar 4 years, 4 months ago
Global Admin is correct.
Portal Admin role was in old compliance admin portals that is retired now already and not available to use anymore.
upvoted 4 times

B & Zaks 4 years, 5 months ago
Ans GLOBAL ADMINISTRATOR is correct.

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide

"The person holding the global admin role for your organization can set user permissions for Compliance Manager. Permissions can be set in the
Office 365 Security & Compliance center as well as in Azure Active Directory (Azure AD)."
upvoted 2 times

E & DudleyYVR 4 years, 6 months ago
It's C. Global Admin is NOT LEAST PRIVILEGE. So that's wrong. RBAC for Portal Admin still exists.
upvoted 2 times

E & SerhioG 4 years, 7 months ago
Role types
The table below shows the functions allowed by each role in Compliance Manager. The table also shows how each Azure AD role maps to
Compliance Manager roles. Users will need at least the Compliance Manager reader role, or Azure AD global reader role, to access Compliance
Manager.

Types
User can:Compliance Manager role:Azure AD role

Read but not edit data:Compliance Manager Reader:Azure AD Global reader, Security reader

Edit data:Compliance Manager Contribution:Compliance Administrator

Edit test results:Compliance Manager Assessment:Compliance Administrator

Manage assessments,and template and tenant data:Compliance Manager Administration:Compliance Administrator, Compliance Data
Administrator,Security Administrator

Assign users:Global Administrator:Global Administrator
https://docs.microsoft.com/ru-ru/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types
upvoted 1 times

B & Rafale 4 years, 7 months ago
Global Administrator is the correct answer.
No role called Portal Admin.
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upvoted 1 times
B & diazed 4 years, 7 months ago
B for sure. The person holding the global admin role for your organization can set user permissions for Compliance Manager.

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide

upvoted 2 times

E & kiketxu 4 years, 7 months ago
Seems out of data this question due "Portal Admin", nowdays | hope we can found it updated in the exam.
B for sure! https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types

upvoted 3 times

& & Discuss4certi 4 years, 7 months ago
Indeed, i went looking in the permissions section of the compliance admin center. No portal admin to be found. So indeed this question is

probably outdated. If i were to get it today i would pick global admin
upvoted 2 times

B & eltom 4 years, 8 months ago
Only global administrator can assign Compliance Manager roles to users

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types

Assign users Global Administrator Global Administrator
upvoted 2 times
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Question #31 Topic 1

You have a Microsoft 365 subscription linked to an Azure Active Directory (Azure AD) tenant that contains a user named User1.
You have a Data Subject Request (DSR) case named Case1.

You need to allow User1 to export the results of Case1. The solution must use the principle of least privilege.

Which role should you assign to User1 for Case1?

A. eDiscovery Manager
B. Security Operator
C. eDiscovery Administrator

D. Global Reader

Suggested Answer: A

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/manage-gdpr-data-subject-requests-with-the-dsr-case-tool?view=0365-
worldwide#step-1-assign- ediscovery-permissions-to-potential-case-members

Community vote distribution
A (100%)

& & shanti0091 4 years, 9 months ago
The answer is 100% correct. An E-Discovery Administrator role is superior in terms of RBAC than E-Discovery Manager.
upvoted 14 times

© & Rstilekar (TIRESL S 4 years, 4 months ago
eDiscovery manager role is correct
upvoted 7 times

& & heshmat2022 3 years, 1 month ago
The easiest way to do this is to go to the Permissions page in the compliance center and add users to the eDiscovery Manager role group.
upvoted 2 times

B & yoton 3 years, 1 month ago
The provided answer is correct.

The eDiscovery Manager role allows access specifically to cases it has created or been assigned to whereas the admin role has access to all cases.
upvoted 3 times

B & preeya 3 years, 3 months ago
Thanks to Exam topic, was able to answer this question confidently - july 27,2022
upvoted 3 times

E & Eltooth 3 years, 3 months ago

Selected Answer: A

Ais correct answer.
Now in SC-400 exam.
upvoted 3 times

E & mkoprivnj 3 years, 11 months ago

Selected Answer: A

A is correct!
upvoted 3 times

B & WMG 4 years, 2 months ago
The answer is correct. the MANAGER role allows only access to cases it has created _or been assigned to_. The admin role has access to all cases.

So after assigning User 1 the MANAGER role, you would then assign the case to User 1.
upvoted 3 times

B & iwikneerg 4 years, 5 months ago
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Check this page out for the difference between the 2 roles
https://docs.microsoft.com/en-us/microsoft-365/compliance/assign-ediscovery-permissions?view=0365-worldwide

The manager is the least privilege option as it only has access to cases it created or it has been added to.
upvoted 4 times

B & Enoll 4 years, 6 months ago
"The primary difference between an eDiscovery Manager and an eDiscovery Administrator is that an eDiscovery Administrator can access all cases
that are listed on the eDiscovery cases page in the Security & Compliance Center. An eDiscovery manager can only access the cases they created or
cases they are a member of."
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center?view=0365-
worldwide#:~:text=The%20primary%20difference%20between%20an,they%20are%20a%20member%200f.
So | think that in this case, since User 1 didn't create Case1, he should be eDiscovery Admin in order to access and export the results. Thoughts?

upvoted 5 times

&) & Azuanuka 4 years, 5 months ago
"An eDiscovery manager can only access the cases they created or cases they are a member of."

Applying the principle of least privilege, assing User1 eDiscovery manager role and make him a member of the Case1. Issue resolved.
upvoted 7 times

E & Enoll 4 years, 5 months ago
you are right!
upvoted 1 times

E & Nasser 4 years, 4 months ago
Totally agree
upvoted 1 times

B & NIck207 4 years, 7 months ago
E discovery manager is least privilege role, of course admin also correct but clearly stated least privilege,
upvoted 4 times

© & Faith 4 years, 10 months ago
I would go for C: eDiscovery Administrator as the requirement is "use the principle of least privilege", as administrator is a member of the manager
role with export access.
upvoted 2 times

& & drbabnik 4 years, 9 months ago
It says "Additionally, an eDiscovery Administrator can:" so Administrator is higher role than Manager.
upvoted 2 times

B & kiketxu 4 years, 7 months ago
Agree with eDiscovery Manager.
upvoted 2 times

B & Tom993 4 years, 11 months ago
Ais correct; https://docs.microsoft.com/en-us/microsoft-365/compliance/assign-ediscovery-permissions?view=0365-worldwide
upvoted 2 times
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Question #32 Topic 1

HOTSPOT -

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Member of
User1 Group1
User2 Group2
User3 Group1, Group?

You create and enforce an Azure Active Directory (Azure AD) Identity Protection user risk policy that has the following settings:
oo Assignments: Include Group1, Exclude Group2

o User-risk: User risk level of Medium and above

oo Access: Allow access, Require password change

The users attempt to sign in. The risk level for each user is shown in the following table.

User User risk level
User1 High
User2 Medium
User3 High

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

Statements Yes No
User1 must change his password. O O
User2 must change his password. O O
User3 must change his password. O O
Suggested Answer:
Answer Area
Statements Yes No
User1 must change his password. O
User2 must change his password. o) i
User3 must change his password. O O
Box 1: Yes.

User1 is in Group1 which the policy applies to.

Box 2: No -

User2 is in Group2 which is excluded from the policy.

Box 3: No -

User3 is in Group1 which is included in the policy and Group2 which is excluded from the policy. In this case, the exclusion wins so the policy
does not apply to

User3.



5 & kiketxu 4 years, 7 months ago
Yes, (High and included)
No, (Medium but excluded)
No, (High but excluded too)
upvoted 30 times

© & DarkAndy 3 years, 4 months ago
Valid on exam. Jun 10, 2022
upvoted 6 times

© & adarvasi 3 years ago

Correct answer.
Exclude overwrites include!
upvoted 3 times

B & pete26 3 years, 1 month ago
| think they changed the wording for this question. It says now a user risk policy. In this case the answers given are correct: Y, N, N
upvoted 5 times

B & SKam22 3 years, 2 months ago
N, N, N.
Sign in risk policy on supports MFA.
Password reset is for User risk policy!
upvoted 1 times

B & preeya 3 years, 3 months ago
valid on exam july 27,2022
upvoted 3 times

E & Eltooth 3 years, 3 months ago
Yes
No
No
upvoted 2 times

& & Bulldozzer 3 years, 3 months ago
This question is not clear or this is a trap because the Password change requirement is not an available option in the sign-in risk policy.
upvoted 1 times

© & Bulldozzer 3 years, 3 months ago
So, for me the answers should be No, No, No
upvoted 2 times

© & mkoprivnj 3 years, 11 months ago
Yes, (High and included)
No, (Medium but excluded)
No, (High but excluded too)
upvoted 2 times

B & MikeMatt2020 4 years, 2 months ago
I could be wrong, but the action for a sign-in risk policy to to "Require MFA". The USER RISK POLICY action is to require a password change. Are they
trying to trick us with this question? The sign-in risk policy that is mentioned would not force the user to change his/her password, it would require
MFA

Shouldn't it be NO, NO, NO
upvoted 4 times

B & Rstilekar 4 years, 4 months ago
Answers are correct and logical (exclusion wins over inclusions for U2 & U3)
upvoted 1 times

E & Dawid321 4 years, 6 months ago
Tricky, sign-in risk policy required MFA confirmation
upvoted 2 times

B & ellik 4 years, 6 months ago
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I guess this is user risk policy (different than sign-in risk policy which require MFA) , which requires SSPR to be enabled.
upvoted 2 times



Question #33 Topic 1

You configure several Advanced Threat Protection (ATP) policies in a Microsoft 365 subscription.
You need to allow a user named User1 to view ATP reports from the Threat management dashboard.
Which role provides User1 with the required role permissions?

A. Compliance administrator
B. Security reader
C. Message center reader

D. Reports reader

Suggested Answer: B

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-atp?view=0365-worldwide#what-permissions-
are-needed-to-view-the- atp-reports

Community vote distribution
B (100%)

© & Rstilekar (TIRERL 3 4 years, 4 months ago
What permissions are needed to view the Defender for Office 365 reports?
You need to be a member of one of the following role groups in the Security & Compliance Center:

Organization Management
Security Administrator
Security Reader
Global Reader

upvoted 15 times

& & Robert__Susin 4 years, 3 months ago
Correction: in the Microsoft 365 Defender portal
upvoted 2 times

© & Maxx4 2 years, 4 months ago

The answer is B, Security reader.

The Security reader role allows users to view security reports, including ATP reports. This is the most specific role that allows User1 to perform this
task, and it follows the principle of least privilege because it does not grant User1 any other unnecessary permissions.

The other roles are not as specific and would grant User1 more permissions than they need. For example, the Compliance administrator role grants
users the ability to manage compliance policies, and the Message center reader role grants users the ability to view messages in the Message center.
upvoted 1 times

E & mbecile 3 years, 9 months ago
In order to view and use the ATP reports, you need to be a member of one of the following role groups in the Microsoft 365 Defender portal:

Organization Management
Security Administrator
Security Reader*

Global Reader

*Least Privilege
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-mdo?view=0365-worldwide#what-permissions-are-

needed-to-view-the-defender-for-office-365-reports
upvoted 3 times
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& & mkoprivnj 3 years, 11 months ago
B is correct. Security reader.
upvoted 4 times

B & kiketxu 4 years, 7 months ago
from the given answers, Security Reader.
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-atp?view=0365-worldwide#what-permissions-are-
needed-to-view-the-defender-for-office-365-reports
upvoted 3 times

& & Alpanama 4 years, 7 months ago
Changed to https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-mdo?view=0365-worldwide#what-
permissions-are-needed-to-view-the-defender-for-office-365-reports
upvoted 1 times
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Question #34

HOTSPOT -

Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD) as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY
#~ Azure AD Connect cloud provisioning
—

This feature allows you to manage provisioning from the cloud.
IManage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled
Last Sync 4.00 hours ago
Password Hash Sync Enabled

USER SIGN-IN

_), Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 1 agent

The synchronization schedule is configured as shown in the following exhibit.

| = Administrator: Windows PowerShell - o =

3:47:41 PM

]

Use the drop-down menus to select the answer choice that answers each question based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Which employees can authenticate by using Azure AD? v
Only employees who have an Azure AD user account
Employees who have an Azure AD user account and a synced on-premises account
Only employees who have a synced on-premises account
What should you do to remove the warning for pass- v

through authentication? i — .
Fix the synchronization server and install Azure AD Connect in staging mode

Fix the synchronization server and install an additional authentication agent

Install an additional authentication agent and run the Start-ADSyncSyncCycle cmdlet
Install Azure AD Connect in staging mode and run the Start-ADSyncSyncCycle cmdlet

Suggested Answer:

Answer Area
Which employees can authenticate by using Azure AD? v
Only employees who have an Azure AD user account
Employees who have an Azure AD user account and a synced on-premises account
Only employees who have a synced on-premises account
What should you do to remove the warning for pass- v

through authentication? i . -
Fix the synchronization server and install Azure AD Connect in staging mode

Fix the synchronization server and install an additional authentication agent

Install an additional authentication agent and run the Start-ADSyncSyncCycle cmdlet
Install Azure AD Connect in staging mode and run the Start-ADSyncSyncCycle cmdlet

© & paperinop541 ([[TITRERL Y 4 years, 6 months ago
for me the correct answers are:
option 2 for the first question : azure ad account (cloud only) can also authenticate on Azure AD
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option 2 for the secondo question.
upvoted 32 times

& & Vexix 2 years, 9 months ago
But the option 2 means that employee must have both accounts. Employees who have cloud account AND synced account, not OR. Bit of a trick
answer and how you interpret the question.
upvoted 1 times

E & msysadmin 2 years, 8 months ago
| agree with paperinop541. It not saying both account, if it say like via Azure AD Connect then it will be right. Azure AD mean, it does not matter
user synced from on-prem or registered on Cloud. Need to focus to question.
upvoted 2 times

© & gishern 4 years, 6 months ago
PTA authentication is used, so whenever account is synced from local AD, logon process for them requires active PTA agent to contact domain

controller. So only Azure AD users are able to log in while PTA agent is not working properly.
Am | missing something?
upvoted 13 times

© & Trevor 3 years, 9 months ago
You are required to have PTA agent HA to remove warnings if it goes down. Install 2 agents.. its a warning question.
upvoted 4 times

& & gisbern 4 years, 6 months ago
I meant only users created in Azure AD can authenticate against Azure AD, for synced users they will be sent via PTA agent to local AD.
Second answer is correct, AAD Connect is in maintenance mode, and changes has to be confirmed before next sync is able to run.
upvoted 3 times

E & EzeQ 3 years, 11 months ago
But the ash sync is enabled, doesn't that count for something?
upvoted 2 times

© & EzeQ 3 years, 11 months ago
| reminded that might be just got password reset
upvoted 1 times

& & Bouncy 3 years, 6 months ago
No, it doesn't:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-faqg
Does password hash synchronization act as a fallback to Pass-through Authentication?

No. Pass-through Authentication does not automatically failover to password hash synchronization.
upvoted 4 times

© & Anonymousse 3 years ago
https://cloudacademy.com/blog/azure-hybrid-identity-authentication-methods/
upvoted 1 times

& & Orion8575 2 years, 4 months ago
Correct answer is 1-1 and 2-2 because it says that it did not sync for 4h, which means that if Azure AD Connect stops syncing, PTA functionality may
be impacted. Users may experience issues logging in to Microsoft 365 as the authentication requests won't be processed against the on-premises
directory.
upvoted 2 times

& & ChachaChatra 2 years, 9 months ago
Valid on 28/01/2023
upvoted 3 times

B & zerrowall 2 years, 10 months ago
PTA is not now working due to 4 hours last time sync when the interval is only 30 minutes.
At the same time, Pass-through Authentication does not automatically failover to password hash synchronization, look here
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-faq#does-password-hash-synchronization-act-as-a-fallback-to-
pass-through-authentication-
In this case, only AAD users can authenticate.
This is 1st answer to the 1st question.


https://www.examtopics.com/user/Vexix/
https://www.examtopics.com/user/Vexix/
https://www.examtopics.com/user/Vexix/
https://www.examtopics.com/user/msysadmin/
https://www.examtopics.com/user/msysadmin/
https://www.examtopics.com/user/msysadmin/
https://www.examtopics.com/user/gisbern/
https://www.examtopics.com/user/gisbern/
https://www.examtopics.com/user/gisbern/
https://www.examtopics.com/user/Trevor/
https://www.examtopics.com/user/Trevor/
https://www.examtopics.com/user/Trevor/
https://www.examtopics.com/user/gisbern/
https://www.examtopics.com/user/gisbern/
https://www.examtopics.com/user/gisbern/
https://www.examtopics.com/user/EzeQ/
https://www.examtopics.com/user/EzeQ/
https://www.examtopics.com/user/EzeQ/
https://www.examtopics.com/user/EzeQ/
https://www.examtopics.com/user/EzeQ/
https://www.examtopics.com/user/EzeQ/
https://www.examtopics.com/user/Bouncy/
https://www.examtopics.com/user/Bouncy/
https://www.examtopics.com/user/Bouncy/
https://www.examtopics.com/user/Anonymousse/
https://www.examtopics.com/user/Anonymousse/
https://www.examtopics.com/user/Anonymousse/
https://www.examtopics.com/user/Orion8575/
https://www.examtopics.com/user/Orion8575/
https://www.examtopics.com/user/Orion8575/
https://www.examtopics.com/user/ChachaChatra/
https://www.examtopics.com/user/ChachaChatra/
https://www.examtopics.com/user/ChachaChatra/
https://www.examtopics.com/user/zerrowall/
https://www.examtopics.com/user/zerrowall/
https://www.examtopics.com/user/zerrowall/

Regarding the 2nd question, we need to fix a problem and add an additional agent for HA to avoid warning. So the answer here is 2.

Eventually:

1-1

2-2
upvoted 4 times

B & bacOn 2 years, 11 months ago

| see no reason whatsoever why an Azure AD account would not be able to sign in if there were any issues on-prem. I'm going with 2 and 2.

upvoted 4 times

B & gaida 2 years, 12 months ago
Only on prem synced ac can authenticate as it uses passthrough auth instead of PHS.
Agent status has warning which is a key service for PTA. Ans is correct.
upvoted 2 times

B & pete26 3 years ago
Valid on exam October 14, 2022
upvoted 4 times

E & SKam22 3 years, 2 months ago
According to the screenshot the AAD Connect sync stopped working but it synced before so the on-prem user and password databse were synced to
AAD. Users who were already synced to AAD and all AAD users can still login to Azure AD. PTA agent is still running and can validate the password
policies.
I would pick option 2 for Q1.
upvoted 1 times

© & ndilru 3 years, 7 months ago
3 ways of connecting your workstations to Microsoft Azure

* Azure AD Registered - BYOD concept, user can use a local account to log in and still use corporate 365 services with SSO
* Azure AD Joined - when configured users have to use user@xxx.com to login to their PC
* Hybrid Azure AD Joined - user has to provide a local domain username to access the PC.

So the question is, which employees can authenticate by using Azure AD?

according to the screenshot, we can see this is a hybrid setup, so the on-prem DC will be the primary authentication point.

So the answer is Only employees who have an on-premises account.

Note: they can also use Aure AD creds to access portal.office.com when they log in to the workstation inside.
upvoted 3 times

© & kanew 3 years, 8 months ago
I make it option 2 for both answers and even though | have worked with this for years | had to Lab it up to be sure (and still the MS wording is tricky!)
Firstly, even tho the sync server hasn't synced for hours the PTA agent still works (i tested this) so users with an AD synced a/c can still authenticate
by logging in via AAD. The agent will still pick up their creds from the service bus. AAD users authenticate directly against AAD anyway so they can as
well.
Second Question - Adding a second PTA authentication agent does fix the warning as everyone has said (tested). However, running start-
AdSyncSyncCycle give an error if the AAD config wizard has been left open(the most likely problem and also tested) so only option 2 is correct.

upvoted 9 times

B & martinods 3 years, 8 months ago
Azure AD account ( cloud only) and synced account can authenticate
upvoted 1 times

E & mbecile 3 years, 9 months ago
Question 1 = Answer 3, Only Synced On-Prem accounts can authenticate with Azure AD to sign into their On-Prem domain.
Answer 2 is incorrect because it states that they also need an Azure account on top of their synced On-Prem account, when they only require the
latter, not both.

Question 2 (and it's answers) didn't make the most sense for me, so I'm going with the flow for that one and going with their answer.
upvoted 3 times

B & martinods 3 years, 10 months ago
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Q1 = Answer 2, because no information we have regarding the PTA agent malfunction. the only information is 1 PTA agent is present, the warning
means no other PTA agent ( 2 agent are required for HA)
upvoted 1 times

& & Bouncy 3 years, 6 months ago
Yes we do have that information: last sync 4 hours ago while sync period is set to 30 minutes -> PTA agent server is unavailable

upvoted 2 times

B & kakakayayaya 3 years, 10 months ago
Vague question. If user has 2 accounts: AAD and synced on-perm he/she can use any of this account lo login.
upvoted 1 times

E & FredC 3 years, 10 months ago
If password hash sync is enabled then i'm pretty sure that azure ad is the authenticating local ad accounts on its own so i believe the given answers
here are correct
upvoted 1 times

E & mkoprivnj 3 years, 11 months ago
1st: 1st answer
2nd: 2nd answer
upvoted 2 times
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Question #35 Topic 1

HOTSPOT -
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
User1 Global administrator
User2 Compliance administrator
User3 Security administrator
User4 Security operator

You plan to implement Azure Active Directory (Azure AD) Identity Protection.

You need to identify which users can perform the following actions:

= Configure a user risk policy.

c® View the risky users report.

Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Configure a user risk policy: \ v
User1 only
User1 and User3 only
User3 and User4 only
User1, User3, and User4 only
User1, User2, User3, and User4
View the risky users report: ‘ v
User1 only
User3 and User4 only
User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4
Answer Area
Configure a user risk policy: | v
User1 only
User1 and User3 only
User3 and User4 only
5 N p— User1, User3, and User4 only
tggested Answer: User1, User2, User3, and User4
View the risky users report: v
User1 only
User3 and User4 only
User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

E & kiketxu 4 years, 7 months ago
1.- User1 and User3
2.- User1, User3, User4
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Global administrator.Full access to Identity Protection

Compliance Administrator. Can't access to Security in the AAD blade.

Security administrator.Full access to Identity Protection

Security operator. View all Identity Protection reports and Overview blade

"Currently (3/21), the security operator role cannot access the Risky sign-ins report.”

ref: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#permissions

upvoted 37 times

& & ellik 4 years, 6 months ago
the answers are correct, | tested this, for user with security operator role, all Risky sign-ins , Risk detection, Risky users report can be accessed.
not sure why the ref you provided mentioned that "the security operator role cannot access the Risky sign-ins report”

upvoted 5 times

B & Grudo 3 years, 9 months ago
Because risky sign-ins and risky users are two different reports
upvoted 5 times
© & ccadenasa [[ELe) 2 years, 12 months ago
Answers are correct > https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#required-roles

upvoted 1 times

© & mkoprivnj 3 years, 11 months ago
1.-User1 and User3
2.- User1, User3, User4
upvoted 2 times

E & iwikneerg 4 years, 5 months ago
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#permissions
upvoted 1 times
B & Sethoo 4 years, 7 months ago
So the answer for 2 should be 1 &3 as well, but that is not in the options. So we go with 1 3 and 4 for now as in old times

upvoted 1 times
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Question #36 Topic 1

HOTSPOT -
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Role
Admin1 Groups administrator
Admin2 User administrator

You add internal as a blocked word in the group naming policy for contoso.com.

You add Contoso- as prefix in the group naming policy for contoso.com.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
Admin1 can create a Microsoft 365 group named Distribution. (o] (@)
Admin2 can create a Microsoft 365 group named Contoso-Financelnternal. O O
Admin2 can create a security group named Contoso-internal. O O
Suggested Answer:
Answer Area
Statements Yes No
Admin1 can create a Microsoft 365 group named Distribution. (o) O
Admin2 can create a Microsoft 365 group named Contoso-Financelnternal. O (@)
Admin2 can create a security group named Contoso-internal. o) O

User Admin and Global Admin are exempt from group password policies.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/solutions/groups-naming-policy?view=0365-worldwide

B & skalolaz (TIREZL Y 4 years, 6 months ago
N,Y,Y?
Groups admin is not an exempt.
upvoted 28 times

& & arunjana 4 years, 5 months ago
Makes sense. Below are the accounts that are exempted from policies -

Global admin

Partner Tier 1 Support

Partner Tier 2 Support

User account admin
upvoted 1 times

O & arunjana 4 years, 5 months ago
N,Y,Y should be the correct answers
upvoted 10 times

& & Tam0924 4 years, 5 months ago
Hi did we get the answer confirmed to be N,Y,Y
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upvoted 6 times
& & Ocico 4 years, 5 months ago
but Distribution is not a block word, therefore its Y/Y/Y
upvoted 7 times

E & Ocico 4 years, 5 months ago
I am wrong. It will get the name contoso-distribution. sorry ;)
upvoted 5 times

© & Chrissie73 3 years, 5 months ago
YYY: You both are missing one thing. "To create a naming policy for distribution groups, see Create a distribution group naming policy." It is
another kind of policy than described in the text. For that reason the policy for the prefix won't apply
upvoted 2 times

& & chickenroaster 2 years, 8 months ago
Some administrator roles are exempted from these policies, across all group workloads and endpoints, so that they can create groups using
blocked words and with their own naming conventions. The following administrator roles are exempted from the group naming policy:

Global Administrator

User Administrator

https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy
upvoted 1 times

E & prats005 [[TITEEZILY 4 vears, 2 months ago
NY Y Roles and permissions
To configure naming policy, one of the following roles is required:

Global Administrator

Group Administrator

Directory Writer

Some administrator roles are exempted from these policies, across all group workloads and endpoints, so that they can create groups using blocked
words and with their own naming conventions. The following administrator roles are exempted from the group naming policy:

Global Administrator
User Administrator
upvoted 17 times

© & AVN1711 [EIEE) 2 years, T month ago
may be | loose something ? are the answers should be Y,Y,N ?
or may be the order of questions was changed/updated recently? N for the question:
Admin2 (user administrator) can create a security group named Contoso-internal (internal - blocked word)
upvoted 1 times

B & czaaa 2 years, 4 months ago
Custom blocked words
You can enter a comma separated list of blocked words that will be blocked in group names and aliases.

No sub-string searches are carried out; specifically, an exact match between the user entered name and the custom blocked words is required to
trigger a failure.

Things to look out for:

The blocked words are case-insensitive.

When a user enters a blocked word, the group client will show an error message with the blocked word.
There are no character restrictions in the blocked words used.

There is a limit of 5000 words that can be set as blocked words.
upvoted 1 times

& & pompes 2 years, 5 months ago
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Agree with the answer it was on the exam
upvoted 2 times

E & Dhamus 2 years, 6 months ago
NO: The Group Administrator role is not exempt from the policy.
YES and YES: The User Administrator is exempt from the directive so he can do whatever he wants.
upvoted 1 times

B & GatesBill 2 years, 7 months ago
Just tested the exact given scenario in a lab and these are the results:
N (suffix/prefix warning) - Groups admins are not an exempt!
Y
Y
upvoted 2 times

E & naylinu 2 years, 8 months ago

Some administrators are exempted from these policies, across all group workloads and endpoints, so that they can create groups with these blocked

words and with their desired naming conventions. The following are the list of administrator roles exempted from the group naming policy.
Global admin

Partner Tier 1 Support

Partner Tier 2 Support

User account admin
upvoted 1 times

© & hans333 2 years, 11 months ago
Created users with mentioned permissons in lab, also created Block Words and Group naming policy. Then tested, could create all 3 groups. so its
YYY

upvoted 1 times

& & rick001 2 years, 9 months ago
TL,DRN,YY

On topic : How is that possible since Group Admin is not exempted. So you get <PREFIX>-Distribution.. not what the questions states.

So i recreated this in a live environment on 31/01/2023 :

1. N - not exempted so you get prefix <group> as Group Admin.
2.Y - As User Admin you can bypass / overrule the policy.
3.Y - As User Admin you can bypass / overrule the policy.

If you had 3. with GROUPS ADMIN then it would also be YES since it only applies to Microsoft 365 groups and not security (FYI)
upvoted 2 times

© & bacOn 2 years, 11 months ago
Given answer is wrong. It's NYY. Just tested in my lab.
upvoted 1 times

B & ccadenasa 2 years, 12 months ago
Disregard my first answer. The correct answer is No, Yes, Yes
upvoted 1 times

© & ccadenasa 2 years, 12 months ago
The answer is correct: Yes, Yes, Yes. Tested in my Lab > https://techcommunity.microsoft.com/t5/microsoft-365-groups/introducing-the-groups-
admin-role/m-p/978995
upvoted 1 times

B & TweetleD 2 years, 12 months ago
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Answer is wrong. Should be Yes Yes Yes because Distribution is not a blocked word and User Administrator is exempt from blocked words and can
override
upvoted 2 times

B & pete26 3 years ago
Valid on exam October 14, 2022
upvoted 3 times

© & CertRookie 3 years ago
Which one is valid? The site answer Y/Y/Y or forum N/Y/Y?
upvoted 3 times

© & heshmat2022 3 years, 1 month ago
Admin override
Some administrators are exempted from these policies, across all group workloads and endpoints, so that they can create groups with these blocked
words and with their desired naming conventions. The following are the list of administrator roles exempted from the group naming policy.

Global admin
Partner Tier 1 Support
Partner Tier 2 Support

User account admin
upvoted 1 times

E) & Trainee2244 3 years, 1 month ago
N,Y,Y Because the Groups Admin has to follow the Naming Policy, User Admin is excepted from any Naming Policy and Naming Policys are valid for
M365 Groups only.
upvoted 2 times

E & NarenKA 3 years, 2 months ago
The Answeris:YYY

The following admin roles are exempt from the group naming policy:

Global admin

User account admin

Partner Tier 1 Support

Partner Tier 2 Support

Therefore User1 and User2 don't need to follow the group naming policies
upvoted 3 times
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Question #37 Topic 1

DRAG DROP -

You have a Microsoft 365 tenant.

User attributes are synced from your company's human resources (HR) system to Azure Active Directory (Azure AD).

The company has four departments that each has its own Microsoft SharePoint Online site. Each site must be accessed only by the users from its
respective department.

You are designing an access management solution that has the following requirements:

o» Users must be added automatically to the security group of their department.

=» All security group owners must verify once quarterly that only the users in their department belong to their group.

Which components should you recommend to meet the requirements? To answer, drag the appropriate components to the correct requirements.
Each component may only be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Select and Place:

Components Answer Area

Access packages

Access reviews Users must be automatically added to the Components
security group for their department:
Azure AD Privileged Identity Management ; ) : :
(PIM) role assignments Group owners must verify membership of [ Components \
departmental groups:

Conditional access policies

Data loss prevention (DLP) policies

Groups that have a Membership type of
Assigned

Groups that have a Membership type of
Dynamic User

Suggested Answer:

Components Answer Area

Access packages

Users must be automatically added to the | Groups that have a Membership type of
security group for their department: Dynamic User

Azure AD Privileged Identity Management ‘

(PIM) role assignments Group owners must verify membership of | A acs reviews
departmental groups:

Conditional access policies

Data loss prevention (DLP) policies

Groups that have a Membership type of
Assigned

Reference:
https://cloudbuild.co.uk/tag/create-a-dynamic-security-group-in-azure-ad/ https://docs.microsoft.com/en-us/azure/active-

directory/governance/access-reviews-overview

B & kiketxu GROAACL D 4 years, 7 months ago
given answers are correct
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upvoted 28 times
© & Patesso 2 years, 5 months ago
etait a l'examen 18/05/2023
upvoted 2 times

B & Icaothu92 2 years, 8 months ago
given answers are correct
upvoted 1 times

B & ccadenasa 2 years, 12 months ago
answers are correct
upvoted 2 times

B & adarvasi 3 years ago
The given solution is correct.
We use these settings in the same way.
upvoted 1 times

E & KarambaFr 3 years, 1 month ago
If site is only accessible to users that are from the department (using dynamic groups), it's not really usefull to run access review :)
However answers are correct
upvoted 1 times

B & ciaphas 3 years, 1 month ago
can't do access review on dynamic groups
https://learn.microsoft.com/en-us/azure/active-directory/governance/create-access-review
upvoted 1 times

& & gaida 2 years, 12 months ago
sounds like Dynamic group for guest user rules only. Not for internal user dynamic group membership based on department.
upvoted 1 times

& & preeya 3 years, 3 months ago
valid on exam july 27,2022
upvoted 4 times

B & mkoprivnj 3 years, 11 months ago
1st: Dynamic User
2nd: Access review
upvoted 2 times

B & armandolubaba 4 years, 3 months ago
The answers are correct
upvoted 3 times

B & iwikneerg 4 years, 5 months ago
given answers are correct
upvoted 3 times
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Question #38 Topic 1

HOTSPOT -

You have a Microsoft 365 E5 subscription that uses Microsoft Endpoint Manager.

The Compliance policy settings are configured as shown in the following exhibit.

These settings configure the way the compliance service treats devices. Each device
evaluates these as a “Built-in Device Compliance Policy”, which is reflected in device

monitoring.

Mark devices with no compliance policy assigned as (i)

Enhanced jailbreak detection (i)

Compliance status validity period (days) (i}

Compliant

Not
Compliant

Enabled

30 |

On February 25, 2020, you create the device compliance policies shown in the following table.

Require
BitLocker - Mark device
Name Drive Seﬁzg:g ot as not Assigned to
Encryption compliant
(BitLocker)
g 5 days after
Policy1 Yes No noncompliance Group1
) 10 days after | GroupT1,
Policy2 No Yes noncompliance | Group2

On March 1. 2020, users enroll Windows 10 devices in Microsoft Endpoint Manager as shown in the following table

. Secure Boot
Name BitLocker enabled enabled Member of
Devicel Yes No Group1
Device2 Na No Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Statements Yes No

On March 2, 2020, Device2 is marked as compliant. o) @)

On March 6, 2020, Device1 is marked as compliant. O @)

On March 12, 2020, Device1 is marked as compliant. O O



Answer Area

Statements Yes No
On March 2, 2020, Device2 is marked as compliant. O @)
Suggested Answer:
On March 6, 2020, Device1 is marked as compliant. (@) @)
On March 12, 2020, Device1 is marked as compliant. O (@)

Box 1: Yes -
Device? is in Group2 so Policy2 applies.
Device?2 is not compliant with Policy2. However, the device won't be marked as non-compliant until 10 days after the device was enrolled.

Box 2: Yes -

Device1 is in Group1 and Group2 so both Policy1 and Policy2 apply.

Device1 is compliant with Policy1 but non-compliant with Policy2. However, the device won't be marked as non-compliant until 10 days after the
device was enrolled.

Box 3: No -
Device1 is in Group1 and Group2 so both Policy1 and Policy2 apply.
Device1 is compliant with Policy1 but non-compliant with Policy2. th

March 12 -
is more than 10 days after the device was enrolled so it will now be marked as non-compliant by Policy2.

& & WMG 4 years, 2 months ago
There are only two states in Endpoint Manager for devices; compliant or non-compliant. The screenshot shows that devices without a compliance
policy assigned are marked non-compliant. All the devices have a compliance policy in this example so they will be marked as compliant as default.

The devices are enrolled on March 1. They become compliant as a policy is assigned to them. Then the evaluation of the policy kicks in, which may or
may not change the compliance state.

On March 2, Device 2 is marked as compliant. Policy 2 states non-compliant after 10 days only.
On March 6, Device 1 is marked as compliant. Policy 2 states non-compliant after 10 days only.
On march 12, Device 1 is marked as _noncompliant_ as it has been 11 days and Policy2 states 10 days max.

Answers are correct (Y/Y/N). Note that the default grace period is 0 days, but the example has 5 and 10 days instead. If there is no mention of this in
the question, then always assume 0.
upvoted 22 times

& & Magheno 3 years, 7 months ago
Policy 2 does not apply to Device 1 is it is linked to Group 2 and device 2 is not linked to group 2. So that make Y/Y/Y for me.
upvoted 1 times

B & LillyLiver 3 years, 7 months ago
Sorry, wrong.

Policy2 does apply as the policies are applied in order. Meaning Policy1 applies to Group1, which Device1 is a member, but policy?2 is also
applied to Group1. Since Policy? is applied to Group1 last, it has precedence. So the re-evaluation time for Device1 is 10 days.

These policies are applied just like Group Policies in Active Directory. The last one applied has the precedence.
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Given answers are correct.
upvoted 2 times

& & CharlieBash 2 years, 8 months ago
Guees that's wrong too. Multiple compliance policy don't work with precedence but which one is most strict. So that would be non-comliant
after 5 days and makes device 1 at 6 march non-comliant. So Y N N
https://learn.microsoft.com/en-us/mem/intune/configuration/device-profile-troubleshoot#if-multiple-policies-are-assigned-to-the-same-
user-or-device-how-do-i-know-which-settings-gets-applied
upvoted 2 times

B & ZaksS 4 years, 5 months ago
As per this article, the status of a device should be 'in-grace period' which is different from the '‘compliant' state. So, should the answers be N, N, N in
that case as the first two would be in the in grace period state?

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-monitor
upvoted 12 times

& & WMG 4 years, 2 months ago
Not correct, the In grace period is defined as 5 and 10 days. Devices are marked as compliant per having a policy. When they do not fulfill the
requirements of a specific policy setting, the grace period kicks in. This does not change it to non-compliant; it is still listed as compliant until
grace period ends. The grace period is to make sure users get can compliant without being non-compliant - for all intents and purposes the device
is compliant and CA policies apply etc.
upvoted 3 times

© & danb67 4 years ago
When you change the default schedule, you provide a grace period in which a user can remediate issues or become compliant without being
marked as non-compliant.

This action is supported on all platforms supported by Intune.
upvoted 1 times

& & martinods 3 years, 10 months ago
what is grace period ? you means Compliance status validity period (days) ?
from MS Compliance status validity period (days)
Specify a period in which devices must successfully report on all their received compliance policies. If a device fails to report its compliance
status for a policy before the validity period expires, the device is treated as noncompliant.
In this case the correct answers are YYN
upvoted 4 times

E & examdog 2 years, 10 months ago
The given answer YYN is correct. The third question is about the conflict among policies. "If you have deployed multiple compliance policies, Intune
uses the most secure of these policies." https:/learn.microsoft.com/en-us/mem/intune/protect/compliance-policy-monitor
upvoted 1 times

B & gaida 2 years, 12 months ago
answers are correct but the explanation are not correct. As Devicel is not the member of group1 and grop2. It is actually the policy applied to both
group which hits Device1
upvoted 1 times

B & Ufuk_Ari 3 years, 2 months ago
Valid on Exam, 29.08.22
upvoted 4 times

E & heyhey12345 3 years, 2 months ago
can these get any more confusing... my god
upvoted 6 times

B & Whatsamattr81 3 years, 4 months ago
The devices won't be marked as compliant (green), they will be marked as “in grace period” for 5 days, upon which they will marked non compliant.
This is nothing to do with access, just tagging on the portal. These machines never get marked as compliant, ever.
upvoted 1 times

B & Whatsamattr81 3 years, 4 months ago
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Surely NNN. Mark devices non compliant after 30 days just means the device (whether compliant or not) will be marked on compliant if it doesn't
report status (whatever status) after 30 days. These devices, once added will all report as non compliant immediately. The 5 day grace period is for
machines that were previously compliant but have (for whatever reason) become non compliant. When two conflicting policies apply to a group, the
most restrictive settings are adopted. These devices, once added will be non compliant, and remain non compliant.

upvoted 1 times

) & Whatsamattr81 3 years, 3 months ago
https://docs.microsoft.com/en-us/mem/intune/protect/create-compliance-policy
None of these devices get marked compliant as there device settings wouldnt allow it. . They will all be in grace period until the clock runs out
then get marked non compliant.
upvoted 1 times

B & ARYMBS 3 years, 5 months ago
N/Y/N
Why everyone misses "Mark devices with no compliance policy assigned as Non Compliant"?

N - Device2 has no Secure Boot Enabled which is a requirement of Policy2. So Device has no Compliance policy. Now Merge this with "Mark devices
with no compliance policy assigned as Non Compliant" and we get the answer.
Y - Devicel Has Bitlocker and does not have Secure Boot Enabled. So it passes Policy1 but does not passes Policy2. So, basically, it passes Policy1
requirements but does not Policy2 requirements. This upon device Enroliment will mark Device1 as Compliant during the period 2020-03-01 - 2020-03-
11. At 2020-03-12 will kick in Policy2 "Mark device as not compliant" and device from this day on will be marked as not compliant.
N - Device1 Has Bitlocker and does not have Secure Boot Enabled. So it passes Policy1 but does not passes Policy2. So, basically, it passes Policy1
requirements but does not Policy2 requirements. This upon device Enrollment will mark Device1 as Compliant during the period 2020-03-01 - 2020-03-
11. At 2020-03-12 will kick in Policy2 "Mark device as not compliant” and device from this day on will be marked as not compliant.

upvoted 2 times

B & sliix 3 years, 4 months ago
Device2 has a compliance policy assigned, which is Policy2 (you even said this yourself). Of course in this case it does not meet the requirement,
but does not mean it doesn't have the policy applied. "Mark devices with no compliance policy assigned as Non Compliant" you said here is for
device without any policy assigned at all.
upvoted 2 times

E & ARYMBS 3 years, 4 months ago
Good answer. Thanks.
upvoted 1 times

B & kjarant 3 years, 6 months ago
Anyone consider leap year?
upvoted 2 times

E & mbecile 3 years, 9 months ago
Don't trip yourself up over semantics.
It's a boolean measurement, so it can only be one or the other.
Very black and white determinations.
- Is it non-compliant?
- "Well, not right now. Technically."
- Cool! I'll go ahead an mark it as the only other option then.
upvoted 2 times

B & phatboi 3 years, 10 months ago
let us learn to understand scenarios here; yes the default ms compliance policy is 0 however in this scenario a grace period was mentioned. Having
said that.
The devices are enrolled on March 1. They become compliant as a policy is assigned to them. Then the evaluation of the policy kicks in, which may or
may not change the compliance state.

On March 2, Device 2 is marked as compliant. Policy 2 states non-compliant after 10 days only. the device is still within the grace period of 2days.
On March 6, Device 1 is marked as compliant. Policy 2 states non-compliant after 10 days only. the device is still within the grace period of 6 days
On march 12, Device 1 is marked as _noncompliant_ as it has been 11 days and Policy2 states 10 days max. Device 1 which is a member of group 1

and group 1 is a member of plicy 2 will become non-compliant as grace period of 10days has elasped.
upvoted 3 times
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& & Ginaglia 2 years, 11 months ago
Why Device1 shall become non-compliant if its settings are compliant with Policy1?
upvoted 1 times

B & lojlkdnfvlirez 4 years, 1 month ago
YYN: "When you change the default schedule, you provide a grace period in which a user can remediate issues or become compliant without being
marked as non-compliant." Source : https://docs.microsoft.com/en-us/mem/intune/protect/actions-for-noncompliance
upvoted 2 times

B & carlonerosse 4 years, 2 months ago
| Prepared my Microsoft MS-500 Exam within 3 days with the help of Validexamdumps Updated Microsoft 365 Security Administration MS-500
Practice Test Material. On the Final Exam Day, | Easily Attempted All questions and | Got Success in Microsoft MS-500 exam the First Attempt.
upvoted 1 times

E & CAINBJJ 4 years, 4 months ago
| a gree with ZakS
upvoted 1 times

B & Not_A_Bot_ 4 years, 5 months ago
Disagree with answers
Device 1 won't be marked as compliant on March 6th. It will be marked as compliant once the compliance policy completes its checks. If it is non-
compliant it would go in to grace-mode until such a time as it gets marked as non-compliant which would be on the 10th of March due to policy 2
upvoted 4 times

© & Not_A_Bot_ 4 years, 4 months ago
Thinking further about this question. The "in-grace period" that would apply to these devices would be seen as "Compliant" from a CA perspective
to allow users and devices to continue accessing corporate resources. If interpreted in this manner, the given answers would be correct | suppose.
upvoted 3 times

E & Thespy45 4 years, 4 months ago
"in-grace period" is stated as a non-compliant status. Please read: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-
monitor#device-compliance-status
upvoted 2 times

© & danb67 4 years ago
When you change the default schedule, you provide a grace period in which a user can remediate issues or become compliant without being
marked as non-compliant.

So the device is noncompliant but is still tagged as compliant so therefore wont get blocked because only when a device is tagged as non
compliant will it then trigger the ca policy which blocked access.
upvoted 1 times

E & MikeMatt2020 4 years, 2 months ago
| see what you're saying in terms of access. But | think the answer is ultimately N/N/N

"In-grace period: The device is targeted with one or more device compliance policy settings. But, the user hasn't applied the policies yet. This
status means the device is not-compliant, but it's in the grace-period defined by the admin."

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-monitor#device-compliance-status
upvoted 2 times

B & Topgeer123 4 years, 6 months ago
given answers are correct, devicel is assigned to group1 and policy1 and policy2 are both assigned to group1 and policy? is also assigned to group1.
so device1 got both policies and 5 days later the device is still compliant due to the settings of policy2 :)
upvoted 1 times
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Question #39 Topic 1

You have a Microsoft 365 tenant.
From the Azure Active Directory admin center, you review the Risky sign-ins report as shown in the following exhibit.

aSecurity | Risky sign-ins ¥ X

¥, Searehicut) | “ L Download O Learn more & Export Data Settings X Troubleshoot /= Select all -

#" Geftting started
Date: Last 7 days Show dates as: Local Risk state: 2 selected ' Add filters

Protect ) i
Date 4+ User 7i IPaddress Location Risk state 7.
% Conditional Access i )
(] 7/10/2020, 9:25:00 AM  User 1 95.216.145.1 Tuusula, Uusimaa, FI At risk
£ Identity Protection i :
B 7/10/2020, 9:24:34 AM  User 1 95.216.145.1 Tuusula, Uusimaa, FI At risk

@ Security Center

Manage

I Identity Secure Score
+» Named locations

» Authentication methods
9 MFA

v Risky users

3) Risky sign-ins
Troubleshooting + Support
& New support request

You need to ensure that you can see additional details including the risk level and the risk detection type.
What should you do?

A. Purchase Microsoft 365 Enterprise ES5 licenses.
B. Activate an instance of Microsoft Defender for Identity.
C. Configure Diagnostic settings in Azure Active Directory (Azure AD).

D. Deploy Azure Sentinel and add a Microsoft Office 365 connector.

Suggested Answer: A

Community vote distribution
NG U (33%)

B & king001 2 years, 5 months ago
ES license which has P2 is correct
upvoted 1 times

B & Dhamus 2 years, 5 months ago
That's right, you need to get a P2 to view and configure additional details.
upvoted 1 times

& & rick001 2 years, 10 months ago
he can open the risky sign in so that means he has a P2... so this answer is not correct..?
upvoted 1 times

© & Tommy0000 2 years, 8 months ago
Actually, you can access a limited version of risky sign-in with free and P1 licenses
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#license-requirements
upvoted 2 times

B & fuduran 2 years, 10 months ago
| just hate it when answer is incomplete as purchasing licenses but not assigning them will do nothing
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upvoted 2 times
B & gaida 2 years, 12 months ago

AAD P2 is not an option, therefore, E5 license which has P2 as al la carte is correct
upvoted 1 times

© & EzeQ 3 years, 1 month ago

As per the link you need a AAD premium P2license to do some good stuff, and in other articles to get more risk info
As per the link you need a AAD premium P2 license to get more risk info - AAD P2 is part of the Microsoft E5 license.

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#license-requirements
upvoted 1 times
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Question #40 Topic 1

You have a Microsoft 365 E5 subscription.

You plan to create a conditional access policy named Policy1.

You need to be able to use the sign-in risk level condition in Policy1.
What should you do first?

A. Connect Microsoft Endpoint Manager and Microsoft Defender for Endpoint.
B. From the Azure Active Directory admin center, configure the Diagnostics settings.
C. From the Endpoint Management admin center, create a device compliance policy.

D. Onboard Azure Active Directory (Azure AD) Identity Protection.

Suggested Answer: D
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-risk

© & MayTheForceBeWithYou 3 years, 1 month ago
Risk Levels indicates Protection as a reference...
upvoted 6 times

© & HoTDOGG [IELEE) 2 years, 6 months ago
The wording, Onboarding, irritates me. Enable the Identity protection yes, not onboard.
upvoted 3 times
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Question #41 Topic 1

HOTSPOT -
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Type Member of
User1 Member Group1
User2 Member Group?
User3 Guest Group1

You assign an enterprise application named App1 to Group1 and User2.

You configure an Azure AD access review of App1. The review has the following settings:
©® Review name: Review1

o Start date: 01°"157"2020

c® Frequency: One time

c> End date: 02""14°"2020

c» Users to review: Assigned to an application

oo Scope: Everyone

oo Applications: App1

< Reviewers: Members (self)

oo Auto apply results to resource: Enable

c» Should reviewer not respond: Take recommendations

On February 15, 2020, you review the access review report and see the entries shown in the following table:

Name | Userrequires access to App1 Last sign in
User1 Yes February 14, 2020
User2 No response February 1, 2020
User3 No response January 3, 2020

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

Statements Yes No

On February 20, 2020, User1 canaccess App1. O

On February 20, 2020, User2 can access App1. O (®)
On February 20, 2020, User3 can access App1. O O
Answer Area
Statements Yes No
Suggested Answer: On February 20, 2020, User1 canaccess Appl. | O O
On February 20, 2020, User2 can access Appl. | O (@)
On February 20, 2020, User3 can access Appl. O O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/perform-access-review

& & kanag1 3 years, 1 month ago

The given answers are correct.
As per the link in the answer area:
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To make access reviews easier and faster for you, we also provide recommendations that you can accept with a single selection. There are two ways
that the system generates recommendations for the reviewer. One method is by the user's sign-in activity. If a user has been inactive for 30 days or
more, the system will recommend that the reviewer deny access.

upvoted 8 times

E & GatesBill 2 years, 7 months ago

The given answers are correct. Simply put as follows:
- User1 gained (further) access through the access review.
- No response was given for User2, so the recommended actions took place; which are checking last sign-in date (should be < 30 days) & checking
peer's access (which is User1 in this case). As User2 HAS signed in within the past 30 days and its peer (User1) HAS access to the app, User2 will
gain access also.
- No response was given for User3, so the recommended actions took place. As User3 DID NOT sign in within the past 30 days and has no known peer
which has access, User3's access will be revoked.

upvoted 3 times

B & josh_josh 2 years, 7 months ago
On Feb 20, 2020:

User1 can access App1-NO
User2 can access App1-NO
User3 can access App1-NO

This is because User1 was reviewed as requiring access to App1 and last signed in on Feb 14, 2020, before the end of the review period. However,
User2 did not respond to the review, so the "Take recommendations” option was applied, which means that their access to App1 will be revoked.
User3 is a guest and was not assigned to App1, so they cannot access it.

upvoted 2 times

B & gaida 2 years, 12 months ago
members only and guest cannot approve access from them
upvoted 1 times

& & gaida 2 years, 12 months ago
reviewed the portal and guest user does have self approve. My response is incorrect and Knag1 is correct
upvoted 1 times

& & billo79152718 3 years, 1 month ago
Not sure about the last one
upvoted 2 times

& & EzeQ 3 years, 1 month ago
The user last sign-in is over 30 days and he did not reply, the recommendation will be to deny access. (as Kanag1 explains)
upvoted 2 times
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Question #42 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Azure Active Directory (Azure Security group
AD) role
User1 Directory writers Group1, Group3
User2 Security administrator Group1, Group2
User3 Azure Information Protection Group2, Group3
administrator
User4 Cloud application administrator Group3, Group4

You need to ensure that User1, User2, and User3 can use self-service password reset (SSPR). The solution must not affect User4.
Solution: You enable SSPR for Group3.
Does that meet the goal?

A. Yes

B. No

Suggested Answer: B

By default, self-service password reset is enabled for Directory writers and Security administrator but not for Azure Information Protection
administrators and

Cloud application administrators. Therefore, we must enable SSPR for User3 by applying it to Group2 and not Group3 as User4 is in Group3.
User4 would thus be affected if we enable it on Group3.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences

&) & garryevanson99 3 years, 1 month ago
this is wrong as ditrectory writers and security admin are enabled for sspr by default?
upvoted 1 times

E & garryevanson99 3 years, 1 month ago
ignore - most not effect user 4
upvoted 2 times
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Question #43 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Azure Active Directory (Azure Security group
AD) role
User1 Directory writers Group1, Group3
User2 Security administrator Group1, Group2
User3 Azure Information Protection Group2, Group3
administrator
User4 Cloud application administrator Group3, Group4

You need to ensure that User1, User2, and User3 can use self-service password reset (SSPR). The solution must not affect User4.
Solution: You enable SSPR for Group2.
Does that meet the goal?

A. Yes

B. No

Suggested Answer: A

By default, self-service password reset is enabled for Directory writers and Security administrator but not for Azure Information Protection
administrators and

Cloud application administrators.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences

Community vote distribution
A (100%)

E & Lomak ([[TITEZRITY 3 vears, 1 month ago

Answer is correct

User1 and User2 have SSPR by default

https://docs.microsoft.com/en-gb/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences
upvoted 7 times

& & skycrap 2 years, 10 months ago

Ais correct, Directory Writers are already enabled for sspr
upvoted 1 times

© & xyz213 3 years, 1 month ago
Yeah but user 1 is enabled by default. So it is correct in my opinion!
upvoted 2 times

& & Trainee2244 3 years, 1 month ago
Answer is wrong. Should be no because User 1 wouldnt be affected
upvoted 2 times
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Question #44 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Azure Active Directory (Azure Security group
AD) role
User1 Directory writers Group1, Group3
User2 Security administrator Group1, Group2
User3 Azure Information Protection Group2, Group3
administrator
User4 Cloud application administrator Group3, Group4

You need to ensure that User1, User2, and User3 can use self-service password reset (SSPR). The solution must not affect User4.
Solution: You enable SSPR for Group1.
Does that meet the goal?

A. Yes

B. No

Suggested Answer: B

By default, self-service password reset is enabled for Directory writers and Security administrator but not for Azure Information Protection
administrators and

Cloud application administrators. Thus, we must enable SSPR for User3 by applying it to Group2.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences

= & RomanV 2 years, 6 months ago
Given answer is correct.

"By default, administrator accounts are enabled for self-service password reset.."

Source where you also can find the list of admin roles that have SSPR enabled by default -> https://learn.microsoft.com/en-us/azure/active-
directory/authentication/concept-sspr-policy#administrator-reset-policy-differences
upvoted 1 times

= & ChocolateNagaViper 2 years, 11 months ago

https://docs.microsoft.com/en-gb/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences

User 3 needs to be enabled for sspr. Users 1 and 2 have it by default and user 4 needs to be excluded.
upvoted 2 times

& & Dinraj 3 years, 2 months ago
| think Answer should be Yes
upvoted 3 times

& & garryevanson99 3 years, 1 month ago
user 3 wont be enabled for sspr
upvoted 3 times

B & skycrap 3 years, 1 month ago
Correct as user3 don't have sspr enabled by default
upvoted 1 times
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Question #45 Topic 1

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Group Role
User1 Group1 User administrator
User2 Group1 Security operator
User3 Group2 Security reader
User4 None Global administrator

You enable self-service password reset for Group1 and configure security questions as the only authentication method for self-service password
reset.

You need to identity which user must answer security questions to reset their password.

Which user should you identify?

A. User1
B. User2
C. User3
D. User4

Suggested Answer: B

Self-service password reset (SSPR) is only enabled for Group1 (User1 and User2). User1 cannot use security questions for SSPR because User1
has an administrative security role. Therefore, only User2 can use SSPR with security questions as the authentication method.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences

© & ccadenasa [LIAEELY 2 years, 11 months ago
This is correct > https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences
> "With a two-gate policy, administrators don't have the ability to use security questions."
upvoted 6 times

& & heshmat2022 2 years, 6 months ago
By default, administrator accounts are enabled for self-service password reset, and a strong default two-gate password reset policy is enforced. This
policy may be different from the one you have defined for your users, and this policy can't be changed. You should always test password reset
functionality as a user without any Azure administrator roles assigned.-
With a two-gate policy, administrators don't have the ability to use security questions.
upvoted 2 times

E & RomanV 2 years, 6 months ago
Answer is correct.

"administrators don't have the ability to use security questions."
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences
upvoted 1 times

B & billo79152718 3 years, 1 month ago
correct
upvoted 3 times
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