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  d9eeb6d 2 months ago

Selected Answer: B
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upvoted 2 times

  IBB90704 3 months ago

Selected Answer: B

FortiGate marks existing session routing information as persistent, and applies only the

modified routes to new sessions.

The current route must still be present in the FIB

• Otherwise, FortiGate flags the session as dirty and reevaluates it

Pagina 380

upvoted 4 times

Topic 1Question #1

Refer to the exhibit, which shows the port1 interface configuration on FortiGate and partial session information for ICMP traffic.

What happens to the session information if a routing change occurs that affects this session?

A. Only the interface and gateway information for dev=7 will be removed.

B. The session information will not change unless the current route has been removed from the routing table.

C. The session will be flagged as dirty but no route lookups will be performed.

D. Sessions involving port7 or port19 will not have their routing information flushed.

Suggested Answer: B

Community vote distribution

B (100%)
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  IBB90704 Highly Voted  3 months ago

Selected Answer: D

The better routes show an asterisk beside the route source to indicate they are FIB entries, and therefore, are used for routing traffic.

Pagina 384

upvoted 5 times

  rananaj Most Recent  1 month, 2 weeks ago

Selected Answer: C

Why D?

upvoted 1 times

  Tweefo 1 month, 2 weeks ago

C is not correct.

get router info routing-table database show all the routes, but the one that are chosen are premarked with a *

upvoted 2 times

  d9eeb6d 2 months ago

Selected Answer: D

Network Security Support Engineer 7.4 Study Guide p384

* = in FIB

inactive = interface administratively down

upvoted 2 times

Topic 1Question #2

Refer to the exhibit, which shows the modified output of the routing kernel.

Which statement is true?

A. The egress interface associated with static route 8.8.8.8/32 is administratively up.

B. The default static route through 10.200.1.254 is not in the forwarding information base.

C. The default static route through port2 is in the forwarding information base.

D. The BGP route to 10.0.4.0/24 is not in the forwarding information base.

Suggested Answer: D

Community vote distribution

D (88%) 13%
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  IBB90704 3 months ago

Selected Answer: D

SAML serves as an open standard designed for exchanging authentication between an identity provider (IdP) and one or more service providers (SP).

IdP: A common setup is to use FortiAuthenticator as the IdP

Pagina 182.183,184,185

upvoted 3 times

Topic 1Question #3

Refer to the exhibit.

The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a SAML connection.

Based on this output, what can you conclude?

A. Active Directory is used for authentication.

B. The authentication request is for an SSL VPN connection.

C. The IdP IP address is 10.1.10.254.

D. The IdP IP address is 10.1.10.2.

Suggested Answer: D

Community vote distribution

D (100%)
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  IBB90704 3 months ago

Selected Answer: D

This slide shows the command you can use to get details about the prefixes the local router is advertising.

Pagina 407

upvoted 4 times

Topic 1Question #4

Refer to the exhibit, which shows the output of the command get router info bgp neighbors 100.64.2.254 advertised-routes.

What can you conclude from the output?

A. The BGP state of the two BGP participants is OpenConfirm.

B. The router ID of the neighbor is 100.64.2.254.

C. The BGP neighbor is advertising the 10.20.30.40/24 network to the local router.

D. The local router is advertising the 10.20.30.40/24 network to its BGP neighbor.

Suggested Answer: D

Community vote distribution

D (100%)
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  IBB90704 Highly Voted  3 months ago

Selected Answer: C

Failed Adjacency Error Messages:

- Authentication type mismatch: One device is configured to require authentication, while the other is not (AuType1 and AuType0).

- Authentication Error: Authentication type is the same, but passwords do not match.

- HelloInterval mismatch/RouterDeadInterval mismatch: Hello/dead interval timer mismatch.

- MTU size is too large: MTU mismatch.

Pagina 449, 450.

upvoted 5 times

Topic 1Question #5

Refer to the exhibit, which shows the partial output of a real-time OSPF debug.

Why are the two FortiGate devices unable to form an adjacency?

A. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.

B. The two FortiGate devices attempting adjacency are in area 0.0.0.0.

C. One FortiGate device is configured to require authentication, while the other is not.

D. The passwords on the FortiGate devices do not match.

Suggested Answer: C

Community vote distribution

C (100%)
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  IBB90704 3 months ago

Selected Answer: ACD

The screenshot on this slide shows a communication issue between an upstream FortiGate and a

downstream FortiGate. Some common causes of this issue include:

• The Security Fabric Connection setting has not been enabled on the upstream FortiGate GUI (under

Administrative Access).

• The FortiGate devices in the Security Fabric are not using the same firmware.

• The device has not been authorized on the root FortiGate yet.

• The wrong root FortiGate IP address is configured on the downstream FortiGate.

• The FortiGate is not configured in NAT mode.

• TCP port 8013 is blocked. You can use the diagnose sniffer command to verify this

Pagina 126

upvoted 4 times

Topic 1Question #6

Refer to the exhibit, which shows one way communication of the downstream FortiGate with the upstream FortiGate within a Security Fabric.

What three actions must you take to ensure successful communication? (Choose three.)

A. You must authorize the downstream FortiGate on the root FortiGate.

B. FortiGate must not be in NAT mode.

C. Ensure TCP port 8013 is not blocked along the way.

D. You must enable Security Fabric/Fortitelemetry on the receiving interface of the upstream FortiGate.

E. Ensure the port for Neighbor Discovery has been changed.

Suggested Answer: ACD

Community vote distribution

ACD (100%)
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  IBB90704 3 months ago

Selected Answer: D

The kernel memory slabs are collections of objects with a common purpose. They are used by the kernel to

store information in memory.

This slide shows an example of some slabs. There are slabs for storing information about the TCP sessions.

The entries in the route cache are also stored in memory slabs.

To check how much memory is being allocated to kernel slabs, use the command diagnose hardware

sysinfo slab.

The first column shows the slab name. The second column shows the total amount of active objects, then the

number of available objects, and then the size of each object.

This amount changes depending on resource usage. For example, if tcp sessions increase on FortiGate, so

will the available objects for that slab.

You can calculate the total amount of memory allocated to each slab type by multiplying the number of

available objects by their size.

Pagina 47 y 48

upvoted 4 times

Topic 1Question #7

Refer to the exhibit, which shows the partial output of FortiOS kernel slabs.

Which statement is true?

A. The total slab size of the sctp_session slab is 0 kB and is associated with the user space.

B. The total slab size of the ip_session slab is 3600 kB and is associated with the user space.

C. The total slab size of the ip6_session slab is 1300 kB and is associated with the kernel.

D. The total slab size of the tcp_session slab is 7500 kB and is associated with the kernel.

Suggested Answer: D

Community vote distribution

D (100%)
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  IBB90704 Highly Voted  3 months ago

Selected Answer: A

Allowing asymmetric routing:

config system settings

set asymroute enable

end

1. The server’s ICMP request bypasses FortiGate reaching the PC.

2. The PC’s echo reply passes through FortiGate. No session is matched. However, the packet is not

dropped. Instead, the packet is passed to the CPU of FortiGate and is then forwarded using the FIB.

3. All subsequent echo replies are handled the same way as in step 2.

4. FortiGate essentially acts as a router. No security inspection is performed.

If you use asymmetric routing for troubleshooting purposes, remember to disable it after you resolve the issue.

Pagina 377

upvoted 7 times

Topic 1Question #8

Refer to the exhibit, which a network topology and a partial routing table.

FortiGate has already been configured with a firewall policy that allows all ICMP traffic to flow from port1 to port3.

Which changes must the administrator perform to ensure the server at 10.4.0.1/24 receives the echo reply from the laptop at 10.1.0.1/24?

A. Enable asymmetric routing under config system settings.

B. Change the configuration from strict RPF check mode to feasible RPF check mode.

C. A firewall policy that allows all ICMP traffic from port3 to port1.

D. Modify the default gateway on the laptop from 10.1.0.2 to 10.2.0.2.

Suggested Answer: A

Community vote distribution

A (100%)
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  IBB90704 Highly Voted  3 months ago

Selected Answer: BD

- If you configure stitches in a Security Fabric, you must configure them on the root FortiGate.

- Sequential execution allows you to configure a delay

between actions to allow for tasks to be completed before proceeding to the next action. This is important

because when using sequential execution, you can take action parameters from actions that have happened

previously and use them as input for the action currently being executed. In the example shown on this slide, the automation stitch is going to

execute actions sequentially.

- Parallel execution executes all configured actions at the same time as soon as the stitch is triggered. You cannot

use action parameters with parallel execution.

Pagina 139 Network_Security_Support_Engineer_7.4_Study_Guide
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upvoted 6 times

  payafs Most Recent  2 months, 2 weeks ago

Selected Answer: BC
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upvoted 1 times

Topic 1Question #9

What are two functions of automation stitches? (Choose two.)

A. You can configure automation stitches on any FortiGate device in a Security Fabric environment.

B. You can configure automation stitches to execute actions sequentially by taking parameters from previous actions as input for the current

action.

C. You can set an automation stitch configured to execute actions in parallel to insert a specific delay between actions.

D. You can create automation stitches to run diagnostic commands and attach the results to an email message when CPU or memory usage

exceeds specified thresholds.

Suggested Answer: BD

Community vote distribution

BD (86%) 14%
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  cgallardo 1 month, 1 week ago

Selected Answer: D

DHCP over IPSEC is achieve in phase2 with the setting:

set dhcp-ipsec enable

upvoted 2 times

  payafs 2 months, 3 weeks ago

Selected Answer: C

Topic 1Question #10

Refer to the exhibit, which contains the partial configuration of an IPsec VPN configuration.

After reviewing the configuration, what can you conclude about the IPsec VPN Phase 1 setup?

A. The VPN is configured using IKEv2.

B. Dead Peer Detection is disabled.

C. The VPN is configured with DHCP over IPsec.

D. The tunnel is configured as a route-based VPN.

Suggested Answer: C

Community vote distribution

C (67%) D (33%)
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set type dynamic and set ipv4-start-ip and set ipv4-end-ip

These settings indicate that the VPN is set up to support remote dial-up clients that dynamically receive configuration information

upvoted 4 times



  IBB90704 3 months ago

Selected Answer: B

You can check the session table of the primary device to see which sessions have been synchronized to the

secondary devices. They are the ones with the synced flag. Additionally, and in the case of all sessions, the

ha_id field shows the HA member ID of the device that is processing the traffic,
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upvoted 3 times

Topic 1Question #11

Refer to the exhibit, which shows the output of diagnose sys session list.

If the HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

A. The secondary device has this session synchronized; however, because application control is applied, the session is marked dirty and has

to be re-evaluated after failover.

B. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to restart the session

with the server.

C. The session will be removed from the session table of the secondary device because of the presence of allowed error packets, which will

force the client to restart the session with the server.

D. The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.

Suggested Answer: B

Community vote distribution

B (100%)
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  IBB90704 3 months ago

Selected Answer: AC

You can also see that FortiGate created an expectation session and opened the pin-hole port for the

expected return traffic from the server with the IP address 93.157.14.94.

Pagina 115

duration: duration of the session (value in seconds).

expire: a countdown from the 'timeout' since the last packet passing via session (value in seconds).

timeout: an indicator of how long the session can stay open in the current state (value in seconds).

*shaper: the traffic shaper profile info (if traffic shaping is utilized).

policy_dir: 0 original direction | 1 reply direction.

tunnel: VPN tunnel name.

helper: name of the utilized session helper.

vlan_cos: Ingress COS values are displayed in the session output in the range 0-7/255, but admin COS values are displayed in the range 8-15/255

even though the value on the wire will be in the range 0-7. When no COS is utilized the value is 255/255.

state: See the table below for a list of states and what is the meaning.

upvoted 4 times

Topic 1Question #12

Refer to the exhibit, which shows the partial output of a diagnose command.

Which two conclusions can you draw from the output shown in the exhibit? (Choose two.)

A. FortiGate will drop the expected traffic if it does not arrive within 23 seconds.

B. Clearing the master session has no impact on the expectation session.

C. This is a pinhole session to allow traffic for a TCP protocol that dynamically assigns TCP ports.

D. The session is checked against firewall policy ID 25.

Suggested Answer: AC

Community vote distribution

AC (100%)
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  payafs 2 months, 2 weeks ago

Selected Answer: A

FortiGate 7.6 Administrator Study Guide 263

upvoted 2 times

  IBB90704 3 months ago

Selected Answer: A

When doing certificate-based inspection, by default, FortiGate validates the information in the SNI field of the

client's request against the information in CN and SAN fields of the server's certificate. If the domain in the SNI

field does not match any of the domains listed in the CN and SAN fields, FortiGate uses the domain in the CN field

instead of the domain in the SNI field

Pagina 238 Enterprise_Firewall_7.2_Study

upvoted 4 times

Topic 1Question #13

Consider the scenario where the server name indication (SNI) does not match either the common name (CN) or any of the subject alternative

names (SAN) in the server certificate.

Which action will FortiGate take when using the default settings for SSL certificate inspection?

A. FortiGate uses the CN information from the Subject field in the server certificate.

B. FortiGate uses the SNI from the user's web browser.

C. FortiGate will establish a connection without SSL/TLS inspection.

D. The web filter will automatically bypass SSL inspection for this connection.

Suggested Answer: A

Community vote distribution

A (100%)
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  IBB90704 3 months ago

Selected Answer: AD

You can also use the network command to configure FortiGate BGP to advertise prefixes. However, an exact

match of the prefix in the network command must be active in the routing table. If the routing table doesn’t

contain an active route with a destination subnet that matches the prefix, FortiGate doesn’t advertise the prefix. Pagina 388

Enterprise_Firewall_7.2_Study

There are two ways to fix the issue in troubleshooting scenario 2. The first way is to change the prefix

manually to represent the network assigned.

The other option is to disable the set network-import-check. This is the safety mechanism that

prevented FortiOS from advertising the falsely configured route. Disabling this mechanism is generally not

recommended because this mechanism is what ensures that only the correct networks are advertised, which

avoids routing issues. Pagina 420 - 421 Network_Security_Support_Engineer_7.4_Study_Guid

upvoted 4 times

Topic 1Question #14

Refer to the exhibits.

An administrator is attempting to advertise the network configured on port3. However, FGT-A is not receiving the prefix.

Which two actions can the administrator take to fix this problem? (Choose two.)

A. Modify the prefix using the network command from 172.16.0.0/16 to 172.16.54.0/24.

B. Manually add the BGP route on FGT-A.

C. Restart BGP using a soft reset to force both peers to exchange their complete BGP routing tables.

D. Use the set network-import-check disable command.

Suggested Answer: AD

Community vote distribution

AD (100%)
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  IBB90704 3 months ago

Selected Answer: AD

There are four steps to LDAP authentication using regular bin:

- The second step, FortiGate does a search query in the

LDAP database to find the user’s location―in other words, the user’s DN.

A start_search_dn message indicates that FortiGate is performing step two: searching for the user in the

LDAP tree.

Pagina 157 y 164 Network_Security_Support_Engineer_7.4_Study_Guide

upvoted 3 times

Topic 1Question #15

Refer to the exhibit, which shows a partial output of a real-time LDAP debug.

What two conclusions can you draw from the output? (Choose two.)

A. The user was found in the LDAP tree, whose root is TAC.ottawa.fortinet.com.

B. FortiOS performs a bind to the LDAP server using the user's credentials.

C. FortiOS collects the user group information.

D. FortiOS is performing the second step (Search Request) in the LDAP authentication process.

Suggested Answer: AD

Community vote distribution

AD (100%)
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  IBB90704 3 months ago

Selected Answer: D

Page 348 Network_Security_Support_Engineer_7.4_Study_Guide

upvoted 3 times

Topic 1Question #16

During which phase of IKEv2 does the Diffie-Helman key exchange take place?

A. IKE_Req_INIT

B. Create_CHILD_SA

C. IKE_Auth

D. IKE_SA_INIT

Suggested Answer: D

Community vote distribution

D (100%)
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  IBB90704 3 months ago

Selected Answer: D

SAML attributes are pieces of information about a user that are exchanged between IdPs and SPs during the

SAML authentication process. These attributes are included in the SAML assertion, which is built by the IdP

as part of the authentication process. The SAML assertion contains information about the user, such as their

identity, attributes, and authentication method.
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upvoted 2 times

Topic 1Question #17

In the SAML negotiation process, which section does the Identity Provider (IdP) provide the SAML attributes utilized in the authentication process

to the Service Provider (SP)?

A. SP Login dump

B. Authentication Response

C. Authentication Request

D. Assertion dump

Suggested Answer: D

Community vote distribution

D (100%)
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  payafs 2 months, 2 weeks ago

Selected Answer: A

When a session is closed by both the sender and receiver, FortiGate keeps that session in the session table for a few seconds, to allow for any out-of-

order packets that might arrive after the FICK packet.

Network Security Support Engineer 7.4 Study Guide 84

upvoted 2 times

  payafs 2 months, 2 weeks ago

Selected Answer: A

Sessions in the CLOSE state are kept in the table for a short time after closure to handle any late or out-of-order packets related to the connection.

This is standard TCP behavior.

upvoted 2 times

Topic 1Question #18

Refer to the exhibit, which shows the partial output of diagnose sys session stat.

Which statement about the output shown in the exhibit is correct?

A. 27 sessions have expired but are still in the session table in case any out-of-order packets arrive.

B. 15 sessions have been categorized as ephemeral.

C. 113 sessions have been dropped because of memory page exhaustion.

D. 562 TCP sessions have their proto_state set to 01 if there is no inspection.

Suggested Answer: A

Community vote distribution

A (100%)
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  IBB90704 3 months ago

Selected Answer: D

FortiGate uses the server with the lowest weight as the one for the rating queries. If two or more servers

have the same weight, FortiGate uses the server with the lowest round-trip time (RTT)
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upvoted 3 times

Topic 1Question #19

Refer to the exhibit, which shows the partial output of command diagnose debug rating.

In this exhibit, which FDS server will the FortiGate algorithm choose?

A. 66.117.56.37

B. 208.91.112.194

C. 209.22.147.36

D. 64.26.151.37

Suggested Answer: D

Community vote distribution

D (100%)
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  payafs 2 months, 2 weeks ago

Selected Answer: AB

Answer > A,B

upvoted 2 times

  IBB90704 3 months ago

Selected Answer: AB

Pagina 181 Enterprise_Firewall_7.2_Study

The command on this slide shows a summary of the statuses of all the OSPF neighbors. For each neighbor, it

displays the adjacency state and if it is a DR, a BDR, or neither (DROther)

Pagina 362 Enterprise_Firewall_7.2_Study.

- Point-to-point networks contain only two peers, one at each end of a point-to-point link

- Broadcast networks (multi-access) support more than two attached routers. They also support sending messages to multiple recipients

(broadcasting).
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In any multi-access network there is one DR and one BDR.
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FULL/- This represents a point-to-point network

upvoted 4 times

Topic 1Question #20

Refer to the exhibit, which shows the output of the command get router info ospf neighbor.

To what extent does FortiGate operate when looking at its OSPF neighbors? (Choose two.)

A. The local FortiGate has at least one interface that participates in a broadcast network.

B. The local FortiGate has at least one interface that participates in a point-to-point network.

C. The local FortiGate is the DR.

D. Neighbor 0.0.0.18 is the designated router (DR).

Suggested Answer: AB

Community vote distribution

AB (100%)
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  IBB90704 2 months, 4 weeks ago

Selected Answer: AD

Extreme: The threshold at which FortiGate starts dropping new sessions.

• Red: The threshold at which FortiGate enters conserve mode.

• Green: The threshold at which FortiGate exits conserve mode
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Topic 1Question #21

FortiGate performs different actions when in conserve mode depending on the configured memory thresholds.

Which actions correlates to which thresholds? (Choose two.)

A. FortiGate exits conserve mode when the system memory goes below the configured green threshold.

B. FortiGate starts dropping all new sessions when the system memory reaches the configured red threshold.

C. FortiGate enters conserve mode when the system memory reaches the configured extreme threshold.

D. FortiGate starts taking the configured action for new sessions requiring content inspection when the system memory reaches the

configured red threshold.

Suggested Answer: AD

Community vote distribution

AD (100%)
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  IBB90704 Highly Voted  3 months ago

Selected Answer: AD

When you configure multiple dial-up IPsec VPNs, IKEv2 makes it simpler to match the intended gateway by

peer ID. With IKEv2, you can either use the standard peer ID attribute or the Fortinet proprietary network ID

attribute to indicate the phase 1 gateway to match on the dial-up server, regardless of the authentication mode

in use. However, with IKEv1, you can use the peer ID only, and then combine it with aggressive mode and

pre-shared key authentication, or with main mode and certificate signature authentication.
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Topic 1Question #22

Refer to the exhibits, which contain the partial configurations of two VPNs on FortiGate.

An administrator has configured two VPNs for two different user groups. Users who are in the Users-2 group are not able to connect to the VPN.

After running a diagnostics command, the administrator discovers that FortiGate is not matching the user-2 VPN for members of the Users-2

group.

Which two changes must the administrator make to fix the issue? (Choose two.)

A. Change to aggressive mode on both VPNs.

B. Enable XAuth on both VPNs.

C. Use different pre-shared keys on both VPNs.

D. Set up specific peer IDs on both VPNs.

Suggested Answer: AD

Community vote distribution

AD (100%)
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  d9eeb6d Most Recent  1 month, 3 weeks ago

Selected Answer: AD

FCSS - Network Security Support Engineer 7.4 Sample Questions

same question and response A & D correct

upvoted 2 times
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  IBB90704 2 months, 4 weeks ago

Selected Answer: B

notify msg received: R-U-THERE:

These messages are part of the DPD (dead peer detection)

upvoted 4 times

Topic 1Question #23

Refer to the exhibit.

An IPsec VPN tunnel is dropping, as shown by the debug output.

Analyzing the debug output, what could be causing the tunnel to go down?

A. Phase 2 drops but Phase 1 is up.

B. Dead Peer Detection is not receiving its acknowledge packet.

C. The tunnel drops during rekey negotiation.

D. The tunnel drops after the timer expires.

Suggested Answer: B

Community vote distribution

B (100%)
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  IBB90704 2 months, 4 weeks ago

Selected Answer: ACE

- Active users with a status of “not verified” are also a common problem.

- A firewall is blocking traffic to port 139 and 445

- The workstation remote registry service is not running
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Topic 1Question #24

Refer to the exhibit, which shows two entries that were generated in the FSSO collector agent logs.

What three conclusions can you draw from these log entries? (Choose three.)

A. The user's status shows as "not verified" in the collector agent.

B. The FortiGate firmware version is not compatible with that of the collector agent.

C. Remote registry is not running on the workstation.

D. DNS resolution is unable to resolve the workstation name.

E. A firewall is blocking traffic to port 139 and 445.

Suggested Answer: ACE

Community vote distribution

ACE (100%)
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  cgallardo 1 month, 1 week ago

Selected Answer: C

FortiGate follows a specific order when evaluating web traffic:

1. Static URL Filter: First, it checks the static URL filter for a match.

2.FortiGuard Category Filter: If the URL isn't found in the static URL filter or the action is "Allow", FortiGate then checks the FortiGuard category filter.

(in this example category is blocking)

Topic 1Question #25

Refer to the exhibit, which shows a partial web filter profile configuration.

The URL www.dropbox.com is categorized as File Sharing and Storage.

Which action does FortiGate take if a user attempts to access www.dropbox.com?

A. FortiGate blocks the connection as an invalid URL.

B. Based on the URL Filter configuration, FortiGate allows the connection.

C. FortiGate blocks the connection, based on the FortiGuard category-based filter configuration.

D. Based on the Web Content filter configuration, access to www.dropbox.com would be exempted.

Suggested Answer: B

Community vote distribution

B (75%) C (25%)
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3.Advanced Filters: Finally, it may apply advanced filters like content filtering or script filtering.

upvoted 1 times

  IBB90704 3 months ago

Selected Answer: B

During web filtering inspection, FortiGate first checks the static URL filter list, then the FortiGuard categories, and

then the content filtering list.
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  joeytrib 1 month, 4 weeks ago

Selected Answer: CD

Correct answer C&D (P.445)

upvoted 2 times

  IBB90704 2 months, 4 weeks ago

Selected Answer: CD

Check that the local router can reach the remote peer. IP addresses must be in the same subnet and have

the same subnet mask.

• Ensure that IP protocol 89 is not blocked
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Topic 1Question #26

The local OSPF router is unable to establish adjacency with a peer.

Which two things should the administrator do to troubleshoot the issue? (Choose two.)

A. Check whether TCP port 179 is blocked.

B. Check if there is an active static route to the peer.

C. Check whether both peers have an IP address within the same subnet.

D. Check if IP protocol 89 is blocked.

Suggested Answer: CD

Community vote distribution

CD (100%)
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  joeytrib 1 month, 4 weeks ago

Selected Answer: ACD

Correct answer : ACD (P49)

upvoted 2 times

  IBB90704 2 months, 4 weeks ago

Selected Answer: ACD
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Topic 1Question #27

Refer to the exhibit.

Which three pieces of information does the diagnose sys top command provide? (Choose three.)

A. The miglogd daemon is running on CPU core ID 0.

B. The diagnose sys top command has been running for 18 minutes.

C. The cmdbsvr process is occupying 2.4% of the total user memory space.

D. The miglogd daemon would be on top of the list, if the administrator pressed m on the keyboard.

E. If the newcli daemon continues to be in the R state, it will need to be manually restarted.

Suggested Answer: ACD

Community vote distribution

ACD (100%)
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  joeytrib 1 month, 4 weeks ago

Selected Answer: A

Correct Answer : A

upvoted 1 times

  d9eeb6d 1 month, 4 weeks ago

Selected Answer: A

port1 inactive = interface administratively down -> not in FIB

Network Security Support Engineer Study Guide p384

upvoted 1 times

  IBB90704 2 months, 4 weeks ago

Selected Answer: A

First, FortiGate uses the most specific route, which is the one with the longest netmask (smallest subnet). If

there are two or more routes with the same longest netmask, the device selects the one with the shortest

distance. After that, FortiGate uses the lowest metric as the tiebreaker for dynamic routes. In the case of static

routes, FortiGate uses the lowest priority instead. If there are multiple routes with the same netmask, distance,

metric, and priority, FortiGate shares the traffic among all of them. This is called equal-cost multi-path

(ECMP). ECMP is supported for static, BGP, and OSPF routes.
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Topic 1Question #28

Refer to the exhibit, which shows a partial output from the get router info routing-table database command.

The administrator wants to configure a default static route for port3 and assign a distance of 50 and a priority of 0.

What will happen to the port1 and port2 default static routes after the port3 default static route is created?

A. The port2 default static route will be injected into the forwarding information base (FIB).

B. The port1 default static route will be injected into the FIB.

C. Neither of the routes shown in the output will be injected into the FIB.

D. Both default static routes shown in the output will be injected into the FIB.

Suggested Answer: A

Community vote distribution

A (100%)
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  IBB90704 2 months, 4 weeks ago

Selected Answer: BCD

The error server authentication failed, aborting in the FortiGate real-time debug might indicate

a mismatch in the password shared between the collector agent and FortiGate.

The error connection refused might indicate that the TCP communication between FortiGate and the

collector agent is blocked by a firewall or another device.

The error no route to host might indicate that the IP address of the collector agent is not routable from

FortiGate.
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Topic 1Question #29

Which three common FortiGate-to-collector-agent connectivity issues can you identify using the FSSO real-time debug? (Choose three.)

A. Log is full on the collector agent.

B. Inability to reach IP address of the collector agent.

C. Refused connection. Potential mismatch of TCP port.

D. Mismatched pre-shared password.

E. Incompatible collector agent software version.

Suggested Answer: BCD

Community vote distribution

BCD (100%)
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  IBB90704 2 months, 4 weeks ago

Selected Answer: C

webfilter-force-off

disable (default) : enable web filter globally

enable: disable web filter globally

Topic 1Question #30

Refer to the exhibit, which shows a FortiGate configuration.

An administrator is troubleshooting a web filter issue on FortiGate.

The administrator has configured a web filter profile and applied it to a policy; however, the web filter is not inspecting any traffic that is passing

through the policy.

What must the administrator do to fix the issue?

A. Disable webfilter-force-off at the VDOM level.

B. Set sdns-server-ip to service.fortiguard.net.

C. Disable webfilter-force-off.

D. Change protocol to TCP and port to 53.

Suggested Answer: C

Community vote distribution

C (100%)
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  IBB90704 2 months, 4 weeks ago

Selected Answer: A

Topic 1Question #31

Refer to the exhibit, which contains partial output from an IKE real-time debug.

The administrator does not have access to the remote gateway.

Based on the debug output, which configuration change the administrator make to the local gateway to resolve the phase 1 negotiation error?

A. In the phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithms.

B. In the phase 1 proposal configuration, add AESCBC-SHA2 to the list of encryption algorithms.

C. In the phase 1 network configuration, set the IKE version to 2.

D. In the phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithms.

Suggested Answer: A

Community vote distribution

A (100%)
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Incoming proposal

AES-256

SHA-256

My proposal

AES-128

SHA-1

No SA proposal chose
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Topic 1Question #32



Refer to the exhibit.

Antivirus is unable to detect an infected file downloaded through HTTPS. Part of the configuration used for antivirus inspection is shown in the


