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Question #1 Topic 1

Refer to the exhibit, which displays the domain configuration of a FortiMail device running in transparent mode.

Domain name example.com

Is subdomain »

Main domain -
Relay type Host -
SMTPserver| 172.16.32.56 Port| 25
@ Use SMTPS
Fallback SMTP server Port 25
O Use SMTPS

O Relay Authentication
Recipient Address Verification
B Transparent Mode Options
This server ison port2 =
Hide the transparent box >
Use this domain's SMTP server to deliver the mail @

Based on the exhibit, which two sessions are considered incoming sessions? (Choose two.)

A. DESTINATION IP: 192.168.54.10 MAIL FROM: accounts@example.com RCPT TO: sales@example.com
B. DESTINATION IP: 10.25.32.15 MAIL FROM: training@example.com RCPT TO: students@external.com

C. DESTINATION IP: 172.16.32.56 MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

D. DESTINATION IP: 172.16.32.56 MAIL FROM: support@example.com RCPT TO: marketing@example.com

Suggested Answer: AB

Community vote distribution
CD (100%)

B & ANDY1313 6 months ago

Selected Answer: CD

"If the destination IP address in the email header matches the configured protect domain SMTP server IP address, then it is an incoming connection."

upvoted 2 times
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Question #2 Topic 1

Refer to the exhibits, which show a topology diagram (Topology) and a configuration element (IP Policy):

Topology
Prolected Domain
example.com
%". :
- Mail Server
10.29.1.45/24
IP Policy
IP Based Palicy
Status [ &
Source |PNetmask « 0000 /o
Destination  1P/Netmask = 0000 o
Action Scan -
Comment
B Profiles
Session Example_Session * + B
AntiSpam  --None v+ B
AntiVirus -None . +
Content None v+ B
DLP -None o+ B
1P pood ~None-- w4 B
& Authentication and Access
B Miscellaneous
D Reject different SMTP sender identity for authenticated user
B Sender identity verification with LDAP server for authenticated user
LDAP prohle - Mone - +
0 Take precedence over recipient based policy match

An administrator has enabled the sender reputation feature in the Example_Session profile on FML-1. After a few hours, the deferred queue on the
mail server starts filling up with undeliverable email.
Which two changes must the administrator make to fix this issue? (Choose two.)

A. Disable the exclusive flag in IP policy ID 1.
B. Clear the sender reputation database using the CLI.
C. Apply a session profile with sender reputation disabled on a separate IP policy for outbound sessions.

D. Create an outbound recipient policy to bypass outbound email from session profile inspections.

Suggested Answer: AD

Community vote distribution
CD (100%)

E & ANDY1313 6 months ago
NOT A: Out of context
NOT B: Clearing the database could help to relay the emails, but the issue will show up again after some time.
C and D will solve the issue
upvoted 2 times
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Question #3 Topic 1

Refer to the exhibit, which shows the Authentication Reputation list on a FortiMail device running in gateway mode.

~u "

i 1 /1 Recordsperpage: 50 =

P Location Violation Access Expiry Time
10.0.1.254 Z7 (Reserved) Mail CLI, Mail, Web 5 minutes

Why was the IP address blocked?

A. The IP address had consecutive administrative password failures to FortiMail.
B. The IP address had consecutive SSH login failures to FortiMail.
C. The IP address had consecutive IMAP login failures to FortiMail.

D. The IP address had consecutive SMTPS login failures to FortiMail.

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #4 Topic 1

Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email Archiving 2) from a FortiMail device.
Email Archiving Policy

Email Archiving Policy H
Status L &

Account journal vl + B

Policy type | Recipient ™

Pattern marketing@example.com

Comment

Email Archiving Exempt Policy

Email Archiving Exempt Palicy -3
Status L &
Account journal || B
Policy type | Spam Email -
Pattern
Comment

What two archiving actions will FortiMail take when email messages match these archive policies? (Choose two.)

A. FortiMail will archive email sent from marketing@example.com.
B. FortiMail Will allow only the marketing@example.com account to access the archived email.
C. FortiMail will exempt spam email from archiving.

D. FortiMail will save archived email in the journal account.

Suggested Answer: CD

Currently there are no comments in this discussion, be the first to comment!



Question #5 Topic 1

Refer to the exhibit, which displays a history log entry.
System Event Mail Event AntiVirus AntiSpam Encryption Log Search Task
Elist @ Search  w Export » 2024-04-09 10:21:39 -> Current
] < 1 |71 Records per page | 100 w | Go toline
# Date Time Classifier Disposition... From Header From ... To Subject Policy ID
1 2024-04-10  09:54:35.287  Not Spam Accept extuser@exte... extuser@exte.. userl@intem.. Meeting minutes 20-Apr-24  0:1:0:SYSTEM

In the Policy ID column, why is the last policy ID value SYSTEM?

A. Itis an inbound email.

B. The email matched a system-level authentication policy.

C. The email was dropped by a system blocklist.

D. The email did not match a recipient-based policy.
Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!




Question #6 Topic 1

A FortiMail is configured with the protected domain example.com.
On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)

A. MAIL FROM: support@example.com RCPT TO: marketing@example.com
B. MAIL FROM: accounts@example.com RCPT TO: sales@external.org
C. MAIL FROM: training@external.org RCPT TO: students@external.org

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

Suggested Answer: AD

Currently there are no comments in this discussion, be the first to comment!



Question #7

Refer to the exhibit, which shows a few lines of FortiMail logs.

Encryption Log Search Task

Export =
Message
STARTTLS=server. relay=extsrv [100.64.1.99]. version=TLSv1.3, verify=0K. cipher=TLS_AES_256_GCM_SHA384, bits=256/256

from= <extuser@external lab>, slze=561, class=0, nrepts= 1. msgld =< 20220909045805.2894w5]b001685@external lab>, proto= ESMTP. daemon=SMTP_MTA, relay=extsrv |100.64.1.99]
to=<user1@internal.lab >, delay=00:00:30. xdel ay=00:00:30. mailer=esmtp. pri= 120561, relay= [10.0.1.99]. dsn=4.0.0, stat=Deferred: Connection timed out with internal.lab.

Based on these log entries, which two statements describe the operational status of this FortiMail device? (Choose two.)

A. FortiMail is experiencing issues accepting the connection from the external.lab MTA.
B. The FortiMail device is in server mode.
C. The FortiMail device is in gateway or transparent mode.

D. FortiMail is experiencing issues delivering the email to the internal.lab MTA.

Suggested Answer: CD

Currently there are no comments in this discussion, be the first to comment!



Question #8 Topic 1

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to their protected domain. After searching the logs, the
administrator identifies that the DSNs were not generated because of any outbound email sent from their organization.
Which FortiMail antispam technique can the administrator enable to prevent this scenario?

A. Spam outbreak protection
B. Bounce address tag validation
C. Spoofed header detection

D. FortiGuard IP Reputation

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #9 Topic 1

An organization has different groups of users with different needs in email functionality, such as address book access, mobile device access,
email retention periods, and disk quotas.
Which FortiMail feature specific to server mode can be used to accomplish this?

A. Access profiles
B. Domain-level service settings
C. Resource profiles

D. Email group profiles

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #10 Topic 1

A FortiMail device is configured with the protected domain example.com.
If senders are not authenticated, which two envelope addresses will require an access receive rule? (Choose two.)

A. MAIL FROM: training@example.com RCPT TO: students@external.org
B. MAIL FROM: accounts@example.com RCPT TO: sales@biz.example.com
C. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

D. MAIL FROM: support@example.org RCPT TO: marketing@example.com

Suggested Answer: BD

Community vote distribution
CD (50%) IED)

B & eccert 7 months, 2 weeks ago

Selected Answer: BD

| am sorry, correcting my vote BD is correct.
upvoted 1 times

B & eccert 7 months, 2 weeks ago

Selected Answer: CD

Cand D is correct
upvoted 1 times
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Question #11 Topic 1

A mail user wants the ability to subscribe or publish to and from their FortiMail calendar using Thunderbird as their mail user agent (MUA).
What information does this mail user need from their webmail User Preferences section?

A. Free busy URL
B. Message tags
C. Service URLs

D. Secondary account configurations

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #12 Topic 1

Which SMTP command lists the supported SMTP service extensions of the recipient MTA?

A. VRFY
B. HELO
C. DATA
D. EHLO

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #13 Topic 1

Refer to the exhibit.

FortiSandbox Inspection @D Statistics..

FortiSandbox type Appliance m Enhanced Cloud
Region Global -
Test Connection
Notification email user l@example.com
Statistics interval 5 {minutes)
Scan timeout 30 (minutes)
Scan result expiresin 60 (minutes)

What does the Scan timeout value configure?

A. How often the local scan results cache will expire on FortiMail
B. How often FortiMail will query FortiSandbox for a scan result
C. How long FortiMail will wait for a scan result from FortiSandbox

D. How long FortiMail will wait to send a file or URI to FortiSandbox

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #14 Topic 1

While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using policy ID 1:2:0:SYSTEM.
What are two possible reasons why the third policy ID value is 0? (Choose two.)

A. Outbound email is being rejected.
B. There are no access delivery rules configured for outbound email.
C. There are no outgoing recipient policies configured.

D. IP policy ID 2 has the exclusive flag set.

Suggested Answer: CD

Currently there are no comments in this discussion, be the first to comment!



Question #15 Topic 1

Refer to the exhibit, which displays an encryption profile configuration.

Encryption Profile

Name IBE_Push
Comment

Protocol IBE

IBE Configuration

Access method
Maximum size (KB) for Push method
Encryption algorithm

Action on failure

Push

1024

AES 256
Enforce TLS

L)
e

What happens if the attachment size of an IBE email exceeds 1024 KB?

A. AES 256 will be used.
B. TLS will be used.

C. Pull delivery will be used.

D. The email message will not be delivered.

Suggested Answer: B

Community vote distribution

C (100%)

© & ANDY1313 5 months, 4 weeks ago

Selected Answer: C

If the attachment exceeds the limit, the Pull method will be used.

upvoted 3 times
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Question #16 Topic 1

Which two antispam techniques query FortiGuard for rating information? (Choose two.)

A. SURBL

B. URL filter

C. IP reputation
D. DNSBL

Suggested Answer: BC

Currently there are no comments in this discussion, be the first to comment!



Question #17 Topic 1

Refer to the exhibit, which displays an access control rule.

Access Control Rule

Status «©

Sender User Defined -
"@example.com

Recipient User Defined -

Source IP/Netmask -
10.0.1.100/32

Reverse DNS pattern
® Regular Expression

Authentication status | Any b

TLS prohle --Mone-- v 4+ =
Action Relay )
Comment

What are two expected behaviors for this access control rule? (Choose two.)

A. Senders must be authenticated to match this rule.
B. Emails must be sent from the 10.0.1.0/24 subnet.
C. Email matching this rule will be relayed.

D. Email must originate from an example.com email address.

Suggested Answer: CD

Currently there are no comments in this discussion, be the first to comment!



