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Question #1 Topic 1

An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that FortiGate sends
DPD probes only when there is no inbound traffic.
Which DPD mode on FortiGate meets this requirement?

A. Enabled
B. On Idle
C. Disabled

D. On Demand

Correct Answer: B

E & Keep_Learning23 2 months ago

The DPD mode on FortiGate that meets the requirement of sending DPD probes only when there is no inbound traffic is On Idle.
The correct answer is B. On Idle.

FortiGate DPD Modes Explained
On Idle — This mode sends DPD probes when no traffic (inbound or outbound) is detected on the tunnel for a configured period. This directly
addresses the requirement of detecting a dead tunnel when no inbound traffic is present.

Enabled — This mode sends DPD probes periodically, regardless of traffic activity.
Disabled — DPD is completely turned off.

On Demand — This mode sends a DPD probe only when the FortiGate needs to send traffic but the Phase 2 tunnel is not yet up. This is usually to
initiate the connection.
upvoted 2 times

© & UAW 2 months, 3 weeks ago

Hi, has someone already sit this exam? If yes tell me how it went. Thanks.
upvoted 4 times

& & Almylle 3 months, 3 weeks ago

Dead Peer Detection (DPD) in FortiGate has several modes, and the requirement is to send DPD probes only when there is no inbound traffic.
A. Enabled: Sends DPD probes at regular intervals, regardless of traffic. (Does not meet the requirement.)

B. On Idle: Sends DPD probes only when no traffic is detected for a certain time. (Fits the requirement perfectly.)

C. Disabled: No DPD probes are sent. (Does not meet the requirement.)

D. On Demand: Sends DPD probes only when needed (but not strictly tied to inbound traffic absence). (Less precise than "On Idle.")

Thus, "On Idle" (B) is the correct mode for sending DPD probes only when there is no inbound traffic.
upvoted 1 times

B & camilaRachel 3 months, 3 weeks ago

Selected Answer: B

FortiGate solo envia sondas DPD cuando no hay trafico entrante.
upvoted 2 times

B & diogo13 3 months, 3 weeks ago
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Selected Answer: D

On Demand : "FortiGate sends DPD probes if there is only outbound traffic through the tunnel, but no inbound."
upvoted 3 times

B & KhanBR 3 months, 4 weeks ago

About DPD on IPsec VPN :

Disable: Disable Dead Peer Detection.
On-idle: Trigger Dead Peer Detection when no IPsec traffic is received.
On-demand: Trigger Dead Peer Detection when no IPsec traffic is received AND FortiGate has been sending IPsec traffic. On-demand is the default
setting.
upvoted 2 times

B & moisescs1234 3 months, 4 weeks ago

Selected Answer: B

B is Correct!

Study Guide Page 380 - Phase 1—Network—Dead Peer Detection (DPD)
Three modes:
+ On Demand: DPD probes are sent when there is no inbound traffic
*+ 0n Idle: DPD probes are sent when there is no traffic *
« Disabled: only reply to DPD probes—don’t send probes
upvoted 2 times

B & fizzer 3 months ago
Your definition of "On Demand"
+ On Demand: DPD probes are sent when there is no inbound traffic

The question
The requirement is that FortiGate sends DPD probes only when there is no inbound traffic.

Option D
On Demand

How did you arrive at B?
upvoted 1 times

B & Farikou 4 months, 2 weeks ago

Selected Answer: D

D is Correct
upvoted 2 times

& & miraculousboy 5 months ago

Selected Answer: D

StudyGuide:
OnDeman: probes are sent when there is no INBOUND Traffic
upvoted 3 times


https://www.examtopics.com/user/KhanBR/
https://www.examtopics.com/user/KhanBR/
https://www.examtopics.com/user/KhanBR/
https://www.examtopics.com/user/moisescs1234/
https://www.examtopics.com/user/moisescs1234/
https://www.examtopics.com/user/moisescs1234/
https://www.examtopics.com/user/fizzer/
https://www.examtopics.com/user/fizzer/
https://www.examtopics.com/user/fizzer/
https://www.examtopics.com/user/Farikou/
https://www.examtopics.com/user/Farikou/
https://www.examtopics.com/user/Farikou/
https://www.examtopics.com/user/miraculousboy/
https://www.examtopics.com/user/miraculousboy/
https://www.examtopics.com/user/miraculousboy/

Question #2 Topic 1

Which two statements about equal-cost multi-path (ECMP) configuration on FortiGate are true? (Choose two.)

A. If SD-WAN is disabled, you can configure the parameter v4-ecmp-mode to volume-based.
B. If SD-WAN is enabled, you can configure routes with unequal distance and priority values to be part of ECMP.
C. If SD-WAN is disabled, you configure the load balancing algorithm in config system settings.

D. If SD-WAN is enabled, you control the load balancing algorithm with the parameter load-balance-mode.

Correct Answer: AD

E & Almylle 3 months, 3 weeks ago
C and D are correct
upvoted 1 times

E & KhanBR 3 months, 4 weeks ago
Correct answer: CD
If SD-WAN is enabled, the above option is not available and ECMP is configured under the SD-WAN settings

https://docs.fortinet.com/document/fortigate/7.6.3/administration-guide/25967/equal-cost-multi-path
upvoted 1 times

B & Kaphaso 4 months ago
Volume-Based not support with ECMP
https://docs.fortinet.com/document/fortigate/7.6.3/administration-guide/25967/equal-cost-multi-path
upvoted 2 times

B & raptuz 4 months ago
if SDWAN is disable, the configuration of ECMP is on config system settings and volume option is not availablet, if SDWAN is enable, ECMP is on
config system sd-wan -> load-balance-mode and is it possibile to configure the volume option
upvoted 2 times
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Question #3 Topic 1

You have created a web filter profile named restrict_media-profile with a daily category usage quota.
When you are adding the profile to the firewall policy, the restrict_media-profile is not listed in the available web profile drop down.
What could be the reason?

A. The firewall policy is in no-inspection mode instead of deep-inspection.
B. The inspection mode in the firewall policy is not matching with web filter profile feature set.
C. The web filter profile is already referenced in another firewall policy.

D. The naming convention used in the web filter profile is restricting it in the firewall policy.

Correct Answer: B

E & GaelDias 3 months, 2 weeks ago

B - he inspection mode in the firewall policy is not matching with web filter profile feature set.
upvoted 2 times
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Question #4 Topic 1

Refer to the exhibit.

HQ-NGFW-1 # diagnose test application ipsmonitor 1
pid = 2044, engine count = 0 (+1)
0 - pid:2074:2074 cfg:1 master:0 run:1l

As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. There is a no firewall policy configured with an IPS security profile.
B. FortiGate entered into IPS fail open state.
C. Administrator entered the command diagnose test application ipsmonitor 5.

D. Administrator entered the command diagnose test application ipsmonitor 99.

Correct Answer: A

B & GaelDias RO 3 3 months, 2 weeks ago

A. There is a no firewall policy configured with an IPS security profile.
upvoted 5 times

& & Keep_Learning23 2 months ago
The exhibit shows the output of the FortiGate command "diagnose test application ipsmonitor 1°.
The output is:
pid = 2044, engine count = 0 (+1)
0 - pid:2074:2074 cfg:1 master:0 run:1

The key piece of information here is: **"engine count = 0 (+1)**

This output indicates that the FortiGate is not currently running any **IPS engine worker processes**. It shows a count of "0 engines, with an intent
to start "(+1)" engine for the test.

In a normal operational state, a FortiGate will start a number of IPS engines based on the number of available CPU cores (if IPS is enabled in a
policy). If the IPS engine count drops to zero, it often suggests that the FortiGate has stopped the IPS inspection process for an emergency reason,
which is usually a state known as **IPS fail-open**.

The correct reason for this output is:

**B. FortiGate entered into IPS fail open state.**

upvoted 4 times


https://www.examtopics.com/user/GaelDias/
https://www.examtopics.com/user/GaelDias/
https://www.examtopics.com/user/GaelDias/
https://www.examtopics.com/user/Keep_Learning23/
https://www.examtopics.com/user/Keep_Learning23/
https://www.examtopics.com/user/Keep_Learning23/

Question #5 Topic 1

Refer to the exhibit.

Exempt from SSL Inspection

Reputable websites 0 (B

Web categories Finance and Banking x
Health and Wellness x

Addresses B adobe x
B Adobe Login x
B android o
o] apple »
K appstore x

The predefined deep-inspection and custom-deep-inspection profiles exclude some web categories from SSL inspection, as shown in the exhibit.
For which two reasons are these web categories exempted? (Choose two.)

A. The FortiGate temporary certificate denies the browser’s access to websites that use HTTP Strict Transport Security.
B. These websites are in an allowlist of reputable domain names maintained by FortiGuard.
C. The resources utilization is optimized because these websites are in the trusted domain list on FortiGate.

D. The legal regulation aims to prioritize user privacy and protect sensitive information for these websites.

Correct Answer: AD

B & fizzer 3 months ago
The question asks 2 reasons why the "Web Categories" show in the exhibit are exempt. The Fortinet Institute training slide lists 2 reasons (Problems
with Traffic and Legal Issues) and the notes in the training use HSTS as example of "Problems with traffic"

There are 3 ways to exempt from SSL Inspection - Reputable websites, Web categories and Addresses

Reasons option B is wrong
The question asks "why do we need to exempt" not "how do we exempt"
The question is directed at the "Web category" section not the "Reputable website" section
The reputable website option is not even toggled on in the exhibit
upvoted 3 times

B & fernansiuce 3 months, 2 weeks ago
observacion
upvoted 1 times

B & KhanBR 3 months, 3 weeks ago

FortiGate's temporary SSL certificate may cause access denial to sites using HTTP Strict Transport Security (HSTS), so such sites are exempted from
deep SSL inspection.

Legal regulations require exemption of certain categories to protect user privacy and sensitive information, so these web categories are excluded
from SSL inspection.
upvoted 2 times

B & f9ed0af 3 months, 3 weeks ago

Selected Answer: BD

FortiGuard has a list of trusted domains which are exempt from SSL inspection.
upvoted 1 times

B & a300143 3 months, 2 weeks ago
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Reputable websites is not enabled for this SSL inspection exempt.
Therefore C, D are valid options.
upvoted 1 times



Question #6 Topic 1

Refer to the exhibit.

Profile Name <

Monitoring_Access
NOC _Access

prof_admin

super_admin

The NOC team connects to the FortiGate GUI with the NOC_Access admin profile. They request that their GUI sessions do not disconnect too early
during inactivity.
What must the administrator configure to answer this specific request from the NOC team?

A. Move NOC_Access to the top of the list to ensure all profile settings take effect.
B. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.
C. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access

D. Increase the admintimeout value under config system accprofile NOC_Access.

Correct Answer: D

B & a300143 3 months, 2 weeks ago
D is incorrect because it grants super admin privilege to NOC user access
upvoted 1 times

B & KhanBR 3 months, 3 weeks ago
B is correct
Especific for GUI configuration, not CLI.
upvoted 1 times

& & Almylle 3 months, 3 weeks ago

B for GUI is correct
upvoted 1 times

B & f9ed0af 3 months, 4 weeks ago
The question clearly says GUI and shows the Profiles in the GUI; hence the answer is B. Although D is correct for CLI.
upvoted 2 times

B & Kaphaso 4 months ago
For Me, the answer B and D are correct are correct.
The two action lead to the same result.
B =GUI
D=CLI
upvoted 2 times
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Question #7 Topic 1

Refer to the exhibit.

config system global

set av-failopen one-shot
end
config ips global

set fail-open enable
end

Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode? (Choose two.)

A. Administrators cannot change the configuration.
B. FortiGate skips quarantine actions.
C. Administrators must restart FortiGate to allow new session.

D. FortiGate drops new sessions requiring inspection.

Correct Answer: BD

B & fizzer [FNALGL D 3 months ago
Selected Answer: AB

A & B are correct

When FortiGate enters conserve mode

A - System configuration cannot be changed because of the IPS Global configuration "fail-open enabled"
B - FortiGate skips quarantine actions - again because of the IPS Global configuration "fail-open enabled"
C & D are wrong

C - This is a misdirection because FortiGate already Allows new sessions but does not perform any inspection on them when in Conserve mode with
these 2 settings (failopen enabled & av-failopen onshot) - performance over security, FG will only start to drop new session and require a restart when
it enters Extreme mode

D - Again with the 2 settings, FG does not drop new sessions requiring inspection, it allows them without inspecting them
upvoted 7 times

B & 19e1af9 4 months, 1 week ago
A and B are corrects.
upvoted 5 times

B & UAW 3 months, 1 week ago

The question is based on the exhibit, that's why the good answer is BD. If the question was "What will happend to the FW in conserve mode then the
answer is A"
upvoted 1 times

& & fizzer 3 months ago
The question does say "when FortiGate enters conserve mode”
| believe when "FortiGate enters Conserve mode", it also means "FortiGate is now in Conserve mode"
upvoted 1 times

© & UAW 2 months, 3 weeks ago
You are right...the correct answer is then AB.
upvoted 2 times
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E & emmanuelsori 3 months, 2 weeks ago
If I have to choose two answers, | suggest A and D.
upvoted 1 times

& & Almylle 3 months, 3 weeks ago
av-failopen one-shot: This setting means that when the system enters conserve mode (due to high resource usage), the antivirus (AV) engine will skip
inspection for new sessions (fail-open behavior) but will drop existing sessions that were being inspected. This can lead to dropping new sessions
requiring inspection (D) if the system is overwhelmed.

ips global fail-open enable: This setting allows the IPS engine to bypass inspection (fail-open) when resources are low, which implies that quarantine
actions (typically part of IPS) may be skipped. Thus, FortiGate skips quarantine actions (B).
upvoted 2 times
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Question #8 Topic 1

What is the primary FortiGate election process when the HA override setting is enabled?

A. Connected monitored ports > Priority > HA uptime > FortiGate serial number
B. Connected monitored ports > Priority > System uptime > FortiGate serial number
C. Connected monitored ports > HA uptime > Priority > FortiGate serial number

D. Connected monitored ports > System uptime > Priority > FortiGate serial number

Correct Answer: A

© & mugisharobert7346 2 months, 3 weeks ago

when the HA override setting is enabled on a FortiGate cluster, the primary unit election process changes significantly. the goal of this setting is to
ensure that a specific pre-determined FortiGate unit becomes the primary, even if another unit has been online for longer. essentially enabling HA
override forces the cluster to prioritize the device priority setting above all other tie-breakers except the number of connected monitored interfaces.
this is to ensure the unit with the highest priority is always the primary, which is useful for situations like firmware upgrades where you want a specific
unit to take over

upvoted 2 times

E & LuisErnesto 3 months, 1 week ago

Selected Answer: A

Primary unit selection criteria when override is enabled (MPUS):

The device that has a higher number of operationally UP Monitored interfaces (M).
The device that has the highest Priority (P).

A device that has the highest HA Uptime, not the unit uptime (U)

The device that has the highest Serial Number (S).

https://community.fortinet.com/t5/FortiGate/Technical-Tip-FortiGate-HA-Primary-unit-selection-process-when/ta-p/249745
upvoted 3 times

B & UAW 3 months, 2 weeks ago

Selected Answer: A

Override Enabled: MPUS (highest Monitored ports, Priority, ha Uptime, Serial nr)

Override Disabled: MUPS (highest Monitored ports, ha Uptime, Priority, Serial nr)

https://community.fortinet.com/t5/FortiGate/Technical-Tip-FortiGate-HA-Primary-unit-selection-process-when/ta-p/249745
upvoted 2 times

B & Almylle 3 months, 3 weeks ago
When HA override is enabled, the FortiGate HA election process follows this order:
Connected monitored ports - The device with the most monitored interfaces up becomes primary.
Priority - If monitored ports are equal, the higher priority (lower numerical value) wins.
System uptime - If priority is equal, the unit with the longer uptime becomes primary.
FortiGate serial number - Used as a tiebreaker if all else is equal.
Why the other options are incorrect:
A & Cincorrectly include "HA uptime" (not a factor in the election process).

D reverses Priority and System uptime, which is incorrect.

Correct Answer: B
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upvoted 1 times

& & Almylle 3 months, 3 weeks ago
CORRECTION****

THE ANSWER IS A: FROM THE PDF OF FGT 7.6

If the HA override setting is enabled, the priority is considered before the HA uptime
upvoted 2 times

& & 833685d 3 months, 4 weeks ago
Selected Answer: B
correct answer B
upvoted 1 times

& & f9ed0af 3 months, 4 weeks ago

Selected Answer: A

Ais correct; check the guide on pg 495 of FCP 7.6, it says: 'If the HA override setting is enabled, the priority is considered before the HA uptime'
upvoted 4 times

& & 833685d 3 months, 4 weeks ago

Selected Answer: A

Ha uptime
upvoted 2 times

& & 19e1af9 4 months ago

Selected Answer: B

Wrong, correct answer B, Fortigate use System Uptime, not HA uptime when override is enabled.
upvoted 3 times
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Question #9 Topic 1

An administrator wanted to configure an IPS sensor to block traffic that triggers a signature set number of times during a specific time period.
How can the administrator achieve the objective?

A. Use IPS group signatures, set rate-mode 60.
B. Use IPS packet logging option with periodical filter option.
C. Use IPS filter, rate-mode periodical option.

D. Use IPS filter, rate-mode periodical option.

Correct Answer: C

& & charly1103 1 month ago
| think the D is: Use IPS signatures, rate-mode periodical option.
upvoted 3 times

B & fizzer 3 months, 1 week ago
CorD
One of the options should be "Use IPS signature, rate-mode periodical"
IPS filters do not have the rate-based setting option only IPS signatures do
upvoted 3 times

B & Cloudyai 4 months, 2 weeks ago

Selected Answer: C

why are both C and D the same?
upvoted 3 times
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Question #10 Topic 1

A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
Which protocol must FortiGate allow even though the user cannot authenticate?

A. LDAP
B. TACASC+
C. Kerberos

D. DNS

Correct Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #11 Topic 1

Refer to the exhibit, which shows a partial configuration from the remote authentication server.

Attribute Value Vendor Actions

Fortinet-Group-Name Training Fortinet g R

Why does the FortiGate administrator need this configuration?

A. To set up a RADIUS server Secret.
B. To authenticate Any FortiGate user groups.
C. To authenticate and match the Training OU on the RADIUS server.

D. To authenticate only the Training user group.

Correct Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #12 Topic 1

Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

SD-WAN Zones SD-WAN Rules Performance SLAs

Volume Sessions

Download

® portd
® porté
® port2
® port3

+ Create new « | | €@ Q0 Search

Interface =
O 8 & virtual-wan-link
& Underlay
O R overlay

Based on the exhibit, which statement is true?

A. The Underlay zone is the zone by default.
B. The Underlay zone contains no member.
C. port2 and port3 are not assigned to a zone.

D. The virtual-wan-link and overlay zones can be deleted.

Correct Answer: A

B & f9ed0af 3 months, 4 weeks ago

Only correct answer is B; Underlay is not a default zone. It is user defined and not active.
upvoted 1 times

B & efellows 4 months, 2 weeks ago

Selected Answer: B

Answer is B. In red it has no members.
upvoted 2 times
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Question #13 Topic 1

Which three statements explain a flow-based antivirus profile? (Choose three.)

A. FortiGate buffers the whole file but transmits to the client at the same time.

B. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection.
C. If avirus is detected, the last packet is delivered to the client.

D. Flow-based inspection optimizes performance compared to proxy-based inspection.

E. The IPS engine handles the process as a standalone.

Correct Answer: ABD

B & fizzer LML D 3 months ago
Selected Answer: ABD

Ais correct

The IPS Engine buffers the packets and sends them to the client at the same time

When the last packet arrives, the IPS engine buffers it, but do not send it to the client

Upon arrival of the last packet, it reassembles the data and send it to the Antivirus Engine for scanning

If the Antivirus Engines reports back that the data is clean, the IPS Engine sends the last packet to client

If Antivirus Engine said virus exists, the IPS engine sends reset packet to the client instead of the last packet

E is wrong

The IPS Engine does not handle the process all by itself stand alone
It sends the assembled data to the Antivirus Engine for scanning
upvoted 9 times

G & 19e1af9 3 months, 4 weeks ago

Corrects answers are B, D, E
upvoted 6 times

© & Mr_CAMARA [ZEIZZE) 1 month, T week ago

B is correct : Flow-based mode combines some of the detection techniques of proxy-based mode, but operates at the flow level rather than the full
session level.

D is correct : Flow-based mode is more efficient because it analyzes packets “on the fly” without having to buffer the entire file, unlike proxy-based

Eis correct : In flow-based mode, it is the FortiGate IPS engine that also manages the antivirus functions, so the processing is done in this engine,
without the proxy.

Alis incorrect : This is the behavior of proxy-based mode, not flow-based.
upvoted 1 times
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Question #14 Topic 1

Refer to the exhibit.

Application and Filter Overrides

| + Create New |

Priority Details Type Action
1 & ABC.Com Application @ Allow
2 22N excessive-Bandwidth  Filter ® Block
(2]

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow. This application
control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall policy. To test the
configuration, the administrator accessed the ABC.Com web site several times.

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Com Type is set as Application instead of Filter.
B. The ABC.Com is configured under application profile, which must be configured as a web filter profile.
C. The ABC.Com Action is set to Allow.

D. The ABC.Com is hitting the category Excessive-Bandwidth.

Correct Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #15 Topic 1

Which two statements describe characteristics of automation stitches? (Choose two.)

A. Actions involve only devices included in the Security Fabric.
B. An automation stitch can have multiple triggers.
C. Multiple actions can run in parallel.

D. Triggers can involve external connectors.

Correct Answer: CD

O & 8924ecf ([[TIIEEELY 2 months, 3 weeks ago
consist of one trigger and multiple actions
no need of security fabric (in case it exist only created on the root)
can run in parallel
upvoted 5 times

G & fizzer [IEIEEEE) 3 months ago

Actions can be configured to run in parallel

Triggers can involve external elements like webhooks
upvoted 3 times

E & a300143 3 months, 2 weeks ago
An automation stitch can have only one trigger and one or more actions. A trigger can have many events.
upvoted 1 times

& & Almylle 3 months, 1 week ago
The question ask for 2 answers
upvoted 2 times

B & 19e1af9 4 months, 1 week ago
B and C: You can configure multiple triggers to initiate the same automation stitch in FortiGate. FortiGate automation stitches allow multiple actions (
to be executed simultaneously when the stitch is triggered.
upvoted 1 times
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Question #16 Topic 1

Which three statements about SD-WAN performance SLAs are true? (Choose three.)

A. They rely on session loss and jitter.

B. They can be measured actively or passively.

C. They are applied in a SD-WAN rule lowest cost strategy.
D. They monitor the state of the FortiGate device.

E. All the SLA targets can be configured.

Correct Answer: ABE

© & ibram2004 [[ITTEEELY | month, 3 weeks ago

it is not session loss it is called packet loss
upvoted 5 times

O & 4584ff0 [[IELE) 1 month, 1 week ago
According to the study guide online: "the performance SLA uses SLA targets with some SD-WAN rule strategies, like Lowest Cost (SLA)" and in
addition "FortiGate performance SLAs monitor the state of each member - whether it is alive or dead - and measures the member packet los, latency,
and jitter". so it is packet loss not session loss.
upvoted 3 times

E & padelis71 3 months ago

ABE ARE THE CORRECT ASNWERS

upvoted 3 times
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Question #17 Topic 1

Which two statements are true about an HA cluster? (Choose two.)

A. An HA cluster cannot have both in-band and out-of-band management interfaces at the same time.
B. Link failover triggers a failover if the administrator sets the interface down on the primary device.
C. When sniffing the heartbeat interface, the administrator must see the IP address 169.254.0.2.

D. HA incremental synchronization includes FIB entries and IPsec SAs.

Correct Answer: BD

B & 8924ecf 2 months, 3 weeks ago

if there is a problem in ha link you would not see the ip of the secondary...
upvoted 2 times

B & fizzer 3 months ago

"Incremental synchronization also synchronizes other dynamic configuration information such as the DHCP server address lease database, routing
table updates, IPsec SAs, MAC address tables, and so on."

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Types-of-HA-Sync/ta-p/197135

The training guide also confirms this

"HA propagates more than just configuration details. Some runtime data, such as DHCP leases and FIB entries, are also synchronized."
upvoted 3 times

E & Kaphaso 3 months, 3 weeks ago

Selected Answer: BC

HA incremental sync include only the configuration change, so the answer C it's not totaly good. And we can configure the management interface in-
band and Out of band.
So the correct answer is B and C

upvoted 1 times
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Question #18 Topic 1

A network administrator enabled antivirus and selected an SSL inspection profile on a firewall policy.

When downloading an EICAR test file through HTTP, FortiGate detects the virus and blocks the file. When downloading the same file through
HTTPS, FortiGate does not detect the virus and does not block the file, allowing it to be downloaded.

The administrator confirms that the traffic matches the configured firewall policy.

What are two reasons for the failed virus detection by FortiGate? (Choose two.)

A. The selected SSL inspection profile has certificate inspection enabled.
B. The website is exempted from SSL inspection.
C. The El CAR test file exceeds the protocol options oversize limit.

D. The browser does not trust the FortiGate self-signed CA certificate.

Correct Answer: BD

E & Kaphaso 3 months, 3 weeks ago
A and B are corerct
upvoted 1 times

B & 19e1af9 4 months ago
A and B are correct, the encrypted traffic will not be inspected in HTTPS without deep inspection , the website could be place in a whitelist to be
exempted.
upvoted 2 times
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Question #19 Topic 1

You have configured the below commands on a FortiGate.

config system settings
set strict-src-check enable
end

Config system interface
edit portl

sat src-check disable
next

end

What would be the impact of this configuration on FortiGate?

A. FortiGate will enable strict RPF on ail its interfaces and port1 will be enable for asymmetric routing.
B. FortiGate will enable strict RPF on all its interfaces and port1 will be exempted from RPF checks.
C. Port1 will be enabled with flexible RPF, and all other interfaces will be enabled for strict RPF

D. The global configuration will take precedence and FortiGate will enable strict RPF on all interfaces.

Correct Answer: B

B & f9ed0af 3 months, 4 weeks ago

Selected Answer: B

First command enables RPF globally and second command makes port 1 exempt from the RPF checks.
upvoted 4 times
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Question #20 Topic 1

Refer to the exhibit.
Edit SSL/SSH Inspection Profile

Protecting S5L Server

Inspection method SSL Certificate Inspection EETIRSTRTES SRl

CA certificate ¥ Fortinet_CA_SSL * & Download
Blocked certificates {1 Allow m = View Biocked Certificates
Untrusted SSL certificates Allow IS Ignore = View Trusted CAs List
Server certificate SNI check (o Enable RIS E Disable

What would be the impact of these settings on the Server certificate SNI check configuration on FortiGate?

A. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN fields.
B. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.
C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.

D. FortiGate will close the connection if the SNI does not match the CN and SAN fields

Correct Answer: D

E & yamahaforti 1 week, 1 day ago
If you let Google NotebookLM analyze these two PDF files in separate notebooks, the answer is D: FortiGate will close the connection if the SNI does
not match the CN and SAN fields:

FortiGate_7.6_Administrator_Study_Guide-Online.pdf
FortiGate_Security_7.2_Study_Guide-Online.pdf

If you include the explanation about SNI from the FortiOS 7.6.3 GUI, it will still give you option D as the correct one.

However, if you ask Copilot, Gemini, or Grok, all of them will say that C is correct. They choose the sentence with “or” as the correct one.

| select D, but not that I'm certain!
upvoted 2 times

B & 8924ecf 2 months, 3 weeks ago
study guide p.264
upvoted 3 times

E & UAW 3 months, 1 week ago
SNI-server-cert-check
Enable: Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. If mismatched, use the CN in the server
certificate to do URL filtering.
Strict: Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. If mismatched, close the connection.
Disable: Do not check the SNI in the client hello message with the CN or SAN fields in the returned server certificate.
upvoted 3 times

& & Cloudyai 4 months, 2 weeks ago

Selected Answer: C

option C and D are the same
upvoted 2 times

& & mirko1976 4 months, 1 week ago
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C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.
D. FortiGate will close the connection if the SNI does not match the CN and SAN fields

are not the same. Option C CN or SAN Option D CN and SAN

There is a logical and | or
upvoted 3 times



Question #21 Topic 1

A new administrator is configuring FSSO authentication on FortiGate using DC Agent Mode.
Which step is NOT part of the expected process?

A. The DC agent sends login event data directly to FortiGate.
B. The user logs into the windows domain.
C. The collector agent forwards login event data to FortiGate.

D. FortiGate determines user identity based on the IP address in the FSSO list.

Correct Answer: C

B & 19etaf9 4 months, 1 week ago
The DC agent do not send logs directly to fortigate, it's the collector who sent logs.
upvoted 9 times

© & UAW 3 months, 1 week ago
So why do you chose "A" as answer? It should be "C"
upvoted 1 times

E & UAW 3 months, 1 week ago
Answer is "A". My apologies!
upvoted 1 times

G & Almylle [ZEIEEE) 3 months, T week ago
Correct answer is A, we should to read propertly the question !
upvoted 2 times

© & UAW 3 months, 1 week ago
Sorry | was wrong The answer is "A". | did not read the question properly. Q: Which step is NOT part of the expected process? Answer is: A.
upvoted 2 times

B & UAW 3 months, 1 week ago
The answer is "C" 100%. In Fortinet's Fortinet Single Sign-On (FSS0) system, when using DC Agent mode, the process involves two main agents: the
DC Agent and the Collector Agent. The DC Agent, installed on Domain Controllers, monitors user logon events and sends this data to the Collector
Agent. The Collector Agent then receives this information and forwards it to the FortiGate firewall, which uses it to identify users based on their IP
addresses.
upvoted 1 times
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Question #22 Topic 1

A network administrator is reviewing firewall policies in both Interface Pair View and By Sequence View. The policies appear in a different order in
each view.
Why is the policy order different in these two views?

A. Policies in Interface Pair View are prioritized by security levels, while By Sequence View strictly follows the administrator’s manual ordering.
B. By Sequence View groups policies based on rule priority, while Interface Pair View always follows the order of traffic logs.
C. The firewall dynamically reorders policies in Interface Pair View based on recent traffic patterns, but By Sequence View remains static.

D. Interface Pair View sorts policies based on matching interfaces, while By Sequence View shows the actual processing order of rules.

Correct Answer: D

E & padelis71 3 months ago

Selected Answer: D

D Correct
upvoted 3 times
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Question #23 Topic 1

An administrator notices that some users are unable to establish SSL VPN connections, while others can connect without any issues.
What should the administrator check first?

A. Ensure that the affected users are using the correct port number.
B. Ensure that user traffic is hitting the firewall policy.
C. Ensure that forced tunneling is enabled to reroute all traffic through the SSL VPN

D. Ensure that the HTTPS service is enabled on SSL VPN tunnel interface

Correct Answer: B

B & 8924ecf 2 months, 3 weeks ago
b is not because there is no user traffic if they are not connecting before
upvoted 2 times

B & fizzer 3 months ago

Selected Answer: A

Question is a bit vague, and the options are too, but | will feel comfortable with option A

-Option A is very specific to the question "Ensure that the affected users"
-The Fortinet Institute training lists option A as best practice/troubleshooting hints
-Option B sounds generic - "Ensure that user traffic" - and sounds more like something you would do if all users are affected, not some users like the
question indicates
upvoted 2 times

E & monben 3 months, 2 weeks ago

Selected Answer: A

| believe this is A
upvoted 3 times
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Question #24 Topic 1

Refer to the exhibit.

Edit Address
MName Fortinet
Color & Change
Interface = port2 -
Type i -
FQDN www.fortinet.com
Routing configuration
Comments Write a comment... —

An administrator has created a new firewall address to use as the destination for a static route.
Why is the administrator not able to select the new address in the Destination field of the new static route?

A. In the new static route, the administrator must select Named Address.
B. In the new firewall address, the FQDN address must first beresolved.
C. In the new static route, the administrator must first set the interface to port2.

D. In the new firewall address, Routing configuration must be enabled.

Correct Answer: D

B & 8924ecf 2 months, 3 weeks ago

D must exist before A
upvoted 3 times

B & fizzer 3 months ago

Correct answer is D

Yes you need to select the named Address option in the static route configuration, but the object name in the exhibit will not be available in the drop
down until the Routing configuration is toggled on in the exhibit configuration
upvoted 3 times

B & padelis71 3 months ago

Selected Answer: A

Alis correct
upvoted 1 times
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Question #25 Topic 1

FortiGate is operating in NAT mode and has two physical interfaces connected to the LAN and DMZ networks respectively.
Which two statements about the requirements of connected physical interfaces on FortiGate are true? (Choose two.)

A. Both interfaces must have the interface role assigned.
B. Both interfaces must have directly connected routes on the routing table.
C. Both interfaces must have DHCP enabled and interfaces set to LAN and DMZ roles assigned.

D. Both interfaces must have IP addresses assigned.

Correct Answer: BD

B & 8924ecf [TITTERL S 2 months, 3 weeks ago
the role is not a must, a route must exist if directly connected
upvoted 5 times

O & 9ef1914 [IEIIE) 1 month, 1 week ago

Ais wrong: Interface roles (LAN, WAN, DMZ) are not functional requirements.

They are logical or administrative labels used only for organization and visibility in the GUI (for example, to group interfaces in the dashboard or
policy view).

If no role is assigned, the interface still works the same way.
Therefore, it is not a requirement, although it is considered a good practice to configure it.
upvoted 1 times

B & UAW 2 months, 3 weeks ago
BD is the correct answer.
You can assign an "Undefined" role or no role at all, and the interface will function.
upvoted 3 times

B & padelis71 3 months ago

Selected Answer: AD

AD correct
upvoted 2 times
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Question #26 Topic 1

When configuring a FortiGate in a multi-WAN setup, why would an administrator enable session preservation on an interface?

A. To allow the FortiGate to dynamically change interfaces for all active sessions when a WAN link fails
B. To make sure all sessions without source NAT enabled always use the primary WAN link
C. To improve security by forcing users to authenticate again when the WAN link changes

D. To ensure that existing SSL VPN connections remain on the same interface even if route changes occur

Correct Answer: D

E & padelis71 3 months ago

D correct
upvoted 1 times
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Question #27 Topic 1

You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You can turn off IKE fragmentation to fix large certificate negotiation problems.
B. You should use IPsec to solve issues with fragment drops and large certificate exchanges.
C. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).

D. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.

Correct Answer: AC

B & fizzer [FNALGL D 3 months ago
Selected Answer: CD

Question is misleading, C & D are listed in the Training material

The training is basically trying to point out the advantage of FortiGate's SSL VPN over IPSec VPN in situation where issues are caused by an
intermediate device

C - IPsec uses ESP and UDP 500 and 4500, so where these are blocked, SSL VPN tunnel mode shines because it uses HTTPS (443) and TLS by default
(both TCP)

D - Again where UDP ports are blocked, SSL VPN shines (Tunnel mode Hub and Spoke) because it does not use UDP

A & B - IKE Fragmentation is an IPSec VPN thing, and yes if an intermediate device is dropping packets because of fragmentation, the solution is to
turn it off under the IKE phase configuration - this is does not happen is SSL VPN
upvoted 9 times

B & 9ef1914 [IELETAte) 1 month, 1 week ago

Even though it says IKE fragmentation, Fortinet's current exam guide uses it in a generic sense:
“Disable IKE fragmentation” — “avoid packet fragmentation during large certificate exchanges.”

Some intermediate devices break connections when packet fragmentation occurs during SSL or IKE negotiations.
Therefore, disabling fragmentation can prevent large certificate packets from being dropped in transit.

¢ In summary, even though IKE is part of IPsec, Fortinet considers that the same logic of avoiding fragmentation also applies to SSL VPN
environments, which is why option A is valid in the 7.6 exam.
upvoted 2 times

B & 4584ff0 1 month, 1 week ago
The statement makes more sense if instead of saying “SSL VPN" it said “IPsec VPN." As stated, none of the options is optimal. If the statement said
IPsec VPN, then options A and C would be correct.
upvoted 1 times

B & 19e1af9 4 months ago
| would say B and C, for me you can solve the issue by using IpSec
upvoted 3 times

& & Almylle 3 months, 3 weeks ago
Yep, i think the same B solved to overpass the connectivity problem for a moment
upvoted 1 times
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Question #28 Topic 1

Refer to the exhibit.

L
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Engineering
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L
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FortiGate has two separate firewall policies for Sales and Engineering to access the same web server with the same security profiles.
Which action must the administrator perform to consolidate the two policies into one?

A. Create an Aggregate interface that includes port1 and port2 to create a single firewall policy.
B. Select port1 and port2 subnets in a single firewall policy.
C. Replace port1 and port2 with the any interface in a single firewall policy.

D. Enable Multiple Interface Policies to select port1 and port2 in the same firewall policy.

Correct Answer: D

B & IreneFassi 1 month, 2 weeks ago

Selected Answer: D

the traffic comes from 2 interfaces so in the policy you need to put booth interfaces.

upvoted 1 times

B & 115178c 1 month, 2 weeks ago
Selected Answer: D

The correct answer should be "Create an Interface Group that includes port1 and port2 to create a single firewall policy" The closest answer is "D"
upvoted 2 times

B & UAW 1 month, 3 weeks ago

You need to enable Multiple Interface Policies in order to ta add two or more ports in the same firewall policy.
upvoted 4 times

B & 8924ecf 2 months, 3 weeks ago

to have multiple interface on source or destination, feature must be enabled , if you dont use zones
upvoted 3 times

B & fizzer 3 months ago

Question seems a bit stupid or incomplete

Consolidating the two policies will require 2 things hence 2 options

D & B or C & B - However, B is a common factor so | will go with B

D&B

Multiple Interface Feature will need to be enabled so that both port 1&2 can be added to the Incoming interface section of the single policy
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Both ports 1&2 subnets will also need to be added to the Source network section

C&B
Where multiple interface feature is not enabled, "any" can be specified in the Incoming interface section of the single policy

Then again Both ports 1&2 subnets will also need to be added to the Source network section
upvoted 1 times
B & padelis71 3 months ago
In a single policy, you can specify multiple source addresses/subnets.
This allows both Sales and Engineering networks to use the same policy.
upvoted 1 times


https://www.examtopics.com/user/padelis71/
https://www.examtopics.com/user/padelis71/
https://www.examtopics.com/user/padelis71/

Question #29 Topic 1

You have configured an application control profile, set peer-to-peer traffic to Block under the Categories tab, and applied it to the firewall policy.
However, your peer-to-peer traffic on known ports is passing through the FortiGate without being blocked.
What FortiGate settings should you check to resolve this issue?

A. FortiGuard category ratings
B. Application and Filter Overrides
C. Network Protocol Enforcement

D. Replacement Messages for UDP-based Applications

Correct Answer: C

B & fizzer [ROAGL D 3 months ago
Selected Answer: C

| agree with C

C allows you to specify a port number against well know services e.g HTTPS - "question says the port number is known"

When the Application sensor receives traffic on that port, the protocol decoder will try to determine if the received data matches the HTTPS traffic
In this case it will not match because it is P2P traffic, so this will class as violation and blocked

The protocol decoder also try to determine what type of traffic it is, and even if it could not figure out it is P2P traffic, it still count as a violation
because even though it does not know what it is, it knows for fact it is not HTTPS

B cannot help
It allows you to select known P2P applications or use a filter to select a group of them - "These are listed in the FW"
Question says this is a custom application on a custom port which means it is not in the list

upvoted 5 times

B & 8924ecf ([TEITRae) 2 months, 3 weeks ago

cannot see the word custom in question
upvoted 4 times

B & padelis71 3 months ago

Selected Answer: B

B correct
upvoted 2 times
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Question #30 Topic 1

When configuring firewall policies which of the following is true regarding the policy ID?

A. It is mandatory to provide a policy ID while creating a firewall policy regardless of GUI or CLI.
B. A firewall policy ID identifies the order of policy execution in firewall policies.
C. You can create a policy in CLI with policy ID 0.

D. A policy ID cannot be edited once a policy is created.

Correct Answer: D

E & 760ac40 2 weeks, 5 days ago
Site-A # conf firewall policy
Site-A (policy) # edit 4
Site-A (4) # get | grep policy
policyid : 4
Site-A (4) # set policyid 5
command parse error before 'policyid'
Command fail. Return code -61

D <- Correct
upvoted 1 times

B & padelis71 3 months ago

D correct
upvoted 1 times
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Question #31 Topic 1

Which two statements are correct when FortiGate enters conserve mode? (Choose two.)

A. FortiGate continues to run critical security actions, such as quarantine.
B. FortiGate refuses to accept configuration changes.
C. FortiGate halts complete system operation and requires a reboot to regain available resources.

D. FortiGate continues to transmit packets without IPS inspection when the fail-open global setting in IPS is enabled.

Correct Answer: BD

B & 8924ecf 2 months, 3 weeks ago

when in conserve mode, stop doing quarantines, and dont halt completely
upvoted 2 times

B & fizzer 3 months ago

Selected Answer: BD

B&C
A - Wrong - When in conserve mode, FG skips quarantine actions to conserve resources

B - Correct - FG refuses to accept configuration when in Conserve mode to prevent further resource over utilisation which may lead to the unit hanging
up

C - Wrong - This what happens when FG enters Extreme mode

D - When IPS fail-open is enabled, FG continues to transmit packets even if those packets require inspection, but it does not perform any inspection
on them, to prevent further resource over utilisation

With fail-open enabled, existing sessions continue to be inspected using their already allocated system resources (they will however be dropped if
they require more system resource), but new sessions are allowed without inspecting them - Availability over Security

With fail-open disabled, same as above for existing sessions, but new sessions are dropped - Security over Availability
upvoted 2 times

& & fizzer 3 months ago
B &D -typo
upvoted 3 times

B & padelis71 3 months ago

Selected Answer: AD

AD correct
upvoted 1 times
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Question #32 Topic 1

A remote user reports slow SSL VPN performance and frequent disconnections. The user is located in an area with poor internet connectivity.
What setting should the administrator adjust to improve the user's experience?

A. Enable split tunneling to reduce VPN traffic.
B. Change the SSL VPN port to a non-standard port.
C. Increase the session timeout for inactive sessions.

D. Configure the DTLS timeout to accommodate high-latency connections.

Correct Answer: D

B & 115178c 1 month, 2 weeks ago
The trick to solve this Q is "The user is located in an area with poor internet connectivity"
We're NOT at the VPN tunnel nor the outside internet yet!!! We have a lousy internet connection to begin with. What comes after that will depend on
the source, regadless.
upvoted 3 times

B & 8924ecf 2 months, 3 weeks ago
well known
upvoted 2 times

B & fizzer 3 months ago
| will feel comfortable with A, but | wont be surprised if the right answer is D, because it appears the guys in charge of these questions are too lazy
and when they try to make a question clever, they end up making it stupid and wrong

A

Question says slow performance and frequent disconnects - Implies slowness is experienced after the tunnel is up
Split tunnelling is disabled by default, which means all traffic are going down the tunnel

SSL VPN tunnels only take up a percentage of the overall available bandwidth

Which means internet traffic is contending with precious traffic inside the tunnel

Enabling split tunnelling will mean precious traffic can have the tunnel bandwidth to itself

D doesn't really fit
The only DTLS timer configurable here is DTLS hello timer, which only helps during initial tunnel setup
Also DTLS is disabled by default and not explicitly stated in the question that it is enabled

upvoted 2 times

B & padelis71 3 months ago

D correct
upvoted 3 times
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Question #33 Topic 1

An administrator wants to analyze and manage digital certificates to prevent browser warnings when users connect to the SSL VPN portal.
Which two statements describe how to correctly do this? (Choose two.)

A. The administrator can rely on the default FortiGate self-signed certificate to prevent all security warnings in the browser.
B. The administrator must disable HTTPS administrative access entirely to avoid certificate warnings.
C. The administrator can use a publicly trusted certificate from a known certificate authority (CA) to stop browser warnings.

D. The administrator can import the FortiGate self-signed certificate into each user’s browser as a trusted certificate.

Correct Answer: CD

B & padelis71 3 months ago

CD correct
upvoted 1 times
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Question #34 Topic 1

An administrator suspects that the Collector Agent is not forwarding login events to FortiGate.
What is the most effective troubleshooting step?

A. Verify if DC agent is enabled on the FortiGate.
B. Restart the domain controller to refresh authentication services.
C. Verify if FortiGate is set to use LDAP authentication instead of FSSO.

D. Check if TCP port 8000 is open between the collector agent and FortiGate.

Correct Answer: D

B & padelis71 3 months ago

Selected Answer: D

D correct
upvoted 1 times
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Question #35

Refer to the exhibit.

BRIFGT
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 status
is up, but phase 2 fails to come up.

Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)

A. On BR1-FGT, set Seconds to 43200.
B. On HQ-NGFW, enable Diffie-Hellman Group 2.

C. On BR1-FGT, set Remote Address to
10.0.11.0/255.255.255.0

D. On HQ-NGFW. set Encryption to AES256

Correct Answer: AC

B & 8924ecf 2 months, 3 weeks ago

A is not mandatory the lesser wins, B is wrong
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upvoted 1 times
& & UAW 3 months, 1 week ago

Selected Answer: CD

| have tested this scenario myself on two Fortigate firewalls. The answer is C,D.
upvoted 2 times

= & mirko1976 3 months, 1 week ago

@ 833685d

check the IP address
The remote subnet selectors don’t match. Set BR1-FGT's Remote Address to 10.0.11.0/255.255.255.0 (C).

The phase-2 proposal algorithms don’t match. Change HQ-NGFW Encryption from AES128 to AES256 to match BR1-FGT (D).

upvoted 2 times

& & 833685d 3 months, 3 weeks ago

Selected Answer: AD

On HQ-NGFW. set Encryption to AES256
upvoted 1 times

& & monben 3 months, 2 weeks ago
A.C. Encryption Won't matter if it can't reach the remote address
upvoted 1 times

& & mirko1976 3 months, 1 week ago
Key lifetime mismatch wouldn't prevent the tunnel from coming up, and enabling DH Group 2 isn’t the issue shown
upvoted 1 times
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Question #36

Refer to the exhibits.
HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id S
set group-name "Training”
set mode a-p
set password ENC adfbyqYd4iPexFmAnZgzDY
set hbdev "port7" @
set session-pickup enable
set override disable
set priority 200
set monitor “portl"
set memory-based-failover enable
set memory-failover-threshold 78
set memory-failover-monitor-period 5@
set memory-failover-sample-rate 18
set memory-failover-flip-timeout 60
end

HQ-NGFW-1 System Performance output

HQ-NGFW-1 §# get system performance status

CPU states: 0% user 0% system O% nice 100% idle 0% iowait 0% irg 0% softirq

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

CPUL states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

Memory: 2042076k total, 1837868k used (90%), 104146k free (5.1%), 100062k freeable (4.9%)

Average network usage: 19/2 kbps in 1 minute, 19/4 kbps in 10 minutes, 19/3 kbps in 30 minutes

Maximal network usage: 36/18 kbps in 1 minute, 58/86 kbps in 10 minutes, 58/87 kbps in 30 minutes

Average sessions: 21 sessions in 1 minute, 22 sessions in 10 minutes, 21 sessions in 30 minutes

Maximal sessions: 22 sessions in 1 minute, 28 sessions in 10 minutes, 28 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Virus caonght: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 22 hours, 50 minutes

HQ-NGFW.-2 System Performance output

HQ-NGFW-2 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirq

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

Memory: 2042076k total, 993836k used (48.7%), €90352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in 1 minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutes

An administrator has observed the performance status outputs on an HA cluster for 55 seconds.
Which FortiGate is the primary?

A. HQ-NGFW-2 with the parameter memory-failover-threshold setting
B. HQ-NGFW-2 with the parameter priority setting
C. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting

D. HQ-NGFW-1 with the parameter override setting

Correct Answer: D

B & fizzer 3 months ago

Selected Answer: A


https://www.examtopics.com/user/fizzer/
https://www.examtopics.com/user/fizzer/
https://www.examtopics.com/user/fizzer/

A is correct

Configured memory failover threshold is 70%
FW-1 is running at 90%

Configured monitored period is 50 seconds
Question says Admin has observed the output for 55 seconds

Which implies FW-1 has remained above 70% memory for over 50 seconds and the memory on FW-2 is below 70%
upvoted 3 times
B & UAW 3 months, 1 week ago
In my humble opinion it's A. The memory on FW nr.2 is lower than the 70% threshold.
upvoted 1 times


https://www.examtopics.com/user/UAW/
https://www.examtopics.com/user/UAW/
https://www.examtopics.com/user/UAW/

Question #37 Topic 1

Which statement correctly describes NetAPI polling mode for the FSSO collector agent?

A. The collector agent uses a Windows API to query DCs for user logins.
B. NetAPI polling can increase bandwidth usage in large networks.
C. The NetSessionEnum function is used to track user logouts.

D. The collector agent must search Windows application event logs.

Correct Answer: B

& & Portcullis 2 weeks, 5 days ago
A. The collector agent uses a Windows API to query DCs for user logins. (Correct) This is the technical definition of this mode. "NetAPI" refers to the
Windows Network API (specifically, the netapi32.dll). The collector agent uses a function from this API called NetSessionEnum to query the Domain
Controller (DC) and get a list of all active user sessions, which equates to user logins.

C. The NetSessionEnum function is used to track user logouts. This is incorrect. NetSessionEnum lists active sessions. While the disappearance of a
session from this list would imply a logout, the function's primary purpose is to detect logins. FSSO has separate mechanisms for tracking logouts,
such as workstation polling.

upvoted 1 times

B & fizzer 3 months ago

Selected Answer: C

| agree with C - The NetSessionEnum function "is used to track" user logouts

Although the NetSessionEnum function does not technically grab logout information from the DC (only login sessions), the Firewall uses it to
indirectly track user logouts in the sense that when a user is no longer in the login session table of the DC, that would imply they have logged out.

Also the official study guide erroneously states NETAPI uses the function to grab both login and logout information.

And almost all the time, these questions blindly stick to the official guide material even when they are inaccurate
upvoted 2 times

E & 833685d 3 months ago

Correct answer: C. The NetSessionEnum function is used to track user logouts.
upvoted 2 times
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Question #38 Topic 1

You have configured the FortiGate device for FSSO. A user is successful in log-in to windows, but their access to the internet is denied.
What should the administrator check first?

A. Whether the user is assigned to the correct AD group.
B. The FortiGate firewall policy settings for SSL decryption.
C. The FortiGate FSSO active users list for user’s IP address.

D. The windows event viewer for failed login attempts.

Correct Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #39 Topic 1

What are three key routing principles in SD-WAN? (Choose three.)

A. By default, SD-WAN rules are skipped if the included SD-WAN members do not have a valid route to the destination.
B. SD-WAN rules have precedence over any other type of routes.

C. Regular policy routes have precedence over SD-WAN rules.

D. By default. SD-WAN rules are skipped if only one route to the destination is available.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Correct Answer: ABE

B & 833685d 3 months, 2 weeks ago

The B, is not correct because in FortiOS the routing decision flow does not place SD-WAN rules above all route types.
upvoted 3 times
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Question #40 Topic 1

Refer to the exhibits.

Network diagram

HQ-NGFW BR1-FGT
WAN(port2) Router
100.65.0.101 WAN(port2)
100.65.1.111
_—
port2 " _,-' portd
100.65.0.0/24 P 100.65.1.0/24
LAN(port4)
10.0.11.254/24
172.20.1.60 ‘
10.0.11.50 ol
HQ-PC-1 BR1-PC-1
NAT IP pool configuration
- Name & External IP Range © Type 5 ARP Reply 5
@ SNAT-Pool 100.65.0.49 - 100.65.0.49 Overload © Enabled
@ SNAT-Remote 100.65.0.149 - 100.65.0.149 Overload © Enabled
@ SNAT-Remotel 100.65.0.99 - 100.65.0.99 Overload © Enabled
Firewall policies
Policy Source Destination Schedule Service Action 1P Poal NAT

[E] ™ LAN (port4) — M WAN (port2) €

TCPwraffic(2) [Jall B BR1-FGT @ always fg ALL_TCP ACCEPT @& SNAT-Pool O NAT
PiNG traffic (3) [ all aan (@ always 3} PING v ACCEPT @ SNAT-Remotel © NAT
IGMPtraffic(4) ] all B an [ always 3] iGmp .~ ACCEPT @ SNAT-Remote O NAT

The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool configuration and firewall policy objects.
The WAN (port2) interface has the IP address 100.65.0.101/24.

The LAN (port4) interface has the IP address 10.0.11.254/24.

Which IP address will be used to source NAT (SNAT) the traffic, if the user on

HQ-PC-1 (10.0.11.50) pings the IP address of BR-FGT (100.65.1.111)

A.100.65.0.101
B. 100.65.0.49
C.100.65.0.99
D. 100.65.0.149

Correct Answer: C

B & rstilts 2 months, 2 weeks ago

Selected Answer: C

The correct answer is C because PING traffic is using IP Pool SNAT-Remote1. the external IP Range of SNAP-Remote1 is .99-.99. Therefore it will be
translated to an IP in that range.
upvoted 2 times

B & 8924ecf 2 months, 3 weeks ago

Selected Answer: C

sorry, is C .99
upvoted 3 times
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© & 8924ecf 2 months, 3 weeks ago

Selected Answer: D

it's about PING, so snat .149 is used
upvoted 1 times
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Question #41 Topic 1

Refer to the exhibits.
Network diagram

Source IP address Remote-User2: e
201.0.114.23 -

Firewall policy configured with Destination IP address: g ‘
virtual IP of webserver 20 .i . n.‘ 113.22
External IPIAddress 203.0.113.22 Destination port: 80
Range

Remote-User2

Mapped IF Address! 10.0.1.10
Range

10.0.1.10 _gF Source IP address Remote-User1:
N ; 203.0.115.23

Destination IP address: Remote-User1
203.0.113.22
Destination port: 80

Webserver

Firewall address ohbject

Edit Address
MName Deny_IP
Caolor 8 Cchange
Type t v
IP/Netmask 201.0.114.23/32
Interface M WAN (porti) ot
Static route configuration (B
Comments Deny web server access. 23/255

Firewall policies

ID Name Source Destination Schedule Service Action

[E] ™ wWAN (port1) —~ M LAN {port3) @

4 Deny & Deny IP o al @ always AL @ DENY

3 Allow_access = all & Webserver (8 always @ ALL « ACCEPT

The exhibits show a diagram of a FortiGate device connected to the network, and the firewall configuration.

An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2.

The policy should work such that Remote-User1 must be able to access the Webserver while preventing Remote-User2 from accessing the
Webserver.

Which additional configuration can the administrator add to a deny firewall policy, beyond the default behavior, to block Remote-User2 from
accessing the Webserver?

A. Disable match-vip in the Allow_access policy
B. Configure a One-to-One IP Pool object in a new policy.
C. Set the Destination address as Webserver in the Deny policy.

D. Set the Destination address as Deny_IP in the Allow_access policy.

Correct Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #42

Refer to the exhibits.

System Performance output

¥ get =zystem performance status

CPU states: 0% user 0% system 0% nice L00% idle 0% iowait 0% irg 0% softirg

CPUQ states: 0% user 0% aystem 0% nice 100% idle 0% iowait 0% irgq 0% =softirg

CPUl states: 0% user 0% aystem O% nice 100% idle 0% iowait 0% irq 0% =moftirg

Memory: 2042076k total, 1837868k used (90%), 104146k free (5.1%), LOODE2k freeable (4.9%)

Average session setup rate: (0 sessions per second in laat 1 minute, 0 sessions per second in
Maximal session setup rate: 0 sesaions per second in last 1| minute, 1 sessions per second in
Average NPU sessions: 0 sessions in last | minute, 0 seasions in last 10 minutes, 0 sessions
Maximal NPU seasiona: 0 sessions in laat | minuta, 0 seasiona in last 10 minutesa, 0 aessions
Virus caught: 0 total in | minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 22 hours, 50 minutes

Average network usage: 1%/2 kbps in 1 minute; 19/4 kbps in 10 minutes; 19/3 kbps in 30 minutes
Maximal network usage: 36/18 kbps in 1 minute, 58/8€ kbps in 10 minutes, S58/87 kbps in 30 minutes
Average azessions: 21 sessions in 1 minute, 22 saasions 1in 10 minutes, 21 sessionsa in 30 minutes
Mazximal sesajions: 22 sesasions in 1 minute, 28 seasions in 10 minutes, 28 sesaions in 30 minutes

last 10
last 10
in last
in last

minutes
minutes

30 minutes
30 minutes

Memory usage threshoid settings

config system global
set memory-use-threshold-extreme B85S
set memory-use-threshold-green 82
set memory-use-threshold-red 88
aend

The exhibits show the system performance output and default configuration of high memory usage thresholds on a FortiGate device.

Based on the system performance output, what are the two possible outcomes? (Choose two.)

A. FortiGate has entered conserve mode.
B. Administrators can access FortiGate only through the console port.
C. Administrators can change the configuration.

D. FortiGate drops new sessions.

Correct Answer: CD

O & f9ed0af ([[TITEERL Y 3 months, 2 weeks ago
It has entered conserve mode and drops new sessions.
upvoted 5 times

O & 8924ecf ([TRLEI) 2 months, 3 weeks ago
C is never true in conserve
D is rigth because it on extreme condition above 89
upvoted 2 times

B & rstilts 2 months, 3 weeks ago

Selected Answer: AC

| dont believe it is D because | dont think new sessions are dropped unless you configure fail-close on IPS.
upvoted 1 times
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Question #43 Topic 1

Refer to the exhibits.
FortiGate HA cluster topology

Current HA status

HO-NGFW-1 # get system ha status

Contiguration Status:
FGVMB2TM24013423(updated B seconds ago): in-sync
FGVM@2TM24813423 chksum dump: el 68 2e 42 b8 c1 cb df 11 34 Bc 21 88 79 aa 9f
FGVMB2TM24013501 (updated 4 seconds ago): in-sync
FGVMB@2TM24813581 chksum dump: el 68 2e 42 bB cl cb df 11 34 @c 21 8@ 79 a4 9f
number of member: 2
HQ-NGFKW-1 , FGVMB2TM24013423, HA cluster index = 1
HQ- NGFW- 2 , FGVMB2TM24813501, HA cluster index = 8
number of weluster: 1
veluster 1: work 169.254.0.2
Primary: FGVMO2TM24013423, HA operating index = @
Secondary: FGVM@2TM24813501, HA operating index = 1

New FortiGate HA configuration

HQ~NGFW~1

# config system ha
set group-id S
set group-name “"Fortinet”
set mode a-p
set password *
sat hbdev "port7™ 50 “port8™ &0
set session-pick enable
set override disable
set priority 90
set monitor "port3”

HQ-NGFW-2

# config system ha
set group-id 5
set group-name “"Fortinet”™
set mode a-p
set password *
set hbdev "port7® 50 "port8™ €0
set session-pick enable
set override enable
set priority 110
set monitor "port3”

Based on the current HA status, an administrator updates the override and priority parameters on HQ-NGFW-1 and HQ-NGFW-2 as shown in the
exhibit.
What would be the expected outcome in the HA cluster?

A. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.
B. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-NGFW-1.
C. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.

D. The HA cluster will become out of sync because the override setting must match on all HA members.



Correct Answer: B

B & fizzer UML) 3 months ago
Selected Answer: B

FW-2 will take over as Primary because override is enabled on it

FWs in HA do not synchronize override settings, so it cannot cause out of synch issue

Yes, Fortinet recommends the FG units in HA clusters must have the same override status; enabled or disabled

And yes this causes issue where FW-2 keeps becoming primary (even when not desired) as long as it has all monitored interfaces up
This is because FW-2 will use the MPUS order while FW-1 still uses the MUPS order

So yes, the configuration will cause issue where FW-2 will always become primary, but it will not cause any out of synch issues, hence B seems the
most logical answer
upvoted 8 times

© & Kaphaso 3 months, 3 weeks ago
| think the good answer is D.
Because it's not recommanded by Forti to have a different override config between the member.
In the doc HA primary unit selection criteria of the FortiGate 7.6.3, they say it can lead to conflicts and unpredictable primary unit elections.
On this exemple, without know the Sys Uptime, we can't say who become the primary.
upvoted 1 times
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Question #44 Topic 1

Refer to the exhibits.
Security Fabric logical topology view

. - -
tr['.'.a o
HQ-NGFW-1 HQ-ISF\
Fabric Root
W porté
@ P 2 ®portd =
Interface ™ porté e ™ port4
FortiAnalyzer
© 10Gbps Full Duplex - © 10 Gbps Full Duplex
Spe Auto-Negotiation + Auto-Negotiation
B Physical Interface s B Physical Interface
IPvd Addresses 10.0.13.254/24 d Addresses 10.00.11.254/24
Security Fabric settings on HQ-ISFW-2
Security Fabric Settings
Security Fabric role Standalone Serve as Fabric Root
Allow other Security Fabric devices to join © M ports X
Upstream FortiGate IP/FQDN 10.0.13.254
Allow downstream device REST APl access 3) OB
Management IP/FQDN (0 e WAN IP
10.0.11.250
[
Management port Use Admin Port ISR
443
SAML 550 Settings
SAML SingleSign-On () EVICE Manua!
(4 Advanced Options
Mode & Pending

An administrator wants to add HQ-ISFW-2 in the Security Fabric. HQ-ISFW-2 is in the same subnet as HQ-ISFW. After configuring the Security
Fabric settings on HQ-ISFW-2, the status stays Pending.
What can be the two possible reasons? (Choose two.)

A. Upstream FortiGate IP must be set to 10.0.11.254.
B. SAML Single Sign-On must be set to Manual.
C. HQ-ISFW-2 must be authorized on HQ-ISFW.

D. Management IP must be set to 10.0.13.254.

Correct Answer: AC

Currently there are no comments in this discussion, be the first to comment!



Question #45 Topic 1

Refer to the exhibit.

FortiGate web filter profile configuration

Edit Web Filter Profile
Name Corporate
Comments Wit nent § /255

Feature set Prowy-based

@ FortiGuard Category Based Filter

B Bangwidth Consuming €

Freeware and Software Downloads S Allow
File Sharing and Storage @ Allow
Streaming Media and Download O Alow
Pees -to-peer File Sharing S Niow
Internet Radio and TV S Allow
Inter net Telephory S Miow

B Security Risk @

Malicious Websites @ Block

kL34 91

The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.

An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The administrator must
also allow other websites in the same category.

What are two solutions for satisfying the requirement? (Choose two.)

A. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.
B. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

C. Configure a separate firewall policy with action Deny and an FQDN address object for
*.download.com as destination address.

D. Set the Freeware and Software Downloads category Action to Warning.

Correct Answer: AC

O & uaw CTITIEETT) 3 months ago

The answer is AB 100%. | have tested the scenarios myself on my Fortigate. Options C and D won't work.
upvoted 6 times

O & 4584ff0 [[IELEE) 1 month ago

C can't be correct because "*.download.com" is ambiguous and non-specific, which is against the concept of FQDN. So this won't work.
upvoted 2 times
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Question #46 Topic 1

Which three strategies are valid SD-WAN rule strategies for member selection? (Choose three.)

A. Lowest Cost (SLA) without load balancing
B. Manual with load balancing

C. Lowest Quality (SLA) with load balancing
D. Lowest Cost (SLA) with load balancing

E. Best Quality with load balancing

Suggested Answer: ADE

Community vote distribution
ABD (100%)

B & yamahaforti 5 days, 9 hours ago
Check the settings in FortiOS 7.6.3 under SD-WAN Rule and Interface selection strategy.
Here we have the following:
* Manual
* Best Quality
* | owest Cost (SLA)

Check page 428 in FortiGate_7.6_Administrator_Study_Guide-Online.pdf
upvoted 1 times

E & 9ef1914 1 month ago
In FortiOS 7.6, “Lowest Cost (SLA)” can be configured either with or without load balancing, unlike older versions where load balancing was
mandatory. Therefore, options A, B, and D are valid strategies in SD-WAN rule member selection.
Other answer D is for Forti0S 7.4
upvoted 2 times

B & 115178¢ 1 month, 2 weeks ago
A. Lowest Cost (SLA) without load balancing: This option is invalid because SD-WAN rules typically require load balancing to distribute traffic
efficiently.
upvoted 3 times

B & WhiteGuard 1 month, 4 weeks ago
ABE, When you select Best Quality the "Load Balancing" toggle disappears from the Ul. When you select Lowest Cost (SLA) you can choose to enable
or disable load balancing.
upvoted 3 times
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Question #47 Topic 1

What are two characteristics of HA cluster heartbeat IP addresses in a FortiGate device? (Choose two.)

A. Heartbeat interfaces have virtual IP addresses that are manually assigned.
B. Heartbeat IP addresses are used to distinguish between cluster members.
C. The heartbeat interface of the primary device in the cluster is always assigned IP address 169.254.0.1.

D. A change in the heartbeat IP address happens when a FortiGate device joins or leaves the cluster.

Suggested Answer: BD

Currently there are no comments in this discussion, be the first to comment!



Question #48 Topic 1

Refer to the exhibit, which contains a RADIUS server configuration.

New RADIUS Server

Name | FortiAuthenticator-RADIUS |
Authentication method Default
NAS IP | |

Include in every user group @

Primary Server

IP/Name 110.0.13.130 |
Secret | sssessvenene |
Test Connectivity
Test User Credentials

An administrator added a configuration for a new RADIUS server. While configuring, the administrator enabled Include in every user group.

What is the impact of enabling Include in every user group in a RADIUS configuration?

A. This option places the RADIUS server, and all users who can authenticate against that server, into every FortiGate user group.
B. This option places the RADIUS server, and all users who can authenticate against that server, into every RADIUS group.
C. This option places all users into every RADIUS user group, including groups that are used for the LDAP server on FortiGate.

D. This option places all FortiGate users and groups required to authenticate into the RADIUS server, which, in this case, is FortiAuthenticator.

Suggested Answer: A

B & 115178¢ 1 month, 2 weeks ago
A. It makes the RADIUS server and all its users appear in every user group created on the device. This can be useful in specific scenarios, such as
when only administrators authenticate against the server, but it can also lead to unintended access for all users and should be used with caution.
upvoted 1 times
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Question #49 Topic 1

Refer to the exhibits.

Security Fabric physical topology view

A QSearch Device Traffic A No Critical Risk
Upstream Internet~ Metrics Sessions -
S S EE-E
HQ-NGFW-1 HQISFW
Fabric Root
FortiAnalyzer

New address object on HQ-NGFW-1

Edit Address

Name Net_Add_1

Color & Change

Interface O any hd
Type Subnet -
IP/Netmask 10.10.10.0 255.255.255.0

Fabric global object @ @

Routing configuration B

Comments Write a comment...  0/255

Security Fabric configuration on HQ-NGFW-1

HQ-NGFW-1 # show full-configuration system csf
config system csf

set status enable

set uid “10e202dadB887c02acBbafal24228d86d"

set upstream ' '

set source-ip 0.0.0.0

set upstream-interface-select-method auto

set upstream-port 8013

set—-group-name “Fortinet”

set group-password ENC ME8hSeGmSsVziSSS5PpSy
YEaCjk/95pOMHI ImMI¥3dkVA

set accept-auth-by-cert enable

set log-unification enable

set authorization-regquest—-type serial

set fabric-workers 2

set downstream-access disable

set configuration-sync default

set fabric-cbject-unification local

set saml-configuration-sync default




Security Fabric configuration on HQ-ISFW

HQ-NGFW-1 # show full-configuration system csf
config system csf
set status enable
set uid “dd0263000£fa28205fc0d55%a40faf%c818"
set upstream “10.0.11.254"
set source-ip 0.0.0.0
set upstream-interface-select-method auto
set upstream-port 8013
set—group-—name ‘'
set accept-auth-by-cert enable
set log-unification enable
set authorization-request-tvpe serial
set fabric-workers 2
set downstream-access disable
set configuration-sync default
set saml-configuration-sync local
set file-mgmt enable
set file-gquota 0
set file-gquota-warning S0
end

An administrator creates a new address object on the root FortiGate (HQ-NGFW-1) in the Security Fabric. After synchronization, this object is not
available on the downstream FortiGate (HQ-ISFW).

What must the administrator do to synchronize the address object?

A. Change the csf setting on HQ-ISFW (downstream) to set configuration-sync local.
B. Change the csf setting on HQ-ISFW (downstream) to set saml-configuration-sync default.
C. Change the csf setting on HQ-NGFW-1 (root) to set fabric-object-unification default.

D. Change the csf setting on both devices to set downstream-access enable.

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #50 Topic 1

Refer to the exhibit showing a debug flow output.

Debug Flow output

allocate a new session-00000721

len=0

find a route: flag=00000000 gw-0.0.0.0 via port2

gnum-100004, use addriintf hash, len=3

ret-matched

checked gnum-4e20 policy-6, ret-no-match, act-accept

policy-2 is matched, act-drop

Denied by forward policy check (policy 2)

Which two conclusions can you make from the debug flow output? (Choose two.)

A. The default gateway is configured on port2.
B. The RPF check fails.
C. The debug flow is for UDP traffic.

D. The matching firewall policy denies the traffic.

Suggested Answer: AD

E) & 760ac40 3 weeks, 2 days ago

A-D

-> find a rute:flag=000000 gw-0.0.0.0 via port2

-> policy-2 is matched, act-drop

-> Denied by forward policy check (policy 2)
upvoted 1 times
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Question #51 Topic 1

When FortiGate performs SSL/SSH full inspection, you can decide how it should react when it detects an invalid certificate.
Which three actions are valid actions that FortiGate can perform when it detects an invalid certificate? (Choose three.)

A. Allow

B. Trust & Allow

C. Allow & Warning
D. Block

E. Block & Warning

Suggested Answer: ACD

Community vote distribution
ABD (100%)

B & UAW 1 month, 3 weeks ago
Answer is ABD, you check thison your Fortigate in the SSH/SSL inspection section.
upvoted 2 times

B & WhiteGuard 1 month, 4 weeks ago
When a certificate fails for any of the reasons above, you can configure any of the following actions:
« Keep untrusted & Allow: FortiGate allows the website and lets the browser decide the action to take.
FortiGate takes the certificate as untrusted.
« Block: FortiGate blocks the content of the site.
« Trust & Allow: FortiGate allows the website and takes the certificate as trusted.
upvoted 3 times
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Question #52 Topic 1

You want to ensure that an SSL VPN user’s authenticated session does not remain active after they disconnect from the VPN.
Which configuration will ensure this?

A. Configure the firewall authentication session timeout to be lower than the SSL VPN session timeout.
B. Manually clear active firewall authentication sessions after a user disconnects.
C. Increase the SSL VPN idle timeout to reduce the chance of early disconnections.

D. Enable settings to force the firewall authentication session to end when the SSL VPN session ends

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #53 Topic 1

Refer to the exhibit, which shows a firewall policy to enable active authentication.

Policy Source Destination Schedule Service Action NAT Type Security Profiles
Internet (1) HAHQ SUBNET @ al always  EALL ICMP - ACCEPT @ NAT  Standard [icdl Category Monitor
» Remote-users QIHTTPS certificate-inspection

QIHTTP

When attempting to access an external website using an active authentication method, the user is not presented with a login prompt.

What is the most likely reason for this situation?

A. The Service DNS is required in the firewall policy.
B. The Remote-users group must be set up correctly in the FSSO configuration.
C. No matching user account exists for this user.

D. The Remote-users group is not added to the Destination.

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #54 Topic 1

Refer to the exhibit.

Time = Message =<
06-39-29 vd-rt_:-ot:[! received a packet(proto=1, 10.0.1_1.50:3—>100.65.0.254:2048)
fun_id=0.0.0.0 from port4, type=8, code=0, id=3, seq=168.
06:39:29 allocate a new session-00000ect
06:39:29 in-[port-4], out-[]
06:39:29 len=0
06:39:29 result:skb_flags-02000000, vid-0, ret no-match, act-accept, flag-00000000
06:39-29 find a route: flag=00000000 gw-0.0.0.0 via port2
06:39:29 in[port-4], out-[port-2], skb_flags-02000000, vid-0, app_id: 0, url_cat_id: 0
06:39:29 gnum-100004, use addr/intf hash, len=1
06:39:29 checked gnum-100004 policy-0, ret-matched. act-accept
06:39-29 ret-matched
06:39:29 policy-0 is matched, act-drop
06:39:29 after iprope_captive_check(): is_captive-0, ret-matched, act-drop, idx-0
06:39:29 after iprope_captive_check(): is_captive-0, ret-matched, act-drop, idx-0
06:39:29 Denied by forward policy check (policy 0)

Why did the FortiGate device drop the packet?

A. It matched the default implicit firewall policy.
B. It matched an explicitly configured firewall policy with the action DENY.
C. It cannot reach the next-hop IP.

D. It failed the RPF check.

Suggested Answer: B

© & vaw CZITIEEI 1 month, 3 weeks ago

Answer is A.
In FortiGate, policy ID 0 is the implicit deny policy, a hidden, automatically added rule at the end of the security policy list that blocks any traffic not
explicitly permitted by preceding user-configured policies.

upvoted 7 times
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Question #55 Topic 1

Refer to the exhibit, which shows a routing table.

Network = Gateway IP < Interfaces ==  Distance™= Metrics  Prioritys.  Type<

10.0.11.024  0.0.0.0 ¥ portd 0 0 0 Connected
10012024 0000 ®portd 0 0 0 Connected
10013024 o000 ®port6 0 0 0 Connected
100.65.0.024  0.0.0.0 ®port2. 0 0 0 Connected
100.66.0.0/24 0.0.0.0 ®port3 0 0 0 Connected
172.20.1.0/24 100.66.0.254 ®port3 9 0 2 Connected
192.168.0.0/16 0.0.0.0 #port 0 0 0 Connected

An administrator wants to create a new static route so the traffic to the subnet 172.20.1.0/24 is routed through port2 only.

What are the two criteria that the administrator can use to achieve this objective? (Choose two.)

A. The new static route must have the distance set to 9.
B. The existing static route through port3 must have the distance set to 11.
C. The new static route must have the priority set to 3.

D. The new static route must have the metric set to 1.

Suggested Answer: BC

B & 760ac40 3 weeks, 2 days ago
A-> 1 choose the same distance as the current one, but by default it will have priority 1 (which is lower than the current priority of 3).
B -> If l increase the distance of the current route, along with option A, I fulfill the question's requirements.
C -> The new route cannot have a higher priority because it will still choose the old route.
D -> The metric cannot be changed in a static route.
upvoted 3 times

E & 4584ff0 1 month ago

From the online study guide: "The lower the metric, the higher the preference" and "The lower the priority, the higher the preference” so it can't be C
nor D.

upvoted 3 times

B & dimasadityasamid 1 month, 2 weeks ago

Selected Answer: AD

it shoud be AD, current port is port2, so new route should be lower on at least have same distance, but with lower value in priority.
upvoted 2 times

& & dimasadityasamid 1 month, 2 weeks ago

sorry i mean current port is on port3, new route on port2 should be chosen
upvoted 1 times
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Question #56 Topic 1

Refer to the exhibit.

New AntiVirus Profile
Name FTP_AV Profile
Comments Write a comment. .. 0255

AntiVirusscan @

Feature set FTEERLELE Proxy-based

Inspected Protocols

HTTP (B
SMTP (B
POP3 (B
IMAP (B
FIP
CIFS O

Why is the Antivirus scan switch grayed out when you are creating a new antivirus profile for FTP?

A. None of the inspected protocols are active in this profile.
B. FortiGate, with less than 2 GB RAM, does not support the Antivirus scan feature.
C. Antivirus scan is disabled under System —> Feature visibility.

D. The Feature Set for the profile is Flow-based but it must be Proxy-based.

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #57 Topic 1

An administrator has configured a dialup IPsec VPN on FortiGate with add-route enabled. However, the static route is not showing in the routing

table.

Which two statements about this scenario are correct? (Choose two.)

A. The administrator must enable a dynamic routing protocol on the dialup interface.
B. The administrator must use a policy route instead of a static route for add-route to work properly.
C. The administrator must ensure phase 2 is successfully established.

D. The administrator must define the remote network correctly in the phase 2 selectors.

Suggested Answer: CD

Currently there are no comments in this discussion, be the first to comment!



Question #58 Topic 1

An administrator configured a FortiGate device to act as a collector for agentless polling mode.

What must the administrator add to the FortiGate device to retrieve AD user group information?

A. TACACS server
B. LDAP server
C. RADIUS server

D. Keycloak server

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #59 Topic 1

What are two features of FortiGate FSSO agentless polling mode? (Choose two.)

A. FortiGate directs the collector agent to use a remote LDAP server.
B. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.
C. FortiGate does not support workstation check.

D. FortiGate uses the AD server as the collector agent.

Suggested Answer: BD

E & 4584ff0 1 month ago

from the online study guide: "Workstation verification is not available in the agentless polling mode" so C is correct along with the option B.

upvoted 3 times
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Question #60 Topic 1

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS websites, the browser reports
certificate warning errors. When visiting HTTP websites, the browser does not report errors.

What is the reason for the certificate warning errors?

A. The browser does not trust the certificate used by FortiGate for SSL inspection.
B. The option invalid SSL certificates is set to allow on the SSL/SSH inspection profile
C. The matching firewall policy is set to proxy inspection mode.

D. The certificate used by FortiGate for SSL inspection does not contain the required certificate extensions.

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #61 Topic 1

A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static routes.

All traffic must be routed through the primary tunnel when both tunnels are up. The secondary tunnel must be used only if the primary tunnel goes
down. In addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover.

Which two key configuration changes must the administrator make on FortiGate to meet the requirements? (Choose two.)

A. In the phasel-interface, enable npu-offload to detect a dead tunnel.
B. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary tunnel.
C. Enable Dead Peer Detection.

D. Use the VPN wizard to create an IPsec template for a redundant IPsec VPN tunnel.

Suggested Answer: BC

Currently there are no comments in this discussion, be the first to comment!



Question #62 Topic 1

An administrator wants to form an HA cluster using the FGCP protocol.

Which two requirements must the administrator ensure both members fulfill? (Choose two.)

A. They must have the same HA group ID.
B. They must have the heartbeat interfaces in the same subnet.
C. They must have the same number of configured VDOMs.

D. They must have the same hard drive configuration.

Suggested Answer: AC

O & uAw [TIDEZEETT) 1 month, 2 weeks ago

To me AD is the correct answer.
Requirements to form an HA cluster:

The same model. (When using FortiGate VMs as cluster members, all VMs must be running on the same platform. For example, a VM running on
VMware cannot form a cluster with a VM running on KVM.

The same hardware configuration.
The same hardware generation. See example: HA unsupported between different FortiGate 90G and 91G series hardware generations.

The configured heartbeat ports must be connected (recommended) or to the same broadcast domain (layer 2 in the 0SI model).
HA group-id and password must match on each device.
If in multi-vdom operation mode, both devices must have the required VDOM license for additional VDOMs. See Technical Tip: Maximum VDOM
mismatch causes HA split-brain when additional VDOMs are configured.
upvoted 5 times
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Question #63 Topic 1

FortiGate is integrated with FortiAnalyzer and FortiManager.

When creating a firewall policy, which attribute must an administrator include to enhance functionality and enable log recording on FortiAnalyzer
and FortiManager?

A. Policy ID
B. Log ID
C. Universally Unigue Identifier

D. Sequence ID

Suggested Answer: C

B & IreneFassi 1 month, 2 weeks ago

Selected Answer: C

when creating fw policies is required the UUID
upvoted 3 times
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Question #64 Topic 1

Refer to the exhibit.

SD-WAN traffic log

Application Name T Result Policy ID' Destination Interface | SD-WAN Quality = SD-WAN Rule Name|
o YouTube « Accept(8.08kB/27... | 1(DIA) ™ port2
a YouTube « Accept (UTM Allowed) 1(DIA) | # port2
1 Facebook v Accept (UTM Allowed) 1(DIA) | ™ port1
i Facebook + Accept (UTM Allowed) 1(DIA) | # port1
Il Facebook « Accept (3.33kB /10 1(DIA) | # port
= YouTube v Accept (4463 KB/ 3... 1(DIA) | # port2
= CNN « Accept (UTM Allowed) | 1(DIA) # port1
= CNN + Accept (UTM Allowed) 1(DIA) | # port2
= CNN « Accept (UTM Allowed) = 1(DIA) | port2

The administrator configured SD-WAN rules and set the FortiGate traffic log page to display SD-WAN-specific columns: SD-WAN Quality and SD-
WAN Rule Name.

FortiGate allows the traffic according to policy ID 1 placed at the top. This is the policy that allows SD-WAN ftraffic. Despite these settings, the
traffic logs do not show the name of the SD-WAN rule used to steer those traffic flows.

What could be the reason?

A. SD-WAN rule names do not appear immediately. The administrator must refresh the page.
B. There is no application control profile applied to the firewall policy.
C. FortiGate load balanced the traffic according to the implicit SD-WAN rule.

D. Destinations in the SD-WAN rules are configured for each application, but feature visibility is not enabled.

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #65 Topic 1

An administrator manages a FortiGate model that supports NTurbo.

How does NTurbo acceleration enhance antivirus performance?

A. For proxy-based inspection, NTurbo offloads traffic to the content processor.

B. For flow-based inspection, NTurbo establishes a dedicated data path to redirect traffic between the IPS engine and FortiGate ingress and
egress interfaces.

C. For proxy-based inspection, NTurbo buffers the whole file and then sends it to the antivirus engine.

D. For flow-based inspection, NTurbo creates two inspection sessions on the FortiGate device.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #66 Topic 1

Refer to the exhibit.

Add Signatures x
Type Filter

Action @Block ~

Packet logging €3 Disable

Status €3 Disable & Default

Rate-based settings Specify

Exempt IPS 0 Edit IP Exemptions

a

Name $ Severity & Target ¢ 0S¢ Action @
[=1 IPS Signature @
FTP.Login.Failed fEEEE Server All @ Pass

Review the intrusion prevention system (IPS) profile signature settings shown in the exhibit.

What can you conclude about the signature when adding the FTP.Login.Failed signature to the IPS Sensor profile?

A. The signature setting includes a group of other signatures.
B. FortiGate stores a local copy of the packet that matches the signature.
C. FortiGate allows this low severity signature packet and creates a log.

D. The signature setting uses a custom rating threshold

Suggested Answer: C

B & 19523ch 3 weeks, 3 days ago
Not agree on C. Action "Block" configured overrides the action from the signature.
Packet logging is enable, answer should be "B"
upvoted 4 times
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Question #67 Topic 1

Refer to the exhibits.

Network diagram

100.65.1.11

WAN(port2)
100.65.0.101/24

LAN(portd)

=
% 10.0.11.254/24
, #
\‘\. f

10.0.11.50/24

VIP object configuration

Edit Virtual IP
Name VIP-WEB-SERVER
Comments | Write a comment...
701255
Color @& Change
Network
Interface @ -
Type Static NAT
External IP address/range &  100.65.0.200
Map to
IPv4 address/range 10.0.11.50
(2 Optional Filters
@ Port Forwarding
Protocol UDP SCTP ICMP
Port Mapping Type Many to many
External service port @ | 443
Map to IPv4 port 4443
Firewall policies
Policy From To Source Destination Schedule Service Action IP Pool NAT
0 [ Internet(1) [FLAN(port4)| [[BlwAN(port2)| T all Aal [©always AL -/ ACCEPT @ NAT
Web_Server_Access(2)| |[WAN(port2)| [[LAN(port4) | I all @ VIP-WEB-SERVER [@ always [ HTTPS - ACCEPT © Disabled

A diagram of a FortiGate device connected to the network VIP object and firewall policy configurations are shown.

The WAN (port2) interface has the IP address 100.65.0.101/24.
The LAN (port4) interface has the IP address 10.0.11.254/24.



If the host 100.65.1.111 sends a TCP SYN packet on port 443 to 100.65.0.200, what will the source address, destination address, and destination
port of the packet be at the time FortiGate forwards the packet to the destination?

A.10.0.11.254,10.0.15.50, and 4443, respectively
B.100.65.1.111,10.0.11.50 and 443, respectively
C.10.0.11.254,100.65.0.200, and 443, respectively

D. 100.65.1.111, 10.0.11.50, and 4443, respectively

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



