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  tld1486905 10 months, 4 weeks ago

Selected Answer: A

Configuration Identification: This involves determining the attributes that define every aspect of a configuration item (CI) at any point in time. It

includes decisions about configuration items, identifiers, and baselines.

upvoted 1 times

  blackmamba01 1 year, 2 months ago

Isnt the answer is A?

upvoted 4 times

Topic 1Question #1

Which of the following fields of management focuses on establishing and maintaining consistency of a system's or product's performance and its

functional and physical attributes with its requirements, design, and operational information throughout its life?

A. Configuration management

B. Risk management

C. Procurement management

D. Change management

Correct Answer: A

Community vote distribution

A (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: BC

PGP – and its more commonly used open-source variation OpenPGP – is an encryption protocol used for sending highly secure end-to-end-encrypted

(E2EE) emails.

Secure/Multipurpose Internet Mail Extensions (S/MIME) is a common protocol used to send secure emails with end-to-end-encryption. It is supported

by the vast majority of email services and clients.

upvoted 2 times

Topic 1Question #2

Which of the following are the ways of sending secure e-mail messages over the Internet? Each correct answer represents a complete solution.

Choose two.

A. TLS

B. PGP

C. S/MIME

D. IPSec

Correct Answer: BC

Community vote distribution

BC (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: D

When analyzing an organization’s risk management program for information systems security, the risks related to the enterprise systems will become

known through the characterization of organizational system or network assets, the identification of potential threats and the identification of

vulnerabilities and in-place countermeasures/safeguards.

upvoted 1 times

Topic 1Question #3

You work as a Senior Marketing Manger for Umbrella Inc. You find out that some of the software applications on the systems were malfunctioning

and also you were not able to access your remote desktop session. You suspected that some malicious attack was performed on the network of

the company. You immediately called the incident response team to handle the situation who enquired the Network Administrator to acquire all

relevant information regarding the malfunctioning.

The Network Administrator informed the incident response team that he was reviewing the security of the network which caused all these

problems. Incident response team announced that this was a controlled event not an incident. Which of the following steps of an incident

handling process was performed by the incident response team?

A. Containment

B. Eradication

C. Preparation

D. Identification

Correct Answer: D

Community vote distribution

D (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: D

Once the organization has determined the need for a contingency plan and understands how long the organization can survive without user access,

the ISSMP can begin reviewing the budget, potential partner alternate-site/reciprocal agreements and anticipated future budgets to fine-tune the type

of contingency capabilities to implement.

upvoted 1 times

Topic 1Question #4

Which of the following is the process performed between organizations that have unique hardware or software that cannot be maintained at a hot

or warm site?

A. Cold sites arrangement

B. Business impact analysis

C. Duplicate processing facilities

D. Reciprocal agreements

Correct Answer: D

Community vote distribution

D (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: A

Data diddling is a cybercrime where a person intentionally enters wrong information into a computer, system, or document.

upvoted 1 times

Topic 1Question #5

Which of the following involves changing data prior to or during input to a computer in an effort to commit fraud?

A. Data diddling

B. Wiretapping

C. Eavesdropping

D. Spoofing

Correct Answer: A

Community vote distribution

A (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: B

The Planning Phase. As you begin the penetration testing process, a practice …

The Pre-attack Phase. Before testing begins, the pre-attack phase is critical. …

The Attack Phase. During the attack phase, the pentesters begin to find and …

The Post-Attack Phase. After your testing timeline is complete, the …

upvoted 1 times

Topic 1Question #6

Which of the following penetration testing phases involves reconnaissance or data gathering?

A. Attack phase

B. Pre-attack phase

C. Post-attack phase

D. Out-attack phase

Correct Answer: B

Community vote distribution
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  tld1486905 10 months, 4 weeks ago

Selected Answer: ABC

The output of the BIA will include identification of critical assets and processes required to support business functions. It maps critical functions to

corresponding assets—especially information systems and services. Further, the BIA quantifies the consequences of the deterioration of CIA to that

system component. Simply stated, the BIA establishes maximum tolerable downtime (MTD) for each critical system.

upvoted 1 times

Topic 1Question #7

Mark works as a security manager for SoftTech Inc. He is involved in the BIA phase to create a document to be used to help understand what

impact a disruptive event would have on the business. The impact might be financial or operational. Which of the following are the objectives

related to the above phase in which

Mark is involved? Each correct answer represents a part of the solution. Choose three.

A. Resource requirements identification

B. Criticality prioritization

C. Down-time estimation

D. Performing vulnerability assessment

Correct Answer: ABC

Community vote distribution

ABC (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: D

A contingency plan is the way that your team should react if there is something that interrupts the normal course of business. Contingency plans are

often found as part of emergency planning, disaster recovery and risk management.

upvoted 1 times

  Zof21 1 year, 10 months ago

BCP addresses how to keep the organisation in business after a disaster takes place. It's about the survivability of the org. & ensuring that critical

functions can still take place even after a disaster.

Contingency Plansaddress how to deal with small incidents that do not qualify as disasters, as in power failures, a down communication link to the

internet, or corruption of software. Contingency Planning Documents help to provide a plan for returning operations to normal in the event of an

emergency. Org.'s should be ready to deal with large and small issues, that may occur within one day.

upvoted 2 times

Topic 1Question #8

Which of the following recovery plans includes specific strategies and actions to deal with specific variances to assumptions resulting in a

particular security problem, emergency, or state of affairs?

A. Business continuity plan

B. Disaster recovery plan

C. Continuity of Operations Plan

D. Contingency plan

Correct Answer: D

Community vote distribution

D (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: C

An IPsec tunnel is a secure communication channel established between two devices over a public network, such as the Internet. It uses the IPsec

protocol suite to encrypt and authenticate data packets, ensuring that the data remains confidential and tamper-proof during transmission

upvoted 1 times

Topic 1Question #9

Which of the following protocols is used with a tunneling protocol to provide security?

A. FTP

B. IPX/SPX

C. IPSec

D. EAP

Correct Answer: C

Community vote distribution

C (100%)
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #10

Which of the following subphases are defined in the maintenance phase of the life cycle models?

A. Change control

B. Configuration control

C. Request control

D. Release control

Correct Answer: ACD



  tld1486905 10 months, 4 weeks ago

Selected Answer: A

Non-repudiation is one of the essentials to guarantee security with a special focus on transactions and data exchanges over the Internet. Non-

repudiation is one of the basic needs of information security that requires no participant in a given communication or transaction can deny their

participation in it. As communication security has perhaps never been more necessary with the increasingly integrating world given by technology.

upvoted 1 times

Topic 1Question #11

Which of the following terms refers to a mechanism which proves that the sender really sent a particular message?

A. Non-repudiation

B. Confidentiality

C. Authentication

D. Integrity

Correct Answer: A

Community vote distribution

A (100%)

https://www.examtopics.com/user/tld1486905/
https://www.examtopics.com/user/tld1486905/
https://www.examtopics.com/user/tld1486905/
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Selected Answer: ABC

The DIAP forms the Department’s core organizing element for achieving a more comprehensive, coherent and consistent IA program. It includes a

process designed to give central oversight while retaining decentralized execution to realize continuous improvement in our IA posture. The DIAP’s

central coordination and oversight activities enable the Department to accurately develop,

validate, integrate, and prioritize DoD-wide IA requirements, determine the return on our IA

investments, and objectively assess our defense-in-depth efforts to protect the DII and critical elements of NII and GII.

upvoted 1 times

  arawaco 1 year, 3 months ago

The key is assets..

upvoted 1 times

  arawaco 1 year, 3 months ago

DIAP: defense wide information assurance program.

Means which cyber threats are countered.}Vulnerability, identify information assurance cyber threats, provide data.

upvoted 1 times

Topic 1Question #12

Which of the following characteristics are described by the DIAP Information Readiness Assessment function? Each correct answer represents a

complete solution. Choose all that apply.

A. It performs vulnerability/threat analysis assessment.

B. It identifies and generates IA requirements.

C. It provides data needed to accurately assess IA readiness.

D. It provides for entry and storage of individual system data.

Correct Answer: ABC

Community vote distribution

ABC (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: D

Patent laws are used to protect the duplication of software. Software patents cover the algorithms and techniques that are used in creating the

software. It does not cover the entire program of the software. Patents give the author the right to make and sell his product. The time of the patent

of a product is limited though, i.e., the author of the product has the right to use the patent for only a specific length of time. Answer: D is incorrect.

Copyright laws protect original works or creations of authorship including literary, dramatic, musical, artistic, and certain other intellectual works.

upvoted 1 times

Topic 1Question #13

Joseph works as a Software Developer for Web Tech Inc. He wants to protect the algorithms and the techniques of programming that he uses in

developing an application. Which of the following laws are used to protect a part of software?

A. Code Security law

B. Trademark laws

C. Copyright laws

D. Patent laws

Correct Answer: D

Community vote distribution

D (100%)
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  Eltooth 10 months, 4 weeks ago

Selected Answer: D

Not ideal but service packs and updates is best answer here.
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  arawaco 1 year, 3 months ago

Key is vulnerability, so patchs.

upvoted 1 times

Topic 1Question #14

Which of the following is the best method to stop vulnerability attacks on a Web server?

A. Using strong passwords

B. Configuring a firewall

C. Implementing the latest virus scanner

D. Installing service packs and updates

Correct Answer: D

Community vote distribution

D (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: C

not fundamental level
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  Eltooth 10 months, 4 weeks ago

Selected Answer: C

C is correct answer.

https://www.itgovernance.co.uk/capability-maturity-model

Initial

Repeatable

Defined

Managed

Optimising

upvoted 1 times

  arawaco 1 year, 3 months ago

Some maturity stages:

initial

Managed

Defined

Quiantitatively(repeatable).

Optimized.

upvoted 1 times

Topic 1Question #15

Which of the following is NOT a valid maturity level of the Software Capability Maturity Model (CMM)?

A. Managed level

B. Defined level

C. Fundamental level

D. Repeatable level

Correct Answer: C

Community vote distribution

C (100%)

https://www.examtopics.com/user/tld1486905/
https://www.examtopics.com/user/tld1486905/
https://www.examtopics.com/user/tld1486905/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/arawaco/
https://www.examtopics.com/user/arawaco/
https://www.examtopics.com/user/arawaco/


  Capelo 2 years, 2 months ago

Selected Answer: A

Emergency management team

upvoted 3 times

  Cyberbug2021 2 years, 2 months ago

Emergency management team: This team is responsible for dealing with the immediate effects of a disaster.

Damage assessment team: This team is responsible for assessing the damage caused by a disaster.

Off-site storage team: This team is responsible for managing off-site storage facilities.

Emergency action team: This team is responsible for taking action during an emergency.

Crisis management team: This team is responsible for managing the crisis and ensuring that business operations can continue.

IT recovery team: This team is responsible for recovering IT systems and data after a disaster.

Communications team: This team is responsible for communicating with employees, customers, and other stakeholders during and after a disaster.

upvoted 2 times

  arawaco 1 year, 3 months ago

as complement: Also emergency action team: overseeing implementation and fulfilment the plan.

upvoted 1 times

  Cyberbug2021 2 years, 2 months ago

Emergency-management team

upvoted 2 times

Topic 1Question #16

Which of the following BCP teams is the first responder and deals with the immediate effects of the disaster?

A. Emergency-management team

B. Damage-assessment team

C. Off-site storage team

D. Emergency action team

Correct Answer: A

Community vote distribution

A (100%)
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  Drackos2 3 months, 3 weeks ago

Selected Answer: C

The Clark-Wilson security model emphasizes integrity and enforces that:

Subjects (users) cannot access objects (data) directly.

All access must be done through well-formed transactions (i.e., trusted applications or programs).

This ensures that only authorized changes are made to data, maintaining data integrity.

Other options:

A. Biba-Clark model: This is not an official or standard model; possibly a mix-up of Biba and Clark-Wilson.

B. Bell-LaPadula: Focuses on confidentiality, not integrity, and uses rules like "no read up, no write down."

D. Biba model: Focuses on integrity but uses different rules such as "no write up, no read down."

Clark-Wilson is the only model that requires access to objects through applications.

upvoted 1 times

  tld1486905 9 months, 3 weeks ago

Selected Answer: C

Bell-LaPadula

The Bell-LaPadula state machine model enforces confidentiality. The Bell-LaPadula model uses mandatory access control to enforce the DoD

multilevel security policy. For a subject to access information, he must have a clear need to know and meet or exceed the information’s classification

level.

upvoted 1 times

  tld1486905 10 months, 1 week ago

The Clark-Wilson model can be applied to banking systems to ensure the integrity of customer data and financial transactions. For example, each

user, such as a manager, accountant, or teller, would be assigned a role with limited privileges based on their job responsibilities.

upvoted 1 times

  tld1486905 10 months, 4 weeks ago

Selected Answer: A

The Bell-LaPadula model is a formal model for enforcing access control policies, particularly in government and military environments. It is based on

the principles of confidentiality and information flow control.

upvoted 1 times

  Cyberbug2021 1 year, 2 months ago

Bell-LaPadula - Correct answer

upvoted 2 times

  Cyberbug2021 1 year, 2 months ago

The Harrison-Ruzzo-Ullman model is a security model that dictates that subjects can only access objects through applications.

Topic 1Question #17

Which of the following security models dictates that subjects can only access objects through applications?

A. Biba-Clark model

B. Bell-LaPadula

C. Clark-Wilson

D. Biba model

Correct Answer: C

Community vote distribution

C (50%) A (50%)
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upvoted 1 times



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #18

Which of the following relies on a physical characteristic of the user to verify his identity?

A. Social Engineering

B. Kerberos v5

C. Biometrics

D. CHAP

Correct Answer: C



  tld1486905 10 months, 4 weeks ago

Selected Answer: ABC

data downloads are tracked also

upvoted 1 times

Topic 1Question #19

Which of the following types of activities can be audited for security? Each correct answer represents a complete solution. Choose three.

A. Data downloading from the Internet

B. File and object access

C. Network logons and logoffs

D. Printer access

Correct Answer: BCD

Community vote distribution

ABC (100%)
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  KakekGuru 9 months, 2 weeks ago

Selected Answer: D

The question is unclear. However, I chose D, as the audit should be done from independent party, not by the ones running the operational such as the

administrator.

upvoted 1 times

  tld1486905 10 months, 4 weeks ago

Selected Answer: D

Monitoring of independent analyses 

Performing and reviewing customer satisfaction surveys

Conducting the agreed-upon independent audit reports and resolution of audit findings

upvoted 1 times

  sc_cloud_learn 4 years, 4 months ago

Is this not related to Operation ?

upvoted 3 times

  matt_hkt 1 year, 2 months ago

1.network admin should not handle computer matter

2.network admin should not perform audit

3.no one should audit anything just because someone says his pc is slow

this dumb question is a typically question by isc2 crackhead

upvoted 1 times

Topic 1Question #20

You work as a Network Administrator for ABC Inc. The company uses a secure wireless network. John complains to you that his computer is not

working properly.

What type of security audit do you need to conduct to resolve the problem?

A. Operational audit

B. Dependent audit

C. Non-operational audit

D. Independent audit

Correct Answer: D

Community vote distribution

D (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: B

The Computer Fraud and Abuse Act (“CFAA”), codified at Title 18, United States Code, Section 1030, is an important law for prosecutors to address

cyber-based crimes. As technology and criminal behavior continue to evolve, however, it also remains important that the CFAA be applied consistently

by attorneys for the government and that the public better understand how the Department applies the law.

upvoted 1 times

Topic 1Question #21

Which of the following laws is the first to implement penalties for the creator of viruses, worms, and other types of malicious code that causes

harm to the computer systems?

A. Gramm-Leach-Bliley Act

B. Computer Fraud and Abuse Act

C. Computer Security Act

D. Digital Millennium Copyright Act

Correct Answer: B

Community vote distribution

B (100%)
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  Cyberbug2021 1 year, 2 months ago

Yes, life cycle models apply to the specifications, requirements, design, verification and validation, and maintenance activities. The V-model is a

software development model that illustrates how testing needs to begin as early as possible in the software development life cycle (SDLC).

upvoted 2 times

Topic 1Question #22

SIMULATION -

Fill in the blank with an appropriate phrase.________ models address specifications, requirements, and design, verification and validation, and

maintenance activities.

Correct Answer: Life cycle
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  Drackos2 3 months, 3 weeks ago

Selected Answer: D

Calculating each term:

0.6

⋅
(

−

10,000

)

=

−

6,000

0.6⋅(−10,000)=−6,000

0.1

⋅
(

−

85,000

)

=

−

8,500

0.1⋅(−85,000)=−8,500

0.25

⋅
(

−

75,000

)

=

−

18,750

0.25⋅(−75,000)=−18,750

0.4

Topic 1Question #23

You are the project manager of the GHE Project. You have identified the following risks with the characteristics as shown in the following figure:

How much capital should the project set aside for the risk contingency reserve?

A. $142,000

B. $232,000

C. $41,750

D. $23,750

Correct Answer: D

https://www.examtopics.com/user/Drackos2/
https://www.examtopics.com/user/Drackos2/
https://www.examtopics.com/user/Drackos2/


⋅
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=

18,000

0.4⋅45,000=18,000

0.5

⋅
(
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17,000

)

=

−

8,500

0.5⋅(−17,000)=−8,500

Adding them all together:

−

6,000

+

(

−

8,500

)

+

(

−

18,750

)

+

18,000

+

(

−

8,500

)

=

−

23,750

−6,000+(−8,500)+(−18,750)+18,000+(−8,500)=−23,750

upvoted 1 times

  arawaco 1 year, 3 months ago

,6*-10.000+,1*-85.000+,25*-75.000+,4*45.000+,5*-17.000 = 23750

upvoted 1 times

  Cyberbug2021 2 years, 2 months ago

Note D is the answer - as Risk D is the positive missed that :)

upvoted 2 times

  Cyberbug2021 2 years, 2 months ago

D - doesn't seem right

upvoted 1 times
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  arawaco 1 year, 3 months ago

System hardening: securing the computer against known vulnerabilities and minimizing attack threats

upvoted 1 times

Topic 1Question #24

Which of the following statements about system hardening are true? Each correct answer represents a complete solution. Choose two.

A. It can be achieved by installing service packs and security updates on a regular basis.

B. It is used for securing the computer hardware.

C. It can be achieved by locking the computer room.

D. It is used for securing an operating system.

Correct Answer: AD

https://www.examtopics.com/user/arawaco/
https://www.examtopics.com/user/arawaco/
https://www.examtopics.com/user/arawaco/


  Drackos2 3 months, 3 weeks ago

Selected Answer: BCE

| Role | Key Responsibility | Commonly Held By |

| ------------- | ----------------------------------------- | ------------------------ |

| **Owner** | Classify and control access to data | Business leader, manager |

| **Custodian** | Implement protection and maintain systems | IT staff, sysadmin |

| **User** | Use data responsibly under policy | Employees, contractors |

upvoted 1 times

Topic 1Question #25

Which of the following are the common roles with regard to data in an information classification program? Each correct answer represents a

complete solution.

Choose all that apply.

A. Editor

B. Custodian

C. Owner

D. Security auditor

E. User

Correct Answer: BCDE

https://www.examtopics.com/user/Drackos2/
https://www.examtopics.com/user/Drackos2/
https://www.examtopics.com/user/Drackos2/


  arawaco 1 year, 3 months ago

A-Process executing risk response plans, training, id risks, residual risks, evaluate risks.

C,D-Way to quantify risks.

Answer A

upvoted 2 times

Topic 1Question #26

Which of the following processes is described in the statement below? "It is the process of implementing risk response plans, tracking identified

risks, monitoring residual risk, identifying new risks, and evaluating risk process effectiveness throughout the project."

A. Monitor and Control Risks

B. Identify Risks

C. Perform Qualitative Risk Analysis

D. Perform Quantitative Risk Analysis

Correct Answer: A

https://www.examtopics.com/user/arawaco/
https://www.examtopics.com/user/arawaco/
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  arawaco 1 year, 3 months ago

B- Project management plan contains: scope management, budget, progress, resources and more.

upvoted 2 times

  Cyberbug2021 2 years, 2 months ago

these are pmp question not cissp-issmp questions

upvoted 3 times

Topic 1Question #27

Walter is the project manager of a large construction project. He'll be working with several vendors on the project. Vendors will be providing

materials and labor for several parts of the project. Some of the works in the project are very dangerous so Walter has implemented safety

requirements for all of the vendors and his own project team. Stakeholders for the project have added new requirements, which have caused new

risks in the project. A vendor has identified a new risk that could affect the project if it comes into fruition. Walter agrees with the vendor and has

updated the risk register and created potential risk responses to mitigate the risk. What should Walter also update in this scenario considering the

risk event?

A. Project contractual relationship with the vendor

B. Project management plan

C. Project communications plan

D. Project scope statement

Correct Answer: B
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  arawaco 1 year, 3 months ago

C- Fisk register= Log the risks and how to respond.

upvoted 2 times

Topic 1Question #28

You are the project manager of the HJK Project for your organization. You and the project team have created risk responses for many of the risk

events in the project. Where should you document the proposed responses and the current status of all identified risks?

A. Risk management plan

B. Lessons learned documentation

C. Risk register

D. Stakeholder management strategy

Correct Answer: C
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  arawaco 1 year, 3 months ago

C is made by change management

Answer» Security controls: A,B and D.

upvoted 1 times

  sc_cloud_learn 4 years, 4 months ago

Should it be A, B and C?

upvoted 1 times

Topic 1Question #29

Which of the following security controls will you use for the deployment phase of the SDLC to build secure software? Each correct answer

represents a complete solution. Choose all that apply.

A. Vulnerability Assessment and Penetration Testing

B. Security Certification and Accreditation (C&A)

C. Change and Configuration Control

D. Risk Adjustments

Correct Answer: ABD

https://www.examtopics.com/user/arawaco/
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  tld1486905 10 months, 4 weeks ago

Selected Answer: A

Job rotation is a strategy to prevent collusion by assigning different tasks to employees at regular intervals

upvoted 1 times

Topic 1Question #30

Which of the following can be prevented by an organization using job rotation and separation of duties policies?

A. Collusion

B. Eavesdropping

C. Buffer overflow

D. Phishing

Correct Answer: A

Community vote distribution

A (100%)
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  arawaco 1 year, 3 months ago

Personal information: A,B,D.

upvoted 2 times

  arawaco 1 year, 3 months ago

Location information is provided by the question «...harassment within the work place...»

upvoted 1 times

  Ewetayo 1 year, 6 months ago

A,B,C and D

upvoted 2 times

Topic 1Question #31

Peter works as a Computer Hacking Forensic Investigator. He has been called by an organization to conduct a seminar to give necessary

information related to sexual harassment within the work place. Peter started with the definition and types of sexual harassment. He then wants

to convey that it is important that records of the sexual harassment incidents should be maintained, which helps in further legal prosecution.

Which of the following data should be recorded in this documentation? Each correct answer represents a complete solution. Choose all that apply.

A. Names of the victims

B. Location of each incident

C. Nature of harassment

D. Date and time of incident

Correct Answer: ABD
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  tld1486905 10 months, 4 weeks ago

Selected Answer: C

Always the original documents are excepted.

upvoted 2 times

Topic 1Question #32

Which of the following types of evidence is considered as the best evidence?

A. A copy of the original document

B. Information gathered through the witness's senses

C. The original document

D. A computer-generated record

Correct Answer: C

Community vote distribution

C (100%)
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  tld1486905 10 months, 3 weeks ago

Selected Answer: AB

If audit trails have been designed and implemented to record appropriate information, they can assist in intrusion detection. Although normally

thought of as a real-time effort, intrusions can be detected in real time, by examining audit records as they are created (or through the use of other

kinds of warning flags/notices), or after the fact (e.g., by examining audit records in a batch process).

upvoted 1 times

Topic 1Question #33

What are the purposes of audit records on an information system? Each correct answer represents a complete solution. Choose two.

A. Troubleshooting

B. Investigation

C. Upgradation

D. Backup

Correct Answer: AB

Community vote distribution

AB (100%)

https://www.examtopics.com/user/tld1486905/
https://www.examtopics.com/user/tld1486905/
https://www.examtopics.com/user/tld1486905/


  tld1486905 10 months, 3 weeks ago

Selected Answer: A

The SSAA is a critical document that provides a comprehensive summary of the security controls and safeguards in place to protect sensitive and

classified information stored, processed, and transmitted across the DoD network. The document outlines the scope of the system, the types of

information that it processes or stores, the security risks associated with the system, and the controls and countermeasures in place to address

these risks.

upvoted 1 times

  arawaco 1 year, 3 months ago

System security authorization agreement

upvoted 2 times

Topic 1Question #34

Which of the following refers to an information security document that is used in the United States Department of Defense (DoD) to describe and

accredit networks and systems?

A. SSAA

B. FITSAF

C. FIPS

D. TCSEC

Correct Answer: A

Community vote distribution

A (100%)
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  Drackos2 3 months, 3 weeks ago

Selected Answer: B

It should be B, unless I'm mistaken. Gap Analysis compares the current stated with the desired states. Rather than CBA, that is the measurements of

time, money, and personnel resources.

Cost-benefit analysis (CBA) is a process used to:

Measure the investment of time, money, and human resources.

Compare the costs of an action or decision to its expected benefits.

Help organizations determine whether an investment is worthwhile.

upvoted 1 times

  arawaco 1 year, 3 months ago

Gap analysis: (part of organizational governance) compares present state with approved future state to support business case.

upvoted 1 times

Topic 1Question #35

Which of the following analysis provides a foundation for measuring investment of time, money and human resources required to achieve a

particular outcome?

A. Vulnerability analysis

B. Cost-benefit analysis

C. Gap analysis

D. Requirement analysis

Correct Answer: C
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #36

A contract cannot have provisions for which one of the following?

A. Subcontracting the work

B. Penalties and fines for disclosure of intellectual rights

C. A deadline for the completion of the work

D. Illegal activities

Correct Answer: D



  tld1486905 10 months, 3 weeks ago

Selected Answer: B

Risk transfer is a risk management technique that involves transferring future risks from one person to another. Purchasing insurance is a well-known

example of risk management since the risk of a person or entity is transferred to a third party (an insurance company).

upvoted 1 times

Topic 1Question #37

Your company is covered under a liability insurance policy, which provides various liability coverage for information security risks, including any

physical damage of assets, hacking attacks, etc. Which of the following risk management techniques is your company using?

A. Risk mitigation

B. Risk transfer

C. Risk acceptance

D. Risk avoidance

Correct Answer: B

Community vote distribution

B (100%)
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  tld1486905 10 months, 3 weeks ago

Selected Answer: D

Effective security awareness training focuses on engaging today’s workforce to reduce user risk. Many security awareness training programs ignore

education best practices, delivering training in one-off sessions that overwhelm users with information or worse, are forgettable. For training to stick,

it needs to be persistent, delivered regularly in small doses to fit employees’ busy schedules. Most importantly, positive reinforcement and humor

performs better than fear-based or boring messaging to improve retention of critical security topics.

upvoted 1 times

Topic 1Question #38

You work as a security manager for SoftTech Inc. You are conducting a security awareness campaign for your employees. One of the employees

of your organization asks you the purpose of the security awareness, training and education program. What will be your answer?

A. It improves the possibility for career advancement of the IT staff.

B. It improves the security of vendor relations.

C. It improves the performance of a company's intranet.

D. It improves awareness of the need to protect system resources.

Correct Answer: D

Community vote distribution

D (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: D

There might be proprietary data from sales or intellectual property about product development that needs to be protected, so there are confidentiality

requirements.

upvoted 1 times

Topic 1Question #39

You are responsible for network and information security at a metropolitan police station. The most important concern is that unauthorized

parties are not able to access data. What is this called?

A. Availability

B. Encryption

C. Integrity

D. Confidentiality

Correct Answer: D

Community vote distribution

D (100%)
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  arawaco 1 year, 3 months ago

Scope verification: focus evaluating if project/product/service meets requirements of scope deliverables.

Project management information system: project information is to organize/ collects and uses project information.

Integrate change control: project modification requests.

Configuration management syutem: Trackin, control canges and QA.

Answer D

upvoted 2 times

Topic 1Question #40

What component of the change management system is responsible for evaluating, testing, and documenting changes created to the project

scope?

A. Scope Verification

B. Project Management Information System

C. Integrated Change Control

D. Configuration Management System

Correct Answer: D
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #41

Electronic communication technology refers to technology devices, such as computers and cell phones, used to facilitate communication. Which

of the following is/ are a type of electronic communication? Each correct answer represents a complete solution. Choose all that apply.

A. Internet telephony

B. Instant messaging

C. Electronic mail

D. Post-it note

E. Blogs

F. Internet teleconferencing

Correct Answer: ABCEF



  tld1486905 10 months, 4 weeks ago

Selected Answer: B

If they support the activity, they facilitate security goals by sharing information and influencing others to be cooperative.

upvoted 1 times

  tld1486905 10 months, 4 weeks ago

Selected Answer: B

Accepting, avoiding, mitigating, sharing or transferring risk to organizational operations (mission, functions, image or reputation) organizational

assets, individuals, other organizations and the nation.

upvoted 1 times

  arawaco 1 year, 3 months ago

B Sharing: colaborative share party understand level of risk

upvoted 1 times

Topic 1Question #42

You are the project manager of the HJK project for your organization. You and the project team have created risk responses for many of the risk

events in the project. A teaming agreement is an example of what risk response?

A. Mitigation

B. Sharing

C. Acceptance

D. Transference

Correct Answer: B

Community vote distribution

B (100%)
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  arawaco 1 year, 3 months ago

Ferpa: family education rights...

upvoted 1 times

Topic 1Question #43

Which of the following acts is a specialized privacy bill that affects any educational institution to accept any form of funding from the federal

government?

A. HIPAA

B. COPPA

C. FERPA

D. GLBA

Correct Answer: C
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #44

Which of the following steps is the initial step in developing an information security strategy?

A. Perform a technical vulnerabilities assessment.

B. Assess the current levels of security awareness.

C. Perform a business impact analysis.

D. Analyze the current business strategy.

Correct Answer: D



  tld1486905 10 months, 4 weeks ago

Selected Answer: ACD

Data integrity ensures that unauthorized modifications are not made to data by authorized personnel or processes. Techniques such as checksums,

digital signatures, version control, and auditing help maintain data integrity

upvoted 1 times

  tld1486905 10 months, 4 weeks ago

Selected Answer: CD

A doesn't seem correct, it appears to be backwards... like C states... correct.

upvoted 1 times

Topic 1Question #45

Which of the following statements about the integrity concept of information security management are true? Each correct answer represents a

complete solution.

Choose three.

A. It ensures that unauthorized modifications are not made to data by authorized personnel or processes.

B. It determines the actions and behaviors of a single individual within a system

C. It ensures that modifications are not made to data by unauthorized personnel or processes.

D. It ensures that internal information is consistent among all subentities and also consistent with the real-world, external situation.

Correct Answer: ACD

Community vote distribution

ACD (50%) CD (50%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: B

Cost plus a percentage of cost is a method of pricing contractors use when drafting contracts with clients when they cannot provide a final cost at

the time of the contract.

upvoted 1 times

Topic 1Question #46

Which of the following contract types is described in the statement below? "This contract type provides no incentive for the contractor to control

costs and hence is rarely utilized."

A. Cost Plus Fixed Fee

B. Cost Plus Percentage of Cost

C. Cost Plus Incentive Fee

D. Cost Plus Award Fee

Correct Answer: B

Community vote distribution

B (100%)
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  Guest4768 1 year ago

"demon" should be "demo" here.

upvoted 2 times

Topic 1Question #47

Ned is the program manager for his organization and he's considering some new materials for his program. He and his team have never worked

with these materials before and he wants to ask the vendor for some additional information, a demon, and even some samples. What type of a

document should Ned send to the vendor?

A. IFB

B. RFQ

C. RFP

D. RFI

Correct Answer: D
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #48

Against which of the following does SSH provide protection? Each correct answer represents a complete solution. Choose two.

A. IP spoofing

B. Broadcast storm

C. Password sniffing

D. DoS attack

Correct Answer: AC



  tld1486905 10 months, 4 weeks ago

Selected Answer: A

https://simplystakeholders.com/stakeholder-mapping-template/

upvoted 1 times

  arawaco 1 year, 3 months ago

Stakeholder analysis chart:allows to map stablish appropriate level of communication, influence and interest.

upvoted 1 times

Topic 1Question #49

What is a stakeholder analysis chart?

A. It is a matrix that documents stakeholders' threats, perceived threats, and communication needs.

B. It is a matrix that identifies all of the stakeholders and to whom they must report to.

C. It is a matrix that documents the stakeholders' requirements, when the requirements were created, and when the fulfillment of the

requirements took place.

D. It is a matrix that identifies who must communicate with whom.

Correct Answer: A

Community vote distribution

A (100%)
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  arawaco 1 year, 3 months ago

BCP: address and prevent disruptive events

upvoted 2 times

Topic 1Question #50

Which of the following strategies is used to minimize the effects of a disruptive event on a company, and is created to prevent interruptions to

normal business activity?

A. Disaster Recovery Plan

B. Continuity of Operations Plan

C. Contingency Plan

D. Business Continuity Plan

Correct Answer: D
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #51

You are a project manager of a large construction project. Within the project you are working with several vendors to complete different phases of

the construction.

Your client has asked that you arrange for some of the materials a vendor is to install next week in the project to be changed. According to the

change management plan what subsystem will need to manage this change request?

A. Cost

B. Resources

C. Contract

D. Schedule

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #52

Which of the following roles is responsible for review and risk analysis of all contracts on a regular basis?

A. The Configuration Manager

B. The Supplier Manager

C. The Service Catalogue Manager

D. The IT Service Continuity Manager

Correct Answer: B



  tld1486905 10 months, 4 weeks ago

Selected Answer: C

Implementation or Coding - The design is implemented in code, usually in several iterations. This phase involves front-end, middleware, and back-end

development. It is the longest phase in the SDLC

upvoted 1 times

Topic 1Question #53

In which of the following SDLC phases is the system's security features configured and enabled, the system is tested and installed or fielded, and

the system is authorized for processing?

A. Initiation Phase

B. Development/Acquisition Phase

C. Implementation Phase

D. Operation/Maintenance Phase

Correct Answer: C

Community vote distribution

C (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: C

The Criminal Code (Stalking) Amendment Act 1999 (No 18 of 1999) was assented to on 30 April 1999. It repeals s 359A Criminal Code (Qld) and

inserts a new Chapter 33A (Unlawful Stalking), containing ss 359A-359F.

upvoted 1 times

Topic 1Question #54

Which of the following laws or acts, formed in Australia, enforces prohibition against cyber stalking?

A. Malicious Communications Act (1998)

B. Anti-Cyber-Stalking law (1999)

C. Stalking Amendment Act (1999)

D. Stalking by Electronic Communications Act (2001)

Correct Answer: C

Community vote distribution

C (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: C

Forum of Incident Response and Security Teams

The Forum of Incident Response and Security Teams (FIRST) is an international organization that brings together computer security incident

response teams from government, commercial, and academic organizations. FIRST aims to foster cooperation and coordination in incident

prevention, promote rapid reaction to incidents, and facilitate information sharing among its members and the community at large.

upvoted 1 times

Topic 1Question #55

Which of the following response teams aims to foster cooperation and coordination in incident prevention, to prompt rapid reaction to incidents,

and to promote information sharing among members and the community at large?

A. CSIRT

B. CERT

C. FIRST

D. FedCIRC

Correct Answer: C

Community vote distribution

C (100%)
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  Drackos2 3 months, 3 weeks ago

Selected Answer: D

Agree with D

OPSEC Law Principle

1 Know what to protect

2 Know the threat

3 Know your vulnerabilities

4 If you don't protect it, the adversary wins

5 OPSEC is a continuous process

upvoted 1 times

  tld1486905 10 months, 4 weeks ago

Selected Answer: D

If you don't know the threat ... then how do you know what to protect...

upvoted 1 times

  Aquanautix 1 year ago

Agree... 1. Identification of Critical information

upvoted 1 times

  sc_cloud_learn 1 year, 4 months ago

Is this not to identify critical asset first?

upvoted 1 times

Topic 1Question #56

Which of the following statements is related with the first law of OPSEC?

A. If you are not protecting it (the critical and sensitive information), the adversary wins!

B. If you don't know what to protect, how do you know you are protecting it?

C. If you don't know about your security resources you could not protect your network.

D. If you don't know the threat, how do you know what to protect?

Correct Answer: D

Community vote distribution

D (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: C

Standard Change, Normal Change or Emergency..

upvoted 1 times

Topic 1Question #57

Change Management is used to ensure that standardized methods and procedures are used for efficient handling of all changes. Who decides the

category of a change?

A. The Problem Manager

B. The Process Manager

C. The Change Manager

D. The Service Desk

E. The Change Advisory Board

Correct Answer: C

Community vote distribution

C (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: B

implies fullness of detail that fixes something described in time and space.

upvoted 1 times

Topic 1Question #58

Which of the following evidences are the collection of facts that, when considered together, can be used to infer a conclusion about the malicious

activity/person?

A. Direct

B. Circumstantial

C. Incontrovertible

D. Corroborating

Correct Answer: B

Community vote distribution

B (100%)
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  tld1486905 10 months, 4 weeks ago

Selected Answer: C

Statute of limitations relating to age discrimination

The Civil Rights Act of 1991 eliminates the two-to-three-year statute of limitations for cases under the Age Discrimination in Employment Act of 1967

(ADEA). The suit-filing requirement for ADEA would now be the same as Title VII, which in turn would require the EEOC to provide notice to the

charging parties as well.

upvoted 1 times

Topic 1Question #59

Which of the following Acts enacted in United States amends Civil Rights Act of 1964, providing technical changes affecting the length of time

allowed to challenge unlawful seniority provisions, to sue the federal government for discrimination and to bring age discrimination claims?

A. PROTECT Act

B. Sexual Predators Act

C. Civil Rights Act of 1991

D. The USA Patriot Act of 2001

Correct Answer: C

Community vote distribution

C (100%)
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #60

Which of the following policies helps reduce the potential damage from the actions of one person?

A. CSA

B. Risk assessment

C. Separation of duties

D. Internal audit

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #61

The goal of Change Management is to ensure that standardized methods and procedures are used for efficient handling of all changes. Which of

the following are

Change Management terminologies? Each correct answer represents a part of the solution. Choose three.

A. Request for Change

B. Service Request Management

C. Change

D. Forward Schedule of Changes

Correct Answer: ACD



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #62

Which of the following is the correct order of digital investigations Standard Operating Procedure (SOP)?

A. Initial analysis, request for service, data collection, data reporting, data analysis

B. Initial analysis, request for service, data collection, data analysis, data reporting

C. Request for service, initial analysis, data collection, data analysis, data reporting

D. Request for service, initial analysis, data collection, data reporting, data analysis

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #63

Which of the following roles is used to ensure that the confidentiality, integrity, and availability of the services are maintained to the levels

approved on the Service

Level Agreement (SLA)?

A. The Service Level Manager

B. The Configuration Manager

C. The IT Security Manager

D. The Change Manager

Correct Answer: C



  tld1486905 10 months, 4 weeks ago

Selected Answer: D

It is focused on continuous improvement and allows organizations to respond to opportunities and changes with agility. At this level, work is based

upon continuous improvement

upvoted 1 times

Topic 1Question #64

James works as a security manager for SoftTech Inc. He has been working on the continuous process improvement and on the ordinal scale for

measuring the maturity of the organization involved in the software processes. According to James, which of the following maturity levels of

software CMM focuses on the continuous process improvement?

A. Repeatable level

B. Defined level

C. Initiating level

D. Optimizing level

Correct Answer: D

Community vote distribution

D (100%)
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #65

Which of the following is a set of exclusive rights granted by a state to an inventor or his assignee for a fixed period of time in exchange for the

disclosure of an invention?

A. Patent

B. Utility model

C. Snooping

D. Copyright

Correct Answer: A



  tld1486905 10 months, 4 weeks ago

Selected Answer: A

A cold site is a backup location that is empty and does not have infrastructure or equipment in place. It is used by businesses as a contingency plan

in case of a disaster at their primary site. Cold sites can be set up relatively inexpensively since they don’t require servers or ongoing maintenance

upvoted 1 times

Topic 1Question #66

You are advising a school district on disaster recovery plans. In case a disaster affects the main IT centers for the district they will need to be able

to work from an alternate location. However, budget is an issue. Which of the following is most appropriate for this client?

A. Cold site

B. Off site

C. Hot site

D. Warm site

Correct Answer: A

Community vote distribution

A (100%)
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #67

Which of the following is a process of monitoring data packets that travel across a network?

A. Password guessing

B. Packet sniffing

C. Shielding

D. Packet filtering

Correct Answer: B



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #68

Mark works as a security manager for SofTech Inc. He is working in a partially equipped office space which contains some of the system

hardware, software, telecommunications, and power sources. In which of the following types of office sites is he working?

A. Mobile site

B. Warm site

C. Cold site

D. Hot site

Correct Answer: B



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #69

You are documenting your organization's change control procedures for project management. What portion of the change control process

oversees features and functions of the product scope?

A. Configuration management

B. Product scope management is outside the concerns of the project.

C. Scope change control system

D. Project integration management

Correct Answer: A



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #70

Which of the following enables an inventor to legally enforce his right to exclude others from using his invention?

A. Spam

B. Patent

C. Artistic license

D. Phishing

Correct Answer: B



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #71

Which of the following are the major tasks of risk management? Each correct answer represents a complete solution. Choose two.

A. Assuring the integrity of organizational data

B. Building Risk free systems

C. Risk control

D. Risk identification

Correct Answer: CD



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #72

Which of the following statements best describes the consequences of the disaster recovery plan test?

A. If no deficiencies were found during the test, then the test was probably flawed.

B. The plan should not be changed no matter what the results of the test would be.

C. The results of the test should be kept secret.

D. If no deficiencies were found during the test, then the plan is probably perfect.

Correct Answer: A



  tld1486905 10 months, 4 weeks ago

Selected Answer: D

L2TP uses the registered User Datagram Protocol (UDP) port 1701, and the whole L2TP packet is encapsulated within the UDP datagram. As per

normal UDP operation, the tunnel initiator selects an available UDP port and sends port number 1701 to the UDP destination.

upvoted 1 times

Topic 1Question #73

Which of the following ports is the default port for Layer 2 Tunneling Protocol (L2TP) ?

A. UDP port 161

B. TCP port 443

C. TCP port 110

D. UDP port 1701

Correct Answer: D

Community vote distribution

D (100%)
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #74

Which of the following statements reflect the 'Code of Ethics Canons' in the '(ISC)2 Code of Ethics'? Each correct answer represents a complete

solution. Choose all that apply.

A. Provide diligent and competent service to principals.

B. Protect society, the commonwealth, and the infrastructure.

C. Give guidance for resolving good versus good and bad versus bad dilemmas.

D. Act honorably, honestly, justly, responsibly, and legally.

Correct Answer: ABD



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #75

Which of the following issues are addressed by the change control phase in the maintenance phase of the life cycle models? Each correct answer

represents a complete solution. Choose all that apply.

A. Performing quality control

B. Recreating and analyzing the problem

C. Developing the changes and corresponding tests

D. Establishing the priorities of requests

Correct Answer: ABC



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #76

Which of the following statements about Due Care policy is true?

A. It is a method used to authenticate users on a network.

B. It is a method for securing database servers.

C. It identifies the level of confidentiality of information.

D. It provides information about new viruses.

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #77

Part of your change management plan details what should happen in the change control system for your project. Theresa, a junior project

manager, asks what the configuration management activities are for scope changes. You tell her that all of the following are valid configuration

management activities except for which one?

A. Configuration Verification and Auditing

B. Configuration Item Costing

C. Configuration Identification

D. Configuration Status Accounting

Correct Answer: B



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #78

What are the steps related to the vulnerability management program? Each correct answer represents a complete solution. Choose all that apply.

A. Maintain and Monitor

B. Organization Vulnerability

C. Define Policy

D. Baseline the Environment

Correct Answer: ACD



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #79

Which of the following is a documentation of guidelines that are used to create archival copies of important data?

A. User policy

B. Security policy

C. Audit policy

D. Backup policy

Correct Answer: D



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #80

Which of the following deals is a binding agreement between two or more persons that is enforceable by law?

A. Outsource

B. Proposal

C. Contract

D. Service level agreement

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #81

Which of the following terms related to risk management represents the estimated frequency at which a threat is expected to occur?

A. Safeguard

B. Single Loss Expectancy (SLE)

C. Exposure Factor (EF)

D. Annualized Rate of Occurrence (ARO)

Correct Answer: D



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #82

Which of the following types of agreement creates a confidential relationship between the parties to protect any type of confidential and

proprietary information or a trade secret?

A. SLA

B. NDA

C. Non-price competition

D. CNC

Correct Answer: B



  tld1486905 10 months ago

Selected Answer: D

ISO/IEC 27002 is an international standard that provides guidance for organizations looking to establish, implement, and improve an Information

Security Management System (ISMS) focused on cybersecurity. While ISO/IEC 27001 outlines the requirements for an ISMS, ISO/IEC 27002 offers

best practices and control objectives related to key cybersecurity aspects including access control, cryptography, human resource security, and

incident response. The standard serves as a practical blueprint for organizations aiming to effectively safeguard their information assets against

cyber threats. By following ISO/IEC 27002 guidelines, companies can take a proactive approach to cybersecurity risk management and protect critical

information from unauthorized access and loss.

upvoted 1 times

Topic 1Question #83

Which of the following sections come under the ISO/IEC 27002 standard?

A. Financial assessment

B. Asset management

C. Security policy

D. Risk assessment

Correct Answer: BCD

Community vote distribution

D (100%)
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  tld1486905 10 months ago

Selected Answer: A

Protects any part of a communications system

18 U.S.C. 1362 is a statute that protects any part of a communications system, including its transmission lines, that is either operated or controlled

directly by the United States1. It also protects any part of a private communications system that is used or is intended to be used by the United States

for military or civil defense functions1. The full text of the statute can be found in 18 USC § 1362

upvoted 1 times

Topic 1Question #84

Which of the following U.S. Federal laws addresses computer crime activities in communication lines, stations, or systems?

A. 18 U.S.C. 1362

B. 18 U.S.C. 1030

C. 18 U.S.C. 1029

D. 18 U.S.C. 2701

E. 18 U.S.C. 2510

Correct Answer: A

Community vote distribution

A (100%)
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  tld1486905 10 months ago

Selected Answer: B

strict access against user accessing data

upvoted 1 times

Topic 1Question #85

Which of the following access control models uses a predefined set of access privileges for an object of a system?

A. Role-Based Access Control

B. Mandatory Access Control

C. Policy Access Control

D. Discretionary Access Control

Correct Answer: B

Community vote distribution

B (100%)
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #86

Which of the following statements about the availability concept of Information security management is true?

A. It determines actions and behaviors of a single individual within a system.

B. It ensures reliable and timely access to resources.

C. It ensures that unauthorized modifications are not made to data by authorized personnel or processes.

D. It ensures that modifications are not made to data by unauthorized personnel or processes.

Correct Answer: B



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #87

Which of the following is a process that identifies critical information to determine if friendly actions can be observed by adversary intelligence

systems?

A. IDS

B. OPSEC

C. HIDS

D. NIDS

Correct Answer: B



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #88

Which of the following administrative policy controls is usually associated with government classifications of materials and the clearances of

individuals to access those materials?

A. Separation of Duties

B. Due Care

C. Acceptable Use

D. Need to Know

Correct Answer: D



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #89

Which of the following processes will you involve to perform the active analysis of the system for any potential vulnerabilities that may result from

poor or improper system configuration, known and/or unknown hardware or software flaws, or operational weaknesses in process or technical

countermeasures?

A. Penetration testing

B. Risk analysis

C. Baselining

D. Compliance checking

Correct Answer: A



  Drackos2 3 months, 3 weeks ago

Selected Answer: BDE

There are three level of classification. TS, S, CUI (Aka Unclassified). There are a plethora of releasability.

upvoted 1 times

  tld1486905 10 months ago

Selected Answer: BCDE

There are three levels of classification, "TOP SECRET", "SECRET" and

"CONFIDENTIAL." Do not use other terms, such as "Official Use Only," or

"Administratively Confidential," to identify classified national security information. and CUI ... but not sensitive .. it is all sensitive but not a type of

classification ....

upvoted 1 times

Topic 1Question #90

Which of the following are the levels of military data classification system? Each correct answer represents a complete solution. Choose all that

apply.

A. Sensitive

B. Top Secret

C. Confidential

D. Secret

E. Unclassified

F. Public

Correct Answer: ABCDE

Community vote distribution

BCDE (100%)
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #91

Which of the following tools works by using standard set of MS-DOS commands and can create an MD5 hash of an entire drive, partition, or

selected files?

A. Device Seizure

B. Ontrack

C. DriveSpy

D. Forensic Sorter

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #92

Which of the following needs to be documented to preserve evidences for presentation in court?

A. Separation of duties

B. Account lockout policy

C. Incident response policy

D. Chain of custody

Correct Answer: D



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #93

Which of the following statements best explains how encryption works on the Internet?

A. Encryption encodes information using specific algorithms with a string of numbers known as a key.

B. Encryption validates a username and password before sending information to the Web server.

C. Encryption allows authorized users to access Web sites that offer online shopping.

D. Encryption helps in transaction processing by e-commerce servers on the Internet.

Correct Answer: A



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #94

Which of the following statutes is enacted in the U.S., which prohibits creditors from collecting data from applicants, such as national origin,

caste, religion etc?

A. The Fair Credit Reporting Act (FCRA)

B. The Privacy Act

C. The Electronic Communications Privacy Act

D. The Equal Credit Opportunity Act (ECOA)

Correct Answer: D



  Drackos2 3 months, 3 weeks ago

Selected Answer: BD

Both Biba and Clark-Wilson models are designed to enforce data integrity, not confidentiality.

✅ D. Biba Model

Focuses solely on data integrity.

Ensures data is not improperly modified.

Rules:

No write up (prevents less trusted subjects from corrupting more trusted data)

No read down (prevents subjects from reading less trusted data)

✅ B. Clark-Wilson Model

Focuses on commercial integrity, data consistency, and preventing fraud.

Uses:

Well-formed transactions

Separation of duties

Auditing mechanisms

C. Bell-LaPadula:

❌ Focuses on confidentiality, not integrity. Known for rules like No Read Up, No Write Down.

upvoted 1 times

Topic 1Question #95

Which of the following security models deal only with integrity? Each correct answer represents a complete solution. Choose two.

A. Biba-Wilson

B. Clark-Wilson

C. Bell-LaPadula

D. Biba

Correct Answer: BD
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Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #96

Rick is the project manager for TTM project. He is in the process of procuring services from vendors. He makes a contract with a vendor in which

he precisely specify the services to be procured, and any changes to the procurement specification will increase the costs to the buyer. Which type

of contract is this?

A. Firm Fixed Price

B. Fixed Price Incentive Fee

C. Cost Plus Fixed Fee Contract

D. Fixed Price with Economic Price Adjustment

Correct Answer: A



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #97

You are an Incident manager in Orangesect.Inc. You have been tasked to set up a new extension of your enterprise. The networking, to be done in

the new extension, requires different types of cables and an appropriate policy that will be decided by you. Which of the following stages in the

Incident handling process involves your decision making?

A. Preparation

B. Eradication

C. Identification

D. Containment

Correct Answer: A



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #98

Which of the following security models focuses on data confidentiality and controlled access to classified information?

A. Bell-La Padula model

B. Take-Grant model

C. Clark-Wilson model

D. Biba model

Correct Answer: A



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #99

SIMULATION -

Fill in the blank with the appropriate phrase. ____________ is the ability to record and report on the configuration baselines associated with each

configuration item at any moment of time.

Correct Answer: Configuration status accounting



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #100

SIMULATION -

Fill in the blank with an appropriate phrase.___________ is the process of using a strategy and plan of what patches should be applied to which

systems at a specified time. Correct

Correct Answer: Patch management



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #101

Which of the following recovery plans includes specific strategies and actions to deal with specific variances to assumptions resulting in a

particular security problem, emergency, or state of affairs?

A. Disaster recovery plan

B. Contingency plan

C. Continuity of Operations Plan

D. Business continuity plan

Correct Answer: B



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #102

Which of the following BCP teams handles financial arrangement, public relations, and media inquiries in the time of disaster recovery?

A. Software team

B. Off-site storage team

C. Applications team

D. Emergency-management team

Correct Answer: D



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #103

Eric is the project manager of the NQQ Project and has hired the ZAS Corporation to complete part of the project work for Eric's organization. Due

to a change request the ZAS Corporation is no longer needed on the project even though they have completed nearly all of the project work. Is

Eric's organization liable to pay the ZAS Corporation for the work they have completed so far on the project?

A. Yes, the ZAS Corporation did not choose to terminate the contract work.

B. It depends on what the outcome of a lawsuit will determine.

C. It depends on what the termination clause of the contract stipulates.

D. No, the ZAS Corporation did not complete all of the work.

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #104

Which of the following are the goals of risk management? Each correct answer represents a complete solution. Choose three.

A. Assessing the impact of potential threats

B. Identifying the accused

C. Finding an economic balance between the impact of the risk and the cost of the countermeasure

D. Identifying the risk

Correct Answer: ACD



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #105

You are working as a project manager in your organization. You are nearing the final stages of project execution and looking towards the final risk

monitoring and controlling activities. For your project archives, which one of the following is an output of risk monitoring and control?

A. Quantitative risk analysis

B. Qualitative risk analysis

C. Requested changes

D. Risk audits

Correct Answer: C



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #106

Della works as a security manager for SoftTech Inc. She is training some of the newly recruited personnel in the field of security management. She

is giving a tutorial on DRP. She explains that the major goal of a disaster recovery plan is to provide an organized way to make decisions if a

disruptive event occurs and asks for the other objectives of the DRP. If you are among some of the newly recruited personnel in SoftTech Inc, what

will be your answer for her question? Each correct answer represents a part of the solution. Choose three.

A. Protect an organization from major computer services failure.

B. Minimize the risk to the organization from delays in providing services.

C. Guarantee the reliability of standby systems through testing and simulation.

D. Maximize the decision-making required by personnel during a disaster.

Correct Answer: ABC



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #107

SIMULATION -

Fill in the blank with an appropriate phrase.______________ is used to provide security mechanisms for the storage, processing, and transfer of

data.

Correct Answer: Data classification



Currently there are no comments in this discussion, be the first to comment!

Topic 1Question #108

Software Development Life Cycle (SDLC) is a logical process used by programmers to develop software. Which of the following SDLC phases

meets the audit objectives defined below: System and data are validated. System meets all user requirements. System meets all control

requirements.

A. Programming and training

B. Evaluation and acceptance

C. Definition

D. Initiation

Correct Answer: B


