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Question #1 Topic 1

An information security risk analysis BEST assists an organization in ensuring that:

A. the infrastructure has the appropriate level of access control.
B. cost-effective decisions are made with regard to which assets need protection
C. an appropriate level of funding is applied to security processes.

D. the organization implements appropriate security technologies

Suggested Answer: B

Community vote distribution
B (97%)

O & msKid [TIITEREY 1 year, 1 month ago

CISM - AlO 2nd - The risk analyst studies different event scenarios and determines the impact of each. This may be expressed in quantitative terms
(dollars or other currency) or qualitative terms (high/medium/low or a numeric scale of 1to 5 or of 1 to 10).

Sounds like B to me
upvoted 20 times

& & Ziggybooboo 3 years, 1 month ago
Agreed
upvoted 2 times

© & Viperhunter (IREZLY 1 year, 1 month ago

Information security risk analysis helps organizations identify and prioritize potential risks to their information assets. By assessing the likelihood
and impact of various risks, organizations can make informed and cost-effective decisions about where to allocate resources for protection. This
involves determining which assets are most critical and require heightened security measures based on the level of risk they pose.

While the other options (ensuring appropriate access control, applying appropriate funding to security processes, and implementing appropriate
security technologies) are also important considerations, the primary benefit of risk analysis is in facilitating cost-effective decisions related to asset
protection.

upvoted 8 times

© & greeklovers4 [TRLT) 1 year, T month ago

Agree B.
upvoted 1 times

B & 2c24cf3 1 year, 3 months ago

Selected Answer: B

B. When you make risk analysis you can prioritize controls and optimize cost.
upvoted 1 times

B & GambleJai 1 year, 10 months ago

Selected Answer: D

CRISC indicated that when new compliance regulation might affect the business, it should first analyse the existing control enough to meet the
regulation of new compliance rule. Clearly the answer is D
upvoted 2 times

B & Ali29 2 years, 1 month ago

Selected Answer: B

B. cost-effective decisions are made with regard to which assets need protection
upvoted 1 times

& & puggalhimanya 2 years, 2 months ago

Selected Answer: B
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Asset protection as per the data stored in it is HIGHEST priority while doing Risk Analysis
upvoted 1 times
E & peelu 2 years, 5 months ago
Information security risk analysis helps to define level of protection.
upvoted 1 times

E & peelu 2 years, 5 months ago
Information security risk analysis helps to define level of protection.
upvoted 1 times

& & richck102 2 years, 5 months ago
B - cost-effective decisions are made with regard to which assets need protection
upvoted 1 times

& & anshuti 2 years, 9 months ago

Selected Answer: B

Helps define level of protection
upvoted 1 times

&) & Prasannacpw 2 years, 11 months ago

Selected Answer: B

agreed
upvoted 1 times
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Question #2 Topic 1

In a multinational organization, local security regulations should be implemented over global security policy because:

A. business objectives are defined by local business unit managers.
B. deploying awareness of local regulations is more practical than of global policy.
C. global security policies include unnecessary controls for local businesses.

D. requirements of local regulations take precedence.

Suggested Answer: D

Community vote distribution
D (96%) 4%

© & Viperhunter ([FITIEGL Y 1 year, 11 months ago

In a multinational organization, local security regulations should take precedence because different countries may have specific laws and regulations

regarding information security and data protection. Adhering to local regulations is crucial to ensure compliance with the legal requirements of each
region in which the organization operates. This helps avoid legal and regulatory issues and ensures that the organization's security practices align
with local laws.

While options A, B, and C may be factors to consider in certain situations, the primary reason for implementing local security regulations over global
security policy is the need to comply with the specific requirements of each locality.
upvoted 12 times

© & macrotrade ([IEITERae) 5 months, 1 week ago

Selected Answer: B

local regulation should take precedence from global security policy.
upvoted 1 times

E & JoelSantos 5 months, 4 weeks ago

Selected Answer: D

requirements of local regulations take precedence

upvoted 1 times

B & greeklover84 1 year, 1 month ago

Selected Answer: D
D not doubt.
upvoted 2 times

E & omankoman 1 year, 4 months ago

Selected Answer: D

D is right.
upvoted 1 times

B & nickmutua44 1 year, 7 months ago

Selected Answer: D
requirements of local regulations take precedence
upvoted 2 times

& & CISSPST 1 year, 10 months ago
Selected Answer: D

Viperhunter
upvoted 3 times

B & Ali29 2 years, 1 month ago

B. deploying awareness of local regulations is more practical than of global policy.

upvoted 1 times

B & puggalhimanya 2 years, 2 months ago
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Local Regulations as in GDPR, California Act - Law of Land takes precedence
upvoted 2 times

& & Sriramps 2 years, 3 months ago
Law of Land takes precedence
upvoted 1 times

& & Jae_kes 2 years, 4 months ago
Local regulations take precedence
upvoted 1 times

& & peelu 2 years, 5 months ago
Local regulations take precedence
upvoted 1 times

& & richck102 2 years, 5 months ago
D. requirements of local regulations take precedence
upvoted 1 times

& & anshuti 2 years, 9 months ago

Selected Answer: D

Local laws takes precedence
upvoted 1 times

& & Prasannacpw 2 years, 11 months ago

Agreed
upvoted 1 times

& & MSKid 3 years, 1 month ago

Selected Answer: D

Location is always considered first, this runs closely with the Data Sovereignty definition in CISM-AIQ v2
upvoted 2 times
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Question #3 Topic 1

To gain a clear understanding of the impact that a new regulatory requirement will have on an organization's information security controls, an
information security manager should FIRST:

A. conduct a cost-benefit analysis.
B. conduct a risk assessment.
C. interview senior management.

D. perform a gap analysis.

Suggested Answer: D

Community vote distribution
B (54%) D (46%)

© & Broesweelies [TITREGLY ! vear, T month ago
Clearly it is B, how do you gain a clear understanding of the impact of new regulations: perform a risk assessment. If the question was: What is the
first step on getting compliant? Then a gap analysis would be correct. But not in this case.
upvoted 33 times

& & CarlLimps 2 years, 8 months ago
| believe you are wrong. D makes sense here. What would you do an assessment on? It's more logical to do a gap analysis on where the security
program is for the NEW regulation (very specific) then do a risk assessment on a security program.
upvoted 19 times

© & Azurefox79 2 years, 2 months ago
So many upvotes on an incorrect answer. Its D. You have controls, a new policy says you need these new X number of controls. A gap analysis
shows you which you already have and which you dont have. The gap will show you the impact of the reg by showing all the items you need to do
to become compliant
upvoted 21 times

E & lockupmanjc 1 year, 6 months ago
| completely agree with your explanation.
upvoted 2 times

& & strong1 1 year, 5 months ago
Well explained Broesweelies, Know i understand why the correct answer is B, thanks.
upvoted 2 times

E & YetiSpaghetti 2 years, 8 months ago

This has to be B. A risk assessment will identify any risks with adopting new policies and technologies.

A gap analysis is a method of assessing the performance of a business unit to determine whether business requirements or objectives are being met
and, if not, what steps should be taken to meet them.
upvoted 12 times

© & snitchygetstitchy 4 weeks ago

Gap Analysis > Risk Assessment because you need to compare the required controls against the controls you already have. There is no "risk" to
assess here beyond the risk of not complying with the regulations, but the question does not imply that you will consider noncompliance
upvoted 1 times

& & homeysl 5 months, 3 weeks ago

Selected Answer: B

B is correct. D is for security strategy.
upvoted 2 times

B & 1j22H1 5 months, 3 weeks ago

Selected Answer: B
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Typically, risk assessment comes first because it helps identify potential threats and vulnerabilities that could impact an organization or project. Once
risks are understood, a gap analysis can be conducted to assess where current practices, controls, or resources fall short in mitigating those risks or
achieving business goals.

In short:

Risk Assessment — Identify threats and vulnerabilities.

Gap Analysis — Find weaknesses and areas for improvement based on risks or objectives.
upvoted 1 times

B & JoelSantos 5 months, 4 weeks ago

Selected Answer: B

risk assessment
upvoted 1 times

& & Ayotunde 6 months, 3 weeks ago

Selected Answer: D

Gap Analysis is the answer

upvoted 2 times

B & Adabach 6 months, 4 weeks ago

Gap Analysis before RA.

upvoted 2 times

B & loderss 7 months ago

Selected Answer: B

B, risks assessment

upvoted 1 times

B & edmamol 7 months, 3 weeks ago

Selected Answer: B

The answer is B.

Risk Assessment vs Gap Analysis

To conform to a new regulation, you should start with a risk assessment. A risk assessment is essential for identifying and prioritizing potential risks,
which is a fundamental requirement for conforming to regulations like ISO 27001. This process helps you understand the specific risks your
organization faces and how to mitigate them effectively. While a gap analysis can provide a high-level view of what controls are missing, it does not
offer the prioritized action plan that a risk assessment does.

After conducting the risk assessment, you can use the insights gained to perform a gap analysis. The gap analysis will help you identify the specific
areas where your current practices fall short of the new regulatory requirements, allowing you to develop a targeted plan to address these gaps
upvoted 1 times

E & passingtoday 8 months, 4 weeks ago
D. perform a gap analysis.
Performing a gap analysis will help identify the differences between the current state of the organization's information security controls and the
requirements of the new regulation. This analysis will highlight areas that need to be addressed to achieve compliance, making it a crucial first step
before conducting further assessments or analyses.
upvoted 2 times

B & 0884a0d 9 months, 3 weeks ago
A risk assessment would aid in identifying and evaluating current/existing security controls. The outcome of the risk assessment, especially the
evaluation of existing security controls, then becomes input into the gap analysis which identifies any compliance gaps according to the new
regulatory requirements. Keyword in the question is FIRST.
upvoted 1 times

& & iaredub 10 months ago

Understanding the impact involves doing an gap analysis of the current state of security vs the new requirements of the regulation.
upvoted 2 times
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B & Farook05 10 months ago
when addressing a new regulatory requirement, the initial step should be to perform a gap analysis (Option D). This allows you to identify the specific
areas where current controls fall short in meeting the new requirements. Once you have identified these gaps, you can then conduct a risk
assessment to understand the potential impact and prioritize the necessary changes.
upvoted 2 times

E & AbhinavShri 10 months, 2 weeks ago
It says what impact new regulation will have on org controls hence we need to do a gap analysis of current state (with current controls) and desired
state (because of new regulations), hence ans is D.
upvoted 3 times

B & olutola 10 months, 2 weeks ago
The answer is D. Since they are regulatory requirements, the first step would be for the security manager to perform a gap analysis to determine the
level of compliance already in place.
upvoted 2 times

B & greeklover84 11 months, 1 week ago

Selected Answer: B

| would go for B,
upvoted 1 times
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Question #4 Topic 1

When management changes the enterprise business strategy, which of the following processes should be used to evaluate the existing
information security controls as well as to select new information security controls?

A. Access control management
B. Change management
C. Configuration management

D. Risk management

Suggested Answer: D

Community vote distribution
D (100%)

© & Viperhunter (ITIEGLY 1 year, 5 months ago

Risk management is the process of identifying, assessing, and prioritizing risks to an organization, including the evaluation of existing controls and
the selection of new controls based on changes in the business strategy. When the business strategy changes, it may introduce new risks or alter the
significance of existing risks. Risk management allows organizations to adapt their information security controls to align with the evolving risk
landscape.

While access control management (option A), change management (option B), and configuration management (option C) are important processes
within information security, risk management is the overarching process that guides the assessment of controls in the context of changing business
strategies.

upvoted 10 times

© & cesppractice [TRLmae) 6 months, T week ago
B. conduct a risk assessment. This step allows the information security manager to evaluate the potential risks introduced by the new regulatory
requirement and understand its impact on the organization's existing controls. By identifying vulnerabilities and threats, the manager can prioritize
actions and allocate resources effectively.
Would you like to dive deeper into risk assessment methodologies or discuss other aspects of information security?
upvoted 1 times

© & CISSPST 1 year, 4 months ago
Viperhunter
upvoted 2 times

E & Soleandheel 1 year, 5 months ago
B. Change Management .......... Please don't trust all Chatgpt answers. Many of them are flawed. You have to explore deeper on some of these
questions.
upvoted 1 times

© & AlexJacobson 1 year, 3 months ago
| agree that ChatGPT answers are wrong half the time, but how the hell change management evaluates current security controls and assist in
selecting new ones? In this case, ChatGPT is correct and it's D - of all other answers, risk assessment is the closest we have for evaluating the
controls and selecting new ones thriugh figuring out what are the current risks, what will new controls do to existing risk profile and what controls
generally make sense for cost-effective risk management.
upvoted 1 times

B & pc2502 1 year, 9 months ago
Change management is the right answer as it asess information security control during changes. Risk management is only for assessing risk
occurred due to changes
upvoted 4 times

B & pc2502 1 year, 9 months ago
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Risk Management-> evaluation and Change Management->assessing
as question is about evaluation so Risk Management is the rights answer
upvoted 1 times

B & pc2502 1 year, 9 months ago
1. Risk Mgmt- Risk management involves identifying, assessing, and mitigating risks that could impact an organization's objectives
Gap analysis comes i picture:- when compare between current business' strategy to best in marked(regulatory)
upvoted 1 times

E & peelu 1 year, 11 months ago
Risk management
upvoted 1 times

& & richck102 1 year, 11 months ago
D. Risk management
upvoted 1 times

B & Prasannacpw 2 years, 5 months ago

Selected Answer: D

Risk Assessment is critical
upvoted 2 times
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Question #5 Topic 1

Which of the following is the BEST way to build a risk-aware culture?

A. Periodically change risk awareness messages.
B. Ensure that threats are communicated organization-wide in a timely manner.
C. Periodically test compliance with security controls and post results.

D. Establish incentives and a channel for staff to report risks.

Suggested Answer: C

Community vote distribution
D (93%) 7%

O & cisspsT ([[FIEEREY 1 vear, 1 month ago
According to ISACA REVIEW MANUAL, "Building a security-aware (in other words, risk-aware) culture depends on individuals in their respective roles
performing their jobs in a way that protects information assets." (Page 31, 1.2 Organizational Culture). While rewards and incentives will MOTIVATE
individuals to fulfill the responsibilities associated with their job-role, the CONSEQUENCES OF NON-COMPLIANCE (a low performance rating or
getting fired) when reported to management will be a more COMPELLING FACTOR. Punishment trumps rewards.

Consequently, employees are more likely to participate in awareness trainings and conform to organizational policies such as AUP (including use of
security controls) so they do not over-step the organizational policies accidentally or intentionally.

Therefore, 'Periodically test compliance with security controls and post results (a form of reporting)’, is the most likely answer.
upvoted 18 times

O & eShaik [TEIRIE) 2 months ago

Timely, organization-wide communication of threats ensures all employees, regardless of role, are aware of risks and their relevance. This fosters a
shared understanding and keeps risk awareness top-of-mind across the organization.
upvoted 1 times

B & ScottCISM 7 months, 1 week ago
Having a channel for people to report risks does nothing to raise awareness. That's too passive an approach. You have to be on the offensive...think
about phishing campaigns.
upvoted 1 times

E & TTH1019 1 year, T month ago
D: "Establish incentives and a channel for staff to report risks," is the most effective approach for fostering a risk-aware culture within an
organization. By establishing incentives, such as rewards or recognition, for employees to report risks, it encourages them to actively engage in
identifying and communicating potential threats and vulnerabilities
upvoted 3 times

E & Viperhunter 1 year, 1 month ago
Establishing incentives and a channel for staff to report risks encourages a proactive approach to risk awareness. When employees feel motivated to
identify and report risks, it fosters a culture where individuals are actively engaged in risk management. Creating a supportive reporting environment,
coupled with incentives, helps organizations identify potential threats and vulnerabilities more effectively.

While periodically changing risk awareness messages (option A), ensuring that threats are communicated organization-wide (option B), and
periodically testing compliance with security controls (option C) are valuable activities, establishing incentives and an open reporting channel directly
involves and empowers employees in the risk-awareness process.

upvoted 1 times

B & dark_3k03r 1 year, 1 month ago
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According to CISM all in one the way to build a security culture is to:

-involve personnel in discussions

- lead by example

- have security responsibilities in job description

-include security factors in compensation

- link protection to long-term org success

- integrate messages

- incorporate "secure by design" into the business process

- Reward and recognize desired behavior and punish undesired behavior.

The only one that matches these are D and B sort of. Given that one is definitive and the other is a sort of answer... I'd go with the definitive answer.
upvoted 2 times

B & vavofa5697 1 year, 1 month ago

My opinion: D is the answer.

Encouraging staff to identify and report potential risks can help to create a culture where security is valued and prioritized. When staff feels valued

and empowered to contribute to the organization's security posture, they are more likely to be engaged and proactive in identifying and mitigating

risks.
upvoted 1 times

B & RagazzoAlex 1 year, 3 months ago
awareness should start with communication. How we are expecting from the users to participate without communicating with them first
upvoted 1 times

B & oluchecpoint 2 years, 1 month ago
D. Establish incentives and a channel for staff to report risks.
This approach encourages employees to actively identify and report risks or potential issues they encounter, creating a more proactive and
responsive risk-aware culture.
upvoted 1 times

B & peelu 2 years, 5 months ago
D. Establish incentives and a channel for staff to report risks.
upvoted 1 times

B & richck102 2 years, 5 months ago
D. Establish incentives and a channel for staff to report risks.
upvoted 1 times

E & BevMe 2 years, 6 months ago
By encouraging employees to speak up, organizations can create an environment where security issues are more likely to be identified and addressed
in a timely manner, while also fostering a sense of ownership and accountability among employees.
upvoted 1 times

B & Vangelis_1980 2 years, 7 months ago

Selected Answer: D

| think D is the correct answer because business employees don't care about results and it Security Manager's job to encourage reporting
upvoted 1 times

&) & Mauro4 2 years, 7 months ago
People -> Process -> Technology
upvoted 1 times

& & KingsGambit 9 months, 2 weeks ago
That could be B or D
upvoted 1 times

B & Starfive 2 years, 8 months ago

Selected Answer: D

change the culture awareness D
upvoted 1 times

B & ccKane 2 years, 9 months ago
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Establishing incentives and a channel for staff to report risks is the best way to build a risk-aware culture because it encourages employees to be
proactive in identifying potential risks. When employees feel that their input is valued and that reporting risks will be rewarded, they are more likely to
actively seek out and report risks. This helps to ensure that risks are identified and addressed in a timely manner, reducing the likelihood of negative
impacts to the organization. Additionally, creating a culture in which reporting risks is encouraged helps to foster a culture of trust and transparency,
which is essential for effective risk management.

upvoted 1 times

B & imsohoar 2 years, 10 months ago

Selected Answer: D

if you want to breed a more security aware culture you should focus on the people instead of posting results. give the employees and incentive to
report security gaps. i think D is right
upvoted 2 times
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Question #6 Topic 1

What would be an information security manager's BEST recommendation upon learning that an existing contract with a third party does not clearly
identify requirements for safeguarding the organization's critical data?

A. Cancel the outsourcing contract.
B. Transfer the risk to the provider.
C. Create an addendum to the existing contract.

D. Initiate an external audit of the provider's data center.

Suggested Answer: C

Community vote distribution
C (100%)

E & dark_3k03r 1 year, 1 month ago
The Definition of an addendum is an item of additional material added at the end of a book or document, typically in order to correct, clarify, or
supplement something.

Seeing that this needs to be addressed, Option C is the only correct answer.
upvoted 3 times

© & Viperhunter 1 year, 11 months ago
Creating an addendum allows the organization to update and clarify the contract terms related to the safeguarding of critical data without necessarily
canceling the contract or transferring all the risk to the provider. This approach enables a more targeted and specific resolution to address the
security concerns while maintaining the existing business relationship.
upvoted 1 times

B & peelu 2 years, 5 months ago
C. Create an addendum
upvoted 1 times

& & richck102 2 years, 5 months ago
C. Create an addendum to the existing contract.
upvoted 2 times

B & jaiz 2 years, 8 months ago
agree C
upvoted 1 times

E & Starfive 2 years, 8 months ago
Agree C
upvoted 1 times

B & Prasannacpw 2 years, 11 months ago

Selected Answer: C

Existing agreement to be continued with amendment
upvoted 1 times
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Question #7 Topic 1

An organization has purchased a security information and event management (SIEM) tool. Which of the following is MOST important to consider
before implementation?

A. Controls to be monitored
B. Reporting capabilities
C. The contract with the SIEM vendor

D. Available technical support

Suggested Answer: A

Community vote distribution
A (83%) Other

© & YetiSpaghetti (I AGELY | year, 1 month ago

This one was a tough one, but | don't think it's C. As people mentioned, the contract was already signed. Technical support is a close second, but how
will they know how to help if you don't know what controls you are monitoring...

A. Controls to be Monitored

By knowing what controls are to be monitored, you can design your architecture of how a SIEM ingests data around compliance regulations such as
PCI, HIPA, and SOX.
upvoted 10 times

E & pvitale 9 months, 2 weeks ago
The tool has already been purchased; hence, reporting capabilities, contract, and tech support are in the aftermath and are inputs: something that
was considered before purchase, not just before implementation.
upvoted 1 times

E & omer123456 11 months, 2 weeks ago

Selected Answer: A

Controls to be monitored
upvoted 1 times

B & Viperhunter 1 year, 1 month ago
Understanding the specific controls and requirements that the organization needs to monitor is crucial for effective SIEM implementation. This
includes identifying the types of events, logs, and security incidents that the SIEM tool should be configured to detect and respond to. By clearly
defining the controls to be monitored, the organization can tailor the SIEM solution to its unique security needs, ensuring that it provides relevant and
meaningful insights into the security posture.

While reporting capabilities, the contract with the SIEM vendor, and available technical support are also important factors, they are typically
addressed after the organization has a clear understanding of the controls it needs to monitor. The choice of controls drives the configuration and
customization of the SIEM system to meet the organization's specific security requirements.

upvoted 2 times

B & atsharma9 2 years, 3 months ago
| did not get how people are justifying A? If we implement all valid controls and doesn't have proper reporting available for those controls, will it be
useful?

Kindly clarify, thanks !
upvoted 2 times

& & CISSPST 2 years, 1 month ago
Try to look at it this way: without selecting the controls you wish to monitor, what will you report on? Also, SIEM is a log collection and correlation
tool. Without identifying the controls who's logs you wish to collect, you cannot get started.
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upvoted 1 times
& & Cyberbug2021 1 year, 11 months ago
you just said controls come first :)
upvoted 4 times

E & peelu 2 years, 5 months ago
A. Controls to be monitored
upvoted 1 times

& & richck102 2 years, 5 months ago
A. Controls to be monitored
upvoted 1 times

B & sandman310323 2 years, 5 months ago
The SIEM has been purchased, which | assume a contract has been signed already. Controls to be monitored should be established before it goes live
and implemented.
upvoted 2 times

E & CISM_newbie 2 years, 7 months ago
Thinking logically, the most important variable of any operational "Incidents/Events" tool is what will be monitored. Once monitoring
criteria/requirements are agreed, then agreements on technical support must follow in which then the contract and it's service level agreement is
updated.
upvoted 1 times

E & SIMTEIN 2 years, 8 months ago
i agree with D
upvoted 1 times

B & carlLimps 2 years, 8 months ago
The contract has already been signed and this step will already have been done. These are all bad answers because they should have already
answered prior to deciding on the SIEM/Vendor selection. However | would say A. Control to be monitored. This is the most critical step out of these
four horrible options.
upvoted 1 times

& & ccKane 2 years, 9 months ago
The contract with the SIEM vendor is the most important to consider before implementation because it outlines the terms of the agreement between
the organization and the vendor, including the scope of the SIEM tool's capabilities, the responsibilities of both parties, and any warranties or
guarantees provided. It also sets expectations for service levels, maintenance, and upgrades, and lays out the legal obligations of both parties.
Having a clear and comprehensive contract in place can help avoid misunderstandings and disputes later on and ensure that the organization has a
clear understanding of what it is getting from the vendor.
upvoted 1 times

& & CarlLimps 2 years, 8 months ago
No. You are wrong here. The contract has already been signed and this step will already have been done. These are all bad answers because they
should have already answered prior to deciding on the SIEM/Vendor selection. However | would say A. Control to be monitored. This is the most
critical step out of these four horrible options.
upvoted 1 times

B & dmna007 2 years, 9 months ago
Surely the answer is "The contract with the SIEM vendor" - the contract may state that the vendor stores a backup in a territory that isn't acceptable
from a data residence perspective?
upvoted 1 times

B & Broesweelies 2 years, 9 months ago
A. Controls to be monitored is the MOST important to consider before implementation of a security information and event management (SIEM) tool.
This is because SIEM tools are designed to monitor and analyze large amounts of data from various sources, such as network devices, servers, and
applications, in order to detect and respond to potential security threats. In order to effectively use a SIEM tool, it is essential to have a clear
understanding of which controls need to be monitored and how they will be monitored. This will ensure that the SIEM tool is configured properly and
that it is able to detect and
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respond to the specific security threats that the organization is concerned about. While reporting capabilities, the contract with the SIEM vendor and
available technical support are also important to consider, they are secondary to the controls to be monitored as they are based on the controls that
need to be monitored.

upvoted 3 times



Question #8 Topic 1

Which of the following is MOST likely to be included in an enterprise security policy?

A. Definitions of responsibilities
B. Retention schedules
C. System access specifications

D. Organizational risk

Suggested Answer: A

Community vote distribution
A (100%)

© & richck102 [ITTERITY 2 years, 5 months ago
A. Definitions of responsibilities
upvoted 6 times

O & dark_3k03r ([TEIE) 1 year, T month ago
Google Bard responded with:
-Scope
-Policy statements
-Responsibilities
-Procedures
-Controls
-Compliance
-Training
-Monitoring

While Chat GPT responded with:
-Purpose and scope

-Roles and responsibilities
-Access controls

-Risk management

-Security awareness and training
-Incident management
-Compliance and auditing

Looking at what is common in Bard and ChatGPT, while looking at the answers that are displayed... the only one that stands out is the Definition of
Responsibilities.
upvoted 4 times

B & Sphoz 2 years, 8 months ago
A. Roles and responsibilities must be defined.
upvoted 1 times

E & Prasannacpw 2 years, 11 months ago
Accountability
upvoted 2 times

B & CcarlLimps 2 years, 8 months ago
A, yes. But don't confuse Responsibility with Accountability. These are very different. Think of RACI.
upvoted 4 times

= & rmcap 4 months ago
And often confused
upvoted 1 times
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Question #9 Topic 1

Which of the following should an information security manager do FIRST when a legacy application is not compliant with a regulatory requirement,
but the business unit does not have the budget for remediation?

A. Develop a business case for funding remediation efforts.
B. Advise senior management to accept the risk of noncompliance.
C. Notify legal and internal audit of the noncompliant legacy application.

D. Assess the consequences of noncompliance against the cost of remediation.

Suggested Answer: D

Community vote distribution
D (82%) Other

E & ccKane [[TITEZLY 1 vear, 1 month ago

An information security manager should assess the consequences of noncompliance against the cost of remediation first when a legacy application
is not compliant with a regulatory requirement but the business unit does not have the budget for remediation. This allows the manager to fully
understand the potential risks and consequences of noncompliance, and to make an informed decision about the best course of action.

By comparing the cost of remediation with the potential consequences of noncompliance, the manager can determine the level of risk that the
organization is willing to accept and make a case for funding or alternative measures to address the compliance issue. This information can also be
used to prioritize future remediation efforts based on the level of risk and the urgency of the issue.

In any case, it is important for the information security manager to keep senior management informed about the noncompliance issue and to work
with them to develop a plan to address the issue and ensure compliance with relevant regulations.
upvoted 11 times

© & badmoonrising [T IRGRLY 1 year, 1 month ago
Think in terms of a large corporation. You don't bother busy people until you have the information they need to make an informed decision. Assess
the consequences of noncompliance and the cost to remediate. Then provide that information to senior management to make a decision. Based on
your assessment, they may decide to prioritize this mitigation over other risks and redistribute budget resources or they may decide to accept the
risk.
upvoted 6 times

© & rmcap ([IEIZEEE) 4 months ago

Assess the Risk. If the risk is significantly low, accepting the risk could be viable
upvoted 1 times

E & omer123456 11 months, 2 weeks ago
Selected Answer: D
Assess the consequences of noncompliance against the cost of remediation.
upvoted 1 times

© & rking 1 year, 1 month ago
D is correct. Keyword is 'first'. you need to perform an assessment/analysis first before taking to any other department or upper management.
upvoted 1 times

E & Viperhunter 1 year, 1 month ago
It's important to conduct a thorough assessment to understand the potential risks and consequences of noncompliance with the regulatory
requirement. This assessment should include evaluating the impact on the organization's reputation, potential legal consequences, and any other
risks associated with noncompliance. Comparing this against the cost of remediation will help inform decision-making and guide the organization in
determining the most appropriate course of action. Developing a business case (option A) and advising senior management to accept the risk (option
B) may come later in the process, once a comprehensive understanding of the situation has been established.
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upvoted 1 times
B & mwalula 1 year, 7 months ago
Answer is D. Assessment should always be the first step. you need to have concrete details before you report to legal.
upvoted 2 times

E & Grantolio 1 year, 8 months ago
I don't get why it wouldn't be C - inform legal. The question says its non-compliant to a regulation, or in other words - against the law.
upvoted 1 times

& & strong1 1 year, 5 months ago
I think the clue in this question is: he business unit does not have the budget for remediation?
Hence D, is the correct answer, i suggest.
upvoted 1 times

& & Cisco900 1 year, 9 months ago
It appears to me that for budget for remediation to be mentioned, risk analysis has already been done. Remediation is a risk control i.e. risk
mitigation. By this stage, consequences should already have been understood. The next step should be for management to either accept the risk of
fine the budget.
Finding the budget has already been done, so accepting the risk is the next logical step.
upvoted 2 times

E & Soleandheel 1 year, 11 months ago
Correct Answer is D. Assess the consequences of noncompliance against the cost of remediation. Try not to over analyze these questions. They are
pretty straight forward for the most part. When you over-analyze you get yourself confused and end up picking the wrong answer.
upvoted 1 times

B & aji234 2 years ago
the answer is D
Yes, the security manager needs to get other stakeholders informed, but what is he to tell them? assessing the risk of non-compliance versus cost of
remediation gets him intelligent data to give both the legal team and the management guidance in their decision-making
upvoted 2 times

B & sbbrn 2 years, 1 month ago
this is a debateable one for sure. Security manager should definitely assess risk/consequence of the non-compliance (either qualitative or
quantitative) vs cost of remediation and usually present to board for decision. However it may seem to be a due diligence and good practice to let the
legal/contracts team know first that a non-compliance exists which is being worked on.
upvoted 1 times

& & peelu 2 years, 5 months ago
impact analysis
upvoted 2 times

& & richck102 2 years, 5 months ago
D. Assess the consequences of noncompliance against the cost of remediation.
upvoted 3 times

E & Monkey2173 2 years, 6 months ago
The correct answer is (C) as the question is about the FIRST thing to do. Quickly notify, as it is not time consuming, and then assess the risk (D)
upvoted 2 times

B & dark_3k03r 2 years, 6 months ago
The correct answer is (A) Develop a business case for funding remediation efforts. The primary reason for this is that you need to look at the
keywords "business unit" and "does not have the budget". This is not to say the company doesn't have the budget. It is stating that a part of the
company doesn't have the money. So the business unit needs to create the logic and buy-in to get that funding and that is exactly what a business
case is designed to do.

Rationale:

(B) Accepting non-compliance is not an acceptable answer as the fines will get bigger as a repeat offender until the survivability of the company is at
risk. If that doesn't do it, reputational damage will. If worst comes to worst criminal charges are always a possibility and no one ever wants to go to
jail. So option B is a terrible idea.
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(C) Lawyers aren't going to give you the budget and if an audit is doing its thing they'll spot this issue on their own. Don't complicate things, just build
the business case to fix it.
(D) Look at option B as to why this is never going to be an acceptable option.
upvoted 2 times
5 & dmna007 2 years, 9 months ago
the answer has to be C. Notify legal and internal audit of the noncompliant legacy application. after this the risks can be considered and business

cases put together.

what is the correct answer, this site is useless for CISM!
upvoted 3 times

& & CarlLimps 2 years, 8 months ago
| like C as well. You can and will do ALL of these other activities, but C should be done FIRST.
upvoted 1 times

© & dark_3k03r 2 years, 6 months ago
If the internal audit team is doing their job, then they will find this on their own (periodic audit or after a major change). There is no need for you to
tell them. Instead, you should focus on getting the budget to fix the problem by telling the business you need the money for your section of the
business (i.e. business unit) using a business case.
upvoted 1 times

© & dark_3k03r 2 years, 6 months ago
As for the comment about the site ... memorizing the answers shouldn't be your goal. Your goal should be to find your weak spots and go study for
them. This site simply gives you realistic-looking questions to help you identify those gaps. Having the right answers is just a bonus.

The best part of this site is just checking the back-and-forth discussions. That is where the true nuggets are.

upvoted 4 times
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Question #10 Topic 1

Which of the following is the MOST effective way to address an organization's security concerns during contract negotiations with a third party?

A. Review the third-party contract with the organization's legal department.
B. Communicate security policy with the third-party vendor.
C. Ensure security is involved in the procurement process.

D. Conduct an information security audit on the third-party vendor.

Suggested Answer: B

Community vote distribution
C (81%) B (19%)

© & ccKane 2 years, 9 months ago
Ensuring security is involved in the procurement process is the most effective way to address an organization's security concerns during contract
negotiations with a third party. Involving security personnel in the procurement process allows the organization to identify and address potential
security risks early on, before a contract is signed. This helps ensure that security requirements are included in the contract and that the third-party
vendor is aware of and committed to meeting the organization's security standards. By having security involved in the procurement process, the
organization can also ensure that the third-party vendor has adequate security controls in place to protect sensitive information and critical assets.
This can include reviewing the vendor's security policies, conducting security assessments, and verifying that the vendor is in compliance with
relevant laws and regulations.

upvoted 8 times

& & mfourati 2 years, 10 months ago
Answer B is completely wrong, communicating the policy to the third party does not grantee the third party will enforce the proper measures

upvoted 6 times

E & Prospect57 [EITeate) 1 year, 1 month ago
Answer: C. Due diligence activities are: Requirements, Questionnaire, Supplier Interviews, Risk Analysis, & Contract. Security should be included as
soon as possible to define Requirements.
upvoted 1 times

E & Viperhunter 1 year, 1 month ago
By involving the security team in the procurement process, you can proactively address security concerns from the outset. This allows security
professionals to assess the third party's security posture, ensure that security requirements are adequately addressed in the contract, and provide
valuable input to the negotiation process. It helps in aligning the security needs of the organization with the contractual agreements, leading to a
more secure and compliant relationship with the third party.

While other options, such as reviewing the contract with the legal department (option A), communicating security policies with the third-party vendor
(option B), and conducting an information security audit (option D) are important steps, involving security in the procurement process is the proactive
approach that can prevent security issues before they arise.

upvoted 2 times

E & CISSPST 1 year, 1 month ago

Selected Answer: C

The most effective way to address an organization's security concerns during CONTRACT NEGOTIATIONS with 3rd party is C.

It will be impossible for security to do either A, B or D without first being involved in the procurement process. Agreed that they may be involved if and
when required, but that wouldn't be the most effective way.

A. Security and legal along with other stakeholders will review the contract, provided security is involved in the procurement process.

B. Security policy can be communicated to the 3rd party only if security is involved in the procurement process.

D. If warranted, security audit can be performed on 3rd party, but this isn't possible unless security is involved in the procurement process.
upvoted 1 times
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B & oluchecpoint 1 year, 1 month ago
By ensuring security is involved in the procurement process (Option C), you proactively consider security requirements and risks from the beginning,
which can help in selecting vendors that align with your security needs and potentially avoiding security issues down the road. This approach is
proactive and holistic in addressing security concerns during contract negotiations.
upvoted 1 times

B & greeklover84 1 year, 1 month ago
| agree C seems to be correct.
upvoted 1 times

& & Cyberbug2021 1 year, 11 months ago
Question is about on going negotiations - security should be involved to address the security concerns - Legal cannot do that. And just
communicating those concerns to the vendor also does not address them.
upvoted 1 times

E & Manix 2 years ago
Contract negotiations are ongoing, security is involved. Then it's B
upvoted 1 times

& & Cyberbug2021 1 year, 11 months ago
How do you know security is involved? its one of the options in the answer so it comes first - before B
upvoted 1 times

B & oluchecpoint 2 years, 1 month ago
By ensuring security is involved in the procurement process (Option C), you proactively consider security requirements and risks from the beginning,
which can help in selecting vendors that align with your security needs and potentially avoiding security issues down the road. This approach is
proactive and holistic in addressing security concerns during contract negotiations.
upvoted 1 times

B & sbbrn 2 years, 1 month ago
| choose "C" as communicating security policy does not necessarily "ensure” that the contract will address the security requirements. Option "B" says
"ensure” meaning a definitive and effective outcome
upvoted 1 times

B & pc2502 2 years, 3 months ago
I had confusion between B and D but looks less feasible we the org have that power to go for audit by so B looks more relevant
upvoted 2 times

B & Dopy 2 years, 4 months ago
it states during contract negotiations
upvoted 2 times

© & Dopy 2 years, 4 months ago
it has gone past the procurement process and is in contract negotions, so answer is B
upvoted 1 times

B & peelu 2 years, 5 months ago
Ensuring security is involved in the procurement process
upvoted 1 times

B & richck102 2 years, 5 months ago
C. Ensure security is involved in the procurement process.
upvoted 1 times

E & Tony202200 2 years, 6 months ago
I think D is incorrect since the contract has not been signed. The 2 sides are still negotiating and auditing efforts will be futile if the contract is not
signed. Option C is also incorrect since procurement happens after contract sign off. The procurement team can sit at the negotiation table but the
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process of procuring materials is yet to start since there is no sign off. Option B looks appealing where the policy is shared with the vendor which is a
top level administrative control. Contract negotiations more than likely happen at the exec level where it is all about policies. | vote C
upvoted 1 times



Question #11 Topic 1

Which of the following is the BEST method to protect consumer private information for an online public website?

A. Apply strong authentication to online accounts
B. Encrypt consumer data in transit and at rest
C. Use secure encrypted transport layer

D. Apply a masking policy to the consumer data

Suggested Answer: B

Community vote distribution
B (100%)

E & Viperhunter 11 months, 2 weeks ago
Encrypting consumer data in transit (as it travels over the internet) and at rest (when stored on servers or databases) is a fundamental and effective
security measure. This helps safeguard the confidentiality of the information even if unauthorized access occurs. Encryption ensures that even if data
is intercepted or accessed by unauthorized parties, it remains unreadable and secure.

While options such as applying strong authentication to online accounts (option A), using secure encrypted transport layer (option C), and applying a
masking policy to consumer data (option D) are important security practices, encrypting consumer data addresses the core concern of protecting the
data itself from unauthorized access or disclosure.

upvoted 3 times

E & peelu 1 year, 5 months ago

Selected Answer: B

B. Encrypt consumer data in transit and at rest
upvoted 3 times

& & richck102 1 year, 5 months ago

B. Encrypt consumer data in transit and at rest
upvoted 2 times
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Question #12 Topic 1

Which of the following is the MOST important consideration in a bring your own device (BYOD) program to protect company data in the event of a
loss?

A. The ability to remotely locate devices
B. The ability to centrally manage devices
C. The ability to restrict unapproved applications

D. The ability to classify types of devices

Suggested Answer: B

Community vote distribution
B (80%) D (20%)

& & mfourati 2 years, 10 months ago
The ability to centrally manage devices, allows to locate the device and secure it's content immediately (wipe or encrypt data...)
upvoted 8 times

O & PizCISM [T 4 months, T week ago
It's a tricky thing with BYOD, but you must be capable of remote wiping a device if it is "lost" because it's not a company device. This trade off
becomes complicated in terms of liability and wiping someone's personal info from their device. What if a rogue IT person maliciously wipes a
device?
For those advocating for A - locating a device tells you where it is, but it doesn't secure the data on it. The data remains vulnerable until further action
is taken.
Hence, enterprise data security take priority over personal data loss.

upvoted 1 times

B & ntge 1 year, 1 month ago
B is right because locating the device is not as important as ability to manage it remotely when it is lost.
upvoted 2 times

E & Viperhunter 1 year, 1 month ago
Centrally managing devices in a BYOD program allows the organization to enforce security policies, apply updates, monitor compliance, and take
action in case of a security incident. This includes the ability to remotely wipe or disable devices to prevent unauthorized access to company data in
the event of a loss or theft.

While the ability to remotely locate devices (option A), the ability to restrict unapproved applications (option C), and the ability to classify types of
devices (option D) are also important considerations, central management provides a comprehensive and proactive approach to maintaining control
over devices and ensuring the security of company data on those devices.

upvoted 3 times

B & JanBas 1 year, 7 months ago
it says in the "event of a data loss". should not it be the ability to remote wipe?
upvoted 4 times

& & Noragretz 9 months, 2 weeks ago
Which falls under the ability to centrally manage. B
upvoted 1 times
B & Soleandheel 1 year, 11 months ago
B. The ability to centrally manage devices......that's were tools like MDM (Mobile Device Management) or VDI (Virtual Desktop Infrastructure) come to
play.

upvoted 1 times

& & boyladdudeman 1 year, 11 months ago

Selected Answer: D
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You cannot centrally manage employees personal devices.
First and foremost you must classify, then provide guidance for each class.
upvoted 3 times
& & peelu 2 years, 5 months ago
B. The ability to centrally manage devices
upvoted 1 times

& & richck102 2 years, 5 months ago
B. The ability to centrally manage devices
upvoted 1 times

= & Monkey2173 2 years, 5 months ago
B cannot be the answer as it's unacceptable to control or manage a BYOD as it's a personal non-corporate device.
upvoted 4 times

& & YetiSpaghetti 2 years, 8 months ago
Can'tdo A, C, and D effectively without B.
upvoted 3 times

& & Ziggybooboo 2 years, 10 months ago
Remote wipe in my opinion
upvoted 3 times

© & unassassinable 2 years, 3 months ago
And what exactly do you need in order to wipe a device from a remote location?
upvoted 4 times
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Question #13 Topic 1

An information security manager has been asked to determine whether an information security initiative has reduced risk to an acceptable level.
Which of the following activities would provide the BEST information for the information security manager to draw a conclusion?

A. Initiating a cost-benefit analysis of the implemented controls
B. Performing a risk assessment
C. Reviewing the risk register

D. Conducting a business impact analysis (BIA)

Suggested Answer: A

Community vote distribution
B (83%) Other

E & cissPST [TIIEEL) 2 years, 3 months ago
Let me begin by saying that like most, after seeing ‘acceptable risk levels’ in the question, | jumped head-on to choose, B, Risk Assessment. But
working this backward, | approached this as a PROJECT, and CBA made perfect sense.

The security initiative is usually the result of a risk assessment process, undertaken to mitigate the risks that are above acceptable levels.

A (re-)assessment of the same risk, post-initiative, would be a lengthy, more tedious effort. On the other hand, risk assessment informs the cost-
benefit analysis for the initiative’s business case. The CBA can be used post-implementation to evaluate the realization of proposed benefits.

Refer to ISACA REVIEW MANUAL, page 144, 1st para, which states that benefits in the context of information security initiatives is the reduction of
risk (to acceptable levels at acceptable cost).
upvoted 14 times

O & Michi23 [TIIIEREY 1 year, 1 month ago
I also think is B for the following reason:
A cost-benefit analysis in my opinion is done in order to take a decission whether implementing a mitigation control would be profitable to reduce the
rist to an acceptable level. In this case the decision has alread been taken and controls have been implemented, so to actually evaluate whether the
implemented controls were indeed effective to reduce the rist to an acceptable level is to do a risk assessment to evaluate the current risk.
So answer B is the right one for me.
upvoted 6 times

© & Viperhunter [TEL00e) 1 year, 1 month ago

Arisk assessment is a systematic process of evaluating potential risks, vulnerabilities, and threats to an organization's information assets. By
conducting a risk assessment, the information security manager can identify, analyze, and evaluate the effectiveness of the implemented controls in
mitigating the identified risks. This provides valuable information for determining whether the risk has been reduced to an acceptable level.

While other activities, such as initiating a cost-benefit analysis of the implemented controls (option A), reviewing the risk register (option C), and
conducting a business impact analysis (BIA) (option D) are important components of an overall risk management process, performing a risk
assessment is specifically focused on evaluating the effectiveness of the security controls in addressing identified risks.

upvoted 2 times

E & Cyberbug2021 1 year, 1 month ago
Arisk assessment, on the other hand, provides a comprehensive evaluation of the organization's information security posture, taking into account the
current threat landscape, vulnerabilities, and implemented controls. By comparing the risk assessment results before and after the initiative, the
information security manager can determine whether the initiative has successfully reduced risk to an acceptable level.
upvoted 1 times

B & greeklover84 1 year, 1 month ago

| think B yes.
upvoted 1 times
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B & e891cd1 1 year, 9 months ago
yep Cost Benefit would be more sound cuz it would be a measurement. A cost-benefit analysis is the process used to measure the benefits of a
decision or taking action minus the costs associated with taking that action.
upvoted 1 times

E & Manix 1 year, 9 months ago
Pages 98-100: Risk magagement lifecycle; cost benefit analysis show best mitigation approach, however there are 3 other risk treatment options.
upvoted 1 times

B & cidigi 1 year, 10 months ago
Let me add another spin here to make things more complicated and say C-Risk Register.
So an organisation did a security activity and they want to measure the risk level (basically if the risk is accepted).
Arisk assessment is done in order to find gaps, vulnerabilities, threats, etc and based on what you find you update the Risk Register. So as a manager,
| would review the risk register to see where we stand after the security activity, what are the risk levels before and after the security activity.

Thank me later for confusing you more :)
upvoted 1 times

B & AlexJacobson 1 year, 11 months ago
I'd go with B, as you are (re)assessing the residual risk here. CBA does not do that, risk assessment does it. So unless I'm missing some obscure and
tricky details, it's B. :)
upvoted 1 times

E & boyladdudeman 1 year, 11 months ago
You're tasked with accessing the performance of newly implemented controls against an previously known risk ranking.
upvoted 1 times

B & Manix 2 years ago
Assesment of residual risk is needed to determine if its on acceptable level. B
upvoted 1 times

B & sachinkhanna 2 years ago
i WILL GO WITH michi23:
| also think is B for the following reason:
A cost-benefit analysis in my opinion is done in order to take a decission whether implementing a mitigation control would be profitable to reduce the
rist to an acceptable level. In this case the decision has alread been taken and controls have been implemented, so to actually evaluate whether the
implemented controls were indeed effective to reduce the rist to an acceptable level is to do a risk assessment to evaluate the current risk.
So answer B is the right one for me.
upvoted 1 times

& & daytonmcse 2 years, 2 months ago
B. What does figuring out the price of implemented controls have to do with deciding if it has met the objectives of the implemented controls? Cost is
never mentioned and has NOTHING to do with if we are reducing risk or not. The answer should be B.
upvoted 1 times

B & Azurefox79 2 years, 2 months ago
Im failing to see how cost is relevant in determing if the controls reduced risk to an acceptable level. We dont care about cost here, we care about if
what we did worked to get risk to an acceptable level. To do so, we must re-assess risk and the results of the risk assessment will be compared
against our acceptable risk to say whether the level is acceptable.
upvoted 1 times

B & Patt70 2 years, 4 months ago
Answer is A - | read the question as "security manager has been asked to determine whether an information security initiative has reduced risk to an
acceptable level" . So the implementation is already done and now we need to verify the effectiveness so here Cost verses current risk appetite.
upvoted 2 times

B & CISMRetard 2 years, 4 months ago
According to ChatGPT its
Risk assessment: Cost-benefit analysis can assist in evaluating the costs and benefits associated with managing risks. It helps in assessing the
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potential risks, their likelihood, and the potential costs of mitigation measures, allowing organizations to make informed decisions about risk
management strategies.
upvoted 1 times
B & peelu 2 years, 5 months ago
B. Performing a risk assessment
upvoted 2 times
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Question #14 Topic 1

An organization that uses external cloud services extensively is concerned with risk monitoring and timely response. The BEST way to address
this concern is to ensure:

A. the availability of continuous technical support.
B. appropriate service level agreements (SLAs) are in place.
C. aright-to-audit clause is included in contracts.

D. internal security standards are in place.

Suggested Answer: C

Community vote distribution
B (72%) C (28%)

O & kdddvar [[TITEEIY 3 vears, 1 month ago
timely response = SLA
upvoted 14 times

G & cytrail 3 years ago
| agree with you - B
upvoted 11 times

© & PizCISM [EIEEE) 4 months, T week ago
The key phrase is "timely Response”, SLAs are formal contracts that define the level of service expected from a cloud provider. Crucially, they specify
response times and resolution times for various incidents, including security events, outages, and performance issues. Without clear SLAs, an
organization has no contractual leverage to demand prompt action from their cloud provider when a risk or incident arises.
upvoted 1 times

B & JosefaCISM 10 months, 1 week ago
both answers B and C are correct to me. Here is why:
Question asks about risk monitoring: this can be achieved through continuous audit mechanisms of vendor systems by technical measures.
Therefore, answer C is correct.
However, the question also asks about a timely response, indicating that answer B is correct as well.

Conclusion: question is not fairly stated.
upvoted 1 times

B & greeklover84 1 year, 1 month ago
B makes more sense.
upvoted 1 times

B & 2c24cf3 1 year, 2 months ago
SLA = Timely response
upvoted 1 times

B & BamBamBigalo 1 year, 4 months ago
A right-to-audit clause allows the organization to periodically review the cloud service provider's compliance with security and risk management
practices. While this is important for oversight and ensuring adherence to standards, it does not directly ensure continuous risk monitoring and timely
response. It is more of a periodic check rather than a continuous process.
upvoted 1 times

& & Josef4CISM 10 months, 1 week ago
Audit does not equal static, one in time audits. Audits include continuous system audits to assure the compliance of vendor system security
measures in real time.
upvoted 1 times
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E & BamBamBigalo 1 year, 4 months ago
B. Appropriate service level agreements (SLAs) are in place.
SLAs are crucial because they define the expected level of service, including aspects such as uptime, performance, and response times for incidents.
Effective SLAs should include specific terms for risk monitoring and timely response to incidents. This ensures that the cloud service provider is
contractually obligated to monitor risks and respond within agreed-upon timeframes, directly addressing the organization's concern
upvoted 1 times

B & simon205 1 year, 6 months ago
C, you should always conduct an audit as long as you want to secure something .
upvoted 1 times

© & CCIEBYDEC 1 year, 8 months ago
The question addressed two things: monitoring and Time, SLA will only address time but Right to Audit Clause will address both
upvoted 2 times

© & Lalyaaa 1 year, 8 months ago
C. aright-to-audit clause is included in contracts.
upvoted 2 times

B & cidigi 1 year, 10 months ago
For those that go with SLA. How do you know that SLAs are in place, are met etc if you don't perform an audit on the cloud provider? Or do you trust
the reports from the cloud provider?
upvoted 4 times

B & AlexJacobson 1 year, 11 months ago
I'm leaning towards C. Because we're concerned with timely response AND risk monitoring. SLA would address only the former, while the audit would
address the latter (and SLA's to an extent). Then again, maybe I'm overthinking it. But maybe the majority is also falling for the trap the question
author has made by putting SLA on position B making it "an obvious answer"...
upvoted 3 times

& & AlexJacobson 1 year, 9 months ago
Replying to myself here just to enforce my view of things. In vendor contracts, the right to audit clause grants the purchasing party (“Purchaser”)
the authority to conduct audits or assessments of the vendor's activities, records, and *performance* to ensure compliance with the terms of the
contract. In other words, it includes SLA stuff, while SLA does not include risk monitoring. So I still think it's C.
upvoted 1 times

& & Viperhunter 1 year, 11 months ago
Including a right-to-audit clause in contracts with external cloud service providers allows the organization to conduct audits and assessments to
verify compliance with security and risk management requirements. This clause provides the organization with the ability to monitor the provider's
security controls, assess the effectiveness of risk management processes, and ensure that the cloud services meet the organization's security
standards.

While options like the availability of continuous technical support (option A), appropriate service level agreements (SLAs) (option B), and having
internal security standards in place (option D) are important considerations, the right-to-audit clause specifically empowers the organization to
directly assess and monitor the security practices of the external cloud service provider.

upvoted 4 times

E & Learner76 1 year, 12 months ago
I will go with C - SLA will take on timely response but to do risk monitoring you will need right to audit (including visibility to SLA). C allows u to
answer both
upvoted 1 times

B & derfBabel 2 years, 1 month ago

Selected Answer: B

Can't be C.
"SLA" includes: right to audit (for risk monitoring) + req for outputs (the timely response).
"Right to audit" doesn't include the "timely response'.

upvoted 2 times

B & ankit420325 2 years, 1 month ago
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whoever is answering can please explain right to audit how it is possible ? do you think amazon or google allow any other IT company who are using
their service to come to their premises and will allow an audit ??
upvoted 2 times



Question #15 Topic 1

Which of the following is the BEST way to ensure that organizational security policies comply with data security regulatory requirements?

A. Obtain annual sign-off from executive management.
B. Align the policies to the most stringent global regulations.
C. Send the policies to stakeholders for review.

D. Outsource compliance activities.

Suggested Answer: B

Community vote distribution
IGED) C (26%) 13%

© & nikig3 2 years, 7 months ago
C. Send the policies to stakeholders for review.
upvoted 12 times

© & Viperhunter (ITIEGLY 1 year, 1 month ago
Aligning security policies with the most stringent global regulations helps ensure that the organization meets high standards for data security and
compliance. This approach not only ensures adherence to local regulations but also provides a robust framework that can address various regulatory
requirements across different jurisdictions.

While obtaining annual sign-off from executive management (option A) and sending policies to stakeholders for review (option C) are valuable
practices, aligning with the most stringent global regulations provides a comprehensive and proactive strategy for regulatory compliance.
Outsourcing compliance activities (option D) can be a consideration, but it does not replace the need for a well-defined and internally aligned security
policy framework.

upvoted 8 times

& & MikeyMike69 4 days, 3 hours ago
Stakeholder review helps with adoption and practicality, but only aligning to regulatory requirements ensures compliance.
upvoted 1 times

B & davidcook 7 months, 3 weeks ago
The policy is established to align with the business, and the legal requirement is also considered. Do the most stringent for what? to much resource
upvoted 1 times

5 & JosefdCISM 10 months, 1 week ago
I knew that the suggested answer is B even before | answered the question. But it's just FALSE from my point of view. Security must be appropriate -
implementing the most stringent regulatory requirements may create inefficiencies on local level and waste resources. Hence, answer B is not the
BEST option (while it is an option).

Instead obtaining stakeholder input may be the best choice as they have in depth business knowledge and know best about regulations for their
specific domains. | go for answer C.
upvoted 5 times

E & omer123456 11 months, 2 weeks ago
C. Send the policies to stakeholders for review.
upvoted 3 times

B & alt_coffey 1 year, 1 month ago

C. ISACA thinks of stakeholders as experts in their field and know which policies to follow.

The problem with B is that it's "Global", but there could be more stringent local policies that are not addressed globally.
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upvoted 6 times
& & Azurefox79 1 year, 1 month ago
B is the only relevant answer here. It would ensure that your policies cover EVERY requirement, regardless of jurisdiction. Think of a company that
does HITRUST, they woul meet NIST, HIPAA and PCI requirements as well since they are a part of HITRUST. That ensures they follow a single
framework but are covering all bases.
upvoted 4 times

=) & romero318 1 year, 1 month ago
Honestly looking at this question can be tricky. They simply ask what is the best way. They did not ask how to assure standards are met. If you were
to instruct a engineer on how to do the job you would tell them to align the policies to the most stringent global regulations. Remember they are
simply asking what is the best way.
upvoted 4 times

& & greeklover84 1 year, 1 month ago
B makes sense.
upvoted 1 times

= & BamBamBigalo 1 year, 4 months ago
B. Align the policies to the most stringent global regulations.
Aligning policies to the most stringent global regulations can be a robust approach to ensuring compliance, as it helps to cover a wide range of
regulatory requirements. This method ensures that the organization meets or exceeds the highest standards, which can provide a strong foundation
for compliance across various jurisdictions
upvoted 1 times

= & vipulsinghal2903 1 year, 6 months ago

Selected Answer: C

It says best. Most stringest is never best (given high cost). As such C.
upvoted 4 times

& & mwalula 1 year, 7 months ago
To me the answer is C. B is incorrect because the most strict global regulations have a very high chance of conflicting with local regulations.
upvoted 2 times

& & shervin2s 1 year, 8 months ago

Selected Answer: B

B is correct

upvoted 2 times

& & Marcelus1714 1 year, 8 months ago

Align the policies to the most stringent global regulations for sure your policies will be compliant, pretty logic...

upvoted 2 times

& & Lalyaaa 1 year, 8 months ago

Selected Answer: C

C. Send the policies to stakeholders for review.

upvoted 2 times

= & AlexJacobson 1 year, 9 months ago

Selected Answer: D

I would say it's D for a simple reason that the close second (B) is a waste of resources and is not cost-effective. The BEST and most objective view on

the problem can be provided by external auditors. So this should be the best and most cost-effective way to do it.
upvoted 1 times
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Question #16 Topic 1

The PRIMARY reason for defining the information security roles and responsibilities of staff throughout an organization is to:

A. comply with security policy.
B. increase corporate accountability.
C. enforce individual accountability.

D. reinforce the need for training.

Suggested Answer: C

Community vote distribution
C (88%) 13%

B & PizCISM 4 months, 1 week ago
Corporate accountability is the sum of its parts.
An organization becomes accountable when the individuals within it are held accountable for their specific contributions to security. If no single
person or team is clearly responsible for a security task (i.e. patching, reviewing logs, data handling policies) then when something goes wrong, the
organization, as a whole, struggles to identify the root cause or assign responsibility.
There has to be a fall guy.
upvoted 1 times

E & GF0987 6 months, 1 week ago
B - corporate accountability increases individual accountability
upvoted 1 times

B & Jess20 1 year ago
C. Enforce *individual* accountability
upvoted 2 times

© & BamBamBigalo 1 year, 1 month ago
C. Enforce individual accountability.
Enforcing individual accountability is indeed a primary reason for defining roles and responsibilities. When staff members have clearly defined roles
and responsibilities, they understand what is expected of them and can be held accountable for their actions. This clarity helps to ensure that each
person knows their specific duties related to information security, which is essential for maintaining a secure environment.
upvoted 3 times

E & Viperhunter 1 year, 1 month ago
Defining information security roles and responsibilities helps enforce individual accountability by clarifying who is responsible for specific security
tasks, actions, or decisions within the organization. It establishes a framework for accountability and helps ensure that individuals understand their
roles in protecting the organization's information assets. This clarity is crucial for creating a culture of security and promoting responsible behavior
among employees.

While compliance with security policy (option A), increasing corporate accountability (option B), and reinforcing the need for training (option D) are
important considerations, the primary goal is often to ensure that individuals understand and fulfill their specific responsibilities in maintaining
information security.

upvoted 4 times

B & greeklover84 1 year, 1 month ago

Selected Answer: C

agree C makes sense.
upvoted 1 times

B & shervin2s 1 year, 8 months ago

Selected Answer: C
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Cis correct!

upvoted 1 times

B & XJ 2 years ago

C -"Individual accountability ensures that individuals are held responsible for their actions related to information security, which promotes adherence
to policy, procedures and guidelines. Defining roles and responsibilities helps make clear what is expected of each staff member, which in turn makes
it possible to hold individuals accountable for fulfilling those expectations. This encourages behavior that supports the organization’s information
security objectives.

upvoted 1 times

E & chanke 2 years, 4 months ago
Enforce it at the lowest level. C. individual accountability
upvoted 3 times

B & Jae_kes 2 years, 4 months ago
C. enforce individual accountability.
upvoted 3 times

& & richck102 2 years, 5 months ago
C. enforce individual accountability.
upvoted 3 times

B & madé8 2 years, 5 months ago
Seems like they are talking about the entire staff and what enforcement mechanism is discussed in the question. | think B. increase corporate
accountability. Also, ChatGPT states: The primary reason for defining the information security roles and responsibilities of staff throughout an
organization is to increase corporate accountability. This means that everyone within the organization, from top management to entry-level
employees, understands their roles and responsibilities for maintaining the security of the organization's information assets.
upvoted 2 times

& & Monkey2173 2 years, 5 months ago
The staff is built from individuals. The roles and responsibilities must be defined individually to create clarity and by that - enforce individual
accountability
upvoted 4 times

B & mad68 2 years, 5 months ago
Seems like they are talking about the entire staff and what enforcement mechanism is discussed in the question. | think B. increase corporate
accountability. Also, ChatGPT states: The primary reason for defining the information security roles and responsibilities of staff throughout an
organization is to increase corporate accountability. This means that everyone within the organization, from top management to entry-level
employees, understands their roles and responsibilities for maintaining the security of the organization's information assets.
upvoted 1 times
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Question #17 Topic 1

Threat and vulnerability assessments are important PRIMARILY because they are:

A. used to establish security investments.
B. needed to estimate risk.
C. the basis for setting control objectives.

D. elements of the organization's security posture.

Suggested Answer: B

Community vote distribution
B (100%)

B & Viperhunter 1 year, 1 month ago
Threat and vulnerability assessments provide essential information to estimate and understand the level of risk facing an organization. By identifying
potential threats and vulnerabilities, organizations can assess the likelihood and potential impact of various security incidents. This risk estimation
forms the basis for making informed decisions about security controls, investments, and setting control objectives. While threat and vulnerability
assessments contribute to elements of the organization's security posture (option D) and may influence control objectives (option C), the primary
purpose is to assess and estimate the level of risk.
upvoted 4 times

& & cidigi 1 year, 10 months ago
When there is Primarily in the question there is a sequence of the responses.The order here goes like this BCDA.
upvoted 2 times

© & POWNED 1 year, 11 months ago
Risk Identification is done through asset value, threat, and vulnerability.
upvoted 3 times

B & InvisibleComrade 2 years ago
needed to estimate risk
upvoted 1 times

& & richck102 2 years, 5 months ago
B. needed to estimate risk.
upvoted 2 times

B & Souvik124 2 years, 8 months ago
Threat and vulnerability assessments are important PRIMARILY because they are needed to estimate risk (Option B).
upvoted 2 times
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Question #18 Topic 1

Which of the following should be an information security managers PRIMARY focus during the development of a critical system storing highly
confidential data?

A. Ensuring the amount of residual risk is acceptable
B. Reducing the number of vulnerabilities detected
C. Avoiding identified system threats

D. Complying with regulatory requirements

Suggested Answer: D

Community vote distribution
A (80%) 13% 7%

& & RowdyDesi 4 years, 5 months ago
some sites are saying its D which does not name sense to me it should be A
upvoted 16 times

& & Brittle 3 years, 11 months ago
it actually doesnt makes sense to me
upvoted 2 times

© & Seasondream ([[TITRGGLY ! vear, T month ago
Answer should be A. Alot of people are saying D but Clcomplying with regulatory requirements is also important, but it should not be the primary
focus. Regulatory requirements provide a minimum level of security that must be met, but they do not necessarily ensure that the system is
adequately protected. The focus should be on managing risk, rather than simply complying with regulations.
The primary focus of an information security manager during the development of a critical system storing highly confidential data should be to ensure
that the amount of residual risk is acceptable. Residual risk is the level of risk that remains after security controls have been implemented. It is
important to ensure that this residual risk is at an acceptable level, given the sensitivity of the data being stored.

upvoted 14 times

B & fac161f [IEITERIe) 6 months, 3 weeks ago
Its D, because because we have more leeway with reducing residual risk. Residual risk is dependent is on risk appetitie, where as requirements are
requirments. This is not a one or the other question, we will always try to reduce risk. But a product coming out the door has to meet requirements,
we can always patch later, or use compensating controls for any discrephancies. Again, you try to reduce risk during development, but requirements
must be met first.
upvoted 1 times

5 & mdmdmd 11 months ago
| was leaning towards D before, but will meeting regulatory requirements alone address the unique risks of storing highly confidential data? | bet not
upvoted 1 times

E & realmjmj 11 months, 3 weeks ago
It'sD........ information security managers can not decide whether residual risk is acceptable or not. it's senior management's call.
upvoted 2 times

B & Viperhunter 1 year, 1 month ago
While all the options are important considerations, ensuring the amount of residual risk is acceptable is the primary concern. Residual risk is the level
of risk that remains after security controls and measures have been implemented. In the context of a critical system storing highly confidential data,
it is crucial to assess the effectiveness of security controls and ensure that the remaining risk is at an acceptable level. This involves considering the
specific risks associated with the system, the sensitivity of the data, and the potential impact of security incidents. Complying with regulatory
requirements (option D) is also important, but it is often addressed as part of the broader risk management process.
upvoted 2 times

E & AlexJacobson 1 year, 1 month ago
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Selected Answer: A

It's a tought one... :/ | would lean towards A, though because focusing solely on compliance might lead to a checkbox approach, where meeting the
minimum requirements doesn't guarantee robust protection for highly sensitive data. Therefore, ensuring an acceptable level of residual risk is
paramount because compliance doesn't cover all risks - regulations may not account for all potential threats or vulnerabilities specific to a particular
system or data type.

upvoted 1 times

& & eroms 1 year, 8 months ago
the amount of residual risk acceptable varies from company to company, companies have different security posture, therefore, an organisation
might accept a level of risk that could negatively impact the regulations. D is the answer.
upvoted 1 times

B & jeisco123 1 year, 1 month ago
Option D, "Complying with regulatory requirements," is a critical aspect of managing the security of a system that stores highly confidential data.
However, it is considered a baseline requirement, not the primary focus. Compliance ensures that the system meets legal and regulatory standards,
but it does not necessarily mean that the data is secure to the level the organization might require. The primary focus is on managing risk to an
acceptable level (Option A), which encompasses compliance as one of its components.
upvoted 1 times

E & shervin2s 1 year, 1 month ago
Complying with regulatory requirements (option D) is also important, but it is not the primary focus during the development of the system.
Compliance with regulations is typically addressed as part of the overall risk management process, which includes assessing and mitigating risks to
ensure compliance.
upvoted 1 times

B & RagazzoAlex 1 year, 3 months ago
If i comply with the regulatory requirements, there should be no worried about the residual risk
upvoted 1 times

B & BamBamBigalo 1 year, 4 months ago
A. Ensuring the amount of residual risk is acceptable
ISACA's Focus: ISACA's frameworks often stress the importance of identifying, assessing, and managing risks to ensure they are within the
organization's risk tolerance. This entails implementing controls to mitigate risks to an acceptable level.
Primary Focus: This aligns closely with ISACA's emphasis on risk management and governance, making it the most likely primary focus according to
ISACA principles.
upvoted 1 times

B & simon205 1 year, 6 months ago
D . Once you are keeping the highly sensitive information , the criticality could not be decided by a company , may judged by higher level (eg., law ).
Make less sense to a company whether they think the risk is acceptable or not.
upvoted 2 times

B & vipulsinghal2903 1 year, 6 months ago
reg compliance should be treated as any other.
upvoted 1 times

& & Ntomby 1 year, 7 months ago
The answer is D simply because when developing a system storing private and confidential data you will to be in compliance data and privacy laws
and regulations..
upvoted 2 times

B & nuel_12 1 year, 7 months ago

Selected Answer: B

the best choice of answer is B the primary reason of information security manager is to reduce the number of vulnerability to make sure the data is
secure
upvoted 1 times

B & shervin2s 1 year, 8 months ago

Selected Answer: A

Ais correct!
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upvoted 1 times
B & Cola42 1 year, 9 months ago
residual risk comes after putting the right controls for a specific risk , since its "Developing” that means there is no applicability yet for residual risk. D
is the most logical answer .
upvoted 2 times
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Question #19 Topic 1

When evaluating vendors for sensitive data processing, which of the following should be the FIRST step to ensure the correct level of information
security is provided?

A. Develop metrics for vendor performance.
B. Include information security criteria as part of vendor selection.
C. Review third-party reports of potential vendors.

D. Include information security clauses in the vendor contract.

Suggested Answer: B

Community vote distribution
B (70%) C (20%) 10%

B & AlexJacobson 1 year, 1 month ago
I would also say B and then C. First you develop criteria that you include in vendor selection, then you go about reading third-party reports and
compare what's in the report against the criteria.
upvoted 2 times

E & Viperhunter 1 year, 1 month ago
Including information security criteria as part of the vendor selection process ensures that security considerations are integrated into the initial
evaluation. This step involves assessing the security posture of potential vendors against predefined criteria before proceeding with further
evaluation or contractual agreements. It helps filter out vendors that do not meet the required information security standards from the outset.

While the other options (developing metrics for vendor performance, reviewing third-party reports, and including information security clauses in the
vendor contract) are important steps in the overall vendor management process, incorporating information security criteria early in the vendor
selection process is critical for establishing a foundation of security in the relationship from the beginning.

upvoted 2 times

B & greeklover84 1 year, 1 month ago
agree B.
upvoted 1 times

B & just2pass 1 year, 8 months ago
Once an organization has established its third-party risk classification and has begun to identify its third parties and their respective risk tiering, third
parties can be assessed.
Before assessments can be performed, however, the organization needs to develop a scheme. -AlO Book
upvoted 1 times

E & MrSecNetTech 2 years, 1 month ago
choices A,B,D they are right steps. however they come after the easiest step which is C.
no organization in reality will develop performance metrics before checking available public recent third-party audit reports. the sequence is
important. C is first and other remaining will be after.
upvoted 1 times

B & MrSecNetTech 2 years, 1 month ago
The first step is getting available info in public like third-party reviews.
Before proceeding in other steps that may be still important.
but as order, the first step is getting third-party vendor report like gartner report for example.
right answer is C.
upvoted 1 times

B & Yemmz 2 years, 4 months ago
Ais the best answer, option B is a component of A.
upvoted 1 times
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E & Azurefox79 2 years, 2 months ago
| would disagree, for ex. ensuring systems data is encrypted at rest and in transit is a critical security criteria and is not a metric, nor does it feed
into metrics.
upvoted 1 times

& & richck102 2 years, 5 months ago
B. Include information security criteria as part of vendor selection.
upvoted 3 times

B & Tsubasa1234 2 years, 7 months ago
The correct answer is C. Reviewing third-party reports of potential vendors is the first step to ensure the correct level of information security is
provided. These reports may include results of security audits or assessments, which can provide valuable information on a vendor's security
controls and risks. This information can be used to evaluate the vendor's security posture and make an informed decision about whether to engage
with them. The other options are also important steps in the process, but they come after reviewing the reports of potential vendors.
upvoted 2 times

B & d3vnu77 2 years, 9 months ago
In order to use B you must have A. Ais first.
upvoted 1 times

E & Antonivs 2 years, 9 months ago
B, D maybe for a later phase
upvoted 1 times

B & D2D2 2 years, 11 months ago
Agreed B as well
upvoted 3 times

B & EZPASS 2 years, 11 months ago
| would say B also.
upvoted 2 times

E & Boats 3 years ago
I would agree with B. | have seen many RFPs that included client data protection needs. You want to be upfront with your needs and exclude vendors
that don't meet your needs prior to going into a contract.
upvoted 2 times

E) & Tay87543 3 years ago
A because you are in the evaluation mode
upvoted 1 times

B & aaaa234 3 years ago

Selected Answer: D

should be D
upvoted 1 times

© & mfourati 2 years, 10 months ago
D is necessary but not the FIRST step, B is first then D once the vendor was selected
upvoted 2 times


https://www.examtopics.com/user/Azurefox79/
https://www.examtopics.com/user/Azurefox79/
https://www.examtopics.com/user/Azurefox79/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/Tsubasa1234/
https://www.examtopics.com/user/Tsubasa1234/
https://www.examtopics.com/user/Tsubasa1234/
https://www.examtopics.com/user/d3vnu77/
https://www.examtopics.com/user/d3vnu77/
https://www.examtopics.com/user/d3vnu77/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/EZPASS/
https://www.examtopics.com/user/EZPASS/
https://www.examtopics.com/user/EZPASS/
https://www.examtopics.com/user/Boats/
https://www.examtopics.com/user/Boats/
https://www.examtopics.com/user/Boats/
https://www.examtopics.com/user/Tay87543/
https://www.examtopics.com/user/Tay87543/
https://www.examtopics.com/user/Tay87543/
https://www.examtopics.com/user/aaaa234/
https://www.examtopics.com/user/aaaa234/
https://www.examtopics.com/user/aaaa234/
https://www.examtopics.com/user/mfourati/
https://www.examtopics.com/user/mfourati/
https://www.examtopics.com/user/mfourati/

Question #20 Topic 1

An information security team is investigating an alleged breach of an organization's network. Which of the following would be the BEST single
source of evidence to review?

A. File integrity monitoring (FIM) software
B. Security information and event management (SIEM) tool
C. Intrusion detection system (IDS)

D. Antivirus software

Suggested Answer: B

Community vote distribution
B (100%)

E & madé6s 2 years, 5 months ago

B. Security information and event management (SIEM) tool.
Accodring to ChatGPT:
The BEST single source of evidence to review when investigating an alleged breach of an organization's network is the Security Information and Event
Management (SIEM) tool. The SIEM tool collects and aggregates log data from various sources throughout the network, such as firewalls, intrusion
detection systems, and servers. The data is then analyzed and correlated to identify potential security incidents or breaches.

upvoted 7 times

© & Broesweelies [TElrae) 1 vear, T month ago
B is correct
upvoted 3 times

© & carlLimps 2 years, 8 months ago
Agree.
ALSO - A, C, and D should have their logs being forwarded to the SIEM. SIEM for the win!
upvoted 3 times

B & Viperhunter 1 year, 11 months ago
A SIEM tool is designed to collect, analyze, and correlate logs and events from various sources within the network. It provides a comprehensive view
of activities and potential security incidents, making it a valuable source of evidence during a breach investigation. SIEM tools can help identify
patterns of behavior, anomalies, and potential indicators of compromise, allowing the security team to investigate and respond to security incidents
effectively.

While file integrity monitoring (FIM) software (option A), intrusion detection systems (IDS) (option C), and antivirus software (option D) are important
components of a security infrastructure, a SIEM tool can centralize and analyze data from these and other sources, providing a more holistic view of
the security landscape.

upvoted 2 times

B & richck102 2 years, 5 months ago
B. Security information and event management (SIEM) tool
upvoted 2 times

E & Antonivs 2 years, 9 months ago
C is interesting to review, but SIEM will have more info
upvoted 1 times
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Question #21 Topic 1

Over the last year, an information security manager has performed risk assessments on multiple third-party vendors. Which of the following
criteria would be
MOST helpful in determining the associated level of risk applied to each vendor?

A. Compliance requirements associated with the regulation
B. Criticality of the service to the organization
C. Corresponding breaches associated with each vendor

D. Compensating controls in place to protect information security

Suggested Answer: B

Community vote distribution
B (100%)

© & Viperhunter [T IREZLd 1 year, 5 months ago
The criticality of the service to the organization is a key factor in assessing the level of risk associated with a third-party vendor. If a vendor provides
a service that is critical to the organization's operations, a security incident or disruption from that vendor could have a significant impact on the
organization. Therefore, assessing the criticality of the service helps prioritize and determine the level of risk associated with each vendor.

While other factors such as compliance requirements (option A), corresponding breaches associated with each vendor (option C), and compensating
controls in place (option D) are important considerations in risk assessments, the criticality of the service directly relates to the potential impact on
the organization if a security incident were to occur.

upvoted 6 times

© & 57cebald 5 months, 3 weeks ago
berhububngan dengan proses bisnis perushaaan dapat berjalan atau tidak
upvoted 1 times

© & AbhinavShri 10 months, 2 weeks ago
I couldn't understand this question at first, i thought its asking after risk assessment how to determine which vendor has the highest risk associated
with it and i chose compensating controls implemented on vendor which will show the degree of risk with the vendor.
However | stand corrected after looking at this explanation which helped me understand the que. -The information security manager is performing
risk assessments on multiple third-party vendors, which indicates that the vendors have access to the organization's sensitive data and systems.
Out of the options given, the most helpful criterion in determining the associated level of risk applied to each vendor would be the criticality of the
service to the organization. The criticality of a service refers to its importance in supporting the organization's business objectives and functions.

upvoted 2 times

E & Millla 1 year, 1 month ago
Similar to how the vulnerability with vendor Solarwinds affected lots of organisations
upvoted 2 times

E & Aaron$1990 1 year, 7 months ago
Why is it B? He has performed risk assessments on each vendor and wants to determine the associated level of risk applied to each one. What has
his own services got to do with that? Surely if you wanted to gauge individual risk you need to look at the individual vendor. In other words, C
upvoted 1 times

© & AlexJacobson 1 year, 3 months ago
| guess it's just a badly written question. You're basically evaluating how the risks you identified in your third-party vendors relate to your business.
The more critical the service is (in your business), the less risk you're willing to accept with your vendors.
upvoted 2 times

E & richck102 1 year, 11 months ago
B. Criticality of the service to the organization
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upvoted 3 times

= & Antonivs 2 years, 3 months ago

Selected Answer: B

B, clearly
upvoted 3 times
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Question #22 Topic 1

Which of the following is the MOST important security consideration when developing an incident response strategy with a cloud provider?

A. Security audit reports
B. Recovery time objective (RTO)
C. Technological capabilities

D. Escalation processes

Suggested Answer: D

Community vote distribution
D (68%) B (20%) 9%

B & AbhinavShri 10 months, 2 weeks ago
D because question says- "developing an incident response strategy with a cloud provider" that mean vendor is already onboarded, and RTO or tech
capabilities will take precedence when we are choosing a cloud vendor.
upvoted 1 times

B & akailah88 10 months, 3 weeks ago
From the CISM Review Manual, 15th Edition, by ISACA
upvoted 1 times

B & Parley 1 year, 2 months ago
Think as a manager D
upvoted 1 times

E & oluchecpoint 1 year, 9 months ago
D
While elements such as security audit reports, recovery time objectives (RTO), and technological capabilities are important, they are often dependent
on effective escalation processes. Proper escalation ensures that the right people are aware of the incident and can make informed decisions about
how to proceed. Without effective escalation, even the best technological capabilities and security measures might not be effectively utilized during
an incident.
upvoted 2 times

E & Manix 1 year, 9 months ago
RTO is one of inc mng outcomes, while escallation process is element of inc mng plan
upvoted 1 times

E & Creations 1 year, 10 months ago
I think I will go for D because the question is relating to "incident response strategy" which clearly is process thing
upvoted 1 times

B & UnoMigz 1 year, 11 months ago

RTO.

Escalation process can't negotiate with Google or Microsoft like cloud provider. RTO should be set as a wholistic approach
upvoted 1 times

E & Cyberbug2021 1 year, 11 months ago
Recovery time objective (RTO) is an integral part of incident response strategy. RTO defines the maximum acceptable duration of downtime following
an incident, representing the time it takes to restore critical business operations to a functional state. In essence, RTO establishes the organization's
tolerance for disruption and serves as a benchmark for measuring the effectiveness of incident response efforts.
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A well-defined RTO plays a crucial role in incident response strategy by:

Setting Expectations: RTO clearly communicates the organization's priorities and expectations regarding recovery timelines, ensuring that all
stakeholders are aligned on the desired level of resilience.
upvoted 2 times

© & Cyberbug2021 1 year, 11 months ago
Guiding Response Efforts: RTO serves as a guiding principle for incident response teams, directing their actions towards achieving the
organization's recovery targets. It helps prioritize tasks and allocate resources effectively.

Measuring Success: RTO provides a quantifiable metric for evaluating the effectiveness of incident response efforts. By comparing actual
recovery times to the RTO, organizations can assess their incident response capabilities and identify areas for improvement.

Informing Business Continuity Planning: RTO informs business continuity planning (BCP) by establishing the organization's tolerance for downtime
and guiding the development of recovery procedures.
upvoted 1 times

E & Cyberbug2021 1 year, 11 months ago
Supporting Risk Management: RTO contributes to risk management by providing a framework for assessing and mitigating the potential impact
of incidents. It helps organizations understand the financial and operational consequences of downtime.
upvoted 1 times

& & Cyberbug2021 1 year, 11 months ago
Recovery time objective (RTO) is an integral part of incident response strategy. RTO defines the maximum acceptable duration of downtime
following an incident, representing the time it takes to restore critical business operations to a functional state. In essence, RTO establishes
the organization's tolerance for disruption and serves as a benchmark for measuring the effectiveness of incident response efforts.

A well-defined RTO plays a crucial role in incident response strategy by:

Setting Expectations: RTO clearly communicates the organization's priorities and expectations regarding recovery timelines, ensuring that
all stakeholders are aligned on the desired level of resilience.
upvoted 1 times

B & Viperhunter 1 year, 11 months ago
When working with a cloud provider, it is crucial to assess their technological capabilities related to incident response. This includes their ability to
detect and respond to security incidents, the availability of logging and monitoring tools, and the overall security features of their cloud platform.
Understanding the technological capabilities of the cloud provider is fundamental to developing an effective incident response strategy that aligns
with the shared responsibility model in cloud computing.

While other factors, such as security audit reports (option A), recovery time objective (RTO) (option B), and escalation processes (option D), are
important considerations, the provider's technological capabilities play a central role in incident detection, response, and overall security posture
within the cloud environment.

upvoted 1 times

B & Soleandheel 1 year, 11 months ago
From the CISM Review Manual, 15th Edition, by ISACA: "Incident response strategies need to have clear and well-defined escalation processes. This
is especially true when dealing with cloud providers where the client company may have little or no control over the actual infrastructure where their
data is stored and processed. If an incident occurs, it is vital that the cloud provider can be quickly and effectively alerted, and that there is a clearly
defined process for how the cloud provider will respond to and communicate during such incidents. The escalation process needs to clearly outline
who should be contacted, how they should be contacted, what information should be provided, and what the next steps are in the incident response
process."
upvoted 1 times

B & Mod7 2 years, 1 month ago

Selected Answer: D

The most important security consideration should be a clear stated of roles and responsibilities of the client and the provider. This will facilitate
proper definition of the escalation process
upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
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D
While elements such as security audit reports, recovery time objectives (RTO), and technological capabilities are important, they are often dependent
on effective escalation processes. Proper escalation ensures that the right people are aware of the incident and can make informed decisions about
how to proceed. Without effective escalation, even the best technological capabilities and security measures might not be effectively utilized during
an incident.

upvoted 3 times

B & sham222 2 years, 3 months ago
B and D deal with incident response, are are not SECURITY considerations. However CONTROLS determine the capability of the CSP to be able to
actually detect security incidents, therefore that is the only option that addresses the question.

You have to read these carefully. The key to this one is the wording "security consideration".
upvoted 2 times

B & Goseu 2 years, 3 months ago
| would say D
upvoted 4 times

E & DavoA 2 years, 3 months ago
The focus is on " incident response”
upvoted 4 times

B & Jae_kes 2 years, 4 months ago
The MOST important security consideration when developing an incident response strategy with a cloud provider is the technological capabilities (C).
This refers to the cloud provider's infrastructure, tools, and security features that support incident response activities. It is crucial to assess the cloud
provider's ability to detect, respond to, and mitigate security incidents effectively. This includes evaluating their incident response mechanisms,
incident handling procedures, and incident reporting capabilities. While security audit reports (A), recovery time objective (RTO) (B), and escalation
processes (D) are all important factors to consider, they are secondary to the provider's technological capabilities in terms of incident response
readiness and effectiveness.

upvoted 1 times

B & jjj378 2 years, 5 months ago

Selected Answer: B

Recovery time objective (RTO)
upvoted 1 times
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Question #23 Topic 1

Executive leadership has decided to engage a consulting firm to develop and implement a comprehensive security framework for the organization
to allow senior management to remain focused on business priorities. Which of the following poses the GREATEST challenge to the successful
implementation of the new security governance framework?

A. Executive leadership becomes involved in decisions about information security governance.
B. Executive leadership views information security governance primarily as a concern of the information security management team
C. Information security staff has little or no experience with the practice of information security governance.

D. Information security management does not fully accept the responsibility for information security governance.

Suggested Answer: B

Community vote distribution
B (100%)

B & Mark169 10 months ago
Executive leaderschip decides to let senior maangeent focus on runnig the business. Security is part of the business so B.
upvoted 2 times

E & 6b41e93 10 months, 3 weeks ago
« Information Security Management Does Not Fully Accept the Responsibility for Information Security Governance (D): If the information security
management team does not fully accept responsibility for information security governance, it can create a significant barrier to the successful
implementation and ongoing management of the security framework. A lack of ownership and commitment from those directly responsible for
overseeing information security can lead to poor implementation, inadequate enforcement of policies, and a general failure to integrate security
governance effectively within the organization
upvoted 1 times

B & e891cd1 1 year, 9 months ago
Executive management are ultimately responsible for the security governance of the business and they are also needed to support and sponsor the
program. So if their understanding is lacking that will be the greatest risk..
upvoted 1 times

© & Viperhunter 1 year, 11 months ago
For a security governance framework to be successful, it is crucial that executive leadership understands and actively supports information security
governance. If leadership views it primarily as the concern of the information security management team alone, it may lead to a lack of commitment,
insufficient resources, and a failure to integrate security into the overall business strategy. A successful security governance framework requires top-
down commitment and involvement from executive leadership to ensure that security is aligned with business priorities.

While the other options (executive leadership becoming involved, information security staff lacking experience, and information security management
not fully accepting responsibility) are also potential challenges, the lack of engagement and understanding from executive leadership can have broad-
reaching impacts on the success of the security governance framework.

upvoted 1 times

B & King21 2 years ago
| would say answer is D. Responsibility cannot be outsourced.
upvoted 1 times

& & AlexJacobson 1 year, 9 months ago
That's accountability your thinking of. Responsibility CAN be delegated, but accountability cannot.
upvoted 3 times

E & Ridenar 2 years, 2 months ago
this might answer it.
Another key element that shouldbe understood is that although the security manager is the facilitator of the program,
the ultimate responsibility or ownership for protecting information is at the executiveleadership and board of directors levels. The security charter
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gives the security leaderauthority to design and operate the program, but accountability is shared between thesecurity leader and the executive
leadership team and board of directors.
upvoted 1 times
B & richck102 2 years, 5 months ago
B. Executive leadership views information security governance primarily as a concern of the information security management team
upvoted 3 times

B & dedfef 2 years, 7 months ago
to down approach
upvoted 2 times

E & carlLimps 2 years, 8 months ago
B for sure. Want to make sure leadership sees this as a business risk, not ONLY infosec issue.
upvoted 3 times

& & Antonivs 2 years, 9 months ago
hard question this one
upvoted 1 times
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Question #24 Topic 1

Risk scenarios simplify the risk assessment process by:

A. covering the full range of possible risk.
B. ensuring business risk is mitigated.
C. reducing the need for subsequent risk evaluation.

D. focusing on important and relevant risk.

Suggested Answer: D

Community vote distribution
D (100%)

O & dedfef (FIRIERLY 1 year, 7 months ago
whenever an answer choice is "All" such as "full" risk possibilities it is always wrong. There is no way to cover all risk because there are always new
emerging risk. Please remember this when you take the exam. "all" =wrong
upvoted 14 times

© & ssssspider 6 months, 2 weeks ago

Per CISM Review Manual 16th Edition

2.3.4 Risk Scenarios
"Each risk scenario should be related to a business objective or impact experienced by the enterprise. The key to developing effective scenarios is to
focus on real and relevant potential risk events."

Focus on real and relevant potential risk events = D. Focusing on important and relevant risk
upvoted 2 times

E & Viperhunter 11 months, 2 weeks ago
Risk scenarios are specific, narrative descriptions of events that could lead to adverse consequences for an organization. By focusing on important
and relevant risk scenarios, the risk assessment process becomes more targeted and manageable. It allows organizations to identify and evaluate
the risks that are most likely to have a significant impact on their objectives.

While risk scenarios don't cover the full range of all possible risks (option A), they help prioritize by concentrating on the most pertinent ones. They
also don't ensure business risk is mitigated (option B) or reduce the need for subsequent risk evaluation (option C) on their own, but they guide
organizations in understanding and addressing the most critical risks they face.

upvoted 3 times

B & Ridenar 1 year, 2 months ago
key word is simplify (reduce) A is the all you can eat buffet
upvoted 1 times

& & richck102 1 year, 5 months ago
D. focusing on important and relevant risk.
upvoted 1 times

B & AomineDaiki 1 year, 7 months ago
A, because you thing about the many different things that could happen. Whenever | conduct a TTX, | never go by they questions, based on the
responses | get, | come up with another possible problem. | say A
upvoted 2 times

B & Saj194 1 year, 7 months ago
Risk scenarios are most often written as narratives, describing in detail the asset at risk, who or what can act against the asset, their intent or
motivation (if applicable), the circumstances and threat actor methods associated with the threat event, the effect on the company if/when it
happens, and when or how often the event might occur.
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the purpose of risk scenarios is to help decision-makers understand how adverse events can affect organizational strategy and objectives. The
secondary function of risk scenario building, according to the above frameworks, is to set up the next stage of the risk assessment process: risk

analysis. Scenarios set up risk analysis by clearly defining and decomposing the factors contributing to the frequency and the magnitude of adverse
events.

upvoted 2 times
B & Prospect57 1 year, 9 months ago
| feel D is correct here. The key is "Risk Scenarios." Risk scenarios allow professionals to focus on specific/relevant risks rather than looking at
everything.
upvoted 3 times
B & Adeeps 1 year, 10 months ago

to me 'A' seems to be appropriate
upvoted 1 times
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Question #25 Topic 1

Which of the following is the MOST important consideration when developing information security objectives?

A. They are regularly reassessed and reported to stakeholders
B. They are approved by the IT governance function
C. They are clear and can be understood by stakeholders

D. They are identified using global security frameworks and standards

Suggested Answer: C

Community vote distribution
)

O & dark_3k03r ([[XITTERLY 1 year, 6 months ago

The keyword is "developing" when looking at the answers here is what | noticed:
(A) This happens after development so it is wrong
(B) While important, governance doesn't trump the stakeholders.
(C) This is the correct answer
(D) Global security frameworks may or may not apply to the org. As a result this isn't a particularly strong answer
So the answer is C
upvoted 5 times

© & Viperhunter [TETate) 11 months, 2 weeks ago
Clear and understandable information security objectives are crucial for effective communication and alignment with stakeholders. When objectives
are transparent and easily comprehensible, they facilitate better understanding and buy-in from various stakeholders, including employees,
management, and other relevant parties. Clarity in objectives helps ensure that everyone involved understands the goals and expectations related to
information security, fostering a more cohesive and focused security culture within the organization.

While the other options (regular reassessment and reporting, approval by the IT governance function, and identification using global security
frameworks and standards) are important aspects of managing information security, clarity and understanding by stakeholders are foundational for
successful implementation and support.

upvoted 2 times

E & Monkey2173 1 year, 5 months ago

Selected Answer: C

It's important to have the ability of evaluating your performance
upvoted 1 times

5 & richck102 1 year, 5 months ago
C. They are clear and can be understood by stakeholders
upvoted 1 times

E & carlLimps 1 year, 8 months ago

Selected Answer: C

The need to be clear to stakeholders (aka leadership)
upvoted 1 times

E & Antonivs 1 year, 9 months ago

Selected Answer: C

CandB
upvoted 1 times
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Question #26 Topic 1

A legacy application does not comply with new regulatory requirements to encrypt sensitive data at rest, and remediating this issue would require
significant investment. What should the information security manager do FIRST?

A. Assess the business impact to the organization.
B. Present the noncompliance risk to senior management.
C. Investigate alternative options to remediate the noncompliance.

D. Determine the cost to remediate the noncompliance.

Suggested Answer: A

Community vote distribution
A (100%)

E & cissPST ([T 1 vear, 1 month ago
The action plan for non-compliance would follow the below order:

A. Assess the business impact to the organization.

C. Investigate alternative options to remediate the noncompliance.

D. Determine the cost to remediate the noncompliance.

B. Present the noncompliance risk to senior management.
upvoted 8 times

© & Viperhunter [TELeate) 11 months, 2 weeks ago
Before taking any action, it's essential to understand the potential impact of the noncompliance on the organization. Assessing the business impact
involves considering the regulatory consequences, potential legal risks, reputational damage, and any other factors that could affect the organization.
This assessment provides a foundation for informed decision-making and helps prioritize actions based on the level of risk and impact.

While presenting the noncompliance risk to senior management (option B), investigating alternative options (option C), and determining the cost to
remediate (option D) are important steps, understanding the business impact helps in framing the issue within the broader context of organizational
priorities and risk tolerance.

upvoted 1 times

& & richck102 1 year, 5 months ago
A. Assess the business impact to the organization.
upvoted 1 times

© & Antonivs 1 year, 9 months ago

Selected Answer: A

A, rest for later phases
upvoted 2 times

B & Broesweelies 1 year, 9 months ago

Selected Answer: A

Ais correct
upvoted 2 times
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Question #27 Topic 1

Which of the following BEST enables effective information security governance?

A. Security-aware corporate culture
B. Advanced security technologies
C. Periodic vulnerability assessments

D. Established information security metrics

Suggested Answer: A

Community vote distribution
A (80%) D (20%)

© & AngeloC [TITTERT) 2 years, 10 months ago
D - I think that establishing (and monitoring) security metrics is the best way to evaluate the effectiveness of security governance

upvoted 5 times

B & Prat1597 ([TELTE) 4 months ago
Ais the right answer
upvoted 1 times

E & andyprior 11 months, 2 weeks ago

Selected Answer: A

Effective information security governance requires a holistic approach that integrates policies, processes, and people. Among the options provided, a
security-aware corporate culture is the most comprehensive enabler of effective governance because it ensures that security practices and principles
are embedded throughout the organization.

upvoted 2 times

B & hesbee 1 year, 6 months ago
Metrics only shows if the information security governance is effective or not BUT doesn't enable its effectiveness. A security-aware corporate culture
on the other hand will enable or aid the effectiveness of the information security governance thereby resulting in good metrics.
upvoted 3 times

E & Manix 1 year, 9 months ago
Pages 64, General metric considerations: "Metrics serve only one purpose: to provide the information neceessary for making decisions"
upvoted 3 times

E & Viperhunter 1 year, 11 months ago
A security-aware corporate culture is foundational to effective information security governance. It involves creating a mindset within the organization
where employees at all levels understand the importance of security, follow security policies, and actively contribute to the protection of information
assets. A strong security culture promotes accountability, awareness, and a collective commitment to information security.

While advanced security technologies (option B), periodic vulnerability assessments (option C), and established information security metrics (option
D) are essential components of a comprehensive security program, a security-aware corporate culture provides the organizational context and human
factor necessary for successful information security governance.

upvoted 3 times

© & AlexJacobson 1 year, 11 months ago
Dude, you rely too much on ChatGPT. It can easily point you in the wrong direction.
upvoted 2 times

B & richck102 2 years, 5 months ago
A. Security-aware corporate culture
upvoted 1 times

E) & STUDYER2 2 years, 9 months ago
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metrics is the only objective measurement here..
upvoted 3 times

= & Antonivs 2 years, 9 months ago

Selected Answer: A

A & D are good ones
upvoted 1 times

& & aokisan 2 years, 10 months ago

Selected Answer: A

culture enforces governance.
upvoted 1 times
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Question #28 Topic 1

Application data integrity risk is MOST directly addressed by a design that includes.

A. strict application of an authorized data dictionary.
B. reconciliation routines such as checksums, hash totals, and record counts.
C. application log requirements such as field-level audit trails and user activity logs.

D. access control technologies such as role-based entitlements.

Suggested Answer: B

Community vote distribution
B (100%)

E & Noragretz 9 months, 2 weeks ago
The keyword in the question was integrity. CIA triad, how do you determine integrity and the data hasn't changed? With hashes and checksums.
upvoted 3 times

B & andyprior 11 months, 2 weeks ago
Application data integrity risk primarily concerns ensuring that data remains accurate, consistent, and unaltered during storage, processing, or
transfer. Reconciliation routines such as checksums, hash totals, and record counts are specifically designed to detect changes or modifications to
the data. These methods verify that the data has not been tampered with or corrupted by comparing stored data to its original state.
upvoted 1 times

© & Viperhunter 1 year, 11 months ago
Reconciliation routines, including checksums, hash totals, and record counts, are designed to ensure the accuracy and integrity of application data.
These methods help detect errors or unauthorized changes to data by comparing the current state of data with a known or expected state.
Reconciliation routines play a crucial role in maintaining data integrity and detecting any discrepancies that may indicate data corruption or
tampering.

While the other options (strict application of an authorized data dictionary, application log requirements, and access control technologies) are
important for various aspects of information security, reconciliation routines directly address the risk of data integrity by providing a means to verify
the consistency and accuracy of application data.

upvoted 2 times

& & richck102 2 years, 5 months ago
B. reconciliation routines such as checksums, hash totals, and record counts.
upvoted 1 times

B & Antonivs 2 years, 9 months ago
B, hash always related to integrity
upvoted 1 times

B & Broesweelies 2 years, 9 months ago
Reconciliation routines like checksums, hash totals, and record counts are used to detect any changes or modifications to the data. These routines
enable organizations to verify the integrity of their data by comparing the stored data to the original data. This helps to ensure that the data has not
been tampered with or altered in any way, which is the primary concern when addressing data integrity risks.
upvoted 4 times
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Question #29 Topic 1

Deciding the level of protection a particular asset should be given is BEST determined by:

A. the corporate risk appetite.
B. a risk analysis.
C. a threat assessment.

D. a vulnerability assessment.

Suggested Answer: B

Community vote distribution
NG B (48%)

© & AwSgenio [FIIIERLY 1 year, 8 months ago
At st i thought A. After re-reading the question, which "should" be given vs "will" be given. "Should be given" will be determined by Risk Analysis. "Will
be given" will be risk appetite. So B for me.
upvoted 13 times

& & BamBamBigalo 1 year, 4 months ago
Thats a good exam tip, thank you
upvoted 3 times

E & JosefaCisM [IIEEELY 1 year, 2 months ago
A risk analysis includes the analysis of applicable threats by determining its applicability to the organization, its likelihood of impact and the severity
of impact thereby deriving to a risk. Answer A is wrong, because the decision how to treat the risk is PARTIALLY determined by the organizations risk
appetite. The risk treatment (including factors like an organizations risk appetite) is PART of a comprehensive risk analysis. Therefore, answer B is
correct.

upvoted 6 times

E & Teban [TELEEAE) 1 month ago

Risk analysis evaluates the likelihood and impact of threats exploiting vulnerabilities in an asset. It considers both the value of the asset and the
potential consequences of a security breach, helping prioritize protection efforts. While corporate risk appetite influences decisions, it doesn't
directly assess individual asset protection needs.

upvoted 1 times

B & Prat1597 4 months ago

Level of protection an asset should receive depends on the asset value and risk associated with the asset. So the answer is B
upvoted 1 times

B & Syma 5 months, 2 weeks ago

Selected Answer: B

SO/IEC 27005:2018 - Defines risk analysis as a core activity in deciding what protection is needed.
NIST SP 800-30 Rev. 1 - Guide for Conducting Risk Assessments, stresses that protection decisions should be driven by formal risk analysis.

Why not the others?
A. The corporate risk appetite
— Important for accepting or rejecting risk, but it doesn't determine asset-specific protection needs.

C. A threat assessment
— |dentifies potential threats, but does not factor in impact or vulnerability, so it lacks full context.

D. A vulnerability assessment
— Identifies system weaknesses, but not their impact or the likelihood of exploitation — which are key to deciding protection levels.
upvoted 1 times


https://www.examtopics.com/user/AWSgenio/
https://www.examtopics.com/user/AWSgenio/
https://www.examtopics.com/user/AWSgenio/
https://www.examtopics.com/user/BamBamBigalo/
https://www.examtopics.com/user/BamBamBigalo/
https://www.examtopics.com/user/BamBamBigalo/
https://www.examtopics.com/user/Josef4CISM/
https://www.examtopics.com/user/Josef4CISM/
https://www.examtopics.com/user/Josef4CISM/
https://www.examtopics.com/user/Teban/
https://www.examtopics.com/user/Teban/
https://www.examtopics.com/user/Teban/
https://www.examtopics.com/user/Prat1597/
https://www.examtopics.com/user/Prat1597/
https://www.examtopics.com/user/Prat1597/
https://www.examtopics.com/user/Syma/
https://www.examtopics.com/user/Syma/
https://www.examtopics.com/user/Syma/

& & homeysl 5 months, 2 weeks ago
Asset value
upvoted 1 times

= & 6b41e93 10 months, 3 weeks ago
risk analysis provides the most detailed and relevant information for deciding the level of protection needed for a specific asset, as it integrates
considerations of threats, vulnerabilities, impacts, and likelihoods.
upvoted 1 times

& & 240b34b 1 year, 1 month ago
Risk analysis could be a contributing factor to the corporate risk appetite.
upvoted 1 times

=) & greeklover84 1 year, 1 month ago

Selected Answer: B

| think B is correct
upvoted 2 times

& & iyke2k4 1 year, 2 months ago
B seems like the correct answer. My justification is that risk analysis is required to determine the risk level.
upvoted 4 times

© & RagazzoAlex 1 year, 3 months ago

Selected Answer: B

The question is asking a bout a specific asset and specific here is a key work. risk appetite is more generic

upvoted 3 times

© & Thavee 1 year, 7 months ago

Selected Answer: A

Risk appetite

upvoted 1 times

© & yottabyte 1 year, 7 months ago

Risk analysis can be performed to determine the level of protection required to be provided to an asset.

upvoted 2 times

= & shervin2s 1 year, 8 months ago

Selected Answer: A

Conducting a risk analysis allows for a comprehensive evaluation of the threats, vulnerabilities, and potential impacts associated with specific

assets. By analyzing these factors, organizations can make informed decisions about the level of protection required for each asset.
Explanation of why other options are not correct:

A. The corporate risk appetite: While the corporate risk appetite influences overall risk management decisions, including the allocation of resources
and the establishment of risk tolerance levels, it does not directly determine the level of protection for individual assets. Risk appetite provides a
high-level framework for decision-making but must be translated into specific risk analysis for each asset.

upvoted 4 times

& & oluchecpoint 1 year, 9 months ago

Selected Answer: A

Risk appetite

upvoted 2 times

& & CISSPST 1 year, 10 months ago

Selected Answer: A

Risk analysis gives the level of risk, not level of protection.

After a risk analysis, the business then evaluates the level of (inherent/existing) risk against acceptable risk levels (RISK APETITE) to decide the level
of protection to be provided, in a manner that the residual risk is within acceptable risk levels.
upvoted 4 times

& & TamerBeSafe 1 year, 10 months ago
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The Corporate Risk Appetite: it is a broad guideline and does not provide specific details on the level of protection for individual assets.
upvoted 1 times



Question #30 Topic 1

What should be an information security manager's FIRST step when developing a business case for a new intrusion detection system (IDS)
solution?

A. Calculate the total cost of ownership (TCO).
B. Define the issues to be addressed.
C. Perform a cost-benefit analysis.

D. Conduct a feasibility study.

Suggested Answer: C

Community vote distribution
B (77%) C (23%)

& & greeklover84 11 months, 1 week ago
C makes more sense than B.
upvoted 2 times

& & JayAshy 1 year ago
C - Issue is already known - exec team need a CBA.
upvoted 3 times

B & ntge 1 year, 1 month ago
C- Because from the question, the issue has been identified already and to make a business case for a business case for a new intrusion detection
system (IDS) solution the CBA is really necessary to be established.
upvoted 3 times

B & JosefaCISM 1 year, 2 months ago
C cost-benefit analysis, because costs include issues (thematized in option B) and benefits, thereby providing a comprehensive foundation for
decision making.
upvoted 3 times

B & 2¢24cf3 1 year, 2 months ago
First you need the scope or you cant calculate expenses
upvoted 3 times

B & usercism007 1 year, 4 months ago
Selected Answer: B
The first step is "Define the issues to be addressed." when developing a business case for a new intrusion detection system (IDS) solution
upvoted 1 times

B & shervin2s 1 year, 8 months ago

Selected Answer: B

Before delving into financial considerations such as calculating the total cost of ownership (TCO), performing a cost-benefit analysis, or conducting a
feasibility study, it's crucial to clearly define the issues that the intrusion detection system (IDS) solution is intended to address.
upvoted 2 times

E & Grantolio 1 year, 8 months ago

The text book says the first this is describing the problem. Sounds like B.

From the CISM Exam Guide, Second Edition, P. Gregory, pg 89:

Developing a Business Case
Many organizations require the development of a business case prior to approving
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expenditures on significant security initiatives. A business case is a written statement that
describes the initiative and describes its business benefits.<...>
The typical elements found in a business case include the following:
+ Problem statement
This is a description of the business condition or situation
that the initiative is designed to solve. The condition may be a matter of
compliance, a finding in a risk assessment, or a capability required by a customer,
partner, supplier, or regulator.
upvoted 2 times
B & oluchecpoint 1 year, 9 months ago
Option B
upvoted 1 times

© & Bankie_72 1 year, 10 months ago
C is the correct answer because anytime a business case is being developed, cost benefit analysis is a key component of its development,
irrespective of what the business case is used for and especially when dealing with senior stakeholders.
upvoted 2 times

& & Marcelus1714 1 year, 8 months ago
It says "the FIRST" thing, not the most important. If you do not have clear what issues you gonna address... how you can do a cost-benefit
analysis...??
upvoted 3 times

B & peelu 1 year, 10 months ago
Define the issues or challenges
upvoted 1 times

E & POWNED 1 year, 11 months ago
1. Clearly define the problem
2. Follow an order
3. Possible benefits and reason
4. The final results
upvoted 2 times

B & Viperhunter 1 year, 11 months ago
Before delving into financial calculations or feasibility studies, it's crucial to clearly identify and define the issues or challenges that the organization
is seeking to address with the new IDS solution. Understanding the specific security needs and concerns provides a foundation for developing a
comprehensive business case. This step helps in articulating the objectives, benefits, and requirements associated with the proposed solution.

While calculating the total cost of ownership (TCO) (option A), performing a cost-benefit analysis (option C), and conducting a feasibility study
(option D) are important components of the business case development process, defining the issues to be addressed is the initial step that sets the
direction for the rest of the analysis.

upvoted 2 times

B & Jess20 1 year, 11 months ago
B. Define the issues to be addressed. Most Voted
upvoted 1 times

B & Learner76 1 year, 11 months ago
| am leaning towards B but the answer is C and | think it is because
1) Itis a business case - Cost
2) IDS was mentioned. Meaning the technology are already chosen because they know what is the issue

Therefore it is a cost benefit stage. Therefore C
upvoted 3 times

E & Manix 2 years ago

Selected Answer: C


https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/Bankie_72/
https://www.examtopics.com/user/Bankie_72/
https://www.examtopics.com/user/Bankie_72/
https://www.examtopics.com/user/Marcelus1714/
https://www.examtopics.com/user/Marcelus1714/
https://www.examtopics.com/user/Marcelus1714/
https://www.examtopics.com/user/peelu/
https://www.examtopics.com/user/peelu/
https://www.examtopics.com/user/peelu/
https://www.examtopics.com/user/POWNED/
https://www.examtopics.com/user/POWNED/
https://www.examtopics.com/user/POWNED/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/Jess20/
https://www.examtopics.com/user/Jess20/
https://www.examtopics.com/user/Jess20/
https://www.examtopics.com/user/Learner76/
https://www.examtopics.com/user/Learner76/
https://www.examtopics.com/user/Learner76/
https://www.examtopics.com/user/Manix/
https://www.examtopics.com/user/Manix/
https://www.examtopics.com/user/Manix/

Implementing IDS imply that issues are already known. So it's C.
upvoted 3 times
= & Agamennore 2 years, 2 months ago
It'B. First step define the objective and know what to do
upvoted 1 times
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Question #31 Topic 1

Which of the following is the MOST important incident management consideration for an organization subscribing to a cloud service?

A. Decision on the classification of cloud-hosted data
B. Expertise of personnel providing incident response
C. Implementation of a SIEM in the organization

D. An agreement on the definition of a security incident

Suggested Answer: D

Community vote distribution
D (100%)

E & Viperhunter 11 months, 2 weeks ago
When an organization subscribes to a cloud service, it's crucial to have a clear and shared understanding with the cloud service provider about what
constitutes a security incident. This agreement helps in establishing a common ground for incident detection, reporting, and response. It ensures that
both the organization and the cloud service provider are aligned on what events trigger incident response actions.

While the other options (decision on the classification of cloud-hosted data, expertise of personnel providing incident response, implementation of a
SIEM) are important aspects of incident management, having a well-defined agreement on the definition of a security incident is foundational for
effective collaboration between the organization and the cloud service provider in responding to and mitigating security incidents.

upvoted 3 times

E & Patt70 1 year, 4 months ago
Answeris D -
Its very important to have a clear and agreed upon definition of a security incident, is crucial for effective incident management and response.
upvoted 1 times

& & richck102 1 year, 5 months ago
D. An agreement on the definition of a security incident
upvoted 1 times

E & d3vnu77 1 year, 9 months ago
I think it is A. The decision of the type of data to be hosted precedes the actions to be used in treating the data. If they only host low importance data
then a low service level will apply.
upvoted 3 times

& & Broesweelies 1 year, 9 months ago
D. An agreement on the definition of a security incident is the MOST important incident management consideration for an organization subscribing to
a cloud service, according to ISACA. Having a clear and agreed upon definition of a security incident is crucial for effective incident management and
response.
upvoted 4 times
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Question #32 Topic 1

Which of the following is the BEST way for an organization to determine the maturity level of its information security program?

A. Review the results of information security awareness testing.
B. Validate the effectiveness of implemented security controls.
C. Benchmark the information security policy against industry standards.

D. Track the trending of information security incidents.

Suggested Answer: B

Community vote distribution
C (65%) D)

O & kdddvar [[TITEERTY 3 vears, 1 month ago
Remember that B is basically the gap analysis needed
upvoted 13 times

& & carlPTY07 2 years, 7 months ago
The question refers to the validation of the effectiveness of our controls, hence the B is the right one.
upvoted 7 times

& & Azurefox79 2 years, 2 months ago
No it is not about the effectiveness of security controls its about the maturity. Maturity is not arbitrary, its based on industry standards like CMM.
upvoted 1 times

& & nezeranonymous 5 months, 4 weeks ago
According to ChatGPT:
Determining the maturity level of an information security program requires assessing how well the program is performing, especially in terms of
control effectiveness. ISACA aligns with frameworks like COBIT and CMMI, where maturity is based on how formalized, repeatable, and effective
processes and controls are.

A. Review the results of information security awareness testing - This only evaluates one component (awareness) and does not reflect overall
program maturity.

C. Benchmark the information security policy against industry standards - Helpful, but limited to policy comparison, not practice or effectiveness.
D. Track the trending of information security incidents - This is reactive and may show risk posture, but not maturity of the program itself.

B addresses actual implementation and performance—a core requirement when assessing maturity in line with ISACA's standards.
upvoted 4 times

B & 0884a0d 9 months, 3 weeks ago
In my experience with many cyber security maturity assessments, using CMMI, effective implementation of security controls aligned to internationally
accepted security frameworks or standards such as NIST, ISO/IEC, or CIS helps determine the current and target state of an organization’s maturity.
Typically, best practices/industry standards from these type of maturity assessments are written into the organization’s information security policy
either at inception or through revision based on the outcome of the maturity assessment. In turn, it is normally reflected in the organization's
information security policy whether through revisions or not. Even if you assume an organization’s information security policy does not define and
include industry standards, which many do not. Benchmarking the information security policy against industry standards will inform you of the level
of maturity.

upvoted 3 times

B & Josefd4CISM 9 months, 3 weeks ago

Selected Answer: B

C is clearly WRONG. If you do no more than benchmarking your policy to an industry standard, it could mean that you have a nice defined policy. But it
tells you nothing about the state of controls. Hence it would be nothing more than a paper tiger.
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upvoted 6 times
© & hohan 9 months, 3 weeks ago
The answer is B, benchmarking with other companies does not reflect the risk and maturity of the current company since each company has its
totally different risks. Therefore, validation of the controls will validate the effectiveness
upvoted 4 times

B & kvdvliert 10 months, 4 weeks ago
The best way for an organization to determine the maturity level of its information security program is to use a recognized information security
maturity model. These models provide a structured framework to assess and benchmark the current state of an organization's security practices and
identify areas for improvement.
upvoted 2 times

E & kong230790 11 months, 1 week ago
C. Benchmark the information security policy against industry standards.
Supporting Citations:
The CISM CRM, 16th Edition, Chapter 3 explains that maturity models, such as the Capability Maturity Model (CMM), are widely used to assess the
maturity level of governance processes and security programs. These models highlight areas for improvement and facilitate alignment with industry
best practices models assist in defining objectives for the information security program and developing strategies to meet those objectives
upvoted 3 times

B & alt_coffey 1 year, 1 month ago
Choosing B since maturity is all about the process of security review and control
upvoted 4 times

B & Shervi 1 year, 1 month ago
It's c. What if they only have 2 controls that work really well, but miss the other 300? One of the ways to assess an organisations maturity is to assess
the security policy. C does just that.
upvoted 3 times

B & greeklover84 1 year, 1 month ago
| think it is B.
upvoted 3 times

B & JosefdCISM 1 year, 2 months ago
| hesitated between B and C and decided to pick B, because: Policies happen on paper, the actual doing and assessment of the situation at hand can
only be done by assessing the state of security controls. Therefore B.
upvoted 3 times

B & Elpirec 1 year, 8 months ago
| see the discussion here, and validate against Al, which chooses B. However, | think this is more of a textbook question, the word "maturity" is what |
keep hearing candidates that have CISM or CISSP certs use in their interview answers. | think COMPTIA is looking to see that we take Frameworks
and standrads into account, after all, this is more of a management cert. I'm going with C thinking this is more of a "BIG WORD" that needs to be used,
even though in real life, you wanna test your controls work as in in B
upvoted 3 times

B & e891cd1 1 year, 9 months ago
we also have to take in consideration it says "Best" and what maturity means in the context of a security program. It means how well is this program
developed and how well it is at handling different situations. The "best" way to test that would be to validate the controls rather than comparing the
controls to best practice.
upvoted 2 times

B & Cisco900 1 year, 9 months ago
The correct answer is B.
We assess maturity of the program through metrics associated to the implemented controls. Training and awareness results are only part of the
metrics. There are others like IT team performance, vulnerability remediation performance, etc.
upvoted 4 times
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B & learntstuff 1 year, 10 months ago
C. CISM book from mike chappel. maturity models asses an org. against industry best practices.
upvoted 3 times

& & Cisco900 1 year, 9 months ago
That's what maturity assessment achieves, not how to determine them.
upvoted 1 times

B & Cyberbug2021 1 year, 11 months ago
Benchmark the information security policy against industry standards: Benchmarking the policy against industry standards ensures that it aligns with
recognized security practices. However, it doesn't guarantee that the policy is actually being implemented and enforced effectively.
upvoted 3 times
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Question #33 Topic 1

An organization has identified an increased threat of external brute force attacks in its environment. Which of the following is the MOST effective
way to mitigate this risk to the organization's critical systems?

A. Increase the frequency of log monitoring and analysis.
B. Implement a security information and event management system (SIEM).
C. Increase the sensitivity of intrusion detection systems.

D. Implement multi-factor authentication.

Suggested Answer: D

Community vote distribution
D (100%)

E & Viperhunter 11 months, 2 weeks ago
Multi-factor authentication adds an additional layer of security by requiring users to provide multiple forms of identification before granting access.
This makes it significantly more challenging for attackers to gain unauthorized access through brute force attacks, even if they manage to obtain or
guess passwords.

While options like increasing the frequency of log monitoring and analysis (option A), implementing a security information and event management
system (SIEM) (option B), and increasing the sensitivity of intrusion detection systems (option C) are valuable security measures, multi-factor
authentication is a highly effective control specifically designed to address the risk of unauthorized access through brute force attacks.

upvoted 3 times

B & richck102 1 year, 5 months ago
D. Implement multi-factor authentication.
upvoted 2 times

E & SIMTEIN 1 year, 8 months ago

Selected Answer: D

multi-factor authentication is the best way address this threat
upvoted 1 times

B & carlLimps 1 year, 8 months ago

Selected Answer: D

Bingo! Implement multi-factor authentication.
upvoted 1 times
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Question #34 Topic 1

When supporting an organization's privacy officer which of the following is the information security manager's PRIMARY role regarding privacy
requirements?

A. Ensuring appropriate controls are in place
B. Monitoring the transfer of private data
C. Determining data classification

D. Conducting privacy awareness programs

Suggested Answer: A

Community vote distribution
A (100%)

E & andyprior 11 months, 2 weeks ago
The primary role of an information security manager when supporting an organization's privacy officer is A. Ensuring appropriate controls are in place.
This responsibility is crucial as it involves implementing and maintaining security measures that protect sensitive data and ensure compliance with
privacy regulations. While monitoring the transfer of private data, determining data classification, and conducting privacy awareness programs are
important tasks, the overarching responsibility of ensuring that the necessary controls are established and functioning effectively is fundamental to
safeguarding the organization's information security posture. This role aligns with the broader objectives of the CISM certification, which emphasizes
governance, risk management, and compliance within information security management

upvoted 1 times

© & Viperhunter 1 year, 11 months ago
Ensuring appropriate controls are in place is a fundamental responsibility in supporting privacy requirements. The information security manager plays
a key role in implementing and maintaining security controls to protect the privacy of sensitive information. This includes measures such as access
controls, encryption, data classification, and other security safeguards to safeguard private data.

While monitoring the transfer of private data (option B), determining data classification (option C), and conducting privacy awareness programs
(option D) are also important activities, the primary focus of the information security manager is to ensure that the necessary security controls are
implemented to protect privacy in accordance with legal and regulatory requirements.

upvoted 3 times

B & oluchecpoint 2 years, 1 month ago

Selected Answer: A

A. Ensuring appropriate controls are in place

The primary role of an information security manager when supporting an organization's privacy officer regarding privacy requirements is to ensure
that appropriate controls are in place to protect the privacy of sensitive data. This includes implementing technical and organizational measures to
safeguard personal and sensitive information, such as encryption, access controls, data masking, and auditing, among others.

upvoted 1 times

B & karanvp 2 years, 4 months ago
C is definitely not bcas its Data Owner responsibility
upvoted 1 times

E & richck102 2 years, 5 months ago
A. Ensuring appropriate controls are in place
upvoted 1 times

© & hardyheron 2 years, 7 months ago
Correct Answer is B not A. As privacy officer is concerned with the personal data.
upvoted 1 times

B & carlLimps 2 years, 8 months ago

Selected Answer: A
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Right-0! A. Get those controls right.
upvoted 1 times



Question #35 Topic 1

The chief information security officer (CISO) has developed an information security strategy, but is struggling to obtain senior management
commitment for funds to implement the strategy. Which of the following is the MOST likely reason?

A. The strategy does not include a cost-benefit analysis.
B. There was a lack of engagement with the business during development.
C. The strategy does not comply with security standards.

D. The CISO reports to the CIO.

Suggested Answer: B

Community vote distribution
B (65%) INEED)

E & andyprior 11 months, 2 weeks ago
The challenge of securing senior management commitment for funding an information security strategy is multifaceted. Among the options provided,
the most likely reason for the CISO's struggle is: B. There was a lack of engagement with the business during development. This option highlights a
critical issue: when senior management is not engaged in the development of cybersecurity strategies, they may not fully understand the risks or the
necessity of the proposed measures. Effective engagement ensures that security strategies align with business objectives and that leadership
recognizes their importance.
upvoted 3 times

B & alt_coffey 1 year, 1 month ago
Best answer is A, cost-benefit. It would be B if the wording was written better, | believe the question may have been more like "the organization was
not engaged". But the current way B reads is "there was an external business negotiation, and they were not engaged", but there's no mention of an
agreement outside the company
upvoted 2 times

B & greeklover84 1 year, 1 month ago
since teh CISO is looking for budget to get it approved...he must present the cost/benefit relationship as a mean to convince the Management.
upvoted 1 times

B & shervin2s 1 year, 8 months ago
According to the CISM Review Manual, 15th Edition, Page 437, Paragraph 3, the MOST likely reason for the struggle of the chief information security
officer (CISO) to obtain senior management commitment for funds to implement the information security strategy is There was a lack of engagement
with the business during development.
upvoted 3 times

E & oluchecpoint 1 year, 9 months ago
Answer is B
To address this issue, the CISO should work on enhancing business engagement, involving key stakeholders in the strategy's development, and
clearly demonstrating how the security strategy aligns with and supports the organization's business objectives and risk mitigation.
upvoted 1 times

E & AlexJacobson 1 year, 11 months ago
Going with D here. The keyword here is "BEST" so we're looking for an answer that offers the most comprehensive approach. Tabletop exercises are
just one way to test BCP/DRP/IR.
upvoted 1 times

© & Viperhunter 1 year, 11 months ago

Selected Answer: B

The lack of engagement with the business during the development of the information security strategy can lead to a situation where senior
management may not fully understand the strategic alignment of security initiatives with business goals. Effective communication and collaboration
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with key stakeholders in the business are crucial to ensure that the security strategy is seen as integral to the organization's overall objectives and
priorities.

While the absence of a cost-benefit analysis (option A), non-compliance with security standards (option C), and reporting structure (option D) can be
contributing factors, a lack of engagement with the business is often a primary reason for challenges in obtaining commitment and funding for
security initiatives.

upvoted 1 times

B & Soleandheel 1 year, 11 months ago

I gowithB. .............. A lack of engagement with the business or a perception that the strategy doesn't align with the organization's goals can have a
more significant impact on senior management's decision-making process compared to the absence of a cost-benefit analysis. This one is tricky but
you have to think like a CISM.

upvoted 1 times

B & Jess20 1 year, 11 months ago
A- struggling to obtain senior management commitment for "fund". Cost benefit analysis
upvoted 1 times

E & POWNED 1 year, 11 months ago
Come on people in what world will a project get approved without a Cost benefit analysis. Its not going to happen therefore the obvious answer here
is B.
upvoted 2 times

© & Learner76 1 year, 11 months ago
| see the keyword as "Fund". Without a cost benefit analysis how can the spending be approved?
upvoted 1 times

B & Perseus_68 2 years ago
The scenario - CISO develops a strategy, Senior management (they are from the Business, not executives) resistance, eluding that was done in
isolation.
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
Answer is B
To address this issue, the CISO should work on enhancing business engagement, involving key stakeholders in the strategy's development, and
clearly demonstrating how the security strategy aligns with and supports the organization's business objectives and risk mitigation.
upvoted 1 times

B & Azurefox79 2 years, 2 months ago
B. This is the CISM exam and you need to give CISM answers. In the CISM senior management support and engagement trumps everything else and
is the ultimate choice.
upvoted 3 times

E & DavoA 2 years, 3 months ago
Cost benefit analysis
upvoted 1 times

E & jennarink13 2 years, 4 months ago
| think A. Regardless if you involve the business or not, they won't buy it if you provided them with a solution without the possible benefits/impact and
the relative costs.
upvoted 1 times

& & jennarink13 2 years, 4 months ago
CBA is part of a business case which justifies the solution. If the solution is not justified and backed up, you won't probably get it approved.
Business engagement is important, but you cannot tell Senior Leadership "hey we engaged business stakeholders here, please approve the
budget". They will most probably look at the justification of this proposed solution. Additionally, business engagement does not necessarily
facilitates CBA activities to be performed.
upvoted 2 times

© & Rowlandmarc 2 years, 4 months ago

Selected Answer: A
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Cost benefit analysis since the funds are not approved
upvoted 1 times



Question #36 Topic 1

An organization's CIO has tasked the information security manager with drafting the charter for an information security steering committee. The
committee will be comprised of the CIO, the IT shared services manager, the vice president of marketing, and the information security manager.
Which of the following is the MOST significant issue with the development of this committee?

A. The committee consists of too many senior executives.
B. The committee lacks sufficient business representation.
C. There is a conflict of interest between the business and IT.

D. The CIO is not taking charge of the committee.

Suggested Answer: B

Community vote distribution
B (100%)

B & Viperhunter 11 months, 2 weeks ago
The composition of the committee includes the CIO, the IT shared services manager, the information security manager, and the vice president of
marketing. While the CIO and IT shared services manager represent the IT function, and the information security manager represents security, having
only the vice president of marketing as a representative from the business may not provide sufficient business representation. A more balanced and
comprehensive steering committee would typically include key stakeholders from various business units to ensure that information security
decisions align with overall business objectives.

While the other options may have some relevance, the lack of sufficient business representation is generally a more critical concern for the
effectiveness and holistic alignment of the information security steering committee with the organization's overall goals.
upvoted 1 times

B & oluchecpoint 1 year, 2 months ago
B
To address this issue, the organization should consider expanding the committee's membership to include more representatives from various
business units, ensuring that a wider range of business interests and perspectives are taken into account when making information security
decisions. This can help improve alignment between information security efforts and the organization's overall business objectives.
upvoted 1 times

& & richck102 1 year, 5 months ago
B. The committee lacks sufficient business representation.
upvoted 3 times

B & carlLimps 1 year, 8 months ago

Selected Answer: B

Yessirre! B. The committee lacks sufficient business representation.
upvoted 3 times
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Question #37 Topic 1

What is the PRIMARY purpose of an unannounced disaster recovery exercise?

A. To provide metrics to senior management
B. To evaluate how personnel react to the situation
C. To assess service level agreements (SLAs)

D. To estimate the recovery time objective (RTO)

Suggested Answer: B

Community vote distribution
B (100%)

B & haskelatchi 1 year, 3 months ago
Why not providing metrics?
upvoted 1 times

© & Viperhunter 1 year, 5 months ago
Unannounced disaster recovery exercises are designed to test the readiness and response of personnel to an unexpected disaster or disruption. By
conducting the exercise without prior notification, organizations can assess the effectiveness of their disaster recovery plans, the ability of personnel
to react promptly and appropriately, and the overall resilience of the organization's systems and processes in the face of unexpected events.

While aspects like providing metrics to senior management (option A), assessing service level agreements (SLAs) (option C), and estimating the
recovery time objective (RTO) (option D) may be secondary benefits, the primary focus is on evaluating personnel responses and the practical
effectiveness of the disaster recovery plans during unanticipated scenarios.

upvoted 2 times

B & Jess20 1 year, 5 months ago
B. "unannounced" -To evaluate how personnel react to the situation
upvoted 2 times

B & Azurefox79 1 year, 8 months ago
B. | have done this before with a fake phish on a Friday afternoon about payroll processing. You need to understand how people will react.
upvoted 2 times

B & JKatta2023 1 year, 10 months ago
Brief explanation of why one is better option than other will help!
upvoted 1 times

B & ddharia94 1 year, 10 months ago
Why not RTO?
upvoted 1 times

& & AlexJacobson 1 year, 3 months ago
Because RTO is not estimated through DR exercise (announced or unannounced). RTO is established/estimated during BIA phase.
upvoted 2 times

B & richck102 1 year, 11 months ago

Selected Answer: B

B. To evaluate how personnel react to the situation
upvoted 2 times
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Question #38 Topic 1

Labeling information according to its security classification:

A. reduces the need to identify baseline controls for each classification.
B. reduces the number and type of countermeasures required.
C. enhances the likelihood of people handling information securely.

D. affects the consequences if information is handled insecurely.

Suggested Answer: C

Community vote distribution
C (86%) 14%

B & greeklover84 1 year, 1 month ago
IgoforC
upvoted 1 times

B & AlexJacobson 1 year, 9 months ago
Going with C. While both C and D are correct, | feel the "more correct” is C. IMO, D is less correct because it's not the labeling that affects the
consequences, but the data classification (regardless of whether the data is labeled or not). Having labels decreases the chances of people
accidentally mishandling data since the label is staring them in the face. However, labeled or not, if you mishandle top secret doc, there WILL be
consequences. :)
upvoted 1 times

© & Viperhunter 1 year, 11 months ago
Labeling information with a security classification indicates the sensitivity or confidentiality level of the information. This classification then dictates
how the information should be handled, shared, and protected. The consequences for mishandling or disclosing information may vary based on its
security classification. For example, mishandling highly classified information may result in more severe consequences than mishandling information
with a lower classification.

While labeling information can contribute to enhancing the likelihood of people handling information securely (option C), it doesn't necessarily reduce
the need to identify baseline controls for each classification (option A) or reduce the number and type of countermeasures required (option B). The
primary impact is on influencing the consequences associated with the security handling of the information.

upvoted 2 times

B & richck102 2 years, 5 months ago
C. enhances the likelihood of people handling information securely.
upvoted 1 times

© & Dravidian 2 years, 6 months ago

Selected Answer: C

A and B are incorrect as labelling information has no effect on these.
D is in correct as the information is classified and will have consequences associated with it regardless of labelling.

C is correct as it lets the users know how classified the information is so they can handle it responsibly.
upvoted 2 times

B & Antonivs 2 years, 9 months ago

Selected Answer: C

Cis correct
upvoted 1 times

B & aokisan 2 years, 10 months ago

Selected Answer: C

security label is useful for users too.


https://www.examtopics.com/user/greeklover84/
https://www.examtopics.com/user/greeklover84/
https://www.examtopics.com/user/greeklover84/
https://www.examtopics.com/user/AlexJacobson/
https://www.examtopics.com/user/AlexJacobson/
https://www.examtopics.com/user/AlexJacobson/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/Dravidian/
https://www.examtopics.com/user/Dravidian/
https://www.examtopics.com/user/Dravidian/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/aokisan/
https://www.examtopics.com/user/aokisan/
https://www.examtopics.com/user/aokisan/

upvoted 2 times
B & mohit05 2 years, 11 months ago
D. affects the consequences if information is handled insecurely.
upvoted 3 times

& & CarlLimps 2 years, 8 months ago
No. You are wrong. The consequences will occur regardless of whether or not the data is classified AND it's mishandled. Should be C.
upvoted 5 times
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Question #39 Topic 1

Which of the following is the MOST effective approach for determining whether an organization's information security program supports the
information security strategy?

A. Ensure resources meet information security program needs
B. Audit the information security program to identify deficiencies
C. Identify gaps impacting information security strategy

D. Develop key performance indicators (KPIs) of information security

Suggested Answer: D

Community vote distribution
D (54%) C (29%) B (17%)

© & POWNED IR 1 year, 11 months ago
What you have to keep in mind for this test is what is the best option so that everyone can track what is going on. For this question that would be KPI.
KPI's are user friendly charts and graphs that a child could understand what is going on. This would be a great tool in order to show the stakeholders
what is going on.
upvoted 7 times

© & kaibutsu 2 years, 2 months ago
These are so frustrating. There's not a definitive answer. The discussions are great but there are so many discussions on these test questions that it
makes me question what's right.
upvoted 5 times

B & 7a1f8ed [TEITRRe) 3 months, 1 week ago

The primary goal is to ensure that the information security program aligns with and supports the information security strategy.

To do this, the organization must assess whether there are gaps between the current state (program implementation) and the desired state (strategy
objectives).

Identifying these gaps directly addresses alignment and highlights areas needing improvement to achieve strategic objectives.
upvoted 2 times

B & 7a1f8e4 3 months, 1 week ago

Selected Answer: C

The primary goal is to ensure that the information security program aligns with and supports the information security strategy.

To do this, the organization must assess whether there are gaps between the current state (program implementation) and the desired state (strategy
objectives).

Identifying these gaps directly addresses alignment and highlights areas needing improvement to achieve strategic objectives.
upvoted 1 times

E & andyprior 10 months, 2 weeks ago
Among these options, C. Identify gaps impacting information security strategy emerges as the most effective approach. This method not only
highlights deficiencies but also focuses on strategic alignment, ensuring that any identified gaps can be addressed to enhance support for
organizational objectives. By understanding where misalignments exist, organizations can take targeted actions to bridge those gaps, thereby
strengthening their overall information security posture in relation to their strategic goals.
upvoted 3 times

B & 6b41e93 10 months, 3 weeks ago

Selected Answer: B

while identifying gaps gives you a list of what's wrong, auditing assesses the whole system's health — it tells you what's wrong, why it's wrong, and
often how to fix it. This comprehensive insight is crucial for aligning the security program with strategic objectives effectively.
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upvoted 2 times
B & kvdvliert 10 months, 3 weeks ago
By identifying gaps, the organization can directly assess how well the current security program aligns with and supports the strategic objectives. This
approach helps in pinpointing specific areas where the program may be falling short and allows for targeted improvements to ensure that the security
measures in place are effectively supporting the overall strategy
upvoted 1 times

B & greeklover84 1 year, 1 month ago
D makes more sense.
upvoted 1 times

B & SHERLOCKAWS 1 year, 10 months ago
D. Develop key performance indicators (KPIs) of information security Most Voted
upvoted 2 times

© & Viperhunter 1 year, 11 months ago
Identifying gaps impacting the information security strategy involves assessing the alignment between the information security program and the
overarching security strategy. This approach helps identify any deficiencies, misalignments, or areas where the information security program falls
short in supporting the strategic objectives. By understanding these gaps, the organization can take targeted actions to improve the alignment
between the program and the strategy.

While options like ensuring resources meet information security program needs (option A), auditing the information security program to identify
deficiencies (option B), and developing key performance indicators (KPIs) of information security (option D) are important activities, identifying and
addressing gaps in alignment with the information security strategy is a proactive step toward improving overall effectiveness.

upvoted 3 times

B & AaronS$1990 2 years, 1 month ago
A few feasible answers here and none are brilliant. D however is the best one
upvoted 4 times

B & oluchecpoint 2 years, 2 months ago
D
Developing key performance indicators (KPIs) for information security allows for a continuous, data-driven assessment of how well the information
security program aligns with and supports the information security strategy. This approach helps in identifying areas of improvement, optimizing
resource allocation, and ensuring that security efforts are effective in achieving strategic objectives.
upvoted 3 times

E & Patt70 2 years, 2 months ago
Answer is D.
KPI would show the approach in a tangible format to ensure the security programme is aligned with security strategy.
upvoted 2 times

B & Azurefox79 2 years, 2 months ago
D is correct. C is incorrect because a security strategy is far too vague to identify any gaps. Its meant to be vague. KPIs are metrics and always BEST
option.
upvoted 3 times

B & DavoA 2 years, 3 months ago
KPI will provide the metrics here
upvoted 2 times

B & JKatta2023 2 years, 4 months ago
KPI's are more effective than audit. KPI's are more frequent than audits, which will help to know if it is effective.
upvoted 1 times

E & karanvp 2 years, 4 months ago
Measuring performance always tells the exact effectiveness of the program to achive it's objectives
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upvoted 1 times



Question #40 Topic 1

When drafting the corporate privacy statement for a public web site, which of the following MUST be included?

A. Limited liability clause
B. Access control requirements
C. Explanation of information usage

D. Information encryption requirements

Suggested Answer: C

Community vote distribution
C (82%) A (18%)

O & dark_3k03r [[XITTESLY 1 year, 6 months ago

The Correct answer is C cause it is the only one that could be interpreted as a statement. The rest are either contracts or requirements.

Alis incorrect cause a limited liability clause is a contract that limits the amount of money or damages that one party can recover from another party
for breaches or performance failures. But the privacy statement is statement not a contract.
B. Access Controls requirements are not a statement
C. Explaining how information is used could be a statement.
D. B. Access Controls requirements are not a statement
upvoted 6 times

© & Viperhunter [TELRqe) 11 months, 2 weeks ago
The corporate privacy statement on a public website typically should include an explanation of how the organization collects, uses, processes, and
shares the personal information of visitors. This section helps individuals understand how their information will be handled and provides
transparency about the organization's privacy practices.

While the other options may be relevant in certain contexts, the most essential element to include in a privacy statement is an explanation of how the
organization intends to use the collected information. This is a fundamental aspect of privacy disclosures and compliance with privacy regulations.
upvoted 1 times

& & oluchecpoint 1 year, 2 months ago
C
The primary purpose of a corporate privacy statement on a public website is to inform users about how their data will be used, shared, and protected,
in accordance with privacy regulations and best practices.
upvoted 1 times

B & Azurefox79 1 year, 2 months ago
C. We're talking about privacy. You are choosing to use our site so we aren't liable for what happens, its your choice to be there. However, we WANT
you to use our site in most cases so we want to inform you about how we're using your data even if its not required by laws such as CCPA, PIPEDA or
GDPR.
upvoted 1 times

B & DavoA 1 year, 3 months ago
Focus is on "privacy statement "
upvoted 1 times

B & jennarink13 1 year, 4 months ago
C, as this explains the terms and conditions of acceptable use of information for a public website.
upvoted 1 times

& & richck102 1 year, 5 months ago
C. Explanation of information usage
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upvoted 1 times
& & Saj194 1 year, 7 months ago
C is correct
upvoted 1 times

E & Ab_Taana 1 year, 10 months ago

Limited liability clause
upvoted 2 times

& & CharlesL 1 year, 10 months ago
any reason?
upvoted 1 times

& & Dravidian 1 year, 6 months ago
Incorrect - A limitation of liability clause in a contract limits the amount of money or damages that one party can recover from another party for

breaches or performance failures.

C is the right answer as part of transparency, how the data will be used and stored has to be indicated to customer/end user.
upvoted 4 times
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Question #41 Topic 1

An organization is concerned with the potential for exploitation of vulnerabilities in its server systems. Which of the following is the BEST control
to mitigate the associated risk?

A. Enforcing standard system configurations based on secure configuration benchmarks
B. Implementing network and system-based anomaly monitoring software for server systems
C. Enforcing configurations for secure logging and audit trails on server systems

D. Implementing host-based intrusion detection systems (IDS) on server systems

Suggested Answer: A

Community vote distribution
A (92%) 8%

E & Viperhunter 1 year, 11 months ago
Enforcing standard system configurations based on secure configuration benchmarks ensures that servers are configured in a secure and consistent
manner. This reduces the likelihood of vulnerabilities resulting from misconfigurations that could be exploited by attackers. Secure configuration
benchmarks provide guidelines and best practices for configuring systems to minimize security risks.

While implementing network and system-based anomaly monitoring software (option B), enforcing configurations for secure logging and audit trails
(option C), and implementing host-based intrusion detection systems (IDS) (option D) are valuable security measures, enforcing secure
configurations is a foundational control that addresses the root cause of many vulnerabilities.

upvoted 3 times

B & Azurefox79 2 years, 2 months ago
A. Many systems, such as Windows OS, come out of box with many vulnerabilities so a secure benchmark is key. Benchmark may do things like
require longer PW, disable unused services and accounts that could be exploited.
upvoted 2 times

& & richck102 2 years, 5 months ago
A. Enforcing standard system configurations based on secure configuration benchmarks
upvoted 1 times

E & Antonivs 2 years, 9 months ago
A because is the most complete
upvoted 2 times

E) & Prospect57 2 years, 9 months ago
Ais correct. The goal here is to see what can be done to mitigate vulnerabilities that may be in place. The only *proactive* option is A.
upvoted 3 times

E & Broesweelies 2 years, 9 months ago
A. Enforcing standard system configurations based on secure configuration benchmarks is the BEST control to mitigate the associated risk. This is
because standardizing configurations can help to ensure that systems are configured securely and consistently, making it harder for attackers to
exploit vulnerabilities. Additionally, using secure configuration benchmarks can help to ensure that systems are configured in line with industry best
practices.
upvoted 1 times

B & SSP_Secure 2 years, 10 months ago
I think C is the correct Answer. Mitigate is the key word here and through Logging you can actually determine the Mitigation path.
upvoted 1 times

& & AlexJacobson 1 year, 11 months ago
Logging = monitoring and that is NOT mitigation compared to what is under A.
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upvoted 1 times
& & grandMa 1 year ago
Here is asked about Controls. That can protect. Logging only provide detections
upvoted 1 times

& & CharlesL 2 years, 10 months ago
Keyword: mitigate
upvoted 3 times

& & aokisan 2 years, 10 months ago

Selected Answer: D

IDS will detect the use of vulnerabilities.
upvoted 1 times

© & CharlesL 2 years, 10 months ago
Yes, you are correct. However, the question is not asking how to detect but mitigating.
upvoted 2 times
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Question #42 Topic 1

Which of the following is the MOST important step when establishing guidelines for the use of social networking sites in an organization?

A. Identify secure social networking sites
B. Establish disciplinary actions for noncompliance
C. Perform a vulnerability assessment

D. Define acceptable information for posting

Suggested Answer: D

Community vote distribution
D (70%) B (30%)

E & Viperhunter 11 months, 2 weeks ago
Defining acceptable information for posting is crucial to set clear expectations and boundaries for employees when using social networking sites on
behalf of or in association with the organization. This step helps mitigate the risks associated with inappropriate sharing of sensitive or confidential
information, ensuring that employees understand what types of content are acceptable and align with the organization's policies.

While the other options (identifying secure social networking sites, establishing disciplinary actions for noncompliance, and performing a
vulnerability assessment) may also be important considerations, defining acceptable information for posting is foundational to creating effective and
secure guidelines for social networking use within the organization.

upvoted 1 times

E & oluchecpoint 1 year, 2 months ago
D
While the other options (A, B, and C) are important considerations, defining what information is acceptable for posting is foundational because it sets
the tone and boundaries for how employees should use social networking sites in a manner that aligns with the organization's security, legal, and
reputation management objectives. Once these guidelines are established, identifying secure social networking sites, establishing disciplinary
actions, and performing vulnerability assessments can all follow as complementary steps in the organization's social media governance strategy.
upvoted 1 times

B & Azurefox79 1 year, 2 months ago
D. any time you see disciplinary action in an answer it is not correct. That is building a bad culture in which people are afraid to speak up and is
against the CISM exams' intentions.
upvoted 2 times

& & jennarink13 1 year, 4 months ago
D. Haven't seen any ISACA questions with disciplinary actions as the answer.
upvoted 1 times

& & richck102 1 year, 5 months ago
D. Define acceptable information for posting
upvoted 1 times

B & Seasondream 1 year, 6 months ago
guidelines are not mandatory so disciplinary action wouldn't be the right answer with B. You can define and recommend what to post though.
upvoted 4 times

B & vavofa5697 1 year, 8 months ago

Selected Answer: D

D.
To ensure that employees understand what kind of information is appropriate to share on social networking sites and what types of information
should be kept confidential. This can help to reduce the risk of data breaches, maintain the trust of customers and stakeholders, and comply with
legal and ethical standards for protecting information.

upvoted 1 times

& & vavofa5697 1 year, 8 months ago
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D.
To ensure that employees understand what kind of information is appropriate to share on social networking sites and what types of information
should be kept confidential. This can help to reduce the risk of data breaches, maintain the trust of customers and stakeholders, and comply with
legal and ethical standards for protecting information.

upvoted 1 times

& & CarlLimps 1 year, 8 months ago
D. You can't have non-compliance with establishing acceptable use policy. Besides, use a carrot before a stick!
upvoted 1 times

= & Broesweelies 1 year, 9 months ago
clearlyitis D
upvoted 1 times

& & Clinderman 1 year, 9 months ago
Every guideline | have ever seen includes penalties for non-compliance such as "Termination”. | don't believe it's possible to list every single piece of
acceptable information to post.
upvoted 1 times

& & STUDYER2 1 year, 9 months ago

Selected Answer: D

d - define accept use for user
upvoted 2 times

= & Antonivs 1 year, 9 months ago

Selected Answer: B

B and D. Disciplinary is more important in my opinion
upvoted 2 times
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Question #43 Topic 1

Regular vulnerability scanning on an organization's internal network has identified that many user workstations have unpatched versions of
software. What is the
BEST way for the information security manager to help senior management understand the related risk?

A. Include the impact of the risk as part of regular metrics.
B. Send regular notifications directly to senior managers.
C. Recommend the security steering committee conduct a review.

D. Update the risk assessment at regular intervals.

Suggested Answer: A

Community vote distribution
A (100%)

© & Viperhunter (I REZLY 11 months, 2 weeks ago
Including the impact of the risk as part of regular metrics allows senior management to receive ongoing, systematic information about the state of
vulnerabilities in user workstations. By incorporating this information into regular metrics, senior management can better understand the potential
consequences of unpatched software and make informed decisions about prioritizing and allocating resources to address the identified risk.

While options like sending regular notifications directly to senior managers (option B), recommending the security steering committee conduct a
review (option C), and updating the risk assessment at regular intervals (option D) may also be valuable actions, incorporating the impact into regular
metrics provides a consistent and integrated approach to communicating the risk over time.

upvoted 5 times

O & dark_3k03r ([[TITIEZLY 1 year, 6 months ago

The correct Answer is A
B - Sending an alert doesn't help anyone understand the impact
C - Sending recommendation without showing impact doesn't help anyone to understand the impact
D - Updating the risk assessments in intervals doesn't show the overall impact.
Risk is all about the impact and probability. The only one that addresses this is A
upvoted 5 times

E & richck102 [IELZEENEY 1 year, 5 months ago
A. Include the impact of the risk as part of regular metrics.
upvoted 2 times

E & carlLimps 1 year, 8 months ago

Selected Answer: A

A. Makes sense. Non sec folks typically don't have any idea what the impact of a vulnerability could be if exploited.
upvoted 4 times
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Question #44 Topic 1

Which of the following BEST prepares a computer incident response team for a variety of information security scenarios?

A. Tabletop exercises
B. Forensics certification
C. Penetration tests

D. Disaster recovery drills

Suggested Answer: A

Community vote distribution
A (87%) 13%

E & Viperhunter 11 months, 2 weeks ago
Tabletop exercises are simulated, interactive sessions where team members discuss and role-play their responses to various security incidents.
These exercises help the incident response team practice and refine their incident response plans, communication strategies, and decision-making
processes in a controlled environment. Tabletop exercises are valuable for preparing teams to handle a range of information security scenarios
without the actual impact or disruption that may occur during live incidents.

While options like forensics certification (option B), penetration tests (option C), and disaster recovery drills (option D) are important for specific
aspects of information security, tabletop exercises offer a holistic approach to testing and improving the overall incident response capabilities of a
team.

upvoted 2 times

B & odus1 1 year, 2 months ago
I choose A as answer but | think DRP drill is more correct because an incident response plan is part of a DRP. DRP drills will definitely prepare for
likely scenarios.
upvoted 1 times

B & richck102 1 year, 5 months ago
A. Tabletop exercises
upvoted 1 times

B & jaiz 1 year, 8 months ago
Tabletop exercises are discussion-based and evaluate the effectiveness of an organization's plans, policies, and procedures in a hypothetical
scenario.

Disaster recovery drills are hands-on and involve testing actual recovery procedures to ensure they can be executed successfully in a real-world
scenario.

upvoted 2 times

& & AlexJacobson 11 months ago
So you're saying that theoretical discussion (tabletop) prepares the team better than a practical test (DR drill)? :)
upvoted 1 times

E & Q_K 1 year, 8 months ago

https://www.isaca.org/resources/isaca-journal/issues/2022/volume-1/cybersecurity-incident-response-exercise-guidance
upvoted 1 times

E & inno 1 year, 8 months ago
I think it's D. Running through an actual scenario is more effective than discussing about it.
upvoted 2 times

E & Antonivs 1 year, 9 months ago

Selected Answer: A

A, clearly
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upvoted 1 times
& & Prospect57 1 year, 9 months ago
Voting A.
upvoted 1 times

&) & Prospect57 1 year, 9 months ago
Ais correct. It was a tough one for me between A & D though.
upvoted 1 times

© & D2D2 1 year, 11 months ago

Selected Answer: A

A is correct
upvoted 1 times

& & EZPASS 1 year, 12 months ago

Ais the correct answer.
Disaster Recovery Drills organization's method of regaining access and functionality to its IT infrastructure after events like a "natural disaster".

Tabletop exercises are a comprehensive set of resources designed to assist stakeholders in conducting their own exercises and to initiate
discussions within their organizations about their ability to address a "variety of threat scenarios".
upvoted 4 times

= & CertShooter 1 year, 12 months ago
Disaster recovery drills are real simulations. Table top is just a discussion. D in my opinion.
upvoted 1 times

& & k4d4v4r 2 years, 1 month ago

Selected Answer: A

B and C are eliminated. D is only related to Disasters and the question talks about variety
upvoted 1 times

&) & PractisebeforeExam 2 years, 10 months ago

Selected Answer: D

DR Disaster Recovery is Master of all .So Table Top will Fall under DR
upvoted 2 times
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Question #45 Topic 1

Which of the following BEST protects against phishing attacks?

A. Security strategy training
B. Email filtering
C. Network encryption

D. Application whitelisting

Suggested Answer: A

Community vote distribution
A (69%) B (31%)

& & Josef4CIsM [[TITEEZL Y 1 vear, 2 months ago
I think the wording for option A is off. If they would have calles it "User Awareness Training" than | would have picked A instead of B. "Security
Strategy Training" sounds off and | did not hear it before.
upvoted 6 times

© & loderss 3 months, 3 weeks ago
Directly prevents phishing emails from reaching users by analyzing and blocking suspicious messages.
This is a proactive, technical control that stops most attacks before users even see them.
It's considered the BEST first line of defense against phishing.
upvoted 2 times

E & Prat1597 4 months ago
I think the answer should be B as Email filtering is one of the mitigation steps for avoiding phishing emails and as mentioned in earlier comment, the
wording of option A is little off. Security Strategy Training is not assist in avoiding phishing email, that's User Awareness Training.
upvoted 1 times

B & 6b41e93 10 months, 3 weeks ago
Security Strategy Training (A): Training is crucial but depends heavily on individual users correctly identifying and responding to phishing attempts.
Training enhances awareness but does not physically prevent phishing emails from reaching users.so B is the correct answer
upvoted 2 times

B & grandMa 1 year ago
It is clear the other option does not work at full. Yet, option A wording makes it difficult "STRATEGY?"
upvoted 4 times

B & dana7479 1 year, 3 months ago
A.1know it seems off, but from the viewpoint of a former awareness/training professional who used to oversee phishing campaigns, some phishing
emails can go undetected past email filtering. All the security controls can be put in place, but if a person is unaware of the risks and threats, and a
phishing email successfully makes it through the email filtering system, it put the organization at risk. Also, technology is known to fail on occasion,
just ask Crowdstrike.
upvoted 2 times

E & strong1 1 year, 5 months ago
B. Email filtering is a proactive measure that helps prevent phishing attacks by filtering out malicious emails before they reach users' inboxes.
upvoted 2 times

& & usercism007 1 year, 5 months ago
phishing attacks are not from email content only. It can be accessing malicious URLs, Someone pretending to be someone else, etc. So phishing
attacks can mostly be mitigated with user awareness training.
upvoted 1 times

B & angellorv 1 year, 6 months ago
From ISACA 15th ed CISM Reveiw section 2.7.11 - organization that does not have a formal information security training and awareness program.
One set of vulnerabilities in this instance would stem from a lack of user awareness of security policies, standards and guidelines. Absent such
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awareness training, it has been shown that an organization is considerably more likely to suffer compromise from social engineering attacks such as
phishing.
upvoted 1 times
& simon205 1 year, 6 months ago
B . strategy training make no sense to end users . We should conduct user awareness training with specific phishing content to users .
upvoted 2 times

& Grantolio 1 year, 8 months ago
B, based upon real world evidence. My company has 3000 employees, with about a 5% failure rate on every phishing campaign we run (people that
supply credentials). | used that for funding justification to have a second email filtering solution integrated. Even the leaders in phishing tests
(Proofpoint) say that phishing exercises only improves compliance by 1/3. For anyone who actually works protecting a company from
spam/phishing... its B.

upvoted 1 times

& Tejas_1 1 year, 11 months ago
Recent studies indicate that more than 90 percent of breaches begin with phishing
attacks. Arguably, security awareness training is one of the most important defenses available for an organization, given that with even the best
spam filters, some phishing attacks do successfully penetrate even the best defenses.
upvoted 1 times

& Cyberbug2021 1 year, 11 months ago
Phishing attacks involve sending fraudulent emails that impersonate legitimate organizations to trick recipients into revealing personal information or
clicking on malicious links. Email filtering can effectively block these phishing emails from reaching users' inboxes.

Here's why the other options are not as effective:

A. Security strategy training: While security strategy training can raise awareness of phishing attacks, it doesn't prevent them from being sent.
upvoted 2 times

& Viperhunter 1 year, 11 months ago

Email filtering is a proactive measure that helps prevent phishing attacks by filtering out malicious emails before they reach users' inboxes. Effective
email filtering solutions can identify and block phishing emails based on various indicators, such as suspicious links, attachments, or content. This
reduces the likelihood of users falling victim to phishing attempts.

While security strategy training (option A) is important for educating users about recognizing and avoiding phishing attacks, email filtering provides
an additional layer of defense by blocking malicious emails at the email gateway. Network encryption (option C) and application whitelisting (option
D) are valuable security measures but are not specifically designed to address the primary threat vector of phishing attacks, which often involve
deceptive emails.

upvoted 3 times

& Nickprata 1 year, 11 months ago
Only training and awareness stop phishing. As mail filtering has technology constraints to identify the phishing mails.
upvoted 2 times

©) & Cyberbug2021 1 year, 11 months ago
lol-- how does training stop anything :)
upvoted 1 times

& Learner76 1 year, 11 months ago
I m confused here. | am leaning towards B - Email filtering. If A is Security Awareness training then it is A. How is Security Strategy Training suitable
for the mass employee?

upvoted 1 times

& Jess20 1 year, 11 months ago

Selected Answer: A

A. Security strategy training
upvoted 2 times

© & AlexJacobson 1 year, 9 months ago
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Would be valid if it said "security AWARENESS training". Security strategy training doesn't make any sense, let alone has anything to do with
stopping phishing.
upvoted 4 times

B & jaiyeville 2 years ago
Going by the exact options i would pick Email Filtering. Security Strategy training shouldn't be the answer. But if they meant Security Awareness
Training, then that is the answer.
upvoted 1 times
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Question #46 Topic 1

Which of the following is the MOST effective method of preventing deliberate internal security breaches?

A. Well-designed intrusion detection system (IDS)
B. Biometric security access control
C. Well-designed firewall system

D. Screening prospective employees

Suggested Answer: D

Community vote distribution
D (88%) 13%

© & Broesweelies [[TIIRRGL S 1 year, 9 months ago
D. Screening prospective employees is the MOST effective method of preventing deliberate internal security breaches. This is because a thorough
screening process can help to identify potential security risks before they are hired, such as a history of malicious or unethical behavior. Additionally,
by conducting background checks, verifying credentials, and checking references, an organization can gain a better understanding of a candidate's
qualifications and trustworthiness, which can help to reduce the risk of an internal security breach. Other methods such as firewalls, intrusion
detection systems, and biometric security access control help to secure the perimeter and monitor for unauthorized access, but can't prevent a
malicious insider who already has access to the systems.

upvoted 6 times

© & Viperhunter [TELate) 11 months, 2 weeks ago
Screening prospective employees thoroughly before hiring is a crucial step in preventing deliberate internal security breaches. Background checks,
reference checks, and a comprehensive vetting process help organizations identify potential employees with a history of dishonesty, criminal
behavior, or other factors that could pose a risk to security.

While options like a well-designed intrusion detection system (IDS), biometric security access control, and a well-designed firewall system are
important components of an overall security strategy, they are primarily focused on detecting and preventing unauthorized access or external threats.
Screening prospective employees addresses the human element and helps ensure that individuals with malicious intentions are less likely to be
granted access to sensitive information and systems within the organization.

upvoted 1 times

E & Nickprata 11 months, 2 weeks ago
Screening is one time activity. It will sotp disgruntled employee to harm the network. Therefore strong IDS is best option to detect.
upvoted 1 times

& & AlexJacobson 11 months ago
IDS doesn't stop anything, it only reports. IPS does the stopping. But even then, the BEST answer here is background screening.
upvoted 1 times

B & Patt70 1 year, 2 months ago
Answer is D.
Employee screening is very important along with other technical elements that helps preventing internal threat.
upvoted 1 times

E & odus1 1 year, 2 months ago
D. answer doesn't make sense. You can screen employees to know their past behavior but can't predict future behaviors. That's why we need a layered
security control to prevent rogue employee or error. C option is better
upvoted 1 times

& & richck102 1 year, 5 months ago
C. Well-designed firewall system
upvoted 1 times
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Question #47 Topic 1

When designing security controls, it is MOST important to:

A. focus on preventive controls.
B. apply controls to confidential information.
C. evaluate the costs associated with the controls.

D. apply a risk-based approach.

Suggested Answer: C

Community vote distribution
D (67%) C (24%) 5%

E & AANuaim 9 months, 3 weeks ago
Cost should be concedred.
upvoted 1 times

B & greeklover84 1 year, 1 month ago
D makes more sense since this is the MOST important to start sorting the issues considering the risk and then start checking the cost of the
mitigation control vs the impact.
upvoted 1 times

B & alifjouj 1 year, 2 months ago
controls are designed to mitigate risks.
upvoted 2 times

B & Viperhunter 1 year, 11 months ago
Applying a risk-based approach involves identifying and assessing the risks faced by the organization and then designing security controls that are
proportionate to the identified risks. This ensures that resources are allocated efficiently and that security measures are aligned with the
organization's risk tolerance and priorities.

While focusing on preventive controls (option A) is important, an exclusive focus on prevention may not adequately address all potential risks.
Applying controls to confidential information (option B) is essential but should be guided by the overall risk landscape. Evaluating the costs
associated with controls (option C) is also important, but cost-effectiveness should be considered in the context of risk reduction. A risk-based
approach helps organizations prioritize and tailor their security controls to address the most significant threats and vulnerabilities.

upvoted 4 times

B & Nickprata 1 year, 11 months ago
You can suggest 10M solution to save 1M company. So cost is important factor for designing a control.
upvoted 2 times

B & Perseus_68 2 years ago
You apply a risk-based approach for the asset with the control in mind. This question is for the control only, C is then the correct answer.
upvoted 2 times

B & Aaron$1990 2 years, 1 month ago
D definitely. C is also important but as an ISM your job is all about considering risk.
upvoted 1 times

& & oluchecpoint 2 years, 2 months ago
D
While preventive controls (option A) are important, they are only one aspect of a comprehensive security strategy. Focusing solely on preventive
controls without considering the organization's specific risks may result in inefficient resource allocation and an inadequate response to the most
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critical threats.

Applying controls to confidential information (option B) is also important but should be guided by the overall risk assessment and not solely based on
confidentiality. Different types of information may have varying levels of sensitivity, and a risk-based approach helps determine appropriate controls
for each.

In summary, applying a risk-based approach to security control design ensures that an organization's security measures are tailored to its unique risk
profile, leading to more effective and efficient security.

upvoted 1 times

B & Azurefox79 2 years, 2 months ago

C. This is where experience comes in. Anyone who designs controls without cost in mind will know they will immediately be rejected by Senior
Management. Its a waste of time if you dont consider cost. Also, this is a Business Mindset exam, not a sec analyst exam. Cost is everything for the
CISM.

upvoted 2 times

© & CISSPST 2 years, 1 month ago
Value creation (one of the primary objectives of Governance) is realizing benefits at an optimal resource cost while optimizing risk.......So, no, cost
is not everything. Cost if just one side of the coin.
upvoted 2 times

E & JKatta2023 2 years, 4 months ago
If you don't know the risk, how would you calculate the cost vs benefit. | would think D is a better option than C. Interested to hear why is C a better
answer than D?
upvoted 1 times

& & Azurefox79 2 years, 2 months ago
Its C. its not asking about cost vs benefit. Just cost. | ALWAYS have to have cost in mind in designing controls. Otherwise, | design awesome
controls and | get rejected for budget because they are more expensive than the assets they protect. If you dont get cost right, nothing else will
matter because you wont get any money. This is business mindset exam, not a Security + exam.
upvoted 2 times

B & karanvp 2 years, 4 months ago
Answer C
Think about small organisation which dont have much capital to invest, but has high potential risk for it's business vector. This kind of organisation
looking for cost effective compensation controls instead of implementing expensive security controls. Hence top most priority is cost on selecting
the controls.
upvoted 1 times

& & richck102 2 years, 5 months ago
D. apply a risk-based approach.
upvoted 1 times

B & Seasondream 2 years, 6 months ago
D. Apply a risk-based approach is the MOST important when designing security controls. This means identifying and prioritizing risks, assessing the
likelihood and impact of potential threats, and selecting controls that are appropriate and cost-effective to mitigate those risks. A risk-based
approach ensures that security controls are tailored to the specific needs of the organization and aligned with its business objectives. While
preventive controls are important, they may not be sufficient to address all security risks. It is also important to consider detective and corrective
controls to detect and respond to security incidents. Confidential information may require more stringent controls, but all information assets should
be assessed for risk and addressed accordingly. Finally, the costs associated with the controls should be evaluated, but this should not be the only
consideration, as the cost of a security breach can be much higher.

upvoted 2 times

E & hardyheron 2 years, 7 months ago
The correct answer is D. Risk reduction is the primary objective of any control implementation.
upvoted 1 times

B & cangurer 2 years, 7 months ago
D is correct. Cost of the control is important but you should consider the value of protected data as well.
upvoted 1 times

E & carlLimps 2 years, 8 months ago
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Selected Answer: D

Folks. The answer is D. Repeat after me..."Take a risk-based approach". All other options are part of taking an RBA. Always take a risk based
approach when identifying controls. Did | mention...take a risk based approach when identifying controls? :)
upvoted 2 times

&) & STUDYER2 2 years, 9 months ago

Selected Answer: B

Agree to be B
upvoted 1 times
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Question #48 Topic 1

An information security team plans to increase password complexity requirements for a customer-facing site, but there are concerns it will
negatively impact the user experience. Which of the following is the information security manager's BEST course of action?

A. Evaluate business compensating controls.
B. Quantify the security risk to the business.
C. Assess business impact against security risk.

D. Conduct industry benchmarking.

Suggested Answer: A

Community vote distribution
C (92%) 8%

& & alifjouj 1 year, 2 months ago
4-eyes principle for instance...
upvoted 1 times

B & kokh94 1 year, 2 months ago
a Compensating Control: is a mechanism that is put in place to satisfy the requirement for a security measure that is deemed too difficult or
impractical to implement at the present time.
changing password requirements and resulting in negatively impacting user experience means it is impractical, so the needed is to evaluate
compensating controls.
upvoted 1 times

B & simon205 1 year, 6 months ago
A. The IS team have decided to increase the PSW complexity to mitigate the risk, it means the risk has been identified and the impact to business
has been highlighted already . So if the technical mitigation action is not good enough , we have to find its alternative solution such as SSO ....
upvoted 3 times

© & Bisibaby 1 year, 7 months ago
| think the business impact has already been done which is negatively affecting customers experience. The next step is to identify a compensating
control
upvoted 2 times

B & e891cd1 1 year, 9 months ago
C but it could also be a ISACA is weird sometimes. on the business end they might look at compensating controls that could make it less impactful
on the customer..
upvoted 1 times

E & Cyberbug2021 1 year, 11 months ago

Selected Answer: C

The information security manager's BEST course of action is C. Assess business impact against security risk.

This approach balances the security risk associated with weak passwords against the potential negative impact on the user experience caused by
increased password complexity requirements. By carefully evaluating these factors, the information security manager can make an informed decision
that prioritizes both security and usability.

upvoted 2 times

© & Viperhunter 1 year, 11 months ago
Assessing the business impact against security risk involves weighing the potential security benefits of increased password complexity against the
potential negative impact on the user experience. This approach considers both security and usability factors, helping the information security team
make informed decisions that strike a balance between security requirements and user satisfaction.
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While options like evaluating business compensating controls (option A), quantifying the security risk to the business (option B), and conducting
industry benchmarking (option D) are valuable activities, assessing business impact against security risk specifically addresses the trade-off between
security and user experience, allowing for a more balanced decision-making process.
upvoted 3 times
E & Nickprata 1 year, 11 months ago
The thing ISM conduct the assessment then suggest the appropriate solution. ISM SHOULD NOT FOLLOW WHAT USERS LIKES BLINDLY.
upvoted 1 times

E & oluchecpoint 2 years, 2 months ago
C. Assess business impact against security risk.
While the other options (A, B, and D) are also important considerations, assessing the business impact against security risk allows the organization
to make a well-rounded decision that considers both security and usability concerns, which is crucial for achieving effective and balanced security
measures.

upvoted 1 times

B & Patt70 2 years, 2 months ago
Answer is C.
The reason | think, it is mention " there are concerns it will negatively impact the user experience". Hence we need to think from business or
operational or customer experience perspective.
upvoted 1 times

E & Azurefox79 2 years, 2 months ago
C is the CISM answer, you are a manager for the exam. A is absolutely a great idea but its not the business answer. get out of the technical analyst
mindset for this exam to pass.
upvoted 1 times

B & DavoA 2 years, 3 months ago
"plans to increase.." would require impact analysis
upvoted 1 times

B & karanvp 2 years, 4 months ago
"A" - Compensating control i.e. MFA, SSO, etc
upvoted 1 times

& & richck102 2 years, 5 months ago
C. Assess business impact against security risk.
upvoted 1 times

& & carlLimps 2 years, 8 months ago

Selected Answer: C

C is the answer. It's the same as saying take a "risk based approach".
upvoted 1 times

E & Antonivs 2 years, 9 months ago

Selected Answer: C

C, clearly ;)
upvoted 2 times

E & Prospect57 2 years, 9 months ago

Selected Answer: C

C. You should always look at the impact to the business when determining what to do next.
upvoted 1 times
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Question #49 Topic 1

Which of the following is the PRIMARY responsibility of an information security manager in an organization that is implementing the use of
company-owned mobile devices in its operations?

A. Review and update existing security policies.
B. Enforce passwords and data encryption on the devices.
C. Conduct security awareness training.

D. Require remote wipe capabilities for devices.

Suggested Answer: A

Community vote distribution
A (84%) B (16%)

E & Azurefox79 2 years, 2 months ago
A. Again, you have to get out of the technical solution mindset. Its not correct and you will fail. You are a manager and are serving a business
function. Policies and procedures are you job, hands on enforcing encryption is for the folks lower on the totem poll. You policy will dictate how other
teams will implement the solution - you are hands off baby.
upvoted 19 times

© & greeklovers4 [TEITE1e) 1 year, 1 month ago
I would go for D. we are talking about mobile devices which might get stolen...and they must get remotely wiped out according to the Security Policy.
The question is more related to the mobile device...and not generally to the Policies that the CISO takes care of....in my opinion.
upvoted 1 times

E & oluchecpoint 1 year, 9 months ago
While the other options (A, C, and D) are also important responsibilities of an information security manager, enforcing passwords and data encryption
on mobile devices directly addresses the security of the devices themselves and the protection of sensitive information they may contain or access.
upvoted 1 times

B & Viperhunter 1 year, 11 months ago
Enforcing passwords and data encryption on mobile devices is a fundamental security measure to protect sensitive information in case of device loss
or theft. Passwords add a layer of access control, and data encryption ensures that even if the device is compromised, the stored data remains
secure.

While reviewing and updating existing security policies (option A), conducting security awareness training (option C), and requiring remote wipe
capabilities for devices (option D) are important aspects of mobile device security, enforcing passwords and data encryption directly addresses the
protection of data on the devices themselves, which is a foundational responsibility for information security managers in a mobile device
implementation scenario.

upvoted 3 times

B & oluchecpoint 2 years, 2 months ago
B
While the other options (A, C, and D) are also important responsibilities of an information security manager, enforcing passwords and data encryption
on mobile devices directly addresses the security of the devices themselves and the protection of sensitive information they may contain or access.
upvoted 1 times

B & odus1 2 years, 2 months ago
b option will be a subset of a. so A is more correct
upvoted 1 times

B & Goseu 2 years, 3 months ago
A looks good
upvoted 1 times
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E & DavoA 2 years, 3 months ago
Enforce passwords and data encryption on the devices = primary responsibility
upvoted 1 times

B & drewl25 2 years, 3 months ago
The primary responsibility of an information security manager in an organization that is implementing the use of company-owned mobile devices is to
enforce passwords and data encryption on the devices.

Mobile devices, such as smartphones and tablets, are highly portable and can contain sensitive information. Enforcing passwords and data
encryption on these devices is essential for maintaining the security and confidentiality of the data they hold.

By requiring strong passwords and implementing data encryption, the information security manager helps protect the devices and the information
stored on them from unauthorized access. Passwords ensure that only authorized users can access the devices, while data encryption adds an
additional layer of protection by encoding the data to prevent unauthorized viewing or retrieval in case the device is lost or stolen.

upvoted 1 times

E & Nillanash 2 years, 4 months ago
C- Conduct security training. To increase awareness on the staff.
upvoted 2 times

B & karanvp 2 years, 4 months ago
Whose responsibilities of B and D?
upvoted 1 times

& & richck102 2 years, 5 months ago
A. Review and update existing security policies.
upvoted 1 times

& & Antonivs 2 years, 9 months ago

A, thenB &D

upvoted 2 times
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Question #50 Topic 1

Which of the following would be MOST useful to help senior management understand the status of information security compliance?

A. Key performance indicators (KPIs)
B. Risk assessment results
C. Industry benchmarks

D. Business impact analysis (BIA) results

Suggested Answer: A

Community vote distribution
A (75%) B (25%)

B & oluchecpoint 1 year, 9 months ago
A
KPIs are tailored, performance-oriented metrics that are well-suited to convey the status of information security compliance to senior management in
a clear and actionable manner.
upvoted 1 times

© & Viperhunter 1 year, 11 months ago
Key performance indicators (KPIs) are measurable metrics that provide a clear and concise way to communicate the status of information security
compliance to senior management. KPIs can include metrics related to policy adherence, incident response effectiveness, vulnerability management,
and other aspects of the organization's information security program. Using KPIs allows senior management to quickly grasp the current state of
compliance and make informed decisions based on measurable data.

While risk assessment results (option B), industry benchmarks (option C), and business impact analysis (BIA) results (option D) are valuable for
various aspects of information security management, KPIs are specifically designed to provide a snapshot of the performance and compliance
status, making them a more focused and direct communication tool for senior management.

upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
A
KPlIs are tailored, performance-oriented metrics that are well-suited to convey the status of information security compliance to senior management in
a clear and actionable manner.
upvoted 1 times

B & Patt70 2 years, 4 months ago
Answer is A . To understand better read the article here - https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2020/how-to-involve-
senior-management-in-the-information-security-governance-process
upvoted 3 times

& & buddhika2010 1 year, 2 months ago
Thanks for sharing the link
upvoted 1 times

& & richck102 2 years, 5 months ago
A. Key performance indicators (KPIs)
upvoted 1 times

B & Q_K 2 years, 8 months ago

Selected Answer: A

https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2020/how-to-involve-senior-management-in-the-information-security-governance-
process
upvoted 2 times

© & carlLimps 2 years, 8 months ago

Selected Answer: B
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Clearly, the answer is B. Why? Risk assessments are broader (typically) then just one or a few controls. KPI"s are very specific in what they
measure...so B is NOT a good answer. C. No. An industry benchmark is not specific enough to your business/company. D. Just, No. Why? Doesn't
make sense.
upvoted 3 times
E & Antonivs 2 years, 9 months ago
A, then B
upvoted 1 times

E & Broesweelies 2 years, 9 months ago
A. Key performance indicators (KPIs) would be MOST useful to help senior management understand the status of information security compliance.
KPIs are metrics that are used to measure the performance of specific aspects of an organization's security program, such as the effectiveness of
security controls, incident response times, and compliance with regulations and standards. These metrics can be presented in an easy-to-understand
format, making it easier for senior management to understand the status of the organization's compliance efforts. Risk assessment results, industry
benchmarks, and Business Impact Analysis (BIA) results can also provide important information but presenting it in a KPI format can make it easily
understandable for senior management.

upvoted 4 times

E & SSP_Secure 2 years, 10 months ago
Results or success factors are derived based on results or KPI's.
upvoted 1 times

B & MyKasala 2 years, 10 months ago

| think B

upvoted 1 times
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Question #51 Topic 1

Which of the following is the MOST important reason for an organization to develop an information security governance program?

A. Establishment of accountability
B. Compliance with audit requirements
C. Creation of tactical solutions

D. Monitoring of security incidents

Suggested Answer: A

Community vote distribution
A (86%) 14%

& & greeklover84 11 months, 1 week ago
B makes for me more sense...since A is a part of B since when you are complaint obviosly you have defined roles responsibilities and accountability.
upvoted 1 times

B & kong230790 11 months, 1 week ago
The primary responsibility of an information security governance program is to establish accountability within the organization. By defining clear
roles, responsibilities, and expectations, the organization ensures that information security is managed proactively and effectively, aligned with
business objectives, and capable of adapting to new threats and challenges.
upvoted 2 times

E & oluchecpoint 1 year, 9 months ago
A.
While compliance with audit requirements, tactical solutions, and monitoring security incidents are all important aspects of information security
management, they are best addressed within the context of a well-structured information security governance program. Accountability, strategic
alignment, and proactive risk management are key drivers of effective information security governance.
upvoted 2 times

E & Viperhunter 1 year, 11 months ago
Information security governance involves the development and implementation of a framework that ensures accountability for information security at
all levels of the organization. This includes defining roles, responsibilities, and decision-making processes related to information security. By
establishing accountability, organizations can create a structured approach to managing and protecting their information assets.

While compliance with audit requirements (option B), creation of tactical solutions (option C), and monitoring of security incidents (option D) are
important aspects of information security, the establishment of accountability through a governance program is foundational. It provides a structured
and strategic approach to managing information security that aligns with business objectives and ensures that responsibilities are clearly defined
throughout the organization.

upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
A.
While compliance with audit requirements, tactical solutions, and monitoring security incidents are all important aspects of information security
management, they are best addressed within the context of a well-structured information security governance program. Accountability, strategic
alignment, and proactive risk management are key drivers of effective information security governance.
upvoted 1 times

B & rugerfan17 2 years, 5 months ago

Selected Answer: B

To me it would be a compliance issue first, then the governance brings accountability
upvoted 3 times

& & richck102 2 years, 5 months ago
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B. Compliance with audit requirements
upvoted 3 times

& & CarlLimps 2 years, 8 months ago

Selected Answer: A

A. Right? Governance = accountability...really it doesn't but this is the best answer.
upvoted 3 times
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Question #52 Topic 1

Which of the following provides the MOST essential input for the development of an information security strategy?

A. Results of an information security gap analysis
B. Measurement of security performance against IT goals
C. Results of a technology risk assessment

D. Availability of capable information security resources

Suggested Answer: A

Community vote distribution
A (100%)

© & Pichon [[TITIERRLY 8 months ago

According to Isaca review manual, domain 1, emphasizes that risk assessments are the foundation for developing an effective security strategy. NIST
also confirms.
upvoted 5 times

& & Vovik373 7 months, 2 weeks ago
input, here it says INPUT, gap analysis asses two states current und desirable, and the consequnces of this analysis is the best INPUT for IS
Strategy.
upvoted 1 times

B & loderss [IELEENE) 3 months ago

C: Other options support the strategy, but risk is the foundation.
upvoted 2 times

B & hello_world_20250311 7 months, 2 weeks ago
C is mentioned "technology" risk assessment
upvoted 1 times

B & greeklover84 11 months, 1 week ago
Risk-based approach strategy. C makes sense.
upvoted 2 times

E & Rio42 11 months, 1 week ago
How can a gap analysis be performed for a security strategy that does not yet exist? The question poses the question as the initial (hence the term
developing) security strategy. If you have no starting point, you cannot perform a gap analysis.
upvoted 4 times

& & Vovik373 7 months, 2 weeks ago
input, it says INPUT, gap analysis asses two states current und desirable, and the consequnces of this analysis is the best INPUT for IS Strategy.
upvoted 2 times

B & 2¢24cf3 1 year, 2 months ago
The best input to know your destination is where you are now.
upvoted 3 times

E & Grantolio 1 year, 8 months ago
c: The CISM All-0in-One Exam Guide Writes:
Gap Assessment
To implement a security strategy and accomplish objectives, security professionals often
spend too much time focusing on the end goal and not enough time on the starting
point. Without sufficient knowledge of the starting point, accomplishing objectives will
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be more difficult, and achieving success will be less certain.

and it also writes:

Risk Assessments

A strategist should choose to have a risk assessment performed to reveal risks present in
the organization. The results of a risk assessment give the strategist

valuable information on the types of resources required to bring risks down to acceptable
levels. This is vital for developing and validating strategic objectives.

The Gap Assessment is valuable to implement the strategy. The Risk assessment validates your strategic objectives.
upvoted 4 times
© & Viperhunter 1 year, 11 months ago
The results of an information security gap analysis provide a comprehensive understanding of the existing state of information security within an
organization, identifying areas where security controls may be lacking or not meeting desired levels. This analysis helps in determining the current
state of security and defining the desired future state, which is critical for developing an effective information security strategy.

While measurement of security performance against IT goals (option B), results of a technology risk assessment (option C), and the availability of
capable information security resources (option D) are important considerations, the information security gap analysis is a foundational step that
informs the strategic direction and priorities for the development of the overall information security strategy.

upvoted 3 times

& & richck102 2 years, 5 months ago
A. Results of an information security gap analysis
upvoted 1 times

B & Antonivs 2 years, 9 months ago
hard one, A seems the best
upvoted 2 times

& & CarlLimps 2 years, 8 months ago
For sure it is A. Completing a risk assessment is good but that next step is the gap analysis...how far are you from where you want to be? Brilliant.
upvoted 2 times
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Question #53 Topic 1

The MOST important reason for an information security manager to be involved in the change management process is to ensure that:

A. security controls drive technology changes.
B. risks have been evaluated.
C. security controls are updated regularly.

D. potential vulnerabilities are identified.

Suggested Answer: B

Community vote distribution
B (91%) 9%

© & carlLimps [TITTECLY 1 vear, 8 months ago

Repeat after me..."Change equals risk". Having said that, that is the reason why infosec would want to manage CAB meetings, to keep the tech
clowns in check.
upvoted 11 times

© & Viperhunter [ELa1e) 11 months, 2 weeks ago
Being involved in the change management process allows the information security manager to assess the potential risks associated with proposed
changes to the organization's technology, processes, or systems. By evaluating risks, the information security manager can provide input to ensure
that security considerations are addressed during the planning and implementation of changes.

While options like ensuring that security controls drive technology changes (option A), updating security controls regularly (option C), and identifying
potential vulnerabilities (option D) are also important, evaluating risks is a central aspect of ensuring that changes are made in a way that does not
compromise the organization's information security posture.

upvoted 1 times

B & oluchecpoint 1 year, 2 months ago
B.
While the other options (A, C, and D) are also important aspects of change management and information security, evaluating risks is the primary
concern because it directly impacts the organization's security posture. Without a thorough evaluation of risks, security controls may not be effective
in addressing new threats introduced by changes in technology or processes.
upvoted 1 times

© & karanvp 1 year, 4 months ago
Changes cause risk whch should be evaluated
upvoted 1 times

B & richck102 1 year, 5 months ago
B. risks have been evaluated.
upvoted 1 times

E & Antonivs 1 year, 9 months ago

C in my opinion
upvoted 1 times

E & MyKasala 1 year, 10 months ago

Selected Answer: B

B is correct
upvoted 2 times

B & mohito5 1 year, 11 months ago
A. security controls drive technology changes is the best option
upvoted 1 times

B & Ziggybooboo 1 year, 11 months ago
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Disagree, technology changes could happen for many reasons, B for me
upvoted 2 times

E & CharlesL 1 year, 10 months ago
you ignored the keywords "Most Important".
upvoted 1 times
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Question #54 Topic 1

Which of the following should be the PRIMARY focus of a status report on the information security program to senior management?

A. Confirming the organization complies with security policies
B. Verifying security costs do not exceed the budget
C. Demonstrating risk is managed at the desired level

D. Providing evidence that resources are performing as expected

Suggested Answer: C

Community vote distribution
)

E & Viperhunter 11 months, 2 weeks ago
Demonstrating that risk is managed at the desired level is a key aspect of informing senior management about the effectiveness and success of the
information security program. This involves providing an overview of risk assessments, mitigation efforts, and the overall state of the organization's
risk posture. It enables senior management to make informed decisions about the allocation of resources and the ongoing effectiveness of the
information security program in addressing organizational risks.

While confirming compliance with security policies (option A), verifying security costs do not exceed the budget (option B), and providing evidence
that resources are performing as expected (option D) are important considerations, the primary goal is to ensure that the organization's risk is
managed effectively in alignment with its risk tolerance and business objectives.

upvoted 2 times

5 & richck102 1 year, 5 months ago
C. Demonstrating risk is managed at the desired level
upvoted 1 times

B & dedfef 1 year, 7 months ago

Selected Answer: C

ya tu sabes
upvoted 2 times

B & carlLimps 1 year, 8 months ago

Selected Answer: C

C, Tes, for sure. business risk is what the execs care about. speak their language and they happy :)
upvoted 1 times
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Question #55 Topic 1

Which of the following is MOST likely to be a component of a security incident escalation policy?

A. Names and telephone numbers of key management personnel
B. A severity-ranking mechanism tied only to the duration of the outage
C. Sample scripts and press releases for statements to media

D. Decision criteria for when to alert various groups

Suggested Answer: B

Community vote distribution
D (83%) Other

B & alifjouj 1 year, 2 months ago
the severity of an incident is NOT ONLY defined by its duration
upvoted 3 times

& & Manix 1 year, 9 months ago
page 288: The escalation process include prioritizing event information and decision process for determining when to alert various groups...
upvoted 2 times

E & Cyberbug2021 1 year, 11 months ago
definitely not B
A security incident escalation policy defines the procedures for escalating security incidents based on their severity and potential impact. It outlines
the specific criteria for determining when to involve various groups within the organization, such as senior management, legal counsel, and external
experts.
B. A severity-ranking mechanism tied only to the duration of the outage: Outage duration can be a factor in incident severity, but it's not the sole
determinant. The policy should consider other factors such as the potential impact on data, systems, and reputation.

upvoted 2 times

B & Viperhunter 1 year, 11 months ago
A security incident escalation policy typically includes decision criteria that define when and how to escalate the incident to various levels of
management or response teams. This includes clear guidelines on the severity, impact, or characteristics of the incident that warrant escalation to
different groups within the organization. This helps ensure a timely and appropriate response to security incidents based on their nature and potential
impact.

While names and telephone numbers of key management personnel (option A) may be included in the policy, it is not the primary component. A

severity-ranking mechanism tied only to the duration of the outage (option B) may not capture the full complexity of security incidents. Sample

scripts and press releases for statements to the media (option C) are typically part of a communication plan rather than an escalation policy.
upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
While the other options (A, B, and C) can also be important in the context of incident response, they are not as central to the core purpose of an
escalation policy. For example:

Names and telephone numbers of key management personnel (option A) can be part of an incident response plan but are not specific to escalation
criteria.

A severity-ranking mechanism tied only to the duration of the outage (option B) may not adequately capture the severity of all types of security
incidents, and severity ranking should consider various factors beyond just duration.

Sample scripts and press releases for statements to the media (option C) are important for managing communication during incidents but are
typically part of communication plans rather than escalation policies.
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upvoted 1 times

© & oluchecpoint 2 years, 2 months ago
D is the answer
upvoted 1 times

B & Patt70 2 years, 2 months ago
| work closely with SOC and | believe the answer is D.
The question is about " the COMPONENT of a security incident escalation policy". Hence we need to have decision criteria or severity defined under
the policy when/what/who/how to escalate.

finally
upvoted 1 times

E & david124 2 years, 3 months ago
you guys clearly dont know what working in SOC is,
Policy wont include names, this would include when and how. or else policy would change as ofter as promotions, terminations, etc
policy FIRST needs to define what can be escalated, not who. taking IR plan for example
they define what a incident is and when it can be escalated once it has reached a certain level
upvoted 1 times

E & rugerfan17 2 years, 5 months ago
Before you can escalate, you need to know who to escalate to...
upvoted 1 times

& & CISSPST 2 years ago
Details of who (name) and where (number) to contact keep changing as people come and go whereas policy is a long-term document. Sorry, but A
is not the answer.
upvoted 2 times

B & richck102 2 years, 5 months ago
D. Decision criteria for when to alert various groups
upvoted 2 times

B & mad68 2 years, 5 months ago
A security incident escalation policy is a set of procedures that define how security incidents should be reported, investigated, and resolved. One of
the key components of such a policy is decision criteria that outline when to escalate an incident to various groups, such as the incident response
team, senior management, or law enforcement agencies.
upvoted 3 times

B & AomineDaiki 2 years, 7 months ago
A. | say A because before you know when to escalate, you need to have the information of those you need to escalate to. For that reason, my answer
is A.
upvoted 1 times

B & dedfef 2 years, 8 months ago
you need to know when to escalate
upvoted 3 times

E & STUDYER2 2 years, 9 months ago
May be you need to know the severity level first then you can follow the alerting criteria
upvoted 2 times

& & dedfef 2 years, 7 months ago
wrong, that answer choice only speaks to the duration
upvoted 1 times

E & Antonivs 2 years, 9 months ago

Selected Answer: D

D & A for sure
upvoted 2 times
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© & Prospect57 2 years, 9 months ago
D. Decision Criteria to know *when* to escalate, which includes alerting relevant stakeholders/executives. Without it, you would not know when to
escalate/alert.
upvoted 1 times

& & aokisan 2 years, 10 months ago

severity ranking is important for escalation. alert is not escalation(D).
upvoted 1 times

& & Manzer 2 years, 11 months ago

Selected Answer: D

https://www.xmatters.com/blog/how-to-build-an-escalation-policy-for-effective-incident-management/
upvoted 4 times
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Question #56 Topic 1

Which of the following would be an information security manager's PRIMARY challenge when deploying a bring your own device (BYOD) mobile
program in an enterprise?

A. Configuration management
B. Mobile application control
C. Inconsistent device security

D. End user acceptance

Suggested Answer: C

Community vote distribution
C (100%)

E & grandMa 1 year ago
why not D
The current MDM is good enough to verify the security gaps with devices & OS version they are running. Security manager can simply use these fools.
The actual challenge is to get usersSign Up their personal devices for corporate work where they can't claim privacy
upvoted 1 times

E & peelu 1 year, 10 months ago
Inconsistent device security
upvoted 1 times

© & Viperhunter 1 year, 11 months ago
In a BYOD environment, users bring their own devices, which may vary widely in terms of security features, configurations, and patch levels. Managing
the security of diverse devices, each with its own security posture, presents a significant challenge. Inconsistent device security can lead to
vulnerabilities and increase the risk of unauthorized access or data breaches.

While options like configuration management (option A), mobile application control (option B), and end-user acceptance (option D) are also important
considerations in a BYOD program, addressing the inconsistency in device security is critical for maintaining a secure and resilient mobile
environment.

upvoted 1 times

B & Patt70 2 years, 2 months ago
Answer is C.
The "inconsistent device security" is one of the biggest challenge for BYOD programme.
upvoted 1 times

B & richck102 2 years, 5 months ago
C. Inconsistent device security
upvoted 1 times

E & mad68 2 years, 5 months ago
n a BYOD program, employees use their personal mobile devices to access enterprise resources, such as email, corporate applications, and data.
These devices may not be under the direct control of the enterprise, and therefore, they may not adhere to the same security standards and
configurations as company-owned devices.
upvoted 3 times

E & AomineDaiki 2 years, 7 months ago
| was leaning towards C, but | said D mainly because some end users may not want to use their personal cellphones for privacy reasons. Getting every
end user to say "yes" may pose be a bit of a problem because they are afraid that the organization may be monitoring everything they do with their
cellphones.
upvoted 1 times

B & dedfef 2 years, 8 months ago
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Selected Answer: C

correct
upvoted 2 times

= & Antonivs 2 years, 9 months ago
C imho

upvoted 2 times

= & Prospect57 2 years, 9 months ago
It was a tough one between B and C. | went with C because it is more all encompassing of security concerns; not just applications.
upvoted 2 times

= & mohit05 2 years, 11 months ago
B. Mobile application control
upvoted 2 times

& & Ziggybooboo 2 years, 11 months ago
Agreed
upvoted 1 times
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Question #57 Topic 1

Company A, a cloud service provider, is in the process of acquiring Company B to gain new benefits by incorporating their technologies within its
cloud services.
Which of the following should be the PRIMARY focus of Company A's information security manager?

A. The cost to align to Company A's security policies
B. The organizational structure of Company B
C. Company B's security policies

D. Company A's security architecture

Suggested Answer: C

Community vote distribution
)

B & Videopac 11 months, 1 week ago
For acquiring another company you need to determine how much you're willing to spend on it. The Information Security Manager can deliver his/her
part for this by determining the cost for aligning the IS part. In order to come to the costs a GAP analysis needs to be done and costs for each action
needs to be determined. Policies are vague and not complete / detailed enough.
upvoted 2 times

© & Viperhunter 1 year, 11 months ago
When acquiring another company, understanding and assessing the security policies and practices of the acquired entity (Company B, in this case) is
crucial. This ensures that the integration process takes into account any differences in security policies, controls, and practices between the two
organizations. Harmonizing security policies and aligning security controls across both entities is essential for maintaining a consistent and effective
security posture.

While factors such as the cost to align with Company A's security policies (option A), the organizational structure of Company B (option B), and
Company A's security architecture (option D) are important considerations, understanding and addressing the security policies of the acquired
company is a key priority during the integration process.

upvoted 4 times

B & oluchecpoint 2 years, 2 months ago
C.
The security policies of Company B will provide critical insights into their security practices, compliance requirements, and potential gaps that need
to be addressed during the integration process.
upvoted 1 times

B & richck102 2 years, 5 months ago
C. Company B's security policies
upvoted 1 times

E & mad68 2 years, 5 months ago
Acquiring a new company can introduce significant security risks for an organization, particularly if the acquired company has different security
policies, procedures, and standards than the acquiring organization. Therefore, it is essential for the information security manager of Company A to
thoroughly assess and evaluate the security posture of Company B before the acquisition is completed.
upvoted 1 times
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Question #58 Topic 1

Which of the following should be done FIRST when selecting performance metrics to report on the vendor risk management process?

A. Select the data source.
B. Review the confidentiality requirements.
C. Identify the intended audience.

D. Identify the data owner.

Suggested Answer: C

Community vote distribution
)

E & Viperhunter 11 months, 2 weeks ago
Identifying the intended audience is crucial because different stakeholders may have different interests and priorities when it comes to vendor risk
management. Understanding who will receive the metrics helps in tailoring the metrics to meet the specific needs and expectations of the audience.
This ensures that the reported metrics are relevant, meaningful, and useful for the intended recipients.

While other factors, such as selecting the data source (option A), reviewing confidentiality requirements (option B), and identifying the data owner
(option D), are important considerations, determining the intended audience should be the initial step to guide the selection of appropriate
performance metrics.

upvoted 2 times

E & oluchecpoint 1 year, 2 months ago
C. Identify the intended audience.

Before diving into the specifics of data sources (A), confidentiality requirements (B), or data owners (D), it's crucial to determine who will be receiving
and using the performance metrics. Different audiences may have varying needs and priorities when it comes to vendor risk management metrics.
Identifying the intended audience will help tailor the selection of metrics to meet their specific requirements and ensure that the metrics are relevant
and meaningful to the stakeholders involved.

Once the intended audience is clear, you can then proceed to consider factors such as data sources, confidentiality requirements, and data ownership
to ensure that the selected metrics are both accurate and compliant with organizational policies and regulations.
upvoted 1 times

& & richck102 1 year, 5 months ago
C. Identify the intended audience.
upvoted 1 times

B & madé8 1 year, 5 months ago
Acquiring a new company can introduce significant security risks for an organization, particularly if the acquired company has different security
policies, procedures, and standards than the acquiring organization. Therefore, it is essential for the information security manager of Company A to
thoroughly assess and evaluate the security posture of Company B before the acquisition is completed.
upvoted 1 times
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Question #59 Topic 1

Which of the following BEST determines what information should be shared with different entities during incident response?

A. Escalation procedures
B. Communication plan
C. Disaster recovery policy

D. Business continuity plan (BCP)

Suggested Answer: B

Community vote distribution
B (100%)

B & Viperhunter 11 months, 2 weeks ago
A communication plan outlines how information will be shared with various stakeholders during incident response. It defines the protocols, channels,
and frequency of communication, as well as specifies what information is shared with different entities. This plan helps ensure that relevant and
accurate information is provided to the appropriate parties in a timely and organized manner.

While escalation procedures (option A), disaster recovery policy (option C), and business continuity plan (BCP) (option D) are important components
of an overall incident response and recovery strategy, a communication plan specifically addresses the sharing of information during an incident,
making it the most relevant choice for determining what information should be shared with different entities.

upvoted 1 times

E & oluchecpoint 1 year, 1 month ago
A communication plan outlines the strategies, channels, and protocols for sharing information with various stakeholders during an incident or
emergency. It helps ensure that the right information reaches the right people at the right time and in the right way, which is crucial for effective
incident response. While the other options, such as escalation procedures, disaster recovery policy, and business continuity plan, are important
components of incident response, they do not specifically address the issue of determining what information should be shared with different entities.
upvoted 1 times

B & richck102 1 year, 5 months ago

B. Communication plan
upvoted 2 times
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Question #60 Topic 1

Which of the following is the BEST way to enhance training for incident response teams?

A. Conduct interviews with organizational units.
B. Establish incident key performance indicators (KPIs).
C. Participate in emergency response activities.

D. Perform post-incident reviews.

Suggested Answer: D

Community vote distribution
D (62%) C (38%)

O & Jae_kes ([[TITTERL) 2 years, 4 months ago

D. Perform post-incident reviews.

The BEST way to enhance training for incident response teams is to perform post-incident reviews. Post-incident reviews, also known as after-action
reviews or lessons learned sessions, involve analyzing and evaluating the response to an incident once it has been resolved. This process allows the
incident response team to reflect on their actions, identify strengths and weaknesses, and gather valuable insights for improving their performance in
future incidents.

upvoted 7 times

© & Aaron$1990 2 years, 1 month ago
This is very close between C and D. Your answer pretty much comes down to how you interpret the question. Personally | like D as so as ISACA love
to emphasise the importance of using post-incident reviews/lessons learned to make improvements.
upvoted 6 times

© & Shackman66 3 months, 1 week ago
its is training not learning. So why do post-incident review for training?
upvoted 1 times

B & kong230790 11 months, 1 week ago
ISACA's CISM (Certified Information Security Manager) framework emphasizes the importance of proactive and practical training methods for
incident response teams. According to the CISM Manual and ISACA's guidelines:

Participating in emergency response activities (Option C)—such as simulations, drills, and tabletop exercises—is crucial for enhancing the
preparedness and effectiveness of incident response teams. These activities provide hands-on experience, allow teams to practice their response
procedures, and help identify gaps in the incident response plan

upvoted 2 times

& & alifjouj 1 year, 2 months ago

Selected Answer: D

no better training than real scenarios
upvoted 1 times

B & olaYiMiKa 1 year, 3 months ago

Selected Answer: C

emergency training (similar to fire drills), will help keep every stakeholder alert
upvoted 1 times

B & learntstuff 1 year, 10 months ago

Selected Answer: C

read the question, "enhance training ". D has to do with actual steps in the IR process not training. C deals with training.
upvoted 3 times

E & Cyberbug2021 1 year, 11 months ago
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Selected Answer: D

Real-world learning - not simulated
upvoted 1 times

© & Viperhunter 1 year, 11 months ago
Performing post-incident reviews, also known as after-action reviews or lessons learned sessions, allows incident response teams to analyze the
effectiveness of their response to real incidents. By examining what worked well, identifying areas for improvement, and applying lessons learned,
teams can enhance their training and preparedness for future incidents. This iterative process helps teams continually refine their skills and response
capabilities.

While options like conducting interviews with organizational units (option A), establishing incident key performance indicators (KPIs) (option B), and
participating in emergency response activities (option C) are valuable activities, post-incident reviews provide a specific and focused mechanism for
learning from real-world experiences and improving incident response training.

upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
D.
While the other options (A, B, and C) can be valuable components of training and preparedness, post-incident reviews play a crucial role in ongoing
improvement and are the best way to enhance the effectiveness of incident response teams.
upvoted 2 times

B & Akam 2 years, 3 months ago
For me it's D. Emergency response activities may not be performed very well. Therefore, always post incident reviews will tackle the problems
occurred during the response activities and train the
response team to not repeat the same mistakes in future activities.
upvoted 2 times

E & rugerfan17 2 years, 5 months ago
D. If you don't know the areas where you're lacking you can't enhance the training, so participating in post evaluation activities will identity areas to
train on.
upvoted 4 times

& & richck102 2 years, 5 months ago
C. Participate in emergency response activities.
upvoted 1 times

B & mad68 2 years, 5 months ago
Emergency response activities provide a realistic and practical training environment for incident response teams to practice and develop their skills.
These activities simulate real-world incidents and allow teams to respond and handle them in a controlled setting. Participating in these activities
can help incident response teams to identify any weaknesses or gaps in their response plans and procedures and to improve their response
capabilities.
upvoted 1 times

B & CarlPTY07 2 years, 7 months ago
Training is not equal to experience gained. When then participate in response activities they are in the process or gaining experience. When they do
lessons learned they improve their knowledge. correct answers is D.
upvoted 4 times

& & Broesweelies 2 years, 9 months ago
Participating in emergency response activities is the best way to enhance training for incident response teams because it provides hands-on, real-
world experience in responding to incidents. This type of training allows the team to practice their incident response procedures and develop the
necessary skills to effectively respond to incidents. This helps to increase their confidence and competence in the incident response process and can
lead to improved performance and a more effective response when a real incident occurs. Additionally, participating in emergency response activities
allows the team to identify and address any gaps or weaknesses in their incident response procedures, which can then be corrected before a real
incident occurs.

upvoted 1 times

E & STUDYER2 2 years, 9 months ago
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Selected Answer: C

Seems putting someone in the response activities would be a better practise then post incident review
upvoted 1 times



Question #61 Topic 1

An information security manager wants to improve the ability to identify changes in risk levels affecting the organization's systems. Which of the
following is the
BEST method to achieve this objective?

A. Performing business impact analyses (BIA)
B. Monitoring key goal indicators (KGIs)
C. Monitoring key risk indicators (KRIs)

D. Updating the risk register

Suggested Answer: C

Community vote distribution
)

B & ntgce 1 year, 1 month ago
C - Key risk indicator is the goal here since the ultimate aim is to monitor risk
upvoted 1 times

© & BamBamBigalo 1 year, 4 months ago
The best method to improve the ability to identify changes in risk levels affecting the organization's systems is to monitor Key Risk Indicators (KRIs).
KRIs are specifically designed to provide early warnings about potential changes in risk, enabling the organization to take timely and appropriate
actions to mitigate those risks.
upvoted 2 times

© & Viperhunter 1 year, 11 months ago

Selected Answer: C

Key Risk Indicators (KRIs) are metrics used to monitor and identify changes in risk levels. They provide early warning signs of potential issues or
changes in the risk landscape, enabling the information security manager to take timely and informed actions. Monitoring KRIs helps organizations
stay proactive in managing risks and maintaining the effectiveness of their information security program.

upvoted 1 times

© & Viperhunter 1 year, 11 months ago
Key risk indicators (KRIs) are specific metrics or indicators that provide early warnings of potential changes in the risk landscape. Monitoring KRIs
helps organizations proactively identify shifts in risk levels and take timely actions to manage and mitigate emerging risks. KRIs are designed to give
insight into the likelihood or impact of risk events before they occur, enabling a more proactive risk management approach.

While performing business impact analyses (BIA) (option A), monitoring key goal indicators (KGIs) (option B), and updating the risk register (option
D) are important activities in risk management, monitoring key risk indicators is particularly focused on identifying changes in risk levels as they
happen.

upvoted 2 times

& & richck102 2 years, 5 months ago
C. Monitoring key risk indicators (KRIs)
upvoted 1 times

B & mad68 2 years, 5 months ago
KRIs are metrics used to track changes in the level of risk exposure of an organization and can be used to identify emerging risks or changes in the
risk landscape. KRlIs are typically derived from risk assessments and are used to monitor the likelihood and impact of identified risks.
upvoted 1 times
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Question #62 Topic 1

When developing an escalation process for an incident response plan, the information security manager should PRIMARILY consider the:

A. affected stakeholders.
B. incident response team.
C. availability of technical resources.

D. media coverage

Suggested Answer: A

Community vote distribution
A (63%) B (38%)

© & Abhey [TITTERT 2 years, T month ago
When developing an escalation process for an incident response plan, the information security manager should PRIMARILY consider the affected

stakeholders. The escalation process should be designed to ensure that the appropriate stakeholders are notified at the appropriate time, in order to
minimize the impact of the incident on the organization. Stakeholders could include executives, legal counsel, IT teams, customers, vendors, and
regulatory bodies, depending on the nature of the incident.

upvoted 10 times

& & Vovik373 7 months, 2 weeks ago
CISM Framework Approach
An organization establishes an incident response escalation matrix:
v Level 1: Incident detected — Assigned to Tier 1 analysts.
v Level 2: Escalated to Incident Response Team (IRT) for in-depth investigation.
v Level 3: Escalated to senior security leadership for major security breaches.

Stakeholders are important but not the primary factor in designing an escalation process. Stakeholder communication happens after the IRT
manages the incident.
upvoted 1 times

O & 7a1fses ([TELEEN) 3 months, T week ago
When developing an escalation process within an incident response plan, the primary consideration is the affected stakeholders, as they define who
needs to be informed, when, and at what level of escalation.

Escalation paths are built around the impact to the business and stakeholders (e.g., executives, customers, regulators), ensuring that incidents
receive the appropriate level of attention based on business risk.
upvoted 1 times

B & Vovik373 7 months, 2 weeks ago
CISM Framework Approach
An organization establishes an incident response escalation matrix:
v Level 1: Incident detected — Assigned to Tier 1 analysts.
v Level 2: Escalated to Incident Response Team (IRT) for in-depth investigation.
v Level 3: Escalated to senior security leadership for major security breaches.

By defining clear escalation paths, the IRT ensures a rapid, structured, and effective response, aligning with CISM risk and incident management best
practices.

Stakeholders are important but not the primary factor in designing an escalation process. Stakeholder communication happens after the IRT
manages the incident.

The primary factor when developing an escalation process is ensuring that the incident response team (IRT) can effectively respond to the incident.
upvoted 1 times
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B & afoo1314 1 year, 1 month ago
Incident Response team is often form with representative from various department such as IT, vendors, legal and etc. Stakeholders include larger
group of representatives that not part of the IRT. During incident response escalation, IT/SECURITY MANAGER 1st escalation always to the affected
stakeholders. Business need to be aware of what is going on and be inform that the incident response team will be looking into the incident and
report to the manager on the status update. To certain point of escalation, incident response team might report the status to the stakeholder directly.
upvoted 3 times

E & AlexJacobson 1 year, 3 months ago
Again, you are a manager and you are considering the bigger picture. "Affected stakeholders" is the most comprehensive answer here.
upvoted 2 times

B & Viperhunter 1 year, 5 months ago
When developing an escalation process for an incident response plan, the primary consideration should be the incident response team. This involves
defining how and when to escalate incidents within the team based on the severity, complexity, or other factors. The incident response team plays a
crucial role in coordinating the organization's response to security incidents.
upvoted 2 times

© & Viperhunter 1 year, 5 months ago
The primary consideration in developing an escalation process for an incident response plan is ensuring that the affected stakeholders are identified
and included in the escalation procedures. This involves understanding who needs to be informed, involved, or notified at different stages of the
incident response process based on the nature and severity of the incident. Stakeholders may include senior management, legal, communications, IT
teams, and other relevant parties.

While the incident response team (option B), availability of technical resources (option C), and media coverage (option D) are important factors, the
focus in the escalation process is on addressing the needs and expectations of the stakeholders who are impacted or have a vested interest in the
incident.

upvoted 1 times

B & acfde9a 1 year, 6 months ago
Ideally affected stakeholders should already include incident response team so answer A is more suitable here.
upvoted 2 times

E & oluchecpoint 1 year, 8 months ago
A. affected stakeholders.

The primary focus should be on ensuring that the affected stakeholders are identified, informed, and involved in the incident response process. This
includes internal and external stakeholders such as employees, customers, partners, regulatory authorities, and potentially the public, depending on
the nature and severity of the incident. Ensuring effective communication and coordination with stakeholders is crucial during incident response to
manage the situation effectively and minimize potential damage. While the incident response team, technical resources, and media coverage are also
important considerations, they should be addressed in conjunction with the needs and concerns of the affected stakeholders.

upvoted 3 times

B & Azurefox79 1 year, 8 months ago

A. IRT is a subset of affected stakeholders
upvoted 2 times

E & DavoA 1 year, 9 months ago

Primarily should be the team
upvoted 1 times

E & ddharia94 1 year, 10 months ago
Why not availability of technical resources? Escalation must be done to the correct resources to be able to resolve or contain the incident?
upvoted 1 times

B & rugerfan17 1 year, 11 months ago

Selected Answer: B
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Incident response team notifies the affected stakeholders
upvoted 1 times
E & richck102 1 year, 11 months ago
B. incident response team.
upvoted 1 times

B & efeefe 2 years, 1 month ago
why not B?
upvoted 1 times
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Question #63 Topic 1

Which of the following should be an information security managers MOST important consideration when determining if an information asset has
been classified appropriately?

A. Value to the business
B. Security policy requirements
C. Ownership of information

D. Level of protection

Suggested Answer: A

Community vote distribution
A (88%) 13%

B & AlexJacobson 1 year, 3 months ago
And again - the most comprehensive answer is A - value of the information asset to the business. It is value to the business that drives the
classification level of that asset, the policy is just there to define how you should take care of it and protect it.
upvoted 4 times

© & Viperhunter 1 year, 5 months ago
When determining if an information asset has been classified appropriately, the most important consideration for an information security manager is
its value to the business. The classification of information should align with its importance and criticality to the organization's goals and operations.
upvoted 1 times

B & Viperhunter 1 year, 5 months ago
The value of information to the business is a crucial factor in determining its classification. The classification of information should align with its
importance, sensitivity, and criticality to the organization. The value of information guides decisions on the level of protection, access controls, and
other security measures that should be applied to safeguard the information appropriately.

While security policy requirements (option B), ownership of information (option C), and the level of protection (option D) are important
considerations, the business value of the information is the overarching factor that influences how information should be classified and protected in
accordance with the organization's overall objectives.

upvoted 1 times

E & oluchecpoint 1 year, 8 months ago
A.
While security policy requirements, ownership of information, and the level of protection are also important considerations, they often derive from the
value of the information to the business. The classification should align with the organization's security policy, reflect the ownership or custodianship
responsibilities, and dictate the necessary protective measures to maintain confidentiality, integrity, and availability—all of which ultimately relate
back to the asset's value to the business.
upvoted 2 times

B & Goseu 1 year, 9 months ago
A Value
upvoted 1 times

& & Goseu 1 year, 9 months ago
My bad, B after reading the question again .
upvoted 1 times

B & drewl25 1 year, 9 months ago

Selected Answer: B

When determining if an information asset has been classified appropriately, the most important consideration for an information security manager is
to ensure alignment with security policy requirements.
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Security policies provide the framework and guidelines for classifying and protecting information assets within an organization. They define the
criteria, rules, and standards for assigning appropriate classifications based on the sensitivity, criticality, value, or regulatory requirements of the
information.

By referring to the security policy requirements, the information security manager can assess whether the information asset has been classified
correctly and in accordance with the established policies. This involves evaluating factors such as the level of sensitivity or confidentiality, integrity
requirements, availability needs, and any specific regulatory or compliance obligations that apply to the asset.
upvoted 1 times
B & richck102 1 year, 11 months ago
A. Value to the business
upvoted 1 times
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Question #64 Topic 1

The effectiveness of an incident response team will be GREATEST when:

A. the incident response process is updated based on lessons learned.
B. the incident response team members are trained security personnel.
C. the incident response team meets on a regular basis to review log files.

D. incidents are identified using a security information and event monitoring (SIEM) system.

Suggested Answer: A

Community vote distribution
A (100%)

© & Broesweelies [[TITRRGLS 1 year, 9 months ago
A. the incident response process is updated based on lessons learned. The effectiveness of an incident response team will be GREATEST when the
incident response process is updated based on lessons learned. This means that the team should continuously review and update the incident
response plan based on the outcomes of previous incidents and exercises, as well as new threats and vulnerabilities. This will help to ensure that the
incident response process is as effective as possible, and that the team is prepared to respond to a wide range of incidents. Having trained security
personnel on the incident response team, regularly reviewing log files, and using a security information and event monitoring (SIEM) system can also
enhance the incident response effectiveness, but without updating the incident response process based on lessons learned, it's less likely to be
efficient.

upvoted 7 times

© & Viperhunter ([TEL0qe) 11 months, 2 weeks ago
The effectiveness of an incident response team is greatest when the incident response process is regularly reviewed and updated based on lessons
learned from previous incidents. Continuous improvement of the incident response process ensures that the team is better prepared to handle and
mitigate future incidents.
upvoted 1 times

E & Viperhunter 11 months, 2 weeks ago
Continuous improvement is crucial for enhancing the effectiveness of an incident response team. Regularly updating the incident response process
based on lessons learned from previous incidents ensures that the team evolves and adapts to emerging threats and challenges. By incorporating
feedback and insights from real incidents, the team becomes more proactive and better prepared to handle future incidents.

While having trained security personnel (option B), regular meetings to review log files (option C), and using a security information and event
monitoring (SIEM) system to identify incidents (option D) are important components of effective incident response, the ongoing refinement of the
incident response process based on lessons learned is a fundamental factor in maximizing effectiveness.

upvoted 2 times

B & richck102 1 year, 5 months ago
A. the incident response process is updated based on lessons learned.
upvoted 2 times
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Question #65 Topic 1

An information security manager MUST have an understanding of the organization's business goals to:

A. relate information security to change management.
B. develop an information security strategy.
C. develop operational procedures

D. define key performance indicators (KPIs).

Suggested Answer: D

Community vote distribution
B (88%) 12%

© & Broesweelies 2 years, 9 months ago
B. develop an information security strategy. An information security manager MUST have an understanding of the organization's business goals to
develop an information security strategy. The security strategy should align with the overall business objectives and support the organization's
mission and goals. Without understanding the business goals, it would be difficult for the information security manager to determine the appropriate
level of security and prioritize the allocation of resources to protect the organization's most critical assets and data.
An understanding of the business goals can also help in relating information security to change management, developing operational procedures and
defining key performance indicators (KPIs) but it's crucial for developing an information security strategy.

upvoted 10 times

© & kong230790 [IELRTE) 11 months, 1 week ago
Role of the Information Security Manager:
An ISM is responsible for implementing and managing the information security program, which must align with the organization's goals and priorities.
Developing or updating a strategy is part of this responsibility, as the ISM ensures that tactical and operational activities serve the broader business
needs.
upvoted 1 times

B & simon205 1 year, 6 months ago
B . Information security strategy should be defined by CISO , not IS manager . Manager should be more operation .
upvoted 3 times

© & Viperhunter 1 year, 11 months ago
An understanding of the organization's business goals is crucial for an information security manager to develop an effective information security
strategy. The strategy should align with and support the overall business objectives and priorities of the organization.
upvoted 1 times

E & Cyberbug2021 1 year, 11 months ago
obviously
upvoted 2 times

© & Viperhunter 1 year, 11 months ago
Understanding the organization's business goals is crucial for developing an information security strategy that aligns with and supports those goals.
A well-crafted information security strategy should be closely tied to the overall business objectives and priorities of the organization. This ensures
that security measures are not only effective in protecting assets but also contribute to the achievement of broader business goals.

While relating information security to change management (option A), developing operational procedures (option C), and defining key performance
indicators (KPIs) (option D) are important aspects of information security management, they are all influenced and guided by the overarching context
of the organization's business goals.

upvoted 1 times
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E & oluchecpoint 2 years, 2 months ago
B. develop an information security strategy.

Understanding the organization's business goals is essential for developing an effective information security strategy. Information security should
align with and support the broader business objectives and mission. Without a clear understanding of the organization's goals and priorities, it
becomes challenging to develop a security strategy that addresses the specific risks and requirements of the business.
While understanding business goals is crucial for developing an information security strategy, it also plays a role in other areas like relating
information security to change management (A), developing operational procedures (C), and defining key performance indicators (KPIs) (D). However,
developing a security strategy is often the primary area where this understanding is foundational.

upvoted 1 times

B & Agamennore 2 years, 2 months ago
Absolutely B
upvoted 1 times

B & Nillanash 2 years, 3 months ago
D. define key performance indicators (KPIs) s correct. This is the correct answer because the information security officer does not develop
information security strategy. The Strategy is developed by senior leaders and managers—such as the CEOQ, executive team, and board of directors.
upvoted 2 times

E & rugerfan17 2 years, 5 months ago
Develop the strategy according to business goals. Once you have the strategy, you define KPI's to measure success.
upvoted 1 times

& & richck102 2 years, 5 months ago
B. develop an information security strategy.
upvoted 2 times

E & STUDYER2 2 years, 9 months ago
STRATEGY ALWAYS LINK TO BUSINESS GOAL
upvoted 4 times

& & cidigi 1 year, 7 months ago
Is not asking that... This is irrelevant here.

Is the IS Manager responsible for the Strategy? No he is not
upvoted 1 times

B & Antonivs 2 years, 9 months ago
B, for sure
upvoted 2 times

E & Prospect57 2 years, 9 months ago

Selected Answer: B

B should be the correct answer.
upvoted 4 times

B & aokisan 2 years, 10 months ago
understanding goal unites with KPI.
upvoted 2 times

& & Ziggybooboo 2 years, 11 months ago
Agreed
upvoted 1 times

B & skhalid 2 years, 11 months ago
yes the correct answer is B
upvoted 4 times
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Question #66 Topic 1

An information security manager MUST have an understanding of an information security program?

A. Understanding current and emerging technologies
B. Establishing key performance indicators (KPIs)
C. Conducting periodic risk assessments

D. Obtaining stakeholder input

Suggested Answer: D

Community vote distribution
D (50%) C (40%) 10%

O & ZeeM12 [[TITTERL) 2 years, 9 months ago
horribly written question.
upvoted 21 times

© & madé6s 3 years ago

This question does to lend itself to any of the answers.
upvoted 10 times

O & 7atfses [ELEENE) 3 months, T week ago
A core responsibility of an information security manager is to understand and manage risk.
According to ISACA's CISM framework, risk assessments are the foundation of an information security program because they inform:

- The development of security strategy,
- Resource allocation,

- Control selection,

- And reporting to stakeholders.

While understanding technologies (A), establishing KPIs (B), and obtaining stakeholder input (D) are all important tasks, they are supporting
activities. None of them provide the overall risk-based view needed to ensure the program protects the organization effectively.
upvoted 1 times

B & fac161f 6 months, 1 week ago
0dds are this question has been removed or properly edidted since. | went with B, but i think that is irrelevent as this is a stupid question in its current
state.
upvoted 1 times

B & 0884a0d 9 months, 3 weeks ago
I'm in much agreement with those that have pointed out the question was horribly written. After reading the statement. | was left to figure out which
answer was the best match to a potential question. I'm drawing on the fact that a good information security strategy is the work of a collaborative
effort between business stakeholder input and the information security practitioner.
upvoted 2 times

B & olaYiMiKa 1 year, 3 months ago
The question asked in an ambiguous way
upvoted 3 times

B & féacde0 1 year, 11 months ago
What are they even asking here. Delete it.
upvoted 3 times

& & Viperhunter 1 year, 11 months ago

Selected Answer: D
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An information security manager must have an understanding of an information security program, and obtaining stakeholder input is a crucial aspect
of this understanding. Stakeholder input helps in identifying the needs, expectations, and priorities of different stakeholders within the organization,
which, in turn, contributes to the development and implementation of an effective information security program.
upvoted 2 times
E & Cyberbug2021 1 year, 11 months ago

Selected Answer: B

I answered KPIs, and then | checked with Bard after seeing everyone's vote - this is what Bard said:
The answer is B. Establishing key performance indicators (KPIs).

An information security manager must have a strong understanding of all the aspects of an information security program, but establishing key
performance indicators (KPIs) is the most crucial aspect.

Key performance indicators (KPIs) are measurable metrics that track the progress and effectiveness of an organization's information security
program. Establishing KPIs allows the information security manager to:
upvoted 1 times

B & Viperhunter 1 year, 11 months ago
Understanding an information security program is crucial for an information security manager to effectively conduct periodic risk assessments. By
having an understanding of the program, the manager can identify and assess potential risks to the organization's information assets, systems, and
processes. This understanding is foundational for implementing appropriate controls, mitigating risks, and ensuring the ongoing effectiveness of the
information security program.

While understanding current and emerging technologies (option A), establishing key performance indicators (KPIs) (option B), and obtaining
stakeholder input (option D) are also important aspects of information security management, they may be influenced by or contribute to the overall
understanding of the information security program. However, conducting periodic risk assessments is a specific activity that directly relies on this
understanding.

upvoted 5 times

E & POWNED 1 year, 11 months ago
Not going to answer the question because it does not make sense! haha
upvoted 3 times

B & oluchecpoint 2 years, 1 month ago
Option D
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
Wording is wrong.
So, the answer is that an information security manager should have a comprehensive understanding of all these areas to effectively manage an
information security program.
upvoted 1 times

B & jennarink13 2 years, 4 months ago
Poorly written. | guess the answer is TRUE? Lmao
upvoted 1 times

B & ddharia94 2 years, 4 months ago

Selected Answer: C

Risk assessment
upvoted 1 times

B & Jae_kes 2 years, 4 months ago

D. Obtaining stakeholder input
upvoted 3 times

E & richck102 2 years, 5 months ago
D. Obtaining stakeholder input
upvoted 1 times
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Question #67 Topic 1

An attacker was able to gain access to an organization's perimeter firewall and made changes to allow wider external access and to steal data.
Which of the following would have BEST provided timely identification of this incident?

A. Implementing a data loss prevention (DLP) suite
B. Deploying an intrusion prevention system (IPS)
C. Deploying a security information and event management system (SIEM)

D. Conducting regular system administrator awareness training

Suggested Answer: C

Community vote distribution
C (100%)

E & Broesweelies 2 years, 9 months ago
C. Deploying a security information and event management system (SIEM) would have BEST provided timely identification of this incident. SIEM
systems collect and analyze log data from various security devices, such as firewalls, intrusion detection systems, and servers, and can identify and
alert on suspicious or anomalous activity. In this scenario, a SIEM would have been able to detect the changes to the firewall and potentially the data
exfiltration, and alert the security team in real-time or near real-time.
upvoted 9 times

& & JosefdCISM 1 year, 2 months ago
| selected B, because a SIEMs detection capability is heavily dependent on the data sources. IDS/IPS systems are common data sources for SIEMS,
hence without IDS/IPS as a log source, there would not be any detection capabilities for SIEMs.
upvoted 2 times

E & olaYiMiKa 1 year, 3 months ago
C is best answer.
IPS will not provide timely alert on this
upvoted 2 times

B & Viperhunter 1 year, 11 months ago
A Security Information and Event Management (SIEM) system is designed to provide real-time analysis of security alerts generated by various
hardware and software systems. It can help in the timely detection of security incidents by monitoring and analyzing network and system logs. SIEM
systems are effective in correlating and analyzing data from different sources, providing a comprehensive view of the security landscape and
enabling organizations to respond quickly to potential security threats.
upvoted 1 times

B & Viperhunter 1 year, 11 months ago
A security information and event management (SIEM) system is designed to collect, analyze, and correlate log and event data from various sources
across an organization's network. It can detect anomalies, suspicious activities, and security events that may indicate a security incident. In the
described scenario, a SIEM could have identified the unauthorized changes to the firewall rules and raised alerts for further investigation.

While data loss prevention (DLP) suites (option A) focus on preventing unauthorized data exfiltration, an intrusion prevention system (IPS) (option B)
is designed to block or detect and respond to known and unknown threats. Regular system administrator awareness training (option D) is essential
but may not have immediately identified the specific incident described. SIEM, with its ability to analyze network activities and events, is well-suited
for detecting and responding to such incidents.

upvoted 1 times

E & raymon87 2 years, 3 months ago
Im pretty sure the final and correct answer is C but what about BEST TIMELY IDENTIFICATION? Woudn't that makes the best option B, IPS device,?
SIEM would take longer time to the detection process.
upvoted 3 times
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& & Tixi23 2 years, 1 month ago
| had the same idea... however, you must realize the keyword "identification": this suggests the best answer is the SIEM, which analyzes data from
various sources. Besides, the IPS is focused on prevention (Intrusion Prevention System) not in detection / identification. Therefore, best answer
should be C
upvoted 2 times

B & Jae_kes 2 years, 4 months ago
C. Deploying a security information and event management system (SIEM)
upvoted 1 times

& & richck102 2 years, 5 months ago
C. Deploying a security information and event management system (SIEM)
upvoted 1 times

B & Antonivs 2 years, 9 months ago

Selected Answer: C

The keyword here is "timely identification”
upvoted 2 times


https://www.examtopics.com/user/Tixi23/
https://www.examtopics.com/user/Tixi23/
https://www.examtopics.com/user/Tixi23/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/

Question #68 Topic 1

When establishing metrics for an information security program, the BEST approach is to identify indicators that:

A. support major information security initiatives.
B. reflect the corporate risk culture.
C. reduce information security program spending.

D. demonstrate the effectiveness of the security program.

Suggested Answer: D

Community vote distribution
D (100%)

© & Broesweelies [[TITRRGLS 1 year, 9 months ago
D. demonstrate the effectiveness of the security program. When establishing metrics for an information security program, the BEST approach is to
identify indicators that demonstrate the effectiveness of the security program. These metrics should measure the performance of the security
controls in place, such as incident response time, vulnerability management, compliance with standards and regulations, and the overall
effectiveness of the security program. By using these metrics, the organization can see how well the security program is working and make necessary
adjustments.
upvoted 6 times

& & Viperhunter [TELeate) 11 months, 2 weeks ago
When establishing metrics for an information security program, it is important to focus on indicators that demonstrate the effectiveness of the
security program. These metrics should provide insights into the program's performance, its ability to mitigate risks, and its overall impact on the
organization's security posture. Metrics that demonstrate effectiveness help in assessing the success of security initiatives and provide valuable
information for decision-making and continuous improvement.
upvoted 2 times

B & Viperhunter 11 months, 2 weeks ago
Metrics in an information security program should focus on demonstrating the effectiveness of the security measures and their contribution to the
overall security posture. Effectiveness metrics help assess how well security controls are working, the level of risk reduction achieved, and the
program's ability to meet its objectives. These metrics provide valuable insights for decision-makers and help in continuous improvement efforts.

While supporting major information security initiatives (option A) is important, the primary goal is to measure effectiveness. Reflecting the corporate
risk culture (option B) is important but might not directly measure program effectiveness. Metrics that reduce information security program spending
(option C) may not necessarily align with the goal of demonstrating effectiveness and may not provide a comprehensive view of the security
program's success.

upvoted 1 times

B & richck102 1 year, 5 months ago
D. demonstrate the effectiveness of the security program.
upvoted 1 times

B & Q_K 1 year, 8 months ago

Selected Answer: D

https://www.isaca.org/resources/isaca-journal/issues/2020/volume-6/key-performance-indicators-for-security-governance-part-1
upvoted 2 times

E & Antonivs 1 year, 9 months ago

Selected Answer: D

D, clearly. Effectiveness is the keyword here.
upvoted 1 times
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Question #69 Topic 1

For an organization that provides web-based services, which of the following security events would MOST likely initiate an incident response plan
and be escalated to management?

A. Anti-malware alerts on several employees' workstations
B. Several port scans of the web server
C. Multiple failed login attempts on an employee's workstation

D. Suspicious network traffic originating from the demilitarized zone (DMZ)

Suggested Answer: A

Community vote distribution
D (73%) A (23%) 5%

© & Boats 2 years, 6 months ago
A would depend on the severity of the Anti-malware but does not relate to web-based services. Ports scans happen all of the time. Simeone in my
DMZ where | house my web services would be the most concerning to me.
upvoted 10 times

© & Broesweelies 2 years, 3 months ago
D. Suspicious network traffic originating from the demilitarized zone (DMZ) would MOST likely initiate an incident response plan and be escalated to
management. The DMZ is a network segment that is typically used to host public-facing servers, such as web servers, and it is considered a high-risk
area. Suspicious network traffic originating from the DMZ could indicate that an attacker has breached the perimeter and is attempting to move
laterally through the network, or it could be a sign of a compromise of one of the organization's web-based services. This type of event would be
considered a high-priority incident and would require a rapid response and escalation to management.
upvoted 8 times

E & Marcelus1714 [TEL0e) 1 year, 2 months ago
I'm manager and | would report the D to the management.. If everytime | have some alerts (just alerts, not verified) from anti-malware systems | have
to report my management... | would be fired xD
upvoted 1 times

E & oluchecpoint 1 year, 3 months ago
Suspicious network traffic from the DMZ is a more serious and potentially indicative of a security breach or intrusion attempt. The DMZ is a critical
part of the network that sits between the external (untrusted) network and the internal (trusted) network. Any suspicious activity from this zone
should be treated with utmost seriousness as it may signify a direct attempt to breach the organization's perimeter defenses or compromise the web-
based services.
upvoted 2 times

B & f6acde0 1 year, 5 months ago
Malware on the outside could mean anything. D is the way to go.
upvoted 1 times

B & Viperhunter 1 year, 5 months ago
In the context of an organization providing web-based services, suspicious network traffic originating from the demilitarized zone (DMZ) would be
most likely to initiate an incident response plan and be escalated to management. The DMZ is a critical security zone that separates the internal
network from the external network, and unusual or suspicious traffic in this area could indicate a potential security incident that requires investigation
and response.
upvoted 1 times

E & Viperhunter 1 year, 5 months ago

Selected Answer: D
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In the context of a web-based service provider, suspicious network traffic from the demilitarized zone (DMZ) could indicate a potential security
incident. The DMZ is a critical boundary zone that separates the internal network from the external internet-facing services. Any unusual or
suspicious network activity originating from the DMZ, especially if it suggests unauthorized access or compromise, would typically warrant
immediate attention and activation of the incident response plan. This type of event is often considered more critical and impactful than the other
options listed.

While the other events (anti-malware alerts, port scans, failed login attempts) may be noteworthy and could trigger certain security measures,
suspicious network traffic from the DMZ is more likely to be viewed as a potential serious threat to the organization's web-based services.
upvoted 1 times
B & Perseus_68 1 year, 7 months ago
They are trying to mislead you with web-based services. That doesn't mean that the company doesn't have their own IT infrastructure and malware on
several employees' computers certainly qualifies to raising to an incident.
upvoted 1 times

B & Moddybaba 1 year, 8 months ago
What is antimalware (anti-malware)? Antimalware is a type of software program created to protect information technology (IT) systems and individual
computers from malicious software, or malware. Antimalware programs scan a computer system to prevent, detect and remove malware.

D is obviously the answer.
upvoted 1 times

E & oluchecpoint 1 year, 8 months ago
D. Suspicious network traffic originating from the demilitarized zone (DMZ).

Suspicious network traffic from the DMZ is a more serious and potentially indicative of a security breach or intrusion attempt. The DMZ is a critical
part of the network that sits between the external (untrusted) network and the internal (trusted) network. Any suspicious activity from this zone
should be treated with utmost seriousness as it may signify a direct attempt to breach the organization's perimeter defenses or compromise the web-
based services.

While the other events listed (A, B, and C) could be important and may require investigation, they are typically of lower severity compared to
suspicious traffic from the DMZ. Anti-malware alerts, port scans, and failed login attempts are relatively common and may not necessarily indicate an
ongoing security breach, although they should still be monitored and investigated as part of regular security operations.

upvoted 1 times

B & david124 1 year, 9 months ago
clearly D
look at the wording of the question, please don't post a vote until you do research
upvoted 2 times

E & Goseu 1 year, 9 months ago
If its something its A . Although its irrelevant to web servers.
upvoted 1 times

B & Jae_kes 1 year, 10 months ago

Selected Answer: D

D. Suspicious network traffic originating from the demilitarized zone (DMZ).

Suspicious network traffic originating from the DMZ can indicate unauthorized access attempts or potentially malicious activity targeting the
organization's web-based services. This type of event raises concerns about the security and integrity of the web server and the potential impact on
the organization's operations, data, and customer information.

upvoted 1 times

B & sedardna 1 year, 11 months ago
No se escala nada hasta que no se valora, luego A
upvoted 1 times

B & richck102 1 year, 11 months ago
D. Suspicious network traffic originating from the demilitarized zone (DMZ)
upvoted 1 times
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E & mad68 1 year, 11 months ago

Selected Answer: D

Suspicious network traffic originating from the demilitarized zone (DMZ): Suspicious network traffic originating from the DMZ is a significant event
that could indicate an attempted or ongoing attack on the organization's web-based services. This event would likely initiate an incident response
plan and be escalated to management.
upvoted 1 times
E & cangurer 2 years, 1 month ago
Ais correct, in order to start incident response you have to be sure that there is an incident. Suspicious traffic needs to be checked first.

upvoted 2 times
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Question #70 Topic 1

An information security manager is implementing a bring your own device (BYOD) program. Which of the following would BEST ensure that users
adhere to the security standards?

A. Publish the standards on the intranet landing page.
B. Deploy a device management solution.
C. Establish an acceptable use policy.

D. Monitor user activities on the network.

Suggested Answer: C

Community vote distribution
C (51%) B (49%)

© & DASH_v 2 years, 5 months ago
Questions to ask the IM manager,
1. If i don't have a policy but a MDM - would | be able to ensure security?
2. If i have a policy but not a MDM - would | be able to ensure seucurity?

| would say the likelihood of saying Yes 1 more over than 2, technincal control is generally more effective than administrative controls in the real
world.
upvoted 9 times

O & 7atfses ([EIEEA) 3 months, T week ago
B automatically enforces policy via a centrally managed software solution, where as with C you're relying on employee adherence to a policy without
any certainty its being followed
upvoted 1 times

B & 1j22H1 5 months, 3 weeks ago
This was a hard answer to agree upon because both B and C can be the correct answer. | went with B based on the assumption that the device was
personal:
It depends on who owns and controls the device in a BYOD (Bring Your Own Device) program.

If users are using personal devices, deploying MDM (Mobile Device Management) (B) becomes the best option because security controls need to be
enforced remotely without direct corporate ownership of the device.

If it's a corporate-issued device, then an acceptable use policy (AUP) (C) might be sufficient, as the organization has full control over security settings
and can directly manage compliance.

Since the question is asking about ensuring users adhere to security standards, deploying MDM is the strongest choice, as it applies security
measures automatically, regardless of the user's personal compliance behavior.
upvoted 1 times

B & Lexsalleon 7 months, 1 week ago
In my opinion, | also more confident to the answer C. It is important to monitor by tool. But first, policy always come first before standard.
upvoted 3 times

B & Josefd4CISM 10 months ago
It a tough choice between B and C - but in the end there is one important thing to mention:
In security its always FIRST document, then ACT.
To express requirements and expectations to the user, a security manager has to develop an AUP first, before implementing technical controls like a
MDM solution. If the security manager implements an MDM first, before formally expressing the organizations requirements, user might feel
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confused as the MDM solution might restrict them in their daily work.
Therefore, answer C is right.
upvoted 3 times
B & Rio42 11 months, 1 week ago
If the employee wants to utilize the privilege of BYOD, the policy is already acceptable. The device management tool ensures that risk communicated
by the "Risk Assessment" are best managed for policy adherence.
upvoted 2 times

E & ServerBrain 1 year ago
It's not a corporate device, it's a user's device. You can't completely take control and manage personal devices through MDM.
upvoted 2 times

B & vassof95 1 year, 2 months ago
It is B as an AUP would heavily rely on a voluntary or trust-based compliance.
A technical solution would provide the means to enforce any security standards posed by the policy.
upvoted 1 times

E & Cyber_Soter 1 year, 4 months ago
| think the key word in the question is "adhere" the ONLY thing that would do this is C deploy and MDM. An AUP is also a must but it won't make users
"adhere to the security standards.
upvoted 3 times

B & yottabyte 1 year, 7 months ago
The questions ask for a deterrent control for the users to abide by. Standards are created from policies so Policies is the correct answer, if the
question leans towards a corrective control then it will be MDM. Question clearly states what has to be done on the user side so that the user abide
by the standards, it will be policy.
upvoted 4 times

B & nuel_12 1 year, 7 months ago
C is the best choice, we need to understand that this is managerial position, and the most thing is policy has to be establish first, then the next is how
it will be implemented now MDM comes it which are works for engineer.
upvoted 3 times

E & ElDirec 1 year, 8 months ago
B - they are talking about standards not policies. Also the word "ensure” means "make them"comply, while an AUP, would "trust they do"
upvoted 4 times

& & AlexJacobson 1 year, 11 months ago
Modern tendencies tend to encourage implementing MDM for BYOD, as that's the only way to guarantee adherence to standards. BTW, the questions
also says "standards", not "policies" so AUP is also not as relevant here. You are enforcing security standards (and policies if you have them) via
MDM.
upvoted 3 times

B & Cyberbug2021 1 year, 11 months ago
we just agree to disagree :)
upvoted 2 times

B & Viperhunter 1 year, 11 months ago
Deploying a device management solution is the most effective way to ensure that users adhere to security standards in a bring your own device
(BYOD) program. A device management solution allows the organization to enforce security policies, monitor compliance, and remotely manage and
secure devices that are used to access organizational resources. This ensures that devices conform to security standards and reduces the risk of
security incidents associated with BYOD.
upvoted 3 times
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E & Viperhunter 1 year, 11 months ago
Implementing a device management solution allows the organization to enforce security standards on the devices that connect to the corporate
network. This can include features such as device authentication, encryption, remote wiping capabilities, and other security controls. By deploying a
device management solution, the organization can have better control over the security posture of devices used in the BYOD program.

While publishing standards on the intranet (option A) and establishing an acceptable use policy (option C) are important communication measures,

they may not guarantee adherence. Monitoring user activities on the network (option D) is reactive and may not proactively enforce security

standards. A device management solution provides a more proactive and effective means of ensuring adherence to security standards for BYOD.
upvoted 2 times

B & acf4e9a 2 years ago
It is very straightforward. To make an user adhere to standard must have an acceptable use policy which they are supposed to abide by. The policies
can be imported into device management solution as a technical control to ensure the policy is enforced thus answer C should be appropriate and
should already include option B.
upvoted 3 times

& & Cyberbug2021 1 year, 11 months ago
without B can not enforce C
upvoted 3 times
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Question #71 Topic 1

When monitoring the security of a web-based application, which of the following is MOST frequently reviewed?

A. Audit reports
B. Access logs
C. Access lists

D. Threat metrics

Suggested Answer: B

Community vote distribution
B (89%) 1%

B & Endy007 1 year, 1 month ago
Could you kindly clarify from which section of the CISM exam questions are expected? In other words, which question numbers correspond to the
current section being addressed? I'm seeking assistance from someone who has taken the exam and can provide guidance on this matter.
upvoted 1 times

& & usercism007 11 months, 2 weeks ago
This question is from Domain 3 and Domin 4 combined.
upvoted 1 times

B & oluchecpoint 1 year, 3 months ago
Access logs are the most frequently reviewed when monitoring the security of a web-based application because they provide valuable real-time
information about user activity and potential security threats.
upvoted 1 times

E & Viperhunter 1 year, 5 months ago
Access logs provide a detailed record of activities related to user access, including login attempts, resource access, and other relevant events.
Monitoring access logs is a common practice in web application security to identify any suspicious or unauthorized activities. It helps in detecting
potential security incidents, such as unauthorized access attempts, unusual patterns of behavior, or potential exploitation of vulnerabilities.

While audit reports (option A) may provide a broader overview of security-related events, access logs are more specific to user interactions with the
web application. Access lists (option C) are typically associated with network security and may not be as directly relevant to web application
monitoring. Threat metrics (option D) can be important but may not be as frequently reviewed as access logs for day-to-day monitoring.

upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
A
Access logs are the most frequently reviewed when monitoring the security of a web-based application because they provide valuable real-time
information about user activity and potential security threats.
upvoted 1 times

& & oluchecpoint 1 year, 8 months ago
Correction!!!
B. Access logs
upvoted 1 times

© & richck102 1 year, 11 months ago
B. Access logs
upvoted 2 times

& & STUDYER2 2 years, 3 months ago
what is access list?
upvoted 1 times

E & Antonivs 2 years, 3 months ago

Selected Answer: B
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B is correct
upvoted 1 times
© & dark7ness 2 years, 6 months ago
B is correct
upvoted 1 times

& & Cytrail 2 years, 6 months ago
Logs should be reviewed often not reports. Reports are generated as needed, logs are aggregated on the fly.
upvoted 4 times

& & MSKid 2 years, 7 months ago

Selected Answer: A

Access Logs are viewed more than the offered answers. Some support from CISM AlO 2nd under Logging
upvoted 1 times

© & CharlesL 2 years, 4 months ago
2772 But you chose A
upvoted 1 times
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Question #72 Topic 1

Which of the following is the MOST effective way for an information security manager to ensure that security is incorporated into an organization's
project development processes?

A. Develop good communications with the project management office (PMO).
B. Participate in project initiation, approval, and funding.
C. Conduct security reviews during design, testing, and implementation.

D. Integrate organization's security requirements into project management.

Suggested Answer: D

Community vote distribution
D (100%)

B & olaYiMiKa 1 year, 3 months ago
This will ensure security is incorporated from the commencement of the project
upvoted 1 times

E & Viperhunter 1 year, 11 months ago
By integrating security requirements into the overall project management processes, the organization ensures that security considerations are woven
into every stage of the project lifecycle. This includes project initiation, planning, execution, monitoring, and closure. It involves embedding security
into project requirements, design, testing, implementation, and ongoing maintenance. This approach promotes a proactive and holistic approach to
security within the project development processes.

While developing good communications with the project management office (PMO) (option A), participating in project initiation, approval, and funding
(option B), and conducting security reviews during design, testing, and implementation (option C) are important activities, integrating security
requirements directly into project management processes is the overarching strategy that influences and guides these activities.

upvoted 3 times

E & richck102 2 years, 5 months ago
D. Integrate organization's security requirements into project management.
upvoted 1 times

E & Antonivs 2 years, 9 months ago

Selected Answer: D

D first, C later
upvoted 2 times

E & MSKid 3 years ago

D is the most effective because its farther reaching than C.
upvoted 4 times
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Question #73 Topic 1

Which of the following provides the MOST relevant information to determine the overall effectiveness of an information security program and
underlying business processes?

A. SWOT analysis
B. Industry benchmarks
C. Cost-benefit analysis

D. Balanced scorecard

Suggested Answer: D

Community vote distribution
D (100%)

& & sphenixfire 1 year, 1 month ago
The balanced scorecard (BSC) is a management tool that is used to measure the performance and effectiveness of an organization. The balanced
scorecard is used to determine how well an organization can fulfill its mission and strategic objectives and how well it is aligned with overall
organizational objectives.
upvoted 4 times

B & oluchecpoint 1 year, 2 months ago
D.
The Balanced Scorecard is a strategic performance management framework that measures and manages an organization's performance from
multiple perspectives, including financial, customer, internal processes, and learning and growth. In the context of information security, it allows
organizations to assess the effectiveness of their security measures and how well they align with the broader business objectives.
upvoted 1 times

& & oluchecpoint 1 year, 2 months ago
While the other options (SWOT analysis, industry benchmarks, and cost-benefit analysis) can provide valuable insights, the Balanced Scorecard is
a comprehensive framework that covers a broader range of factors and perspectives. It allows organizations to assess not only the financial
aspects of security but also how it aligns with customer satisfaction, internal processes, and organizational growth, making it the most relevant
choice for evaluating the overall effectiveness of an information security program and underlying business processes.
upvoted 1 times

E & Awkspikey 1 year, 5 months ago

Balanced scorecard
upvoted 1 times

& & richck102 1 year, 5 months ago

D. Balanced scorecard
upvoted 1 times
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Question #74 Topic 1

An organization finds unauthorized software has been installed on a number of workstations. The software was found to contain a Trojan, which
had been uploading data to an unknown external party. Which of the following would have BEST prevented the installation of the unauthorized
software?

A. Banning executable file downloads at the Internet firewall
B. Implementing an intrusion detection system (IDS)
C. Implementing application blacklisting

D. Removing local administrator rights

Suggested Answer: D

Community vote distribution
D (75%) C (25%)

B & Gowtham2614 10 months, 3 weeks ago
Application white listing
upvoted 1 times

E & oluchecpoint 1 year, 3 months ago
D.
Removing local administrator rights is a proactive security measure that can significantly reduce the risk of unauthorized software installations and is
considered a best practice in security hygiene.
upvoted 3 times

B & Learner76 1 year, 5 months ago
D, remove local admin prevent installation of tools. Not C as you can't blacklist what you don't know. Unless is blocked all and use whitelist policy
upvoted 2 times

B & sphenixfire 1 year, 8 months ago
sure d
upvoted 1 times

& & oluchecpoint 1 year, 8 months ago
D.
Removing local administrator rights is a proactive security measure that can significantly reduce the risk of unauthorized software installations and is
considered a best practice in security hygiene.
upvoted 1 times

B & drewl25 1 year, 9 months ago
To best prevent the installation of unauthorized software that contains a Trojan and uploads data to an unknown external party, the organization
should implement application blacklisting.

Application blacklisting is a security control that involves identifying and blocking specific applications or software from being installed or executed
on workstations or devices within the organization's network. It maintains a list of unauthorized or high-risk applications that are prohibited from
being installed or run.

By implementing application blacklisting, the organization can prevent the installation of unauthorized software by blocking the specific software or
applications known to be high-risk or unauthorized. This control helps protect against malicious software, such as Trojans, that can compromise the
security of the organization's systems and data.

upvoted 2 times

& & odus1 1 year, 8 months ago
Is better to say whitelisting than bkacklisting because you can't know all malicious applications. In other words, block all with exceptions.
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upvoted 6 times
& & richck102 1 year, 11 months ago
D. Removing local administrator rights
upvoted 1 times

& & Antonivs 2 years, 3 months ago
D first, then C
upvoted 2 times

= & Broesweelies 2 years, 3 months ago
D. Removing local administrator rights would have BEST prevented the installation of the unauthorized software. This would have limited the ability of
the Trojan to install itself on the workstations by limiting the user's ability to install software without proper approval.
upvoted 4 times
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Question #75 Topic 1

When developing a tabletop test plan for incident response testing, the PRIMARY purpose of the scenario should be to:

A. measure management engagement as part of an incident response team.
B. provide participants with situations to ensure understanding of their roles.
C. give the business a measure of the organization's overall readiness.

D. challenge the incident response team to solve the problem under pressure.

Suggested Answer: B

Community vote distribution
B (80%) C (20%)

B & edmamol 7 months, 1 week ago

Selected Answer: C

When developing a tabletop test plan for incident response testing, the PRIMARY purpose of the scenario should be to:
Evaluate the effectiveness of the organization's incident response processes and identify gaps in coordination, communication, and decision-making.

Why This Is the Correct Purpose:
A tabletop exercise is a discussion-based simulation where team members walk through their roles during a hypothetical incident.

The goal is not to test technical controls, but to:

Validate incident response procedures

Assess roles and responsibilities

Improve communication and coordination

Identify policy or process gaps before a real incident occurs

) Pro Tip:
Well-crafted tabletop scenarios should:

Be realistic and relevant to your organization (e.g., ransomware, insider threat, cloud breach)
Involve cross-functional teams (1T, legal, PR, HR, execs)
Include injects that test decision-making under pressure

Lead to an after-action report with lessons learned and action items
upvoted 1 times

B & 1899f17 11 months, 1 week ago
C. give the business a measure of the organization's overall readiness.
upvoted 1 times

B & AlexJacobson 1 year, 3 months ago

Selected Answer: B

"The primary purpose of SCENARIO" is what pointed me to B. If it was less direct and more vague asking, for example, "the primary purpose of the
tabletop exercise", then C would make more sense.
upvoted 1 times

= & Cyberbug2021 1 year, 5 months ago

Selected Answer: B
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The PRIMARY purpose of the scenario in a tabletop test plan for incident response testing is B. provide participants with situations to ensure
understanding of their roles.

Tabletop exercises are a valuable tool for testing an organization's incident response plan and ensuring that team members understand their roles
and responsibilities. By walking through hypothetical incident scenarios, participants can practice their communication, coordination, and decision-
making skills under simulated pressure.

upvoted 2 times

& & Cyberbug2021 1 year, 5 months ago
D. Challenge the team to solve the problem under pressure: While tabletop exercises should be challenging, the primary goal is to provide a
learning experience for the team, not to create a stressful or adversarial environment.
upvoted 1 times

& & Cyberbug2021 1 year, 5 months ago
C. Give the business a measure of overall readiness: A tabletop exercise can provide some insights into overall readiness, but it is not a
comprehensive assessment. Other testing methods, such as penetration tests and vulnerability scans, are also necessary.
upvoted 1 times

& POWNED 1 year, 5 months ago
Tabletop exercises are used to clarify roles and responsibilities and to identify additional campus mitigation and preparedness needs. Answer is B
upvoted 1 times

& Viperhunter 1 year, 5 months ago

While all the options are relevant to incident response testing, the primary goal of a tabletop exercise is to assess and improve the organization's
overall readiness to respond to incidents. The scenario should simulate a realistic incident to evaluate how well the incident response team and other
stakeholders can effectively respond, communicate, and coordinate actions in a controlled environment. This helps identify strengths, weaknesses,
and areas for improvement in the incident response plan and procedures.

The exercise can also provide participants with situations to ensure understanding of their roles (Option B) and challenge the incident response team
to solve the problem under pressure (Option D), but the overarching goal is to assess the organization's readiness and improve its ability to respond
effectively to incidents.

upvoted 1 times

& richck102 1 year, 11 months ago

Selected Answer: B

B. provide participants with situations to ensure understanding of their roles.
upvoted 1 times
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Question #76 Topic 1

Which of the following is MOST important for an information security manager to consider when identifying information security resource
requirements?

A. Availability of potential resources
B. Information security incidents
C. Current resourcing levels

D. Information security strategy

Suggested Answer: D

Community vote distribution
D (83%) A (17%)

S & mohito5 [[TITEEZLY 1 vear, 11 months ago
(C) Current resourcing levels
upvoted 6 times

& & Ziggybooboo 1 year, 11 months ago
Why not A, availability of resources?
upvoted 2 times

© & Uncle_Lucifer [TEL1e) 11 months ago

how can you have requirements without identifying the resources?
upvoted 1 times

& & Uncle_Lucifer 11 months ago
I made a little mistake.
The first step of action is identifying resources, however, the most important is security strategy.
Answeris D
upvoted 2 times

E & Learner76 11 months, 2 weeks ago
If looking at resource requirements, why are we not looking at current resource level?
upvoted 2 times

B & richck102 1 year, 5 months ago
D. Information security strategy
upvoted 1 times

E & Broesweelies 1 year, 9 months ago
D. Information security strategy is the MOST important for an information security manager to consider when identifying information security
resource requirements, according to ISACA. The information security strategy outlines the organization's goals and objectives for protecting its
information assets and provides a framework for identifying and prioritizing resource needs.
upvoted 4 times

© & Prospect57 1 year, 9 months ago

Selected Answer: D

D. To identify the resources you need to meet information security requirements, you need to align to the overall information security strategy.
upvoted 1 times
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Question #77 Topic 1

Which of the following is the MAIN benefit of performing an assessment of existing incident response processes?

A. Validation of current capabilities
B. Benchmarking against industry peers
C. Prioritization of action plans

D. Identification of threats and vulnerabilities

Suggested Answer: A

Community vote distribution
A (100%)

B & Vishalgupta26 10 months, 3 weeks ago
This option is correct because the primary purpose of assessing existing incident response processes is to evaluate how well the organization can
detect, respond to, and recover from security incidents. It helps identify any gaps, weaknesses, or inefficiencies in the current processes, validating
the organization's preparedness and capabilities in handling security incidents effectively.
upvoted 3 times

E & Viperhunter 11 months, 2 weeks ago
While all the options are valuable aspects of incident response assessments, the primary purpose is to validate and understand the current
capabilities of the organization's incident response processes. This involves evaluating the effectiveness of the existing incident response plan,
procedures, and team in detecting, responding to, and mitigating security incidents.

The assessment may involve benchmarking against industry peers (Option B), prioritizing action plans (Option C), and identifying threats and
vulnerabilities (Option D) as part of the overall process. However, the primary goal is to ensure that the organization's incident response processes
are effective and aligned with its security objectives. This helps in identifying areas for improvement, addressing gaps, and enhancing the overall
incident response capability.

upvoted 1 times

B & richck102 1 year, 5 months ago

A. Validation of current capabilities
upvoted 2 times
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Question #78 Topic 1

Which of the following BEST describes a buffer overflow?

A. A type of covert channel that captures data
B. A function is carried out with more data than the function can handle
C. Malicious code designed to interfere with normal operations

D. A program contains a hidden and unintended function that presents a security risk

Suggested Answer: B

Community vote distribution
B (100%)

E & Viperhunter 11 months, 2 weeks ago
A buffer overflow occurs when a program writes more data to a block of memory, or buffer, than it was allocated to hold. This can lead to overwriting
adjacent memory areas, potentially causing unpredictable behavior, crashes, or security vulnerabilities. In the context of security, attackers may

exploit buffer overflows to execute arbitrary code, inject malicious payloads, or compromise the integrity of the affected system.
upvoted 3 times

& & richck102 1 year, 5 months ago

B. A function is carried out with more data than the function can handle
upvoted 1 times
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Question #79 Topic 1

Which of the following is the MOST important consideration when selecting members for an information security steering committee?

A. Information security expertise
B. Tenure in the organization
C. Business expertise

D. Cross-functional composition

Suggested Answer: D

Community vote distribution
D (71%) A (24%) 6%

O & dark_3k03r ([[TITTERL) 2 years ago
The Correct Answer is D because an information Security Steering Committee is composed of the following members:
The chief information security officer (CISO)
The chief information officer (CIO)
The chief operating officer (CO0)
The chief financial officer (CFO)
The general counsel
Representatives from key business units
Representatives from key functional areas (i.e. human resources, IT, and legal)
and the only answer that hs this is D.

Rationale:
A. Is limited to only one group
B. Doesn't have enough diversity
C. Tenure doesn't say anything about diversity
D. This is the correct answer since cross-functional composition is the practice of assembling a team with members from different functional areas
or departments within an organization.
upvoted 9 times

O & 1899117 [IEIRRe) 11 months, 1 week ago
C. Business expertise
upvoted 1 times

B & oluchecpoint 1 year, 3 months ago
Without individuals with strong information security expertise on the committee, it may struggle to make informed decisions and effectively protect
the organization's sensitive information and systems.
upvoted 1 times

© & Viperhunter 1 year, 5 months ago
While information security expertise (Option A) is valuable, having members with business expertise is crucial for the success of an information
security steering committee. Information security is not just a technical concern; it is also a business risk that needs to be aligned with overall
organizational goals and strategies. Committee members with a strong understanding of the organization's business operations, priorities, and
objectives can better integrate information security into the broader business context.

Tenure in the organization (Option B) may bring institutional knowledge but does not necessarily guarantee the necessary expertise or alignment with
business goals. Cross-functional composition (Option D) is important as it ensures diverse perspectives, but business expertise is still a critical
factor for effective decision-making related to information security within the organization.

upvoted 1 times

& & oluchecpoint 1 year, 8 months ago
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A. Information security expertise

While all the options listed are valuable qualities for committee members, information security expertise is the most critical factor when it comes to
ensuring that the committee can effectively address and make decisions about security-related issues. Information security is a specialized field that
requires a deep understanding of the evolving threat landscape, best practices, compliance requirements, and risk management strategies. Without
individuals with strong information security expertise on the committee, it may struggle to make informed decisions and effectively protect the
organization's sensitive information and systems.

That said, a well-rounded committee should ideally also include members with business expertise (to align security initiatives with organizational
goals), cross-functional composition (to represent various parts of the organization), and tenure in the organization (to provide historical context).
However, these qualities should complement the primary criterion of information security expertise.

upvoted 1 times

& Akam 1 year, 9 months ago
For me it's A. If you don't have knowledgeable information security personnel, then it doesn't matter who will be included in this commitee.
upvoted 1 times

& Nillanash 1 year, 10 months ago
D-Cross functional composition will enable the steering committee to better represent the organization.
upvoted 2 times

& richck102 1 year, 11 months ago
D. Cross-functional composition
upvoted 1 times

& jaiz 2 years, 2 months ago
D. Various stakeholders should involve as committee member
upvoted 1 times

& Antonivs 2 years, 3 months ago
D, people from different areas is key
upvoted 2 times

& Broesweelies 2 years, 3 months ago
A. Information security expertise is the MOST important consideration when selecting members for an information security steering committee. The
primary role of the information security steering committee is to provide oversight and guidance to ensure that the organization's information security
goals are met. To do this effectively, the members of the committee should have a strong understanding of information security concepts, risks, and
best practices.
B, C, and D are also important considerations, as tenure in the organization can bring valuable institutional knowledge and experience, business
expertise ensures that security decisions align with the organization's overall goals, and cross-functional composition ensures that different
perspectives and concerns are considered. But the foremost important is the knowledge of information security.

upvoted 3 times

& & AlexJacobson 1 year, 3 months ago
No, it is not. Representation of various departments and business functions is the key when building a strong steering committee.
upvoted 1 times

& MSKid 2 years, 6 months ago

Selected Answer: D

The committee needs to come from different organization staff from multiple business levels
upvoted 2 times
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Question #80 Topic 1

Which of the following BEST validates that security controls are implemented in a new business process?

A. Verify the use of a recognized control framework
B. Review the process for conformance with information security best practices
C. Benchmark the process against industry practices

D. Assess the process according to information security policy

Suggested Answer: A

Community vote distribution
D (97%)

& & Cytrail 2 years ago

Pure D

upvoted 10 times

© & Certshooter [T IRLEZLY 1 year, 12 months ago
Must be D.
upvoted 6 times

© & Vishalgupta26 10 months, 3 weeks ago
This is the most effective approach because it directly ties the implementation of security controls to the organization's established security policy.
By assessing the process against the defined security policy, the organization ensures that the controls are aligned with its security requirements,
regulatory obligations, and overall security objectives.
upvoted 1 times

B & peelu 10 months, 3 weeks ago
Assessing the process against the organization's information security policy ensures that security controls are aligned with the organization's specific
requirements and standards.
upvoted 1 times

E & Viperhunter 11 months, 2 weeks ago
Assessing the process against the organization's information security policy ensures that security controls are aligned with the organization's specific
requirements and standards. It provides a direct evaluation of whether the implemented controls meet the organization's expectations for
safeguarding information.

While using a recognized control framework (Option A) and reviewing the process for conformance with information security best practices (Option
B) are important, directly assessing the process against the organization's information security policy is a more specific and targeted approach.
Benchmarking the process against industry practices (Option C) may provide valuable insights, but it does not necessarily ensure alignment with the
organization's specific security policy and requirements.

upvoted 2 times

E & Learner76 11 months, 2 weeks ago
Does paid "Contributor Access" explain why it is A?
upvoted 1 times

B & oluchecpoint 1 year, 2 months ago
D. Assess the process according to information security policy

The best way to validate that security controls are implemented in a new business process is to assess the process according to the organization's
information security policy. This approach ensures that the security controls are aligned with the specific security requirements and standards
established by the organization itself.

upvoted 2 times
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E & todush 1 year, 2 months ago
Certainly not A. A "recognized control framework" doesn't meant that it fits the objectives of the organization. The information security policy does,
so response D is the only correct response.
upvoted 1 times

& & rugerfan17 1 year, 5 months ago

Selected Answer: D

D. Does the process align to the security policy

upvoted 2 times

& & Monkey2173 1 year, 5 months ago

Selected Answer: A

When the company already aligns to a control framework, verifying that business processes are using it ensures they would focus effort in the right

direction
upvoted 1 times

& & richck102 1 year, 5 months ago
D. Assess the process according to information security policy
upvoted 2 times

& & dedfef 1 year, 7 months ago
Selected Answer: D
I like D
upvoted 1 times

& & jaiz 1 year, 8 months ago
Selected Answer: D

To validate basically we need to perform an assessment
upvoted 1 times

= & Antonivs 1 year, 9 months ago

Selected Answer: D
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upvoted 3 times

& & Prospect57 1 year, 9 months ago

Selected Answer: D

D looks like the best answer here.
upvoted 3 times

© & Broesweelies 1 year, 9 months ago

Selected Answer: D

D. Assess the process according to information security policy would BEST validate that security controls are implemented in a new business
process. By assessing the process against the organization's own information security policy, it ensures that the controls implemented align with the
organization's overall security stance and meet their specific requirements.

upvoted 6 times

© & MyKasala 1 year, 10 months ago

Selected Answer: D

Answer D
upvoted 4 times
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Question #81 Topic 1

Which of the following is the MOST effective way for an organization to ensure its third-party service providers are aware of information security
requirements and expectations?

A. Including information security clauses within contracts
B. Auditing the service delivery of third-party providers
C. Providing information security training to third-party personnel

D. Requiring third parties to sign confidentiality agreements

Suggested Answer: A

Community vote distribution
A (75%) C (25%)

© & POWNED CFIIIERE 1 year, 3 months ago
The third party could have 100s to 1000s of customers. They are not going to waist thier man hours getting trained on the security requirements of a
single customer. Easy answer... A
upvoted 6 times

O & kipling [TEIENNE) 1 year, 3 months ago

Answer is A

Including information security clauses within contracts is the most effective way for an organization to ensure its third-party service providers are
aware of information security requirements and expectations. By explicitly outlining information security requirements and expectations within
contracts, organizations establish clear guidelines and obligations for third-party providers to adhere to. These clauses may cover aspects such as
data protection, confidentiality, access controls, incident response procedures, and compliance with relevant regulations.

While auditing the service delivery of third-party providers (Option B), providing information security training to third-party personnel (Option C), and

requiring third parties to sign confidentiality agreements (Option D) are all important measures, including information security clauses within

contracts establishes a formal agreement and legal framework that explicitly addresses information security concerns and responsibilities.
upvoted 3 times

B & AlexJacobson 1 year, 3 months ago
" are AWARE of information security requirements and expectations". AWARE is the key word, so when you sign a contract, you make them legally
aware by adding infosec clauses to the contract. You don't just go and train them, ffs. :)
upvoted 2 times

B & Viperhunter 1 year, 5 months ago
While including information security clauses within contracts (Option A) and auditing the service delivery of third-party providers (Option B) are
important aspects of managing third-party security, providing information security training to third-party personnel is a proactive measure to ensure
that individuals involved in service delivery understand and adhere to the organization's specific information security requirements. Training helps
build awareness, knowledge, and compliance with security policies and practices.

Requiring third parties to sign confidentiality agreements (Option D) is relevant for protecting sensitive information but may not cover the breadth of
information security requirements. Information security training directly addresses the need for education and awareness among the personnel
responsible for delivering services.

upvoted 2 times

© & AlexJacobson 1 year, 3 months ago
It's A. As | said, ChatGPT can EASILY give you wrong answers.
upvoted 1 times

& & Aaron$1990 1 year, 7 months ago

Selected Answer: C

Surely C? Realistically you probably wouldn't do it but I'd say it's the MOST effective way.
Ais also a good answer but having stuff written on a contract isn't as good as taking everyone through training.
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upvoted 1 times
B & todush 1 year, 9 months ago
In the real life, including information security clauses within contracts (response A) is mandatory but doesn't ensure that the provider will follow up.
Only a due audit can ensure it (response B).
upvoted 1 times

& & AlexJacobson 1 year, 3 months ago
AWARE is the key word. You're making them legally aware through the contract and what's inside of it. So A is the best answer, IMO.
upvoted 1 times

© & richck102 1 year, 11 months ago
A. Including information security clauses within contracts
upvoted 3 times

© & Antonivs 2 years, 3 months ago

Selected Answer: A

A, easy one
upvoted 3 times
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Question #82 Topic 1

The MOST important reason to use a centralized mechanism to identify information security incidents is to:

A. comply with corporate policies
B. detect threats across environments
C. prevent unauthorized changes to networks

D. detect potential fraud

Suggested Answer: B

Community vote distribution
B (89%) 1%

B & Jess20 1 year ago
Centralized mechanism to...= SIEM
upvoted 1 times

B & oluchecpoint 1 year, 9 months ago

Selected Answer: B

B. detect threats across environments

While the other options (A, C, and D) are also important considerations in information security, the primary purpose of a centralized incident
identification mechanism is to detect and respond to security threats and incidents consistently across an organization's various environments and
systems. This helps in early threat detection and minimizing the potential impact of security incidents. Compliance with corporate policies,
preventing unauthorized changes, and detecting potential fraud are important goals as well, but they are often secondary to the central goal of
identifying and mitigating security threats.

upvoted 1 times

© & Viperhunter 1 year, 11 months ago
A centralized mechanism for identifying information security incidents provides a holistic and integrated approach to monitoring and detecting
threats across different environments within an organization. This allows for a comprehensive view of security events and potential incidents across
various systems, networks, and applications. Centralization enhances the organization's ability to correlate and analyze information from multiple
sources, providing a more accurate and timely detection of security incidents.

While compliance with corporate policies (Option A), preventing unauthorized changes to networks (Option C), and detecting potential fraud (Option
D) are important considerations, the primary emphasis of a centralized mechanism is on effectively identifying and responding to security incidents
across the organization's diverse IT landscape.

upvoted 1 times

& & oluchecpoint 2 years, 2 months ago
B. detect threats across environments

While the other options (A, C, and D) are also important considerations in information security, the primary purpose of a centralized incident
identification mechanism is to detect and respond to security threats and incidents consistently across an organization's various environments and
systems. This helps in early threat detection and minimizing the potential impact of security incidents. Compliance with corporate policies,
preventing unauthorized changes, and detecting potential fraud are important goals as well, but they are often secondary to the central goal of
identifying and mitigating security threats.

upvoted 2 times

B & Awkspikey 2 years, 5 months ago

Selected Answer: B

detect threats across environments
upvoted 3 times

© & DASH_v 2 years, 5 months ago
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B for sure
upvoted 3 times
& & richck102 2 years, 5 months ago
A. comply with corporate policies
upvoted 1 times

& & DERCHEF2009 2 years, 5 months ago
Wrong! Correlation is the keyword ( SIEM )
upvoted 2 times
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Question #83 Topic 1

Which of the following should be done FIRST when establishing security measures for personal data stored and processed on a human resources
management system?

A. Conduct a vulnerability assessment.
B. Move the system into a separate network.
C. Conduct a privacy impact assessment (PIA).

D. Evaluate data encryption technologies.

Suggested Answer: C

Community vote distribution
C (63%) B (25%) 13%

B & 1j22H1 5 months, 3 weeks ago
A Privacy Impact Assessment (PIA) should be conducted first to define the necessary privacy protections and ensure compliance with data
regulations. Then, a vulnerability assessment follows to address technical weaknesses in securing that personal data.

Think of it like building a secure house:
PIA (Privacy Assessment) — Foundation & Design — Ensures the structure complies with safety codes and privacy requirements.
Vulnerability Assessment — Security Reinforcement — Checks for weaknesses like unlocked doors, exposed windows, or faulty locks.

Each assessment has a distinct purpose, but performing them in the right order ensures security measures align with both technical and privacy
needs.
upvoted 1 times

E & GAAMMC 9 months, T week ago
How can you conduct a PIA before you know the vulnerability?
upvoted 1 times

B & GAAMMC 9 months, 1 week ago
How can you conduct a PIA before you know the vulnerability?
upvoted 1 times

E & Viperhunter 11 months, 2 weeks ago
Conducting a privacy impact assessment (PIA) is a crucial initial step to identify and assess the potential privacy risks and impacts associated with
the processing of personal data on the human resources management system. A PIA helps organizations understand the privacy implications of their
data processing activities and ensures that adequate security measures are implemented to protect personal information.

While other options such as conducting a vulnerability assessment (Option A), evaluating data encryption technologies (Option D), and considering
network segmentation (Option B) are important aspects of securing personal data, conducting a PIA is a fundamental and proactive measure to
address privacy concerns and compliance requirements from the outset.

upvoted 1 times

& & sphenixfire 1 year, 1 month ago

Selected Answer: C

would say ¢
upvoted 1 times

B & oluchecpoint 1 year, 2 months ago
C. Conduct a privacy impact assessment (PIA).
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A privacy impact assessment (PIA) is a crucial initial step in understanding the potential risks and privacy implications of processing personal data.
It helps identify and assess privacy risks associated with the system, including how personal data is collected, used, stored, and shared. This
assessment informs the development of appropriate security measures.

After conducting a PIA, you can then proceed with other security measures such as conducting a vulnerability assessment (A), evaluating data
encryption technologies (D), and considering network segmentation (B) to enhance the security of the system. However, understanding the privacy
risks and requirements through a PIA is essential for making informed decisions about the security measures that need to be implemented.
upvoted 1 times
© & karanvp 1 year, 4 months ago
Answer C: First need to identify what are the Pl / Sensitive / Confidential informations captured in HRMS. Assessment is required to do that
upvoted 3 times

B & CrackyPatch 1 year, 4 months ago
Selected Answer: C
PIA is on C now
upvoted 3 times

B & Awkspikey 1 year, 5 months ago
Selected Answer: B
Conduct a privacy impact assessment (PIA).
upvoted 1 times

E & DASH_v 1 year, 5 months ago

Selected Answer: B

PIA first, which gives IS manager the input of the data senstivity level so to determine the assessment methdologies & security controls required.
upvoted 1 times

& & richck102 1 year, 5 months ago

Selected Answer: A

A. Conduct a vulnerability assessment.
upvoted 1 times

& & DERCHEF2009 1 year, 5 months ago
Wrong! Do a PIA is correct!
upvoted 3 times
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Question #84 Topic 1

An information security manager has been informed of a new vulnerability in an online banking application, and a patch to resolve this issue is
expected to be released in the next 72 hours. Which of the following should the information security manager do FIRST?

A. Implement mitigating controls.
B. Perform a business impact analysis (BIA).
C. Perform a risk assessment.

D. Notify senior management.

Suggested Answer: A

Community vote distribution
C (60%) A (28%) 10%

G & kdddvar [[TITEEEIY 3 vears, 1 month ago

| also think it's C
upvoted 10 times

& & Josef4CIsM [FIRRSL Y 1 year, 1 month ago
| selected A, because: Doing a proper BIA or a risk assessment can take longer than 72 hours. You will need to find the right people to align with
business on the potential impact and discuss with IT for compensating controls. This can be time consuming and before you are done, the patch will
be released already. Why not doing cost effective mitigating controls first and wait for the patch.
upvoted 5 times

O & 9c472f9 ([TELEE) 1 month, 3 weeks ago

I have tried to convey this to a cyber security class that | have attended recently when dealing with vulnerability measures. The definition between
mitigation and remediation will apply. Mitigation is reducing the risk of that vulnerability, but not necessarily completely take out the vulnerability like
what remediation would do. In this scenario, mitigation is the right answer.

upvoted 1 times

B & themanzis 1 month, 3 weeks ago
The Answer is Mitigating Controls. As a CISO, | would not perform a risk assessment, as that would take too long — not 72 hours, lol.
upvoted 2 times

B & Prat1597 4 months ago
The first thing that IS Manager would do is implement mitigating controls and then they would perform Risk assessment.
upvoted 2 times

B & GAAMMC 9 months, 1 week ago
New vulnerability equals new risk.
upvoted 2 times

B & grandMa 1 year ago
The InfoSec Manager's organization might not been of banking sector. What he/she is informed can be taken as Vulnerability(Zero Day).
Without Risk Assessment, the InfoSec Manager cannot make sure the impact on the company/organization, he/she responsible on.

What if all the systems are not connected to the internet ?
upvoted 2 times

& & ntge 1 year ago
Since it is a financial institution measures are necessary to mitigate any potential impact. | don't think there is enough time to do anything else than
first take immediate steps to reduce the effect.
upvoted 2 times
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E & ntge 1 year ago
A
I'm afraid | have to disagree with C because the most immediate step is to take mitigating measures before conducting an impact access.
upvoted 3 times

E & Eltooth 1 year, 4 months ago

Selected Answer: C

C is correct answer - risk assessment leads to understanding how much risk is associated with the vulnerability and whether it warrants mitigation,
acceptance, transference or avoidance. Then next steps would be decided.
upvoted 2 times

B & helg420 1 year, 5 months ago

C. Perform a risk assessment.

After the risk assessment, the information security manager will have the necessary information to determine if inmediate mitigating controls are
needed to temporarily protect against the vulnerability until the patch is released, whether a business impact analysis (BIA) should be conducted to
understand the broader implications of the vulnerability, or if the situation warrants immediate notification of senior management due to its potential
impact on the organization.

upvoted 2 times

B & Marcelus1714 1 year, 8 months ago

Selected Answer: C

| guess first you need to evaluate the risks that this new vulnerability is genrating... then you implement controls, but only later to get clear that you
have to implmement them because the risk level demands it...
upvoted 2 times

E & AlexJacobson 1 year, 9 months ago

Selected Answer: C

Interesting how most of the people "enter panic mode" and go for mitigation instead of taking a step back to figure out what is the actual risk. How
can you possibly mitigate it properly (let alone cost-effectively) if you don't know how big is the actual risk and haven't done BIA?

Also, keep in mind that the question doesn't specify whether infosec manager is working for the company/bank whose application is being
vulnerable.
upvoted 3 times

& & Cyberbug2021 1 year, 11 months ago

Take that back :
Here's a breakdown of the steps to take:

Implement temporary compensating controls: Prioritize immediate actions to reduce the risk of exploitation while the patch is not yet available.
Conduct a BIA: Assess the potential impact of the vulnerability on critical business processes and data assets.

Conduct a risk assessment: Evaluate the likelihood and severity of the risk posed by the vulnerability.

Develop a mitigation plan: Based on the BIA and risk assessment, develop a plan to address the vulnerability in the long term.

Deploy the patch: Once the patch is available, deploy it to all affected systems.

Verify patch installation: Validate that the patch has been successfully installed on all systems.

Monitor for ongoing threats: Continuously monitor for new vulnerabilities and threats that could exploit the patched system.
upvoted 4 times

B & Cyberbug2021 1 year, 11 months ago
he order of business impact analysis (BIA) and risk assessment depends on the specific organization and its risk management framework. However,
there is a general consensus that BIA should be conducted first.
upvoted 1 times


https://www.examtopics.com/user/ntgc/
https://www.examtopics.com/user/ntgc/
https://www.examtopics.com/user/ntgc/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/helg420/
https://www.examtopics.com/user/helg420/
https://www.examtopics.com/user/helg420/
https://www.examtopics.com/user/Marcelus1714/
https://www.examtopics.com/user/Marcelus1714/
https://www.examtopics.com/user/Marcelus1714/
https://www.examtopics.com/user/AlexJacobson/
https://www.examtopics.com/user/AlexJacobson/
https://www.examtopics.com/user/AlexJacobson/
https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Cyberbug2021/

E & Fenix0id 1 year, 11 months ago
i think answer A is correct. We can add IPS rule while waiting for a patch.
upvoted 2 times

& & Perseus_68 2 years ago
on-line banking application, This is high risk and is a high likelihood to get attacked and has a vulnerability, risk assessment done. BIA takes time.
Need to implement compensating controls.
upvoted 3 times
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Question #85 Topic 1

Which of the following is MOST relevant for an information security manager to communicate to the board of directors?

A. The level of exposure
B. Vulnerability assessments
C. The level of inherent risk

D. Threat assessments

Suggested Answer: A

Community vote distribution
C(51%) A (49%)

© & EZPASS 2 years, 11 months ago
I believe the answer is A. The board of directors usually are only concerned with how much exposure they (the organization) have to whatever the
security risk/threat.
upvoted 14 times

O & 8c4076a [TELRRe) 1 week, 5 days ago
The most relevant information for an information security manager to communicate to the board of directors is C. The level of inherent risk.
Explanation: The board of directors is primarily concerned with the overall risk to the organization before any security controls are implemented,
which is represented by the inherent risk level.
upvoted 1 times

E & Lexsalleon 7 months, 1 week ago
I think the answer is A. BoD will most likely concern regarding the exposure level (potential loss in the future) rather than the level of inherent risk
(current state).
upvoted 2 times

B & be91d94 10 months, 4 weeks ago
The level of exposure to what? The question doesn't say anything about a threat. Reporting risk is the job.
upvoted 3 times

© & 0884a0d 9 months, 3 weeks ago
| agree the level of what exposure. If the answer was level of risk exposure, then A for sure. On the other hand, the BoD don't care about inherent
risk. They care about residual risk.
upvoted 2 times

© & mdmdmd 10 months, 4 weeks ago
| chose A because Boards are more interested in residual risk or actual exposure...
upvoted 3 times

E & grandMa 1 year ago
Board of Directors are concerned with RISK
Inherent RISK= Key Information Assets (Threats(D) and associated Vulnerability(A&B) on those Assets)
That means answer C is the comprehensive report for directors at the top
upvoted 3 times

& & DarkMag 1 year ago
i Belive A is the correct answer.
upvoted 1 times

B & alifjouj 1 year, 2 months ago

Selected Answer: A

inherent risk is not what matters. what matters is the residual risk and level of exposure
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upvoted 4 times
B & usercism007 1 year, 3 months ago
Select Answer: C . The Board of directors can't understand the level of exposure unless there is an impact. So selecting A does not make any sense to
the Board of Directors. they would be interested to know the inherent risk
upvoted 2 times

B & helg420 1 year, 5 months ago

Selected Answer: A

A. The level of exposure

This is because the level of exposure directly impacts the organization's risk profile and can influence strategic decisions. It provides the board with
an understanding of the current risk landscape, how exposed the organization is to potential security threats, and the effectiveness of existing
controls. Essentially, it encapsulates the potential impact on the organization's operations, finances, and reputation, which are all key concerns for the
board. While vulnerability assessments, inherent risk levels, and threat assessments are valuable pieces of information for understanding and
managing information security risks, the level of exposure translates these technical assessments into strategic insights, making it most relevant for
high-level decision-makers like the Board of Directors.

upvoted 2 times

B & afoo1314 1 year, 7 months ago

Selected Answer: C

If this is CISSP, | will vote for (A) the level of exposure which mostly discuss on the attack surface, error on code and technical weakness. But for

CISM, I think (C) the level of inherent are more appropiate. Inherent risk refers to the level of risk that exists in an activity, process, or organization

without considering any internal controls or risk mitigation efforts. This is something that board of director want to know, not technical issues.
upvoted 1 times

B & oluchecpoint 1 year, 9 months ago
While vulnerability assessments (B), the level of inherent risk (C), and threat assessments (D) are important aspects of information security
management, they are typically more detailed and technical in nature. Communicating the level of exposure is a higher-level summary that conveys
the current state of security and the urgency of addressing any vulnerabilities or risks that may exist. This information helps the board make informed
decisions about security priorities and resource allocation.
upvoted 3 times

E & POWNED 1 year, 9 months ago
Exposure= Residual Risk. This is always the senior learders top priority. Answer is A
upvoted 3 times

& & o03allen 1 year, 6 months ago
| agree that senior management cares more about the residual risk, but | don't agree that Exposure= Residual. It could be the risk exposure before
implementing controls or after.
upvoted 1 times

E & Viperhunter 1 year, 11 months ago

Selected Answer: C

Communicating the level of inherent risk provides the board of directors with a clear understanding of the baseline risk associated with the
organization's information security posture. Inherent risk represents the level of risk before considering the impact of controls or mitigation
measures. This information helps the board assess the overall risk landscape and make informed decisions about risk tolerance, resource allocation,
and strategic direction.

While exposure (Option A), vulnerability assessments (Option B), and threat assessments (Option D) are important components of risk management,
communicating the level of inherent risk gives the board a foundation for understanding the potential impact and likelihood of security-related events
before any mitigating actions are taken.

upvoted 1 times

& & sphenixfire 2 years, 1 month ago

Selected Answer: C

Board of directors The board is responsible for establishing the tone for risk appetite and risk management in the organization. To the extent that
the board of directors establishes business and IT security, so, too, should
the board consider risk and security in that strategy.

..s0C


https://www.examtopics.com/user/usercism007/
https://www.examtopics.com/user/usercism007/
https://www.examtopics.com/user/usercism007/
https://www.examtopics.com/user/helg420/
https://www.examtopics.com/user/helg420/
https://www.examtopics.com/user/helg420/
https://www.examtopics.com/user/afoo1314/
https://www.examtopics.com/user/afoo1314/
https://www.examtopics.com/user/afoo1314/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/POWNED/
https://www.examtopics.com/user/POWNED/
https://www.examtopics.com/user/POWNED/
https://www.examtopics.com/user/03allen/
https://www.examtopics.com/user/03allen/
https://www.examtopics.com/user/03allen/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/Viperhunter/
https://www.examtopics.com/user/sphenixfire/
https://www.examtopics.com/user/sphenixfire/
https://www.examtopics.com/user/sphenixfire/

upvoted 1 times
B & oluchecpoint 2 years, 2 months ago
A. The level of exposure
The level of exposure refers to the extent to which an organization is currently vulnerable to security threats and risks. It provides a real-world
assessment of the organization's current security posture and potential vulnerabilities that could be exploited. This information is crucial for the
board of directors as it helps them understand the immediate security challenges facing the organization.

While vulnerability assessments (B), the level of inherent risk (C), and threat assessments (D) are important aspects of information security
management, they are typically more detailed and technical in nature. Communicating the level of exposure is a higher-level summary that conveys
the current state of security and the urgency of addressing any vulnerabilities or risks that may exist. This information helps the board make informed
decisions about security priorities and resource allocation.

upvoted 2 times

B & rickcoyw 2 years, 3 months ago

Selected Answer: C

The MOST relevant information for an information security manager to communicate to the board of directors is:
C. The level of inherent risk.

Communicating the level of inherent risk is crucial for the board to understand the organization's overall risk profile related to information security.
Inherent risk refers to the potential risk level an organization faces before any risk mitigation efforts are put in place. By providing this information,
the board can gain insight into the critical areas of risk exposure and make informed decisions on allocating resources and implementing appropriate
risk management strategies. It sets the foundation for discussions about vulnerability assessments, threat assessments, and other risk mitigation
measures in the context of the organization's specific risk landscape.

upvoted 3 times
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Question #86 Topic 1

Senior management has just accepted the risk of noncompliance with a new regulation. What should the information security manager do NEXT?

A. Report the decision to the compliance officer.
B. Reassess the organization's risk tolerance.
C. Update details within the risk register.

D. Assess the impact of the regulation.

Suggested Answer: D

Community vote distribution
C (84%) D (16%)

O & kdddvar ([[TITEERIY 3 vears, 1 month ago
If the senior management just accepted, than the impact was already measure. I'd go with C
upvoted 20 times

O & alifjouj [ETEENE) 1 year, 2 months ago

accepting a risk can only be done after assessing its impact.
upvoted 2 times

© & BamBamBigalo 1 year, 4 months ago
The scenario provided in the question indicates that senior management has already accepted the risk, which implies that an impact assessment has
likely already been conducted as part of the decision-making process.
upvoted 1 times

B & helg420 1 year, 5 months ago

Selected Answer: C

C. Update details within the risk register.

Once senior management has accepted the risk of noncompliance with a new regulation, the Information Security Manager should document the
decision within the risk register. The risk register is a tool used for tracking identified risks and their status, including what decision has been made
regarding each risk. Updating the risk register will provide a formal record of the decision and ensure that there is clear documentation, which is
essential for future review and audits. It also serves as a reference point for any related risk treatment or mitigation activities that may become
necessary later. Reporting the decision to the compliance officer, reassessing the organization's risk tolerance, and assessing the impact of the
regulation are actions that would typically occur before the acceptance of risk by senior management, not after.

upvoted 2 times

B & Viperhunter 1 year, 11 months ago
Updating details within the risk register is the next logical step after senior management accepts the risk. This includes documenting the decision,
the rationale behind it, and any additional information relevant to the acceptance of noncompliance. The risk register serves as a central repository of
information about identified risks and the organization's approach to managing them.

While reporting the decision to the compliance officer (Option A) is important for transparency and communication, reassessing the organization's

risk tolerance (Option B) is not necessary immediately after a risk acceptance decision. Assessing the impact of the regulation (Option D) should

have already been done during the risk assessment process. Therefore, updating the risk register is the most appropriate immediate action.
upvoted 2 times

B & Learner76 1 year, 11 months ago
Answer should be C. If the impact has not been assessed, on what basis did the senior management made their decision on? After it has been
accepted, it should be recorded in the register and wait to be review again.
upvoted 2 times
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E & Learner76 1 year, 11 months ago
I will go with C. For risk to be accepted, the rest of the work must have already been done. C should be the next step after accepted. Registering the
risk
upvoted 2 times

O & Craftymartha 2 years, 1 month ago
You would assess the impact and then update the register.
upvoted 1 times

& & AlexJacobson 1 year, 9 months ago
The impact was assessed already, hence the risk acceptance by management. All the infosec manager can do now is to update risk register, since
this is the final decision.
upvoted 1 times

E & AaronS1990 2 years, 1 month ago
B and D should already have been done to allow management to make the decision.
The answer is C
upvoted 2 times

B & sphenixfire 2 years, 1 month ago
acceptance is a treatment. so its needed to be document in the risk register
upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
C. Update details within the risk register.

Updating the risk register is essential because it documents the organization's risk landscape, including risks that have been accepted by senior
management. This step ensures that the decision to accept noncompliance with the new regulation is properly recorded and that any associated
information, such as the rationale behind the decision and any risk mitigation measures, is documented.

upvoted 1 times

B & todush 2 years, 2 months ago
C is the best answer. It is obviously assumed that a non-compliance risk has already been identified and impacts assessed. Due to its nature, the risk
of non-compliance with regulation has certainly been initially marked as "unacceptable" in the Risk Register. The decision to accept the risk, maybe
pursuant a cost-benefit analysis, implies a change in risk appetence and so a risk register update.
upvoted 2 times

B & DavoA 2 years, 3 months ago
Senior management acceptance is a done deal and should go into the risk registe
upvoted 3 times

© & karanvp 2 years, 4 months ago
What is the need of Assess the risk once it has been accepted. Assessment could have been done just before the management acceptance.
(Reassessment may be required later stage due to risk environment changes; not immediately once approved)
upvoted 1 times

E & rugerfan17 2 years, 5 months ago

Selected Answer: C

Management accepted the risk. Next is to update the register to document that the risk has been accepted.
upvoted 2 times

E & richck102 2 years, 5 months ago
C. Update details within the risk register.
upvoted 2 times

E & dark_3k03r 2 years, 5 months ago

The correct answer is (C) cause that is the only thing that the security manager is responsible for and can act on.

Rationale:
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(A) isn't right cause the compliance officer already knows. It's part of his job
(B) This is outside the scope of the security manager's role and is the job of the board of directors.
(D) This is the job of the compliance officer.

More verbose details:

Chief Compliance offer is responsible for:

- Assessing the impact of the new regulation on the organization.

- Developing and implementing a plan to comply with the regulation.

- Monitoring the organization's compliance with the regulation.

- Reporting on the organization's compliance to senior management.
upvoted 4 times



Question #87 Topic 1

Which of the following BEST provides an information security manager with sufficient assurance that a service provider complies with the
organization's information security requirements?

A. A live demonstration of the third-party supplier's security capabilities
B. The ability to audit the third-party supplier's IT systems and processes
C. Third-party security control self-assessment results

D. An independent review report indicating compliance with industry standards

Suggested Answer: B

Community vote distribution
D (59%) B (41%)

E & Aaron$1990 2 years, 1 month ago
I still like B. It's a close one but ISACA love right to audit clauses and D checks against industry standards and not your organisation’s standards. B
upvoted 9 times

& & JosefaCIsM [FIRLSL Y 1 year, 1 month ago
B, because the question asks about the compliance of the ORGANIZATIONS security requirements. You can only check compliance by auditing the
third party yourself, as industry best practices / frameworks (answer D) may contain different security requirements in comparison to the
requirements from the security managers organization.
upvoted 6 times

E & Az900500 [TELEETE) 8 months, 4 weeks ago

The BEST option for assurance is B. The ability to audit the third-party supplier's IT systems and processes.

Direct audit rights provide the highest level of assurance. It allows the organization to independently verify the service provider's security controls and
their effectiveness. This is far more reliable than relying on self-assessments or even third-party reports, as it gives the organization direct evidence.
upvoted 2 times

B & GAAMMC 9 months, 1 week ago
The right to audit will provide this assurance
upvoted 2 times

B & grandMa 1 year ago
The answer is B
unless the third party satisfies the security requirements of the client organization, the business infosec requirements might not be fully satisfied by
the industry standards only.
upvoted 3 times

B & alifjouj 1 year, 2 months ago
an independent review report is itself an audit
upvoted 2 times

& & GAAMMC 9 months, 1 week ago
Not against industry best practice, It has to be against the companies IS policies etc
upvoted 1 times

& & beffefb 1 year, 3 months ago
D:

An independent review report, such as a SOC 2 Type Il report, ISO 27001 certification, or similar, is conducted by external auditors and provides an
objective assessment of the service provider's compliance with established industry standards. These reports are typically comprehensive, include
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testing of controls over a period of time, and provide a higher level of assurance due to their independence and adherence to strict auditing
standards.
upvoted 1 times

& & Noragretz 9 months, 2 weeks ago
But this doesn't mean it meets your organizations standard for your particular area of business or country or locality.
upvoted 1 times

E & Eltooth 1 year, 4 months ago

Selected Answer: D

This is a tough one - going with D as correct answer.

Ability to audit does not mean that an audit has actually taken place to confirm that supplier standards meet the needs of the company. Therefore no
actual output to measure against company standards.

An independent audit against industry standard shows an outcome that can be measured against the company standards - however there is no
guarantee the industry standard meets the company requirements.
upvoted 4 times

B & helg420 1 year, 5 months ago

B. The ability to audit the third-party supplier's IT systems and processes

Having the ability to conduct audits on the third-party supplier's IT systems and processes allows the information security manager to directly assess
and verify compliance with the organization’s specific information security requirements. This direct approach enables the organization to pinpoint
areas of concern, ask specific questions, and receive immediate clarification or evidence of compliance that aligns with their unique requirements,
rather than relying solely on general industry standards. This option ensures a more nuanced and tailored evaluation of the supplier's adherence to
the specific security policies, controls, and standards expected by the hiring organization.

upvoted 2 times

E & o03allen 1 year, 6 months ago
I choose D. industry compliance certificate like SOC2 will indicate the vendor offers a reliable service.
We all know, the organization will not have time to audit vendor IT infrastructure by themself, and the vendor will not allow them to as well.
upvoted 2 times

B & oluchecpoint 1 year, 9 months ago

Selected Answer: D

D. An independent review report indicating compliance with industry standards

An independent review report indicating compliance with industry standards is often a reliable source of assurance because it means that the service
provider's practices have been evaluated by an independent third party against recognized industry standards or frameworks. These independent
reviews are typically conducted by reputable audit or certification bodies.

upvoted 3 times

E & Uncle_Lucifer 1 year, 11 months ago
D would have been best if it focused on the org's policy and not industry standard.
B is better answer for the question.
upvoted 4 times

& & Cyberbug2021 1 year, 11 months ago

organizations have a hard time auditing themselves and dealing with their own audits, let alone be able to audit a vendor, plus a vendor won't let you.
upvoted 2 times

& & Viperhunter 1 year, 11 months ago

Selected Answer: D

An independent review report, especially one indicating compliance with recognized industry standards, provides a level of assurance about the
service provider's adherence to established security practices. Independent assessments, audits, or certifications conducted by reputable third-party
organizations can verify the effectiveness of a service provider's security controls and processes.

While a live demonstration (Option A) may provide some insight, it may not cover all aspects of security, and it may not be as thorough as an
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independent review. The ability to audit the third-party supplier's IT systems and processes (Option B) is a strong option, but it may not always be
feasible due to legal or contractual constraints. Third-party security control self-assessment results (Option C) may lack the objectivity and
independence provided by external assessments. Therefore, an independent review aligned with industry standards is often considered a robust
assurance mechanism.

upvoted 3 times

B & Perseus_68 2 years ago

Are the correct answers displayed really correct or do they wait for the community to define the answer? the "right" to audit has NO assurance that a
service provider complies with the organization's IS Program. No proof has been established until evidence (like a third-party report) or the audit has
been performed, or a security review has been performed.

upvoted 1 times

B & sphenixfire 2 years, 1 month ago

Selected Answer: B

not D because check the requirements you set, not the standards.

B because the "right to audit"
upvoted 3 times

B & oluchecpoint 2 years, 2 months ago
D. An independent review report indicating compliance with industry standards

An independent review report indicating compliance with industry standards is often a reliable source of assurance because it means that the service
provider's practices have been evaluated by an independent third party against recognized industry standards or frameworks. These independent
reviews are typically conducted by reputable audit or certification bodies.

upvoted 1 times
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Question #88 Topic 1

Which of the following is the MOST essential element of an information security program?

A. Prioritizing program deliverables based on available resources
B. Benchmarking the program with global standards for relevance
C. Involving functional managers in program development

D. Applying project management practices used by the business

Suggested Answer: B

Community vote distribution
C(71%) A (23%) 6%

B & aokisan [ITTALGL D 2 years, 4 months ago
Selected Answer: C

functional managers will develop better program

upvoted 12 times

© & helg420 12 months ago

Selected Answer: C

C. Involving functional managers in program development.

Involving functional managers in program development is a critical element for the success of an information security program. The involvement of
functional managers ensures that security considerations are integrated across different business areas, reflecting the unique needs of each part of
the organization. This collaboration fosters a culture of security, aligns security objectives with business objectives, and ensures that security
controls are applicable and practical.

In the ISACA article "Essential Functions of a Cybersecurity Program,” they mention how a program-oriented approach to cybersecurity "supports the
organization's vision, goals and objectives." This highlights that without proper stakeholder engagement, alignment with the broader organizational
goals might be compromised, potentially making the security program ineffective.

upvoted 1 times

B & oluchecpoint 1 year, 3 months ago
C. Involving functional managers in program development.
upvoted 1 times

E & peelu 1 year, 4 months ago
C. Involving functional managers in program development.
upvoted 1 times

E & Cyberbug2021 1 year, 5 months ago
get people involved
upvoted 1 times

© & Viperhunter 1 year, 5 months ago
Involving functional managers in program development ensures that the information security program aligns with the organization's overall business
objectives and takes into account the specific needs and requirements of different business functions. This collaboration helps in obtaining buy-in
from key stakeholders, understanding the business context, and tailoring security measures to fit the organization's unique operational landscape.

While prioritizing program deliverables based on available resources (Option A) and benchmarking against global standards (Option B) are important
considerations, involving functional managers ensures that the program is closely aligned with the organization's specific operational context.
Applying project management practices used by the business (Option D) is beneficial, but it is not as fundamental as involving functional managers in
the development of the program.

upvoted 2 times
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E & Craftymartha 1 year, 7 months ago
Section 3.1.2 from the CISM Study Guide lists 3 essential items of the Information Security Program, second one is cooperation and support from
management and stakeholders.
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
B. Benchmarking the program with global standards for relevance

Benchmarking the information security program with global standards is crucial because it ensures that the program is aligned with recognized best
practices and industry standards. This helps establish a strong foundation for the program by ensuring that it addresses essential security principles
and is relevant to the organization's needs.

upvoted 2 times

B & DavoA 1 year, 9 months ago
functional managers in this case are the business owners
upvoted 1 times

B & wello 1 year, 11 months ago
most essential is involving functional managers
upvoted 1 times

B & DASH_v 1 year, 11 months ago
As a IS manager, would you like to prioritize first then talk to the functional managers for inputs/alignment or you want to talk to functional managers
first then find out, oh, i don't have the needed resources to execute or deliver what were discussed?
upvoted 2 times

E & richck102 1 year, 11 months ago
C. Involving functional managers in program development
upvoted 1 times

B & romero318 1 year, 11 months ago
Whenever it has to do with the overall program of ANYTHING cyber security and making it more efficent it is always up to LEADERSHIP to lead that
effort.
upvoted 1 times

E & bambs 2 years, 1 month ago
Prioritizing program deliverables based on available resources ensures that the most critical information security risks are addressed first. It helps to
ensure that the information security program aligns with the organization's strategic objectives and is relevant to the organization's risk posture.
upvoted 1 times

© & Dravidian 2 years ago
Incorrect - The question is MOST effective, not the FIRST effective.
upvoted 1 times

E & Prospect57 2 years, 3 months ago
C should be the answer. The most important element of an info sec program is to align with the business. Interestingly, @Broesweelies, your
description of functional managers to ensure that the program is aligned with the org's overall goals and objectives is my reasoning for choosing C.
upvoted 2 times

& & Broesweelies 2 years, 3 months ago
A. Prioritizing program deliverables based on available resources is the MOST essential element of an information security program. Resources are
limited, therefore it is important to prioritize which projects and initiatives to undertake based on the organization's goals, risks, and available
resources. This will help ensure that the most critical security needs are addressed first, and that the program is sustainable in the long term.
B, C, and D are also important elements of an information security program, but they should be done in conjunction with prioritizing program
deliverables. Specifically, Benchmarking the program with global standards for relevance, ensures that the program is relevant and in line with
industry best practices; Involving functional managers in program development helps ensure that the program is aligned with the organization's
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overall goals and objectives; and Applying project management practices used by the business helps ensure that the program is delivered on time and
within budget.
upvoted 4 times
B & MSKid 2 years, 6 months ago
Going with B. CISM AIO 2nd - CH4 does refer to standards that information security programs use throughout the risk management phase as it being
the core of an originations security program.
upvoted 2 times
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Question #89 Topic 1

Which of the following is BEST to include in a business case when the return on investment (ROI) for an information security initiative is difficult to
calculate?

A. Projected increase in maturity level
B. Estimated increase in efficiency
C. Projected costs over time

D. Estimated reduction in risk

Suggested Answer: D

Community vote distribution
D (100%)

E & Viperhunter 11 months, 2 weeks ago
While calculating precise ROI can be challenging for certain security initiatives, estimating the reduction in risk provides a qualitative measure of the
initiative's potential impact. Highlighting the expected decrease in the likelihood and impact of security incidents, as well as the potential harm to the
organization, can help justify the investment in information security.

Options A, B, and C are valuable considerations in a business case, but they may not capture the essence of the security initiative's impact as
effectively as emphasizing the anticipated reduction in risk.
upvoted 1 times

& & richck102 1 year, 5 months ago
D. Estimated reduction in risk
upvoted 1 times

B & SSP_Secure 1 year, 10 months ago
Business case is the key word here. Business case should contain risk tagged with the Business so that senior management makes appropriate
decisions based on that.
upvoted 2 times

E & mad68 1 year, 11 months ago

lisD
upvoted 4 times
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Question #90 Topic 1

If the inherent risk of a business activity is higher than the acceptable risk level, the information security manager should FIRST:

A. transfer risk to a third party to avoid cost of impact.
B. recommend that management avoid the business activity.
C. assess the gap between current and acceptable level of risk.

D. implement controls to mitigate the risk to an acceptable level.

Suggested Answer: C

Community vote distribution
C (86%) 14%

O & d3vnu77 [FDEECEE) 1 vear, 9 months ago
D, the question implies the gap analysis is completed and acceptable is lower than risk of new business.
upvoted 6 times

& & SHERLOCKAWS 6 months, 3 weeks ago
I choose D because since we already know the gap exists (inherent risk > acceptable risk), then there's no need to assess the gap again. It's time to
implement those appropriate controls.
upvoted 2 times

B & Viperhunter 11 months, 2 weeks ago
Before taking any specific actions such as transferring risk (Option A), recommending avoidance of the business activity (Option B), or implementing
controls (Option D), it's crucial to conduct a thorough assessment of the gap between the current inherent risk and the acceptable risk level. This
involves evaluating the specific risks associated with the activity, understanding the potential impact on the organization, and determining the
feasibility and effectiveness of various risk management strategies. Assessing the gap provides a foundation for making informed decisions and
selecting the most appropriate risk mitigation measures.
upvoted 1 times

B & oluchecpoint 1 year, 2 months ago
C. assess the gap between the current and acceptable level of risk.
Assessing the gap between the current level of risk and the acceptable level of risk is the initial step in understanding the nature and magnitude of
the risk exposure. This assessment will help the information security manager make informed decisions about how to proceed.
Once the gap has been assessed, the information security manager can then consider various risk management options, such as implementing
controls to mitigate the risk to an acceptable level (option D), transferring the risk to a third party (option A), or recommending that management
avoid the business activity (option B). However, understanding the gap is essential before determining which risk management strategy is most
appropriate for the specific situation.

upvoted 2 times

© & karanvp 1 year, 4 months ago
B is not correct answer because it say Risk Avoidance.
upvoted 1 times

B & richck102 1 year, 5 months ago
C. assess the gap between current and acceptable level of risk.
upvoted 1 times

E & romero318 1 year, 5 months ago

Selected Answer: C

As stated before what would you do " FIRST". Every thing else false in line after based on the results of the Gap analysis
upvoted 2 times

& & CISM_newbie 1 year, 7 months ago
Key word is do "FIRST"... conduct a GAP then look to put mitigation measures in place..
upvoted 1 times

B & vavofa5697 1 year, 8 months ago
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My analysis:
A. transfer risk to a third party to avoid cost of impact. ==> need to perform assessment whether this treatment will reduce the risk to acceptable
level

C. assess the gap between current and acceptable level of risk. ==> not, because we already now that it is above risk appetite, so gap analysis
already been done

D. implement controls to mitigate the risk to an acceptable level. ==> security manager can not implement controls, but the business user

B. recommend that management avoid the business activity. ==> the remaining and best answer
upvoted 1 times

B & MSKid 2 years ago

GAP Analysis is the best answer
upvoted 3 times
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Question #91 Topic 1

Which of the following BEST enables the deployment of consistent security throughout international branches within a multinational organization?

A. Remediation of audit findings
B. Decentralization of security governance
C. Establishment of security governance

D. Maturity of security processes

Suggested Answer: C

Community vote distribution
)

& & olaYiMiKa 1 year, 3 months ago
This provides a framework for all the subsidiaries
upvoted 1 times

B & Viperhunter 1 year, 11 months ago
Establishing security governance involves creating a framework, policies, and procedures that guide the implementation and management of security
practices across the organization, including international branches. Security governance ensures a consistent and coordinated approach to security,
aligning with the organization's objectives and regulatory requirements. This helps in maintaining uniform security standards and practices across
diverse geographical locations.

Options A, B, and D are important aspects of managing security, but the establishment of security governance provides the overarching framework
necessary for consistency in security deployment across international branches.
upvoted 1 times

& & richck102 2 years, 5 months ago
C. Establishment of security governance
upvoted 1 times

B & MSKid 3 years ago

Best Answer is C, Establishing a security governance is more far reaching. CISM AIO 2nd - "Intro to information Security Governance"
upvoted 4 times
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Question #92 Topic 1

What is the PRIMARY benefit of effective configuration management?

A. Standardization of system support
B. Reduced frequency of incidents
C. Decreased risk to the organization's systems

D. Improved vulnerability management

Suggested Answer: D

Community vote distribution
C (73%) D (18%) 9%

B & Broesweelies [[IIDALLLL 3 2 years, 9 months ago
Selected Answer: C

C. Decreased risk to the organization's systems is the PRIMARY benefit of effective configuration management. Configuration management is the
process of identifying, documenting, and controlling changes to systems and devices within an organization's infrastructure. By effectively managing
configurations, the organization can minimize the risk of unauthorized changes, ensure that systems are in compliance with security policies, and
easily identify and rollback any changes that may have introduced security vulnerabilities.
A, B, and D are also benefits of effective configuration management, but they are secondary to the primary benefit which is decreased risk to the
organization's systems. Standardization of system support ensures that all systems are configured and maintained in a consistent manner; Reduced
frequency of incidents help to minimize the number of security incidents that occur; Improved vulnerability management help to identify and address
vulnerabilities in a timely manner.

upvoted 9 times

© & BamBamBigalo [JELaaye) 1 year, 4 months ago
Are the "correct" answer actually verified?
upvoted 1 times

E & 2dbacca 1 year, 5 months ago

Selected Answer: A

The primary benefit of configuration management is consistency of systems and software.
upvoted 1 times

& & angellorv 1 year, 5 months ago
(D) - ISACA CISM 15ed Review Manual: The information security manager must provide ongoing - management of the operational information security
components. This includes system patching procedures and configuration management. Thus decreasing an existing weakness or flaw in an 0S,
network, or application - reducing vulnerability. Also, for ISACA keep in mind that "RISK" = THREATS * VULNERABILITIES * CONSEQUENCES = $$
impact to the organization.
upvoted 2 times

B & helg420 1 year, 5 months ago

Selected Answer: C

C. Decreased risk to the organization's systems

The primary benefit of effective configuration management is the decreased risk to the organization's systems. By meticulously tracking and
managing changes to the system configurations, organizations can ensure that all changes are intentional, authorized, and properly documented.
This meticulous oversight helps in minimizing the unintended consequences of changes that could introduce vulnerabilities or destabilize systems,
thereby significantly reducing the risk to the organization's IT infrastructure.

Configuration management provides visibility into how systems and controls rely on each other, informing network stakeholders of the potential
impact of change to network components. This visibility and control are essential for maintaining the integrity, stability, and security of the systems,
aligning with the overarching goal of decreasing risk.

upvoted 1 times

B & seric01 1 year, 8 months ago
| went for A, which seems to be the wrong option. Checked with Al though which also chose A. My reasoning is about the same as Al's.
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he PRIMARY benefit of effective configuration management is A. Standardization of system support. Configuration management ensures that all
systems are consistent and adhere to the desired specifications. This standardization simplifies system support, as it reduces variability and makes
troubleshooting more straightforward. Please note that while the other options can be benefits of configuration management, they are not the primary
benefit.
upvoted 1 times
B & oluchecpoint 1 year, 9 months ago

Selected Answer: C

C. Decreased risk to the organization's systems

The PRIMARY benefit of effective configuration management is the decreased risk to the organization's systems. Effective configuration management
helps ensure that systems are configured correctly and consistently, reducing the likelihood of configuration errors, security vulnerabilities, and
operational issues. This, in turn, lowers the overall risk to the organization's systems and data. While the other options (A, B, and D) are also
important benefits of configuration management, they are typically secondary to the main goal of reducing risk.

upvoted 1 times

E & Viperhunter 1 year, 11 months ago
Effective configuration management involves maintaining and controlling the configuration items within an organization's IT infrastructure.
Standardization of system support is a key outcome of configuration management, leading to a more stable and predictable IT environment.
Standardized configurations help reduce variability, enhance system reliability, and streamline support processes, contributing to overall operational
efficiency.

While options B, C, and D are potential benefits of configuration management, they are often secondary to the primary goal of achieving
standardization in system support.
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
C. Decreased risk to the organization's systems

The PRIMARY benefit of effective configuration management is the decreased risk to the organization's systems. Effective configuration management
helps ensure that systems are configured correctly and consistently, reducing the likelihood of configuration errors, security vulnerabilities, and
operational issues. This, in turn, lowers the overall risk to the organization's systems and data. While the other options (A, B, and D) are also
important benefits of configuration management, they are typically secondary to the main goal of reducing risk.

upvoted 1 times

& & richck102 2 years, 5 months ago
C. Decreased risk to the organization's systems
upvoted 1 times

B & adamshup 2 years, 6 months ago
PRIMARY benefit
upvoted 2 times

B & CISM_newbie 2 years, 7 months ago
Trick question... improving vulnerability mgt decreases risk to the org's systems.
Matter of what comes first, the chicken or the egg? Either way I'm good with either answer but by the book | believe the formal answer is (D).
upvoted 1 times

B & Antonivs 2 years, 9 months ago

Selected Answer: C

C for sure
upvoted 1 times

& & Prospect57 2 years, 9 months ago
C covers "D" since "Risks" are in the form of vulnerabilities & threats.
upvoted 2 times

& & salilgen 1 year, 8 months ago
Configuration management reduces vulnerabilities. However, improving vulnerability management does not reduce risk in the absence of threat
upvoted 1 times
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© & aokisan 2 years, 10 months ago

Selected Answer: C

configuration management is not only contributed for vulnerabilities.
upvoted 3 times

& & MSKid 3 years ago

Selected Answer: D

Answer D also noted CISM AIO 2nd - Under "IT Service Management"
upvoted 2 times

&) & MSKid 3 years ago

Selected Answer: D

CISM AlO 2nd - Under "Configuration Management"
upvoted 2 times
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Question #93 Topic 1

A large organization is in the process of developing its information security program that involves working with several complex organizational
functions. Which of the following will BEST enable the successful implementation of this program?

A. Security governance
B. Security policy
C. Security metrics

D. Security guidelines

Suggested Answer: A

Community vote distribution
A (100%)

E & MsKid 2 years ago

Security Governance covered the other options - CISM AlO 2nd - Into to Information Security Governance
upvoted 6 times

© & Viperhunter [TELeate) 11 months, 2 weeks ago
Security governance provides the overarching framework, structure, and processes for managing and overseeing the organization's information
security activities. It involves defining roles and responsibilities, establishing policies and procedures, and ensuring that security efforts align with the
organization's strategic objectives. Security governance sets the tone for effective security management and coordination across various functions
within the organization.

While security policies, metrics, and guidelines are important components of an information security program, security governance is the foundation
that ensures a holistic and well-coordinated approach to security.
upvoted 3 times

B & richck102 1 year, 5 months ago
A. Security governance
upvoted 1 times
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Question #94 Topic 1

What is the BEST reason to keep information security policies separate from procedures?

A. To keep policies from having to be changed too frequently
B. To ensure that individual documents do not contain conflicting information
C. To keep policy documents from becoming too large

D. To ensure policies receive the appropriate approvals

Suggested Answer: A

Community vote distribution
A (78%) B (22%)

5 & MSKid 2 years ago

Voting A - CISM AIO 2nd under "Security Policy Structure”

upvoted 8 times

B & Ziggybooboo 2 years ago
Agreed
upvoted 1 times

© & Viperhunter [ELe1e) 11 months, 2 weeks ago
Keeping information security policies separate from procedures helps maintain clarity and prevent conflicts between different types of documents.
Policies provide high-level guidance and direction, outlining overarching principles and objectives, while procedures offer detailed steps and actions
to implement those policies. Separating the two allows for better organization, clarity, and the ability to update or revise procedures without
necessarily impacting the underlying policy framework. It ensures that each type of document serves its specific purpose without introducing
confusion or contradictions.
upvoted 1 times

B & sphenixfire 1 year, 1 month ago
Security policy statements should be general and not cite specific devices, technolo-
gies, algorithms, or configurations. Policy statements should state what is to be done
(or not done) but not how. This way, security policies will be durable and will need to
be changed infrequently. On the other hand, security standards and procedures may
change more frequently as practices, techniques, and technologies change
upvoted 1 times

E & drewl25 1 year, 3 months ago
The best reason to keep information security policies separate from procedures is to ensure that individual documents do not contain conflicting
information.

Information security policies and procedures serve different purposes within an organization's information security program. Policies are high-level
statements that outline the organization's intentions, direction, and requirements regarding information security. They provide overarching guidance
and principles that shape the organization's approach to information security.

Procedures, on the other hand, are detailed instructions and step-by-step processes that describe how specific tasks or activities should be
performed. They provide specific guidance on how to implement the requirements outlined in the policies.
upvoted 1 times

B & Nillanash 1 year, 4 months ago
A-To keep policies from frequent changes since policies are over-arching.
upvoted 1 times

& & richck102 1 year, 5 months ago
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A. To keep policies from having to be changed too frequently
upvoted 1 times

& & Antonivs 1 year, 9 months ago

Selected Answer: A

A, procedures should be operational
upvoted 1 times
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Question #95 Topic 1

A small organization has a contract with a multinational cloud computing vendor. Which of the following would present the GREATEST concern to
an information security manager if omitted from the contract?

A. Escrow of software code with conditions for code release
B. Right of the subscriber to conduct onsite audits of the vendor
C. Authority of the subscriber to approve access to its data

D. Commingling of subscribers' data on the same physical server

Suggested Answer: C

Community vote distribution
C (57%) D (24%) B (19%)

E & mad68 2 years, 5 months ago

From ISACA's point of view, the correct answer is C. Authority of the subscriber to approve access to its data. This is because the subscriber must
have control over the access to its data in order to maintain confidentiality and privacy. If this authority is omitted from the contract, the subscriber
may not have a say in who can access its data, which could lead to unauthorized access or a breach of confidentiality. Escrow of software code, the
right to conduct onsite audits, and commingling of data are all important considerations, but they are not as critical as the subscriber's authority to
approve access to its data.

upvoted 7 times

O & Riod2 [IETEENE) 11 months ago

For many reasons.

1. Topology and configuration management is paramount. My consideration of awarding the contract to service provider is influenced by server co-
mingling. How do | know if a Bad Actor state is on the same hardware.

2. If there is a security incident, how will forensics have access to the data if other customers data is affected/lost?

3. Logical separation is a great thought, but most Defense in Depth allows horizontal movement, once you in a certain level, horizontal movement
normally comes with.

So many reasons this is a bad answer.
upvoted 1 times

B & helg420 1 year, 5 months ago

Selected Answer: C

C. Authority of the subscriber to approve access to its data

The authority to approve access to the subscriber's data is of paramount importance, as maintaining control over data access is a critical factor in
protecting the confidentiality and integrity of the organization's sensitive and proprietary information. Without it, the organization could face risks that
threaten its security posture and regulatory compliance.

upvoted 1 times

B & oluchecpoint 1 year, 9 months ago

Selected Answer: C

C. Authority of the subscriber to approve access to its data

The GREATEST concern for an information security manager in a contract with a multinational cloud computing vendor would be the omission of the
authority of the subscriber to approve access to its data (Option C). This is because data security and privacy are paramount concerns when using
cloud services. If the subscriber does not have control over who can access their data and under what circumstances, it can lead to significant
security and privacy risks.

upvoted 1 times

B & CISSPST 1 year, 10 months ago

Selected Answer: C

Access approval is an ongoing preventive measure, whereas audit (B) is data at a single point in time, and therefore not as effective as option C.
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upvoted 1 times
& & Cyberbug2021 1 year, 11 months ago
Bard says:
The answer is B. Right of the subscriber to conduct onsite audits of the vendor.

The right of the subscriber to conduct onsite audits of the vendor is the most critical clause to include in a contract with a cloud computing vendor.
This right allows the subscriber to verify that the vendor is adhering to the security requirements outlined in the contract.

Here's why the other options are not as critical:

A. Escrow of software code with conditions for code release: Escrow is a valuable safeguard, but it is not as essential as the right to conduct audits.
Audits provide a more comprehensive assessment of the vendor's security practices.
upvoted 2 times

& & Cyberbug2021 1 year, 11 months ago
C. Authority of the subscriber to approve access to its data: While it is important for the subscriber to have control over who accesses its data,
this can be managed through contractual provisions and access control mechanisms. Audits provide a broader view of the vendor's security
posture.

D. Commingling of subscribers' data on the same physical server: While commingling of data can raise privacy concerns, it is not as critical as the
right to conduct audits. Audits can assess whether the vendor is taking appropriate measures to protect data and prevent unauthorized access,
regardless of where the data is stored.

Therefore, the right of the subscriber to conduct onsite audits of the vendor is the most critical clause to include in a contract with a cloud
computing vendor. It provides the subscriber with the necessary oversight to ensure that the vendor is meeting its security obligations and
protecting the subscriber's data.

upvoted 1 times

E & Viperhunter 1 year, 11 months ago
Having the right to conduct onsite audits is crucial for the subscriber to ensure that the cloud computing vendor is meeting agreed-upon security
standards and adhering to the terms of the contract. Onsite audits provide a direct means of assessing the physical and logical security measures
implemented by the vendor, helping to verify compliance and identify any potential security risks or vulnerabilities. This oversight is essential for
maintaining trust and ensuring the security of the subscriber's data within the cloud environment.
upvoted 2 times

E & oluchecpoint 2 years, 2 months ago
C. Authority of the subscriber to approve access to its data

The GREATEST concern for an information security manager in a contract with a multinational cloud computing vendor would be the omission of the
authority of the subscriber to approve access to its data (Option C). This is because data security and privacy are paramount concerns when using
cloud services. If the subscriber does not have control over who can access their data and under what circumstances, it can lead to significant
security and privacy risks.

upvoted 1 times

& & richck102 2 years, 5 months ago
D. Commingling of subscribers' data on the same physical server
upvoted 1 times

& & cidigi 1 year, 7 months ago
this is not important. A physical server can have many different instances and each client to have each own instance, separated logically to other
instances.
Think about it a s building with flats. You have your own flat with your own key, regardless if in the building there are other flats. You cant access
their's, they cant access yours.

So: Physical Server = Building
Instance= A flat
upvoted 1 times

E & Abhey 2 years, 6 months ago
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Selected Answer: D

Commingling of subscribers' data on the same physical server is the greatest concern for an information security manager if omitted from the
contract. When data is stored on the same physical server as data belonging to other customers, it increases the risk of data leakage, unauthorized
access, and other security breaches

upvoted 1 times

© & User21 2 years, 6 months ago
If you are a low-paying customer, the cloud provider can put your data on the same physical server to save costs. If you do not have authority to
approve access to your data then you do not have control over it, this could be a bigger concern.
upvoted 2 times

B & bambs 2 years, 7 months ago
Authority of the subscriber to approve access to its data would present the GREATEST concern to an information security manager if omitted from the
contract between a small organization and a multinational cloud computing vendor.
upvoted 1 times

B & joshuactz 2 years, 8 months ago
Quite sure it's D. The most important aspect of such a contract is the subscriber's authority to approve access to its data. If this authority is omitted
from the contract, the subscriber's data may be vulnerable to unauthorized access by the cloud vendor or other third parties.

IMO this is more important than data being on the same server.
upvoted 1 times

& & joshuactz 2 years, 8 months ago
Sorry, | mean "C". Quite sure it's C.
upvoted 1 times

B & vavofa5697 2 years, 8 months ago
Yes, it should be D. Sensitive data in the same server with other customer would present the greatest concern as it increases the risk of data
breaches and exposure of sensitive information.
upvoted 1 times

B & vavofa5697 2 years, 8 months ago
Yes, it should be D. Sensitive data in the same server with other customer would present the greatest concern as it increases the risk of data
breaches and exposure of sensitive information.
upvoted 1 times

B & Antonivs 2 years, 9 months ago

D and C, but D is the most important!
upvoted 1 times

E & SSP_Secure 2 years, 10 months ago
It has to be D as the main concern is Data mis-management.
upvoted 1 times
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Question #96 Topic 1

An information security manager has identified a major security event with potential noncompliance implications. Who should be notified FIRST?

A. Internal audit
B. Public relations team
C. Senior management

D. Regulatory authorities

Suggested Answer: C

Community vote distribution
)

B & MSKid 2 years, 6 months ago
CISM AlO 2nd - Incident Management Operations > Initiation - This section covers the answer based on the severity of the incident and the incident
being declared.

Open to any correction
upvoted 5 times

& & Ziggybooboo 2 years, 6 months ago
Senior Management looks good to me
upvoted 3 times

& & sphenixfire 1 year, 7 months ago
This is the phase in which response to the incident begins. Typically, it includes decla-
ration of an incident, followed by notifications sent to response team members so that
response operations may begin. Depending upon the severity of the incident, notifica-
tions may be sent to business executives
upvoted 1 times

E & usercism007 ([IEIEEEe) 11 months, 2 weeks ago
Selected Answer: C
The question talks about a "Major" security event.
If the "Senior Management" option was missing then "Data owner".
upvoted 1 times

© & Viperhunter 1 year, 5 months ago
Notifying senior management promptly allows them to be aware of the situation, assess the potential impact on the organization, and make informed
decisions regarding the next steps, including whether to involve internal audit, regulatory authorities, or public relations. Senior management is
responsible for overseeing the organization's overall governance, risk management, and compliance, and their involvement is crucial in addressing
and managing security incidents.
upvoted 1 times

& & richck102 1 year, 11 months ago
C. Senior management
upvoted 1 times

E & Antonivs 2 years, 3 months ago

Selected Answer: C

C, in case of regulations such as GDPR, authorities must be informed so D is important
upvoted 1 times
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Question #97 Topic 1

Which of the following is the PRIMARY purpose of establishing an information security governance framework?

A. To proactively address security objectives
B. To reduce security audit issues
C. To enhance business continuity planning

D. To minimize security risks

Suggested Answer: A

Community vote distribution
A (74%) D (26%)

© & Abhey [TITTERT) 2 years ago

The PRIMARY purpose of establishing an information security governance framework is to proactively address security objectives. The framework
provides a structure for aligning information security activities with business objectives, defining roles and responsibilities, and ensuring that
information security risks are managed appropriately.

upvoted 5 times

© & Vishalgupta26 10 months, 3 weeks ago
An information security governance framework is designed to provide a structured approach to managing information security in alignment with
business objectives. It helps ensure that security risks are properly identified, managed, and mitigated, while also ensuring that the organization's
security policies, procedures, and controls support its strategic goals. This proactive approach enables the organization to effectively manage
security and align it with broader business objectives.
upvoted 1 times

B & helg420 12 months ago

Selected Answer: A

A. To proactively address security objectives

The PRIMARY purpose of establishing an information security governance framework is to proactively address security objectives. This involves
establishing and maintaining a framework and supporting processes to ensure that information security strategies align with business objectives and
that risks are managed effectively. By doing so, it provides a structured approach to safeguarding digital assets, processes, and systems from cyber
threats, while ensuring compliance with applicable laws and regulations.

Information security governance frameworks are designed to define the organization's security objectives, identify and assess risks, and develop
policies and procedures. This proactive approach to addressing security objectives helps organizations not only meet their regulatory and compliance
requirements but also manage and mitigate potential security risks before they can impact the business.

upvoted 2 times

B & oluchecpoint 1 year, 3 months ago

Selected Answer: A

A. To proactively address security objectives

The PRIMARY purpose of establishing an information security governance framework is to proactively address security objectives. Information
security governance helps an organization define its security goals, establish policies and procedures, allocate resources, and create a structured
approach to managing and improving security. It is focused on ensuring that the organization's security measures are aligned with its overall business
objectives and that it takes a proactive rather than reactive approach to security. While reducing security audit issues, enhancing business continuity
planning, and minimizing security risks are important aspects of information security governance, they are typically secondary to the primary goal of
proactively addressing security objectives.

upvoted 1 times

& & Cyberbug2021 1 year, 5 months ago

Selected Answer: A
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The correct answer is A. To proactively address security objectives.

An information security governance framework provides a structured approach to managing information security risks and ensuring that security is
aligned with the organization's overall business objectives. It helps organizations proactively address security challenges, rather than reacting to
incidents after they occur.

upvoted 1 times

© & Viperhunter 1 year, 5 months ago

An information security governance framework provides a structured approach to managing and implementing information security practices within
an organization. It involves defining roles, responsibilities, and processes to proactively address security objectives and ensure that information
security aligns with the overall business goals and strategies. While reducing security audit issues, enhancing business continuity planning, and
minimizing security risks are important outcomes of effective information security governance, the overarching goal is to establish a systematic and
strategic approach to managing information security within the organization.

upvoted 1 times

E & sphenixfire 1 year, 7 months ago
CISM AIO 2nd, Information Governance
Frameworks and Standards, last part

upvoted 1 times

E & oluchecpoint 1 year, 8 months ago
A. To proactively address security objectives

The PRIMARY purpose of establishing an information security governance framework is to proactively address security objectives. Information
security governance helps an organization define its security goals, establish policies and procedures, allocate resources, and create a structured
approach to managing and improving security. It is focused on ensuring that the organization's security measures are aligned with its overall business
objectives and that it takes a proactive rather than reactive approach to security. While reducing security audit issues, enhancing business continuity
planning, and minimizing security risks are important aspects of information security governance, they are typically secondary to the primary goal of
proactively addressing security objectives.

upvoted 1 times

E & richck102 1 year, 11 months ago
D. To minimize security risks
upvoted 1 times

© & dark_3k03r 1 year, 12 months ago
The primary purpose of an infosec governance framework is to meet the security objectives of the organization. Proactive is nice, but it's just meeting
those objectives.

Rationale:
(B) To reduce security audit issues is a byproduct, not the driver. If you manage the security objectives this will just happen.
(C) To enhance business continuity planning is a byproduct, not the driver. If you manage the security objectives this will just happen.
(D) To minimize security risks, is a byproduct, not the driver. If you manage the security objectives this will just happen.
upvoted 4 times

B & dedfef 2 years, 1 month ago

Selected Answer: D

d is the correct answer
upvoted 2 times

B & Saj194 2 years, 1 month ago

Selected Answer: D

Primary purpose is to minimize risk.
upvoted 3 times
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Question #98 Topic 1

An organization is leveraging tablets to replace desktop computers shared by shift-based staff. These tablets contain critical business data and
are inherently at increased risk of theft. Which of the following will BEST help to mitigate this risk?

A. Implement remote wipe capability.
B. Create an acceptable use policy.
C. Conduct a mobhile device risk assessment.

D. Deploy mobile device management (MDM).

Suggested Answer: D

Community vote distribution
D (90%) 10%

© & D2D2 2 years, 5 months ago

MDM has the ability to inventory, locate, wipe, etc..
upvoted 6 times

© & SHERLOCKAWS 6 months, 3 weeks ago
For me it's A which is the most targeted, effective measure for this specific threat. MDM is the tool/service that includes the remote wipe capability
which is the appropriate technical control needed here.
upvoted 2 times

© & Viperhunter 1 year, 5 months ago

Selected Answer: D

Mobile Device Management (MDM) solutions provide a centralized platform for managing and securing mobile devices, such as tablets. MDM allows

organizations to enforce security policies, remotely monitor devices, and, in some cases, implement features like remote wipe capability. By

deploying MDM, the organization can have better control over the tablets, enhancing security and mitigating risks associated with theft or loss.
upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
D. Deploy mobile device management (MDM).

Deploying mobile device management (MDM) is the best option to mitigate the increased risk of theft associated with tablets used to store critical
business data. MDM solutions provide centralized control and management of mobile devices, including the ability to enforce security policies, track
devices, and remotely wipe them if they are lost or stolen. This ensures that even if a tablet is stolen, the organization can remotely erase its data,
minimizing the risk of unauthorized access to critical business information.

upvoted 1 times

B & GTechGuard 1 year, 8 months ago
A mobile device risk assessment is a process of identifying and assessing the risks associated with using mobile devices in the workplace. It can
help organizations to identify vulnerabilities in their mobile device security and to develop mitigation strategies.

Mobile device management (MDM) is a software solution that allows organizations to manage mobile devices, such as tablets. MDM can be used to
configure tablets, deploy security policies, and track tablet usage. However, MDM cannot prevent theft of tablets.
upvoted 1 times

& & Ssalilgen 1 year, 2 months ago
MDM can reduce impact (then risk) of theft
upvoted 1 times

& & o03allen 1 year ago
risk assessment is not a mitigation for a risk, it identifies the risks.
upvoted 1 times

B & richck102 1 year, 11 months ago
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D. Deploy mobile device management (MDM).
upvoted 1 times

B & bambs 2 years, 1 month ago
With MDM, an organization can enforce security policies and controls, such as encryption, password policies, and remote wipe capability, on the
tablets. In the event that a tablet is lost or stolen, the MDM solution can be used to remotely wipe the data from the device to prevent unauthorized
access to critical business data.
upvoted 3 times

B & Prakashchimad 2 years, 5 months ago
‘A" should be the answer, to be least impacted even after the device is stolen.
upvoted 1 times
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Question #99 Topic 1

When scoping a risk assessment, assets need to be classified by:

A. sensitivity and criticality.
B. likelihood and impact.
C. threats and opportunities.

D. redundancy and recoverability.

Suggested Answer: A

Community vote distribution
A (100%)

B & themanzis 1 month, 3 weeks ago
SCOPE is the key word!
upvoted 1 times

B & SHERLOCKAWS 6 months, 3 weeks ago
When talking about RISK ASSESSMENT it's likelihood and impact that need to be addressed. sensitivity and criticality are important for DLP or even
BCP planning.
upvoted 2 times

E & sphenixfire 1 year, 7 months ago
CISM AlOQ, 2nd > Asset Classification "In asset classification, an organization assigns an asset to a category representing usage or
risk. In an information security program, the purpose of asset classification is to deter-
mine, for each asset, its level of criticality to the organization.
Criticality can be related to information sensitivity...."
upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
B. Likelihood and Impact.

This classification helps in evaluating the potential risks and their significance in terms of how likely they are to occur and what impact they might
have on the organization.
upvoted 2 times

& & AlexJacobson 1 year, 3 months ago
Risks are evaluated by likelihood and impact, not assets. Assets are evaluated by their value, ergo sensitivity and criticality. And only based on
that you do risk assessment of those assets.
upvoted 1 times

B & oluchecpoint 1 year, 3 months ago
Correct
Alis right
upvoted 1 times

E & CrackyPatch 1 year, 11 months ago

Selected Answer: A

A. sensitivity and criticality.
upvoted 2 times

& & richck102 1 year, 11 months ago
A. sensitivity and criticality.
upvoted 1 times

B & Ziggybooboo 2 years, 7 months ago
| think this is B as that aligns with Risk better
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upvoted 1 times

& & k4d4v4r 2 years, 7 months ago
Alis correct. You measure a risk by Likelihood x impact but the asset classification is based on sensitivity and criticality
upvoted 14 times

B & cosmo4ng 2 years, 6 months ago
agreed
upvoted 3 times
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Question #100 Topic 1

Which of the following would BEST enable effective decision-making?

A. Annualized loss estimates determined from past security events
B. A universally applied list of generic threats, impacts, and vulnerabilities
C. A consistent process to analyze new and historical information risk

D. Formalized acceptance of risk analysis by business management

Suggested Answer: D

Community vote distribution
C (84%) D (16%)

B & shear123 10 months, 2 weeks ago
With D, the business side is at-least part of the equation.
upvoted 1 times

B & be91d94 10 months, 4 weeks ago
What if the consistent process is awful? With D, the business side is at-least part of the equation.
upvoted 1 times

B & helg420 1 year, 5 months ago

C. A consistent process to analyze new and historical information risk

A consistent process to analyze both new and historical information risk would BEST enable effective decision-making. This approach ensures a
systematic and continuous review of information risk that is relevant to the organization's context. It allows for informed decisions based on a
comprehensive understanding of the current risk landscape as well as past experiences. By applying a consistent methodology, organizations can
identify, assess, and prioritize risks accurately and efficiently, ensuring that decision-makers are equipped with timely and relevant information to
guide their actions.

upvoted 1 times

B & peelu 1 year, 10 months ago
D. Formalized acceptance of risk analysis by business management.
upvoted 1 times

B & Cyberbug2021 1 year, 11 months ago

The answer is D. Formalized acceptance of risk analysis by business management.

Formalized acceptance of risk analysis by business management is the most crucial factor in enabling effective decision-making. This is because it
ensures that risk analysis is not just an academic exercise but is integrated into the organization's overall decision-making process.
upvoted 1 times

© & Viperhunter 1 year, 11 months ago
Effective decision-making in information security requires a consistent process to analyze both new and historical information risks. This involves
continuously assessing and understanding the evolving threat landscape, vulnerabilities, and potential impacts on the organization's assets. A
standardized risk analysis process provides a framework for making informed decisions regarding risk mitigation strategies and resource allocation.
upvoted 1 times

E & oluchecpoint 2 years, 2 months ago
C. A consistent process to analyze new and historical information risk.

Effective decision-making in the context of information security and risk management often relies on a consistent and well-defined process for
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assessing and analyzing risks. This process should take into account both new and historical information to provide a comprehensive understanding
of the current risk landscape. This approach enables organizations to make informed decisions about risk mitigation, resource allocation, and other
security measures. While the other options (A, B, and D) can be important components of an overall risk management strategy, having a consistent
and adaptable risk analysis process is fundamental to making sound decisions in this area.

upvoted 1 times

B & richck102 2 years, 5 months ago

C. A consistent process to analyze new and historical information risk

upvoted 1 times

© & Abhey 2 years, 6 months ago
C. A consistent process to analyze new and historical information risk would best enable effective decision-making. Decision-making requires a
systematic approach to evaluate the risks associated with the options available.
upvoted 2 times

B & CISM_newbie 2 years, 7 months ago
It's a matter of wording. In order to conduct a consistent process of analyzing new/historical risk info there should first be a formalized acceptance
of risk analysis conducted by the business mgt team. Once this is established, than there should be a consistent review, just my thoughts.
upvoted 4 times

© & bambs 2 years, 7 months ago
Effective decision-making in information security requires a consistent and repeatable process for analyzing risk. This process should take into
account both new and historical information, and should be able to adapt to changing circumstances, such as new threats or changes to the business
environment.
upvoted 3 times

E & Antonivs 2 years, 9 months ago
C seems the best answer
upvoted 2 times

B & ZeeM12 2 years, 9 months ago
| originally selected C but it says "consistent" vs. D says "formalized".
upvoted 3 times

B & Broesweelies 2 years, 9 months ago
C. A consistent process to analyze new and historical information risk would BEST enable effective decision-making. This allows for the continual
assessment and re-evaluation of risks, taking into account new and historical information, in order to make informed and effective decisions about
risk management.
upvoted 3 times

© & ccKane 2 years, 9 months ago
A consistent process to analyze new and historical information risk is also an important factor in enabling effective decision-making. It provides a
structured approach for evaluating risk and ensures that all relevant information is taken into account when making decisions. However, without
the formalized acceptance of risk analysis by business management, the risk analysis process may not be integrated into the decision-making
process of the organization and may not have the necessary influence on decision-making.

Therefore D:
Formalized acceptance of risk analysis by business management would BEST enable effective decision-making because it ensures that the risk
analysis process is integrated into the decision-making process of the organization and that risk is taken into account when making decisions.
This helps to ensure that decisions are made with a full understanding of the potential risks and consequences, leading to better and more
informed decision-making.

upvoted 4 times

B & Prospect57 2 years, 9 months ago

Selected Answer: C

C should be the answer here. A consistent process would better help with decision making; directly answering the question more so than a process
by which management approves.
upvoted 1 times

E & mad68 2 years, 11 months ago
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Selected Answer: C

| clicked the wrong box, its' "C"
upvoted 3 times

= & madé8 2 years, 11 months ago

Selected Answer: D

You make better decisions with up to date relevant information.
upvoted 1 times
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Question #101 Topic 1

Which of the following has the GREATEST impact on efforts to improve an organization's security posture?

A. Well-documented security policies and procedures
B. Supportive tone at the top regarding security
C. Regular reporting to senior management

D. Automation of security controls

Suggested Answer: B

Community vote distribution
B (100%)

© & peelu 10 months, 3 weeks ago

B. Supportive tone at the top regarding security
upvoted 5 times

© & richck102 [IEIEENE) 1 year, 5 months ago

B. Supportive tone at the top regarding security
upvoted 1 times

E & MSKid 1 year, 11 months ago

Voting B: CISM AIO 2nd - Emerging Risk and Threat Landscape
upvoted 4 times
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Question #102 Topic 1

Which of the following is the BEST strategy to implement an effective operational security posture?

A. Increased security awareness
B. Defense in depth
C. Threat management

D. Vulnerability management

Suggested Answer: B

Community vote distribution
B (83%) A (17%)

= & MSKid 2 years, 5 months ago

Voting B: Defense in depth does cover awareness training so it would be the best given the choices.
upvoted 8 times

© & oluchecpoint ([TELTER1e) 1 year, 3 months ago

B. Defense in depth

Defense in depth is considered the best strategy to implement an effective operational security posture. This approach involves layering multiple
security measures and controls throughout an organization's infrastructure to provide multiple layers of protection. It goes beyond any single point of
failure and helps mitigate various types of threats and vulnerabilities.

upvoted 2 times

E & Cyberbug2021 1 year, 5 months ago

Selected Answer: B

The answer is B. Defense in depth.

Defense in depth is a security strategy that involves layering multiple security controls at different stages of an attack to provide redundancy and
make it more difficult for attackers to succeed. This strategy is often compared to peeling an onion, as each layer of defense must be breached
before the attacker can reach the core asset.

Here's why the other options are not as effective:

A. Increased security awareness: While security awareness is important, it is not a standalone strategy for implementing an effective operational
security posture. It needs to be combined with other security controls to provide a comprehensive defense.
upvoted 1 times

& & oluchecpoint 1 year, 8 months ago
B. Defense in depth

Defense in depth is considered the best strategy to implement an effective operational security posture. This approach involves layering multiple
security measures and controls throughout an organization's infrastructure to provide multiple layers of protection. It goes beyond any single point of
failure and helps mitigate various types of threats and vulnerabilities.

upvoted 1 times

& & richck102 1 year, 11 months ago
B. Defense in depth
upvoted 2 times

E & dark_3k03r 1 year, 12 months ago

Selected Answer: B

The keyword is a strategy and the only one that does that is (B) Defense in depth as a defense in depth is a strategy of how things should be done
and why. As mentioned by MSKid, this means that Defense in Depth includes the rest.
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Even if the other were strategies... the fact that defense in depth has multiple layers means that it should be able to succeed even if one fails and this
is incredibly useful for operations.

Rationale:
(A) Increased security awareness is a goal/objective

—

C) Threat management is a process
(D) Vulnerability management is a process
upvoted 3 times
E & dedfef 2 years, 1 month ago

d is the best answer

upvoted 1 times

& & jaiz 2 years, 2 months ago

Selected Answer: B

A can be subset of B.

upvoted 1 times

= & Antonivs 2 years, 3 months ago

Selected Answer: B

B is the key of cybersecurity

upvoted 3 times

&) & Broesweelies 2 years, 3 months ago

Selected Answer: B

defense in debt

upvoted 2 times

& & Prospect57 2 years, 3 months ago

Selected Answer: A

Ais my answer. This is the most *direct* response to the question and is something that is drilled into our heads for CISM studying; security

awareness training is critical as your #1 reason for incidents are related to employees not knowing enough about information security.
upvoted 3 times

& & SSP_Secure 2 years, 4 months ago
Defense in Depth is more a technological response referring to multiple layers of defense however Awareness is giving an idea on Do's and Dont's. |
go with A
upvoted 3 times

& & Dorcy 2 years, 6 months ago
I would go for A
upvoted 2 times

& & Cytrail 2 years, 6 months ago

Selected Answer: A
The answer is A. Operational points to awareness!
upvoted 2 times
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Question #103 Topic 1

In a cloud technology environment, which of the following would pose the GREATEST challenge to the investigation of security incidents?

A. Non-standard event logs
B. Access to the hardware
C. Data encryption

D. Compressed customer data

Suggested Answer: B

Community vote distribution
B (58%) A (42%)

B & MSKid 2 years, 11 months ago
CISM AIO 2nd - "Acquiring Additional Hardware" section gives a good chart (7-7 Table) on pro's and con's as to why this answer is correct given the
options
upvoted 9 times

& & dark_3k03r 2 years, 5 months ago
Expanding on MSKid, the correct answer is B cause trying to acquire additional hardware during an incident is nearly impossible as contracts,
procurement, legal, etc.. will need to get involved. But with non-standard logs all you need to do is run it through a parser to normalize the logs and
you should be fine. This is why (A) is not the answer. While encryption can be decrypted (C) and compression can be decompressed (D).
upvoted 2 times

E) & CISSPST 2 years, 1 month ago
I mostly agree with your explanation for the wrong answers.

B is the correct answer, but not because of the difficulty of acquiring additional hardware, because the question is specifically talking about
investigation, not recovery. Unless it is a private cloud environment (and sometimes even if it is), taking bit-for-bit copy of hard-disk for
instance may not be allowed because the resources are shared.

upvoted 6 times

O & alifjouj [IETEENE) 1 year, 2 months ago

in the cloud context it is almost impossible
upvoted 2 times

B & helg420 1 year, 5 months ago

Selected Answer: B

B. Access to the hardware

In a cloud technology environment, one of the greatest challenges to the investigation of security incidents is access to the hardware. Cloud
environments typically abstract the hardware layer from users, which means that customers do not have direct access to the physical servers,
network equipment, or storage devices where their data is processed and stored. This limitation can significantly impede forensic investigations, as
investigators may require physical access to gather evidence, analyze hardware configurations, or perform other forensic tasks that are simply not
possible in a cloud setting where the infrastructure is managed by a service provider.

upvoted 2 times

E & Thavee 1 year, 7 months ago
Standard or non standard Log is likely not an issue at all. All type of logs are never be the same but they are understandable. Otherwise, Linux
/Var/log and Windows Event logs must be problematic. Access to the hardware is the challenge. | am in Country B, but the AWS cloud front | am
using is at Country Z. Some how, we will never know where our applications are hosted (serverless).
upvoted 1 times

B & afoo1314 1 year, 7 months ago

Selected Answer: B
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A and B is correct. But the question is in a "CLOUD" technology. Accessing to hardware is almost impossible.
upvoted 1 times
E & oluchecpoint 1 year, 9 months ago

Selected Answer: B

B. Access to the hardware

In a cloud technology environment, access to the hardware poses the greatest challenge to the investigation of security incidents. In traditional on-
premises environments, organizations have direct physical access to their hardware, making it relatively easier to conduct investigations and gather
evidence in case of security incidents.

upvoted 1 times

E & POWNED 1 year, 12 months ago
Just simple down the question... What is the greatest difficulty when dealing with cloud providers? This answer is always getting access to the
physical hardware. Answer is B
upvoted 2 times

B & JJ1204 2 years ago
C. Data encryption

Data encryption is a significant challenge when investigating security incidents in a cloud environment because it can make it extremely difficult to
access and analyze the data that is encrypted. If data is properly encrypted, even if an attacker gains access to it, they will not be able to decipher it
without the encryption keys. This can hinder the investigation process, as investigators may not be able to determine the nature and extent of a
security incident or breach. In contrast, the other options (A, B, and D) can also pose challenges but are typically more manageable compared to the
encryption of data.

upvoted 1 times

B & Perseus_68 2 years ago
Getting your cloud provider to give you access to their servers or other hardware is next to impossible while non-standard logs are a challenge, you
can solve that. B is the greatest challenge.
upvoted 1 times

B & sphenixfire 2 years, 1 month ago
no every incident needs hw access, but usually logs
upvoted 1 times

& & oluchecpoint 2 years, 2 months ago
B. Access to the hardware

In a cloud technology environment, access to the hardware poses the greatest challenge to the investigation of security incidents. In traditional on-
premises environments, organizations have direct physical access to their hardware, making it relatively easier to conduct investigations and gather
evidence in case of security incidents.

upvoted 1 times

B & Zenvega 2 years, 3 months ago
The question said in a "CLOUD" environment. So access to underlying hardware "D" is incorrect and is typically managed and controlled by the cloud
service provider, and customers do not have direct physical access to the hardware.
upvoted 2 times

B & sham222 2 years, 3 months ago

Selected Answer: A

Ais correct.

B is just crazy. Why would you need access to the hardware to investigate an incident? You think AWS is going to let their customers access their
hardware? lolol. No customer gets access to the hardware. That's a moot option. It's not a challenge because it's not needed. Logs however are
needed, and non-standard logs would make the investigation process more complex.

upvoted 3 times

B & wello 2 years, 5 months ago

Selected Answer: B

Access to the HW
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upvoted 1 times
B & Saisharan 2 years, 5 months ago
While access to hardware is a significant challenge, the lack of standardized and consistent event logs (Option A) is generally considered a more
pervasive and widespread challenge in cloud environments, as it affects multiple aspects of incident investigation and analysis. So Option would be
A
upvoted 3 times

& & richck102 2 years, 5 months ago
B. Access to the hardware
upvoted 1 times

B & madé8 2 years, 5 months ago
- In a cloud technology environment, non-standard event logs would pose the greatest challenge to the investigation of security incidents.
Standardized event logs would provide a consistent source of information for security investigations and compliance audits. Non-standard event logs
could be difficult to decipher or be incomplete, leading to gaps in security incident investigation.
upvoted 2 times
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Question #104 Topic 1

The PRIMARY goal of conducting a business impact analysis (BIA) as part of an overall continuity planning process is to:

A. obtain the support of executive management.
B. document the disaster recovery process.
C. map the business process to supporting IT and other corporate resources.

D. identify critical processes and the degree of reliance on support services.

Suggested Answer: D

Community vote distribution
D (100%)

O & msKid [FIIIEREY 1 year, 11 months ago
CISM AlO 2nd - Business Impact Analysis
upvoted 7 times

& & sphenixfire 1 year, 1 month ago
The business impact analysis identifies the impact of various disaster scenarios and
determines the most critical processes and systems in an organization
upvoted 1 times

& & oluchecpoint ([IETER1e) 1 year, 2 months ago
D. identify critical processes and the degree of reliance on support services.

The purpose of a BIA is to identify and prioritize critical business processes and functions, as well as to assess their reliance on various support
services and resources. This information is crucial for developing effective continuity plans and strategies to ensure that essential business
operations can continue in the event of disruptions or disasters

upvoted 1 times

& & richck102 1 year, 5 months ago
D. identify critical processes and the degree of reliance on support services.
upvoted 2 times
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Question #105 Topic 1

Which of the following is MOST important when selecting an information security metric?

A. Ensuring the metric is repeatable
B. Aligning the metric to the IT strategy
C. Defining the metric in qualitative terms

D. Defining the metric in quantitative terms

Suggested Answer: A

Community vote distribution
B (45%) A (31%) D (24%)

© & Broesweelies 2 years, 9 months ago
Ensuring repeatability is important when selecting an information security metric, but it is not the most important factor. Repeatable metrics provide
consistent and reliable data, which is crucial for tracking progress over time and making comparisons. However, repeatability alone is not enough to
ensure that the metric is useful and meaningful. Aligning the metric to the IT strategy and ensuring that it supports the overall objectives of the
organization is more critical, as this will ensure that the metric provides relevant and valuable information that can be used to drive meaningful
improvements in information security.
upvoted 11 times

© & CISSPST 2 years, 1 month ago
I respectfully disagree. A security metric should align to business strategy, but not every security metric need align to IT strategy. For example,
security resource management (metric: cost per user for security services) is integral to business strategy but is not impacted by and does not
impact IT strategy.

Answer is Repeatability.
upvoted 6 times

B & Perseus_68 2 years ago
Looks like a semi trick question, IT strategy is too narrow of a focus as CISSPST mentions. Metrics can be used for many things. However,
without repeatability the metric is worthless.
upvoted 3 times

© & angellorv [TIREELY 1 year, 5 months ago
(A) ISACA CISM 15ed Review Manuan Section 1.6.1: Effective Security Metrics (SMART CRAAP):

Specific, Measurable, Attainable, Relevant, Timely, Cost-effective, Repeatable, Accurate, Actionable, Predictive
upvoted 6 times

© & Vishalgupta26 10 months, 3 weeks ago

Defining the metric in quantitative terms

Quantitative metrics provide measurable, objective data that can be used to track progress, evaluate the effectiveness of security controls, and make
data-driven decisions. This makes it easier to monitor improvements, identify areas of concern, and report to stakeholders.
upvoted 1 times

B & grandMa 1 year ago

Selected Answer: B

this is confusing question.
upvoted 1 times

B & alifjouj 1 year, 2 months ago

Selected Answer: A

not every metric aligns with business
upvoted 2 times

& & helg420 1 year, 5 months ago
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Selected Answer: A

While IT strategy encompasses the broader implementation of technology within an organization to meet its goals, the security strategy specifically
focuses on protecting the organization's information and technology assets from threats and vulnerabilities. Ideally, information security metrics
should align with the security strategy, which in turn should be developed in alignment with both the IT strategy and the overarching business
objectives.

Given the context of the available options and considering the importance of the security focus, the priority shifts to ensuring the metrics are not only
aligned but also practical and actionable. Since "aligning to the security strategy" is not explicitly provided as an option, the focus should indeed
revert to the fundamental qualities that make a metric useful for security purposes.

Thus, Option A. Ensuring the metric is repeatable becomes significant
upvoted 2 times

B & ¢041644 1 year, 6 months ago
B, When selecting an information security metric, it's crucial to ensure it aligns with organizational goals aka IT strategy....
upvoted 1 times

B & e891cd1 1 year, 8 months ago
B Metrics should be SMART Specific Measurable Attainable Relevant and Timely.. aligning the metric with your strategy makes it more relevant is the
logic i used.
upvoted 1 times

E & sphenixfire 2 years, 1 month ago

Selected Answer: B

| would say A but AIO 2nd means B

A formal metrics program provides qualitative and quantitative data on the effective-
ness of many elements of an organization’s security program and operations. Metrics can
be developed via the SMART method: specific, measurable, attainable, relevant, and
timely. Metrics must align with the organization’s mission, strategy, and objectives. Some
metrics can be used to report on results in the recent past, but some metrics should serve
as leading indicators or drive a call to action by the leadership team

upvoted 3 times

& & sphenixfire 2 years, 1 month ago
Strategic Alignment
For a security program to be successful, it must align with the organization’s mission,
strategy, goals, and objectives. A security program strategy and objectives should contain
statements that can be translated into key measurements—the program'’s key perfor-
mance and risk metrics
upvoted 1 times

E & oluchecpoint 2 years, 2 months ago
B. Aligning the metric to the IT strategy

When selecting an information security metric, it is most important to align the metric with the overall IT strategy and business objectives. This
ensures that the metric is relevant and meaningful in the context of the organization's goals. Metrics should be tied to specific objectives and key
performance indicators (KPIs) that support the strategic direction of the organization.

upvoted 1 times

B & drewl25 2 years, 3 months ago

Selected Answer: A

When selecting an information security metric, the most important consideration is to ensure that the metric is repeatable.

A repeatable metric is one that can be consistently and reliably measured over time. It should be based on well-defined criteria, standardized
measurement methods, and clear data collection processes. By having a repeatable metric, organizations can track and compare security
performance consistently, identify trends, and measure progress towards security goals effectively.

upvoted 4 times

B & Az900500 2 years, 5 months ago
When Metric is measure quantitatively, it simply mean it is measurable and can be evaluated and will help proper investment into information security
Selected Answer: D
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upvoted 2 times
B & richck102 2 years, 5 months ago
D. Defining the metric in quantitative terms
upvoted 2 times

E & dark_3k03r 2 years, 5 months ago

The most important thing about metrics is that they are tracking what matters to the business. With this in mind (B) is the correct answer.

Rationale:

A. It is great to have consistency, but it doesn't matter if it doesn't track anything meaningful.

(C) and (D) are different ways of measuring things. One isn't better than the other, but again... they need to measure something meaningful which is
(B).

upvoted 2 times

© & Abhey 2 years, 6 months ago
When selecting an information security metric, it is MOST important to define the metric in quantitative terms (Option D). This means that the metric
should be measurable and expressed in numerical values.
upvoted 3 times

B & bambs 2 years, 7 months ago
Quantitative metrics use numerical data to measure and report on specific aspects of information security, such as the number of incidents, the time
taken to resolve an issue, or the percentage of systems that are compliant with security policies
upvoted 4 times

& & dedfef 2 years, 7 months ago
you are wrong sir. Metrics dont have to be only quantitative
upvoted 1 times

B & MSKid 2 years, 11 months ago

CISM AlO 2nd - Security metrics are often used to observe technical IT security controls and processes and determine whether they are operating
properly.
upvoted 3 times
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Question #106 Topic 1

Which of the following is the BEST way for an information security manager to justify ongoing annual maintenance fees associated with an
intrusion prevention system (IPS)?

A. Establish and present appropriate metrics that track performance.
B. Perform industry research annually and document the overall ranking of the IPS.
C. Perform a penetration test to demonstrate the ability to protect.

D. Provide yearly competitive pricing to illustrate the value of the IPS.

Suggested Answer: C

Community vote distribution
A (83%) C (17%)

E & GAAMMC 9 months ago
Given he needs to justify the cost, C speaks to a cost to benefit
upvoted 1 times

& & alifjouj 1 year, 2 months ago
periodic testing of effectiveness
upvoted 1 times

& & angellorv 1 year, 5 months ago
(C) ISACA CISM 15ed Review Manuan Section 1.6.5 (Value Delivery Metrics):
Control cost-effectiveness that is determined by periodic testing
The effectiveness of controls as determined by testing.
upvoted 1 times

B & simon205 1 year, 6 months ago
C. We have to prove its capability and pay for its maintenance cost . Just like we buy insurance , we are not expecting its daily metrics, but we just
need it during major incident .
upvoted 2 times

E & Manix 1 year, 9 months ago
pentest results are the best evidence of effectiveness.
upvoted 1 times

E & CISSPST 2 years, 1 month ago
PenTest is just a snapshot in time of the system's effectiveness but tracking the system's performance (e.g. no. of incidents prevented successfully
and impact to business if the incidents were not prevented) gives more visibility to the Rol on the TCO.

Correct answer is A.
upvoted 4 times

B & oluchecpoint 2 years, 2 months ago
A. Establish and present appropriate metrics that track performance.

The best way for an information security manager to justify ongoing annual maintenance fees associated with an intrusion prevention system (IPS) is
to establish and present appropriate metrics that track the system's performance. This approach demonstrates the tangible value of the IPS and its
effectiveness in protecting the organization's network and data. By using metrics related to the system's performance, such as the number of
detected and blocked intrusion attempts, reduction in security incidents, or the cost savings resulting from prevented breaches, the manager can
provide concrete evidence of the IPS's impact on security.

upvoted 3 times

& & oluchecpoint 2 years, 2 months ago
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Establishing and presenting metrics that track performance not only justifies the maintenance fees but also helps in monitoring and improving the
IPS's effectiveness over time, which is essential for maintaining a strong security posture.
upvoted 1 times

E & pc2502 2 years, 3 months ago
C. is the right answer
upvoted 1 times

& & richck102 2 years, 5 months ago
A. Establish and present appropriate metrics that track performance.
upvoted 2 times

& & Mauro4 2 years, 7 months ago
Overarching answer (A). B, C, and D all fall under the metric category.
upvoted 1 times

= & Antonivs 2 years, 9 months ago
A for sure
upvoted 1 times

& & STUDYER2 2 years, 9 months ago
Does anyone know how the correct answers are provided? thanks..
upvoted 1 times

B & fac161f 1 year, 2 months ago
I would like to know that too.
upvoted 1 times

& & KANLA 2 years, 9 months ago
Ais my option. Provision of data is the best way for justification
upvoted 1 times

& & Prospect57 2 years, 9 months ago
A'is my answer. Agreeing w/ the majority here.
upvoted 1 times

= & SSP_Secure 2 years, 10 months ago
Justification is result oriented and that need can be justified only through data points or Performance.
upvoted 1 times

& & D2D2 2 years, 11 months ago

Selected Answer: A

A for sure
upvoted 2 times

& & MSKid 2 years, 11 months ago

Selected Answer: A

Voting A also. CISM AlO 2nd - Metrics
upvoted 3 times


https://www.examtopics.com/user/pc2502/
https://www.examtopics.com/user/pc2502/
https://www.examtopics.com/user/pc2502/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/Mauro4/
https://www.examtopics.com/user/Mauro4/
https://www.examtopics.com/user/Mauro4/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/Antonivs/
https://www.examtopics.com/user/STUDYER2/
https://www.examtopics.com/user/STUDYER2/
https://www.examtopics.com/user/STUDYER2/
https://www.examtopics.com/user/fac161f/
https://www.examtopics.com/user/fac161f/
https://www.examtopics.com/user/fac161f/
https://www.examtopics.com/user/KANLA/
https://www.examtopics.com/user/KANLA/
https://www.examtopics.com/user/KANLA/
https://www.examtopics.com/user/Prospect57/
https://www.examtopics.com/user/Prospect57/
https://www.examtopics.com/user/Prospect57/
https://www.examtopics.com/user/SSP_Secure/
https://www.examtopics.com/user/SSP_Secure/
https://www.examtopics.com/user/SSP_Secure/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/MSKid/
https://www.examtopics.com/user/MSKid/
https://www.examtopics.com/user/MSKid/

Question #107 Topic 1

An organization wants to enable digital forensics for a business-critical application. Which of the following will BEST help to support this
objective?

A. Install biometric access control.
B. Develop an incident response plan.
C. Define data retention criteria.

D. Enable activity logging.

Suggested Answer: D

Community vote distribution
D (85%) B (15%)

B & mades [IEERLY 1 year, 11 months ago

Enabling activity logging would be the BEST option to support digital forensics for a business-critical application. Activity logging allows for detailed
tracking of user actions within the application, which can be invaluable for forensic analysis in the event of an incident or security breach. The other
options may be important for overall security and incident response, but are not specifically focused on supporting digital forensics.

upvoted 7 times

© & MsKid 2 years, 5 months ago
Agree with D
upvoted 5 times

© & AlexJacobson [TELEAIe) 1 year, 3 months ago
I would actually go with B here - Develop an incident response plan. Digital forensics is/can be a part of incident response plan (it can be integrated
into IRP for a specific asset).
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
D.
Enabling activity logging, on the other hand, is a proactive step to capture relevant information that can be invaluable when investigating security
incidents or breaches within the business-critical application.
upvoted 1 times

& & richck102 1 year, 11 months ago
D. Enable activity logging.
upvoted 2 times

B & Dravidian 2 years ago
| see how this would be D but wouldn't D be a part of the incident response plan with is B?
upvoted 2 times

E & Prospect57 2 years, 3 months ago
My answer is D.
upvoted 2 times

& & Prospect57 2 years, 3 months ago
To add, forensics is concerned with chain of custody and knowing who did what at what times. If there was an incident caused by someone, a
forensic analyst needs to know when they did it, what device, what they accessed, etc. So it makes sense that D would be the answer here.
upvoted 2 times

E & aokisan 2 years, 4 months ago

Selected Answer: B

for forensic, incident response plan is important.
upvoted 1 times
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Question #108 Topic 1

An employee clicked on a link in a phishing email, triggering a ransomware attack. Which of the following should be the information security
manager's FIRST step?

A. Notify internal legal counsel.
B. Isolate the impacted endpoints.
C. Wipe the affected system.

D. Notify senior management.

Suggested Answer: B

Community vote distribution
D (50%) B (50%)

& & snitchygetstitchy 4 weeks ago
Anyone who thinks you should notify senior leadership first has clearly never worked in incident response. What are senior leadership going to do
when you tell them? They're gonna ask why you haven't isolated the affected device(s) yet. They're gonna ask what you've already done to contain the
situation. If the answer is "nothing, | called you first", that's a good way to end up in the unemployment line
upvoted 1 times

B & SandmanWeB 2 months ago
Ransomware is a severe issue. It is prudent to isolate the affected systems first, and THEN notify senior management.
upvoted 1 times

B & Adabach 8 months, 2 weeks ago
B>D>A>C>(+). Noting that it's the ISSM who is responding, "Stop the bleeding," B. Isolate the impacted end-points, ("cyber tourniquet") and take
the system completely off line. Scan all other systems on the shared NW for the signatures. Then, D, "notify senior management" as well as all
stakeholders with interconnecting systems and Interconnect Security Agreements (ISA). Then A, "notify internal legal counsel." If a backup
(incremental or full) exists, then, C, "wipe the affected system" and restore to the last-known-good restore-point. (+) Scan the restored system before
placing it back on the NW. Test it. Monitor the port traffic. Review awareness training and re-train the employee(s).
upvoted 4 times

E & pizzab0i 10 months, 3 weeks ago
Contain to limit impact and damage first is priority, then you notify.
upvoted 1 times

E & kokh94 1 year, 2 months ago
Containment is the first act upon any confirmed incidents.
upvoted 3 times

E & Eltooth 1 year, 3 months ago
D is correct answer - notify senior mgmt.
Remember this is a CISManager exam so you would manage the situation both up (to senior mgmt) and down (secops engineers).
upvoted 1 times

& & snitchygetstitchy 4 weeks ago
Wrong. Why would you take time to notify senior management while the ransomware is still out there and active on a device in your environment?
Sounds like a good way to get fired. Incident Response means containment comes first.
upvoted 1 times

& & helg420 1 year, 5 months ago
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B. Isolate the impacted endpoints.

Isolating the impacted endpoints should be the information security manager's FIRST step upon discovering that a ransomware attack has been
triggered by an employee clicking on a link in a phishing email. This action is essential to prevent the ransomware from spreading further across the
organization's network, thereby containing the attack and minimizing potential damage. Isolating affected systems helps in protecting unaffected
resources and is a critical step in managing and mitigating the incident effectively.

While senior management's involvement and guidance are essential, especially in handling communications, legal considerations, and overarching
organizational responses, the urgency of containing the ransomware attack to minimize its impact dictates that notifying senior management should
follow after initial containment efforts have been initiated. This approach aligns with incident response best practices that prioritize immediate
actions to secure the organization’s IT environment.

upvoted 2 times
& nuel_12 1 year, 7 months ago
D is the best choice, you have to come in terms to define the function of an information security manger, this is managerial position not operation
position, if it was CASP+, GIAC, B will be the answer

upvoted 2 times

& Thavee 1 year, 7 months ago
Report to management first is the correct step even if it does look not a smartest way. In real life, just inform the management first, and another
second later, give a call to the IT supervisor to quarantine the PC/whole VLAN/whole network segment. Cut the connections between operations and
backup storage links (normally, should always have an airgap)

upvoted 2 times

& cidigi 1 year, 7 months ago

Manager Himself doesnt do operational work(eg isolate endpoints etc).

Also, if the ransomware happened, is too late to deal with endpoints. Now is time to deal with the request hence D, notify the big guys
upvoted 1 times

& xcjxcj 1 year, 8 months ago

Selected Answer: B

Containment first.

While B and D are essential, do you do B first or D first
upvoted 2 times

& CCIEBYDEC 1 year, 8 months ago
Knowing the meaning of the Ransome attack might help. The Ransome attack has already gone beyond containment it already involves payment, and
a decision needs to be made

upvoted 1 times

E & xcjxcj 1 year, 8 months ago
Ransomware is a type of malware that locks and encrypts a victim's data, files, devices or systems, rendering them inaccessible and unusable
until the attacker receives a ransom payment

1 pcis locked, i need to FIRST isolate it from the network.
upvoted 2 times

& AlexJacobson 1 year, 9 months ago

While it's tempting to pick B (isolate), you have to remember that this is management level exam (similar to CISSP). This means you don't touch

anything, only consult, advise, steer... While it is absolutely correct that the next thing you do upon confirming the incident is to contain it (in this

case, isolate the affected endpoints), as a infosec manager you don't do that, you go ahead and inform management. So D, in my opinion.
upvoted 2 times

& wello 2 years, 5 months ago

ISACA emphasizes the importance of promptly notifying senior management about security incidents to ensure appropriate decision-making,
resource allocation, and coordination of response efforts. Senior management needs to be informed early on to understand the potential impact of
the incident, assess the organization's risk exposure, and authorize necessary actions.
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upvoted 2 times

© & [Removed] 2 years, 4 months ago
after confirming an incident, the second step is always containment.
upvoted 4 times

& & CISSPST 2 years, 1 month ago
Yes, they do that in the Review Manual, yet in their Sample questions, they first want you to contain, inform the data owners, and then senior
management. Refer Qs 96 & 103 (10th Ed). They even go ahead and say that senior management should only be informed if the impact is critical.
It sucks what they do to our gullible minds, but well.... the answer is A (??) 3).
upvoted 2 times

E) & CISSPST 2 years, 1 month ago
sorry, | meant, the answer is B. Isolate impacted endpoints.
upvoted 4 times

B & richck102 2 years, 5 months ago
B. Isolate the impacted endpoints.
upvoted 2 times

E & Naijaboy 2 years, 6 months ago
In such attacks, quick response makes a difference, hence if device is isolated, mgt can be notified. B then D
upvoted 2 times

E & Dravidian 2 years, 6 months ago
The ISM is not going to be isolating anything aka not implementing actions. His role instead would be assess the situation and inform management.
upvoted 4 times

& & dark_3k03r 2 years, 5 months ago
he will not be doing the isolation himself, but instead instructing his direct reports to do it. From there he will reach out to management. But
simply not telling their analyst to stop it will allow the problem to go unabated.
upvoted 4 times
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Question #109 Topic 1

A recent audit found that an organization's new user accounts are not set up uniformly. Which of the following is MOST important for the
information security manager to review?

A. Security policies
B. Automated controls
C. Guidelines

D. Standards

Suggested Answer: D

Community vote distribution
D (78%) A (22%)

O & dark_3k03r ([TITEEL) 2 years ago

The correct answer is D: Standards

The reason for this as followed:
() Security policies - dictate what must be done, but not how. This leaves it open to interpretation and thus the possibilities for inconsistencies.
(b) Automated Control do make things consistent, but this is not the security manager's role. This is a tech solution.
(c) Guidelines are suggestions, not mandatory things to do, and thus can result in inconsistencies.
(d) Standard make things mandatory and consistent. Thus why it's the correct answer.
upvoted 11 times

& & Maccaoidh 2 years ago

Policies should not include procedures (that question comes up routinely). Uniformity of creating user accounts would be listed under a procedure.
upvoted 5 times

© & Noragretz 9 months, 2 weeks ago
| believe it's policy. In the policy it should state that standards should be developed to achieve consistency in configurations. If that is not in the
policy, then the standard may not even exist.
upvoted 1 times

B & xcjxcj 1 year, 2 months ago
This is one of the main differences between a policy and standard: Policies act as a statement of intent, while standards function as rules to achieve
that intent.
upvoted 2 times

E & oluchecpoint 1 year, 8 months ago
D.
standards provide the specific instructions needed to ensure that user account setups are performed uniformly, making them the most important
aspect to review in this situation. Once standards are established and enforced, policies, automated controls, and guidelines can complement them
in maintaining a robust security posture.
upvoted 1 times

E & jennarink13 1 year, 10 months ago
| believe A. The policies should provide the proper guidance as whether the nonuniformity is acceptable or not. Any exceptions to the policies should
have undergo a proper exception process. This is also true when we do our audits. We normally trace any deficiencies we note in our testing back to
the audit client's policies to validate.
upvoted 1 times

& & jennarink13 1 year, 10 months ago
sorry for any typos tho. wrote in a rush
upvoted 1 times
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B & Jae_kes 1 year, 10 months ago

Selected Answer: A

A. Security policies

When a recent audit reveals that new user accounts are not set up uniformly, the most important area for the information security manager to review
is the organization's security policies. Security policies provide the overarching guidelines and directives for establishing and managing user
accounts in a consistent and secure manner.

upvoted 2 times

B & richck102 1 year, 11 months ago
D. Standards
upvoted 3 times

B & madé8 1 year, 11 months ago
Standards give details on how to achieve policy compliance
upvoted 2 times

E & Abhey 2 years ago
The most important thing for the information security manager to review in this case is the security policies.
upvoted 1 times

E & Seasondream 2 years ago
Standards are specific technical applications of something to be implemented. For example you will make accounts utilizing XYZ. Policies are vague
and do not have technical jargon. For example "Sensitive data must be protected" is something in a policy. If you changed it to say "Sensitive data will
be protected using high end encryption and MFA" that's a standard
upvoted 3 times

E & bambs 2 years, 1 month ago
Security policies are the MOST important for the information security manager to review when a recent audit found that an organization's new user
accounts are not set up uniformly.
upvoted 1 times

B & carlPTY07 2 years, 1 month ago

Selected Answer: D

This is about proper configurations. So its D.
Standards: An organization’s security standards describe, in detail, the methods, techniques, technologies, specifications, brands, and configurations
to be used throughout the organization.

Gregory, Peter H.; Gregory, Peter H.. CISM Certified Information Security Manager Bundle (p. 115). McGraw Hill LLC. Kindle Edition.
upvoted 2 times

E & Rowlandmare 2 years, 2 months ago

Selected Answer: A

logic for A is top down approach on documentation.....
Logic for D is bottom up on documentation...

Documentation should follow the waterfall down so | can't understand why standards (D) are the answer
upvoted 1 times

B & vavofa5697 2 years, 2 months ago
| think it should be A. Security Policies. Security policies define the security requirements and standards for the organization, and ensure that all
employees are following the same procedures for new user accounts
upvoted 1 times
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Question #110 Topic 1

Which of the following metrics is the BEST measure of the effectiveness of an information security program?

A. Reduction in the amount of risk exposure in an organization
B. Reduction in the number of threats to an organization
C. Reduction in the cost of risk remediation for an organization

D. Reduction in the number of vulnerabilities in an organization

Suggested Answer: A

Community vote distribution
A (71%) C (29%)

E & AlexJacobson 1 year, 3 months ago
I would also say it's A. Since risk exposure is a measure of possible future loss which may result from an activity or occurrence. In business, risk
exposure is often used to rank the probability of different types of losses and to determine which losses are acceptable or unacceptable.

So if infosec program manages to reduce to losses, it directly provided value to the business.
upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
A.
Measuring the reduction in risk exposure considers the holistic impact of security efforts, including vulnerability management, threat detection and
response, and risk mitigation strategies. It aligns with the primary goal of information security, which is to manage and reduce risk to an acceptable
level. Therefore, it is considered the most comprehensive and meaningful measure of the effectiveness of an information security program.
upvoted 3 times

B & richck102 1 year, 11 months ago
A. Reduction in the amount of risk exposure in an organization
upvoted 2 times

B & mad68 1 year, 11 months ago
Metrics must be measured; quantifiable (objective), not subjective according to the official ISACA study guide 16th edition.
upvoted 2 times

B & dark_3k03r 2 years ago
Both ChatGPT and Bard have stated that Risk Exposure is the correct answer since that is the ultimate goal of the organization. The following
answers are incorrect for the following reasons:
(B) Threat may increase or decrease due to environmental factors outside of the program's control.
(C) The Cost of remediation is inherently hard to predict as every incident will be different.
(D) Vulnerabilities are subject to changes in the environment and the numbers will fluctuate regardless of the security program in place and thus is
not a good place to get numbers from.
upvoted 4 times
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Question #111 Topic 1

Which of the following is the BEST course of action if the business activity residual risk is lower than the acceptable risk level?

A. Update the risk assessment framework.
B. Monitor the effectiveness of controls.
C. Review the risk probability and impact.

D. Review the inherent risk level.

Suggested Answer: B

Community vote distribution
B (90%) 10%

© & Broesweelies [[TITRLGL S 1 year, 3 months ago
Monitoring the effectiveness of controls ensures that the implemented controls are working as intended and that the residual risk is still within the
acceptable level. This process helps to identify if the controls need to be adjusted, replaced or removed. It is important to have a regular monitoring
process in place to detect any changes in the threat environment or business operations that could impact the effectiveness of the controls.
upvoted 9 times

© & richck102 [IEIENE) 11 months, 1 week ago
B. Monitor the effectiveness of controls.
upvoted 1 times

B & jaiz 1 year, 2 months ago
If the residual risk of a business activity is lower than the acceptable risk level, it means that the measures taken to reduce the risk are effective. The
best course of action would be to monitor the risk, review the risk management strategy, communicate the results, and continuously improve the risk
management strategy. This will help ensure that the risk remains at an acceptable level and the organization is prepared to manage any future risks
that may arise.
upvoted 3 times

E & aokisan 1 year, 4 months ago
residual risk is not controllable.
upvoted 1 times

& & dark_3k03r 12 months ago
If the business activity residual risk is lower than the acceptable risk level, there is no need to review the risk probability and impact, as these
factors have already been considered in the risk assessment. The focus should instead be on ensuring that the controls put in place to mitigate
the risk are effective and continue to be monitored. This is why B is the correct answer.
upvoted 4 times
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Question #112 Topic 1

The BEST way to avoid session hijacking is to use:

A. strong password controls.
B. a firewall.
C. areverse lookup.

D. a secure protocol.

Suggested Answer: D

Community vote distribution
D (100%)

© & oluchecpoint [[TITIEELY 2 years, 2 months ago
D.
using a secure protocol like HTTPS is the most effective way to protect against session hijacking by ensuring that the session data is encrypted and
secured during transmission between the user and the server.
upvoted 5 times

© & OlaYiMiKa ([IEXqe) 1 year, 3 months ago

D: With use of secure protocols. Other options have nothing to do with session hijacking
upvoted 2 times

B & richck102 2 years, 5 months ago

Selected Answer: D

D. a secure protocol.
upvoted 2 times


https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/OlaYiMiKa/
https://www.examtopics.com/user/OlaYiMiKa/
https://www.examtopics.com/user/OlaYiMiKa/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/

Question #113 Topic 1

A critical server for a hospital has been encrypted by ransomware. The hospital is unable to function effectively without this server. Which of the
following would
MOST effectively allow the hospital to avoid paying the ransom?

A. A continual server replication process
B. Employee training on ransomware
C. A properly tested offline backup system

D. A properly configured firewall

Suggested Answer: C

Community vote distribution
)

& & olaYiMiKa 1 year, 3 months ago
B & D is more on preventive steps. A will only result in extension of the ransomware....do C is it :)
upvoted 1 times

E & afoo1314 1 year, 7 months ago
Continual server replication will also mean the ransomware replicate over to the other server. So offline backup system is the most effective against
ransomware provided it is tested regularly.
upvoted 1 times

B & richck102 2 years, 5 months ago
C. A properly tested offline backup system
upvoted 1 times

B & mad68 2 years, 5 months ago
A properly tested offline backup system would be the most effective way to avoid paying the ransom in this scenario. With a proper offline backup
system, the hospital would be able to recover the encrypted server without paying the ransom. Continual server replication, employee training on
ransomware, and a properly configured firewall may help prevent ransomware attacks, but they would not help the hospital avoid paying the ransom in
this scenario.
upvoted 2 times
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Question #114 Topic 1

Which of the following functions is MOST critical when initiating the removal of system access for terminated employees?

A. Help desk
B. Legal
C. Information security

D. Human resources (HR)

Suggested Answer: D

Community vote distribution
D (69%) C (31%)

© & bambs 2 years, 1 month ago
When an employee is terminated, HR is responsible for notifying the appropriate personnel, including the information security team, to initiate the
removal of system access for the terminated employee. This is critical to prevent unauthorized access to sensitive company data and systems, which
could result in data breaches, intellectual property theft, and other security incidents.
upvoted 6 times

© & usercism007 ([IELEETe) 11 months, 2 weeks ago
Selected Answer: D
Here the question is who is "initiating " that's Human resources(HR).
upvoted 2 times

E & oluchecpoint 1 year, 3 months ago
HR plays a significant role in the termination process, including notifying IT or the relevant departments about employee terminations. However, HR
may not have the technical expertise or direct control over system access. They rely on IT and information security to carry out access removal
procedures effectively.
upvoted 1 times

E & AlexJacobson 1 year, 3 months ago
People, don't read too much into this. "Initiating removal of system access" basically means HR telling appropriate departments to do the rest.
Without HR approving it, you are not allowed to terminate access for any employee (at least that's the case in my company :)).
upvoted 1 times

B & Jess20 1 year, 5 months ago
D: CISM AIO 2nd: "Offboarding HR is responsible for processing the termination, or offboarding, of employees who are leaving the organization for
any reason. HR is responsible for ensuring that security, IT, and other departments are notified of the termination so
that all access rights can be terminated at the appropriate time."
upvoted 3 times

E & oluchecpoint 1 year, 8 months ago
C.
Information security is responsible for protecting the organization's data and systems from unauthorized access. When an employee is terminated, it
is crucial to immediately revoke their access to sensitive information and systems to prevent any potential data breaches or unauthorized activities.
Information security ensures that access rights are revoked promptly and effectively, reducing the risk of data breaches or insider threats.
upvoted 1 times

& & oluchecpoint 1 year, 8 months ago
HR plays a significant role in the termination process, including notifying IT or the relevant departments about employee terminations. However,
HR may not have the technical expertise or direct control over system access. They rely on IT and information security to carry out access removal
procedures effectively.
upvoted 1 times

B & sham222 1 year, 9 months ago
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Selected Answer: C

You need to read this carefully.

"initiating the removal of system access"

HR doesn't initiate the REOMOVE OF SYSTEM ACCESS...HR merely initiates the REMOVAL of the EMPLOYEE from their job. As far as the technical
part, that's all IT.

If the wording said "initiating the removal of the terminated employees" then HR would be correct. But this is about the removal of actual access. This
can only be done by IT.

And what if they person fired was in the IT department? lol | wouldn't need HR to know | had to remove their access.
upvoted 3 times

& & Mamsi 4 months, 3 weeks ago
The answer C says Information Security - Information Security is not necessarily IT. Thus the best answer would be D - Human Resources
upvoted 2 times

B & drewl25 1 year, 9 months ago
When initiating the removal of system access for terminated employees, the most critical function is information security (option C). Information
security is responsible for ensuring the confidentiality, integrity, and availability of the organization's systems and data. Removing system access for
terminated employees is crucial to prevent unauthorized access and potential misuse of sensitive information. Information security teams play a key
role in overseeing user access management processes, including timely disabling or revoking user accounts and access privileges upon termination.
upvoted 1 times

B & jennarink13 1 year, 10 months ago
Agree with D. The timeliness of HR notification is very crucial here. We normally have disputes between IT and HR in our audits because of exceptions
noted related to late employee terminations that are due to late HR notification.
upvoted 1 times

& & richck102 1 year, 11 months ago
C. Information security
upvoted 1 times

B & koala_lay 2 years, 2 months ago
C. Information Security
upvoted 1 times

B & ccKane 2 years, 3 months ago
why not Information Security?
Human resources (HR) is an important function when initiating the removal of system access for terminated employees, as they are responsible for
managing employee information and communication, including the termination process. However, the MOST critical function is still information
security. Information security is responsible for ensuring the confidentiality, integrity, and availability of sensitive information, and the removal of
system access for terminated employees is a critical step in maintaining the security of this information.

Information security must ensure that all necessary steps are taken to remove the terminated employee's access to sensitive information, including

revoking all user accounts, disabling access to systems and applications, and removing any network access privileges. Help desk and legal functions

may also be involved in the process, but their role is secondary to that of information security in ensuring the security of sensitive information.
upvoted 4 times

& & koala_lay 2 years, 2 months ago
Agree &
C. Information Security
upvoted 1 times

& & Maccaoidh 2 years ago
| went with HR. How would one know that the employee has been terminated without HR initiating the process? Without that first step, you
wouldn't do anything to begin with.
upvoted 2 times
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Question #115 Topic 1

The authorization to transfer the handling of an internal security incident to a third-party support provider is PRIMARILY defined by the:

A. escalation procedures.
B. information security manager.
C. chain of custody.

D. disaster recovery plan (DRP).

Suggested Answer: A

Community vote distribution
NG B (27%) 7%

B & Jess20 1 year ago

Selected Answer: A

A. Escalation procedures

An information security manager cannot take that decision at the moment without following the procedure.
upvoted 3 times

E & oluchecpoint 1 year, 9 months ago

A. Escalation procedures.

Escalation procedures typically outline the steps and criteria for involving external parties, such as third-party support providers, in the incident
response process. These procedures help determine when it's necessary to seek external expertise or assistance in mitigating and resolving a
security incident. This could include scenarios where the incident exceeds the organization's in-house capabilities or expertise. Therefore, escalation
procedures are the primary means for authorizing such transfers.

upvoted 1 times

B & Perseus_68 2 years ago
Keyword "defined" by, that is a procedure. If they stated "authorized" by, that could be one of the stakeholders like the ISM.
upvoted 2 times

© & AlexJacobson 1 year, 9 months ago
Exactly how | think. The infosec manager can be the person who is to authorize it, but who should it be exactly should be defined in an escalation
plan.
upvoted 1 times

E & oluchecpoint 2 years, 2 months ago
A. Escalation procedures.

Escalation procedures typically outline the steps and criteria for involving external parties, such as third-party support providers, in the incident
response process. These procedures help determine when it's necessary to seek external expertise or assistance in mitigating and resolving a
security incident. This could include scenarios where the incident exceeds the organization's in-house capabilities or expertise. Therefore, escalation
procedures are the primary means for authorizing such transfers.

upvoted 1 times

& & richck102 2 years, 5 months ago
C. chain of custody.
upvoted 1 times

B & dark_3k03r 2 years, 5 months ago

Selected Answer: A

The correct answer is (A) escalation procedures cause the steps are defined here by ISM and other stakeholders.

Rationale:
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(B.) the information security manager is incorrect. Because escalation procedures are usually done alongside stakeholders and not just by the
infosec manager. This is because the infosec manager may or may not be present. The infosec manager may or may not represent the interest of the
business correctly. Even if he could do it well without eh business, if the manager leaves another manager may have a different process entirely. So
this leads to inconsistency. Instead, the infosec manager alongside stakeholders should document it in an escalation procedure, and his
predecessor/successor review and improve it. So it is instead preferred to have it in a documented process which is (A).

(C.) chain of custody is how you enforce it, but not authorize it. Authorization is by the infosec manager by what has been defined in the escalation
procedures.

(D.) disaster recovery plan (DRP) relates to incidents and not necessarily security incidents.
upvoted 3 times
B & bambs 2 years, 7 months ago
Escalation procedures describe the steps that should be taken to manage and resolve security incidents, including when and how to involve external
parties such as third-party support providers. These procedures typically include criteria for escalating incidents, such as severity level or resource
constraints, and define the roles and responsibilities of different stakeholders involved in the incident response process.
upvoted 4 times

E & CarlPTY07 2 years, 7 months ago
Information security manager (supported by the steering securiy committe). So its B
upvoted 1 times

B & koala_lay 2 years, 8 months ago
B. information Security Manager
upvoted 3 times

& & dark_3k03r 2 years, 5 months ago
ISM defines the criteria in the escalations procedures. This is primarily done because the ISM won't always be there to respond. Having it defined
also enforces consistency and this is why they are documented in the first place. Thus why (A) is the correct answer.
upvoted 1 times

B & ccKane 2 years, 9 months ago
The information security manager is responsible for overseeing the security of the organization's information systems and data. In the event of an
internal security incident, the information security manager has the authority to make decisions about the response to the incident, including the
transfer of the incident handling to a third-party support provider.

The information security manager considers factors such as the nature and severity of the incident, the resources and capabilities of the
organization's internal security team, and the expertise and resources available from the third-party support provider when making a decision about
transferring incident handling.

While escalation procedures, chain of custody, and disaster recovery plan (DRP) may also play a role in the response to a security incident, the

primary decision-making authority rests with the information security manager. These other elements provide guidelines and procedures for

responding to incidents, but the information security manager is responsible for making the final decision about how the incident will be handled.
upvoted 4 times

& & koala_lay 2 years, 8 months ago
Thanks for detailed explanation
upvoted 1 times

& & Rowlandmarc 2 years, 8 months ago
| would argue the answer is A because the authorisation itself is DEFINED through the procedures... should the manager agree/consider the
current factors is different
upvoted 2 times

& & Wiladysk 2 years, 9 months ago

Chain of custody forms that provide: name and contact information of custodians, when, why and by whom an evidence item was acquired or moved.
upvoted 1 times

& & dark_3k03r 2 years, 5 months ago
Chain of custody is how you enforce it, but that doesn't define when things are authorized. Only what to do once it is authorized.
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upvoted 1 times



Question #116 Topic 1

What is the PRIMARY objective of performing a vulnerability assessment following a business system update?

A. Improve the change control process.
B. Update the threat landscape.
C. Determine operational losses.

D. Review the effectiveness of controls.

Suggested Answer: D

Community vote distribution
D (70%) B (30%)

© & Broesweelies 2 years, 3 months ago
According to ISACA, the primary objective of performing a vulnerability assessment following a business system update is "D. Review the
effectiveness of controls."

A vulnerability assessment is a process that aims to identify, assess and prioritize vulnerabilities in an organization's systems, networks and
applications. The primary objective of performing a vulnerability assessment following a business system update is to ensure that the new updates
have not introduced any new vulnerabilities or weaknesses that could be exploited by attackers. It is important to conduct a vulnerability assessment
as part of a continuous monitoring process to identify and address any vulnerabilities that could impact the effectiveness of the implemented
controls.

upvoted 13 times

O & xcjxcj [IETEENE) 1 vear, 2 months ago

If the update is security control itself, i prefer D.

However i take it as functional update, then answer should be B.
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
D. Review the effectiveness of controls.

After a business system update, it is essential to assess the effectiveness of the controls put in place to secure the updated system. This
assessment helps identify any new vulnerabilities introduced during the update process or any weaknesses in the existing security controls. By
reviewing the effectiveness of controls, organizations can ensure that their systems remain secure and that any vulnerabilities are promptly identified
and remediated. This proactive approach helps prevent security incidents and breaches that could result from overlooked vulnerabilities.

upvoted 1 times

B & Jae_kes 1 year, 10 months ago
The PRIMARY objective of performing a vulnerability assessment following a business system update is to review the effectiveness of controls. By
conducting a vulnerability assessment, organizations can identify and assess potential vulnerabilities or weaknesses in the updated system
upvoted 1 times

B & richck102 1 year, 11 months ago
A. Improve the change control process.
upvoted 1 times

E & bambs 2 years, 1 month ago
Performing a vulnerability assessment following a business system update is an important step in ensuring that the updated system is secure and
resilient to attacks. The primary objective of this assessment is to review the effectiveness of the controls that have been implemented to mitigate
vulnerabilities in the updated system.
upvoted 1 times
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= & Prospect57 2 years, 3 months ago
B is my answer. An updated system/product has the potential to increase the attack surface or "threat landscape" of systems.
upvoted 2 times

© & AlexJacobson 1 year, 3 months ago
Attack surface and threat landscape are completely different things. Attack surface is related to the asset itself and it's an internal matter, so to
speak, while threat landscape is the external thing. You can't affect the threat landscape, it's beyond your control. Attack surface, on the other
hand, you can control.
upvoted 1 times

& & MyKasala 2 years, 4 months ago

Selected Answer: B

| guess B
upvoted 3 times
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Question #117 Topic 1

Which of the following should an information security manager perform FIRST when an organization's residual risk has increased?

A. Implement security measures to reduce the risk.
B. Assess the business impact.
C. Transfer the risk to third parties.

D. Communicate the information to senior management.

Suggested Answer: B

Community vote distribution
B (70%) D (30%)

O & Jess20 [[TITEERNLY 1 vear, 11 months ago

B. You can not go to senior management without information (Asses the business impact)
upvoted 6 times

O & 841¢750 [IEIEEE) 11 months, 3 weeks ago
If the residual risk has already been calculated and confirmed to have increased, the business impact should have already been considered as part of
that calculation. In this case, reassessing the business impact might not be necessary because it was already factored into the residual risk analysis.
upvoted 1 times

& & c041644 1 year, 6 months ago
B must assess something before briefing leadership.
upvoted 1 times

B & Thavee 1 year, 7 months ago
CISM QA are not consistent. Some went to management first, but some action by ISM is taken first. What about the assessment comes with cost and
time?? Why dont we just go to senior management first, telling them about the story. Later on, ask the Senior management for
budget/time/0T/Resources to do the assessment. Assessments may not be done in just half an hour like patching the windows, but it may need all
departments to get involved.
upvoted 3 times

E & AaronS1990 2 years, 3 months ago

Selected Answer: B

Assess the impact and then inform management. What could you really tell them if don't know the implications of the new level of risk?
upvoted 4 times

E & sphenixfire 2 years, 4 months ago

Selected Answer: D

Would say D. First inform and record the risk and get acceptance. If not, provide options for mitigation woth price tag.
upvoted 1 times

B & richck102 2 years, 5 months ago

Selected Answer: B

B. Assess the business impact.
upvoted 2 times
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Question #118 Topic 1

Which of the following is the PRIMARY reason for an information security manager to present the business case for an information security
initiative to senior management?

A. To aid management in the decision-making process for purchasing the solution
B. To represent stakeholders who will benefit from enhancements in information security
C. To provide management with the status of the information security program

D. To demonstrate to management the due diligence involved with selecting the solution

Suggested Answer: D

Community vote distribution
A (90%) 5%

E & Broesweelies 2 years, 3 months ago
The primary objective of presenting a business case for an information security initiative to senior management is to provide them with the necessary
information to make an informed decision about whether or not to invest in the initiative. This includes information about the costs, benefits, and
risks associated with the initiative, as well as an analysis of how the initiative aligns with the organization's overall business objectives.

Representing stakeholders who will benefit from enhancements in information security (option B) is one of the important aspect when presenting the
business case but not the primary reason. Providing management with the status of the information security program (option C) and demonstrating
to management the due diligence involved with selecting the solution (option D) are also important aspects of presenting a business case, but they
are not the primary reason.

upvoted 12 times

© & ec2bdb1 [[TELZEE) 1 yvear, 3 months ago
Alis it.
upvoted 1 times

B & Jess20 1 year, 5 months ago
A - "Decision-making". AIO CISM: "Mature organizations utilize an executive steering committee that evaluates business
cases for proposed initiatives and makes go/no-go decisions for initiatives. Business"
upvoted 1 times

B & Jess20 1 year, 5 months ago
A - "Decision-making". AIO CISM: "Mature organizations utilize an executive steering committee that evaluates business
cases for proposed initiatives and makes go/no-go decisions for initiatives. Business"
upvoted 1 times

B & CISM2023 1 year, 8 months ago
A answers
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
A. To aid management in the decision-making process for purchasing the solution.

The primary purpose of presenting a business case is to provide senior management with the necessary information and justification to make an
informed decision about investing in and implementing a specific information security initiative. This includes outlining the benefits, costs, risks, and
potential return on investment associated with the initiative. By presenting a comprehensive business case, the information security manager helps
senior management understand why the initiative is necessary and how it aligns with the organization's strategic goals. This information aids senior
management in their decision-making process regarding the purchase and implementation of the solution.

upvoted 1 times

© & karanvp 1 year, 10 months ago
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Answer D:
Just assume, the Security manager submitted the business case to Sr. Management with proper justifications. If the Sr.Management deny that
proposal; and later if any incident happened due the Sr.Management denial, then ideally the Sr.Management has to take accountable for the incident;
not ISM. Hence, D is correct answer

upvoted 2 times

© & richck102 1 year, 11 months ago
A. To aid management in the decision-making process for purchasing the solution
upvoted 1 times

B & madé8 1 year, 11 months ago

B. Assess the business impact.

Before implementing any security measures or deciding to transfer the risk to a third party, the information security manager should first assess the
business impact of the increased residual risk. Understanding the potential impact of the risk is important in order to prioritize and plan mitigation
activities. Once the business impact is assessed, the organization can then make informed decisions about which security measures to implement,
or whether to transfer the risk to a third party. Finally, it is important to communicate the information to senior management to ensure they are aware
of the increased residual risk and can make informed decisions about how to manage it.

upvoted 1 times

& & dark_3k03r 2 years ago
The purpose of a business case is to aid in decision making (A)
(b) it is not meant to represent stakeholders
(c) it is not meant to provide a status update
(d) due diligence is something that does go into a business case, but demonstration of it is not the goal.
upvoted 1 times

B & STUDYER2 2 years, 3 months ago

BUSINESS case is to show cost and benefit to decide purchasing
upvoted 3 times

B & Prospect57 2 years, 3 months ago

Selected Answer: D

My answer is D.
upvoted 1 times

& & MyKasala 2 years, 4 months ago

Selected Answer: C

| guess C
upvoted 1 times
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Question #119 Topic 1

During a security assessment, an information security manager finds a number of security patches were not installed on a server hosting a critical
business application. The application owner did not approve the patch installation to avoid interrupting the application. Which of the following
should be the information security manager's FIRST course of action?

A. Report the risk to the information security steering committee.
B. Determine mitigation options with IT management.
C. Communicate the potential impact to the application owner.

D. Escalate the risk to senior management.

Suggested Answer: C

Community vote distribution
C(71%) 14% 14%

B & snitchygetstitchy 4 weeks ago
Nowhere in the question does it state the app owner understands the criticality of the patch. If you've been in this situation before, you know many
times an app owner is only concerned about uptime and availability. you (as an ISM) are going to have to explain to the app owner why the
vulnerabilities you are patching are critical to mitigate and get their agreement on the upgrade process. you already know what the mitigation option
is—- install the patch. the issue is, you have to convince the app owner why you need to install the patch. so C it is.
upvoted 1 times

B & mih 4 months, 2 weeks ago
THE APPLICATION OWNER IS AT THE POSITION TO UNDERSTAND THE IMPACT, SO NOW RISK MITIGATION IS THE ONLY OPTION
upvoted 1 times

© & snitchygetstitchy 4 weeks ago
where does it say they understand? it just says they said no to prevent an outage. they don't understand the impact from a security perspective.
upvoted 1 times

B & sbear123 10 months, 2 weeks ago
If app owner is saying no, option C does not work. Senior management needs to make a decision.
upvoted 1 times

B & justx 1 year, 2 months ago
According to the question, the mitigation exists, (Patch)..But the application owner is aware and will not install .. Seem Escalation is the next logical
step..
upvoted 1 times

E & oluchecpoint 1 year, 9 months ago

Selected Answer: C

C. Communicate the potential impact to the application owner.

It's crucial to engage with the application owner and communicate the potential security risks and impact of not installing the necessary patches.
This step allows for a collaborative discussion to find a solution that balances security and business continuity concerns. The application owner may
not be fully aware of the security implications, so providing them with this information is essential. Depending on the outcome of this
communication, further actions such as reporting to the information security steering committee, working with IT management on mitigation options,
or escalating to senior management may be considered, but it's important to involve the relevant stakeholders first to reach a consensus and make an
informed decision.

upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
C. Communicate the potential impact to the application owner.
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It's crucial to engage with the application owner and communicate the potential security risks and impact of not installing the necessary patches.
This step allows for a collaborative discussion to find a solution that balances security and business continuity concerns. The application owner may
not be fully aware of the security implications, so providing them with this information is essential. Depending on the outcome of this
communication, further actions such as reporting to the information security steering committee, working with IT management on mitigation options,
or escalating to senior management may be considered, but it's important to involve the relevant stakeholders first to reach a consensus and make an
informed decision.

upvoted 1 times

E & DavoA 2 years, 3 months ago

You need to speak to the business owner but anyone else

upvoted 1 times

E) & DASH_v 2 years, 5 months ago
Simple, in a real world, you talk to your colleagus first before esclation. Unless, you don't care the relationship at all, how possible?
upvoted 3 times

E & richck102 2 years, 5 months ago
B. Determine mitigation options with IT management.
upvoted 1 times

& & seric01 1 year, 8 months ago
Agree, app owner knows the impact and still hasnt approved the patch, now we must mitigate
upvoted 2 times
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Question #120 Topic 1

Which of the following BEST indicates an effective vulnerability management program?

A. Security incidents are reported in a timely manner.
B. Threats are identified accurately.
C. Controls are managed proactively.

D. Risks are managed within acceptable limits.

Suggested Answer: D

Community vote distribution
D (63%) C (32%) 5%

© & DASH_v ([[TIIRERT) 1 vear, 11 months ago
Vuln is a weakness. To efflectively manage weakness, you need proactive controls. Although vuln is an important factor to reduce risks, there are also
multiple other ways to ensure risks are within acceptble level, you can simply avoid or even transfer the risk, which does not relevant to vuln
mangement.
upvoted 6 times

& & MikeyMike69 2 days, 2 hours ago
if the question used the word “maturity” instead of “effectiveness,” then C would indeed be the best answer.
upvoted 1 times

B & JosefdCISM 10 months ago
D cannot be right, since risk is a function of a threat and a vulnerability. The question is talking about a vulnerability management program.
Vulnerabilities can be effectively managed by quickly identifying vulnerabilities, having reliable sources of patches, having a thorough test and patch
process. All these measures can be summarized as proactively managing controls - therefore option C is right.
upvoted 1 times

B & helg420 11 months, 4 weeks ago

D. Risks are managed within acceptable limits.

An effective vulnerability management program is primarily aimed at identifying, classifying, remediating, and mitigating vulnerabilities to maintain
risk at acceptable levels. While reporting security incidents in a timely manner (A), accurately identifying threats (B), and managing controls
proactively (C) are important components of a comprehensive security program, the best indicator of an effective vulnerability management program
specifically is that risks are consistently managed within acceptable limits (D). This implies that vulnerabilities are being handled in a way that
minimizes the potential for exploitation and keeps the security posture of the organization within its risk tolerance threshold.

upvoted 4 times

E & simon205 1 year ago
D. We could not patch all systems even we would like to actively manage them, especially for legacy system we could do nothing to avoid
compatibility problem with applications installed .
upvoted 2 times

E & POWNED 1 year, 3 months ago
Look at proactive controls as patch management. That would be the best answer in this situation, going with C
upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
C. Controls are managed proactively.

While all the options are important aspects of a comprehensive security program, proactively managing controls is at the core of effective
vulnerability management.
upvoted 1 times
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E & jennarink13 1 year, 10 months ago
Going with D. The ultimate goal is to reduce risk to an acceptable levels. Hence, effective management of vulnerabilities (implementation of controls)
would be greatly indicative of risk reduction to acceptable levels. Option C is just a tool for this objective.
upvoted 3 times

E & sphenixfire 1 year, 10 months ago
Relates to weaknesses to be discovered
upvoted 1 times

E & sphenixfire 1 year, 10 months ago
Relates to weaknesses to be discovered. So B
upvoted 1 times

E & Saisharan 1 year, 11 months ago
Option D, "Risks are managed within acceptable limits," is a general statement that applies to overall risk management, including vulnerability
management. While managing risks within acceptable limits is an important objective of any security program, it does not specifically indicate the
effectiveness of a vulnerability management program.

An effective vulnerability management program focuses specifically on identifying, prioritizing, and mitigating vulnerabilities in systems, applications,

and networks. It involves activities such as vulnerability scanning, patch management, and vulnerability remediation. By actively managing

vulnerabilities, organizations can reduce the likelihood of exploitation and potential impact from security incidents. So the answer would be Option C
upvoted 2 times

& & richck102 1 year, 11 months ago
D. Risks are managed within acceptable limits.
or
C. Controls are managed proactively.
upvoted 4 times
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Question #121 Topic 1

An organization has experienced multiple instances of privileged users misusing their access. Which of the following processes would be MOST
helpful in identifying such violations?

A. Policy exception review
B. Review of access controls
C. Security assessment

D. Log review

Suggested Answer: D

Community vote distribution
D (83%) B (17%)

B & Jess20 1 year ago
D. Log review
"Identify"

upvoted 1 times

E & oluchecpoint 1 year, 9 months ago

D. Log review. The key word in the question is "identify"

Log review involves examining logs and audit trails generated by the organization's systems and applications. It allows for the monitoring and
detection of unusual or unauthorized activities, including instances where privileged users misuse their access rights. By analyzing logs, you can
track actions taken by privileged users, identify anomalies, and detect any inappropriate or suspicious behavior.

upvoted 4 times

& & oluchecpoint 2 years, 2 months ago
D. Log review. The key word in the question is "identify"

Log review involves examining logs and audit trails generated by the organization's systems and applications. It allows for the monitoring and
detection of unusual or unauthorized activities, including instances where privileged users misuse their access rights. By analyzing logs, you can
track actions taken by privileged users, identify anomalies, and detect any inappropriate or suspicious behavior.

upvoted 2 times

E & DavoA 2 years, 3 months ago
Log review reveals all!
upvoted 1 times

B & Jae_kes 2 years, 4 months ago
D. Log review
upvoted 1 times

© & DASH_v 2 years, 5 months ago
Need a thorough access control review to identify all possible reasons including, the review shall include monitoring and logging. Log review itself is
not sufficiently enough.
upvoted 1 times

B & richck102 2 years, 5 months ago
D. Log review
upvoted 1 times

& & Abhey 2 years, 6 months ago

Selected Answer: D
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The MOST helpful process in identifying privileged user misuse would be log review. This process involves examining logs from various systems and
applications to detect any suspicious activity, such as unauthorized access, changes to permissions, or unusual login behavior
upvoted 2 times
B & dedfef 2 years, 6 months ago
the correct answer is B
upvoted 1 times

B & Broesweelies 2 years, 9 months ago
A log review is the process of analyzing system and security logs to identify potential security incidents. This process can reveal patterns of
suspicious activity, such as a privileged user accessing sensitive data that they shouldn't have access to, or making changes to systems that they
shouldn't be able to make. By reviewing the logs, the organization can identify violations of security policies and procedures, detect unusual or
suspicious activity, and trace the activity back to the individual who performed it.
upvoted 4 times
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Question #122 Topic 1

An information security manager discovers that the organization's new information security policy is not being followed across all departments.
Which of the following should be of GREATEST concern to the information security manager?

A. Business unit management has not emphasized the importance of the new policy.
B. Different communication methods may be required for each business unit.
C. The wording of the policy is not tailored to the audience.

D. The corresponding controls are viewed as prohibitive to business operations.

Suggested Answer: D

Community vote distribution
D (67%) A (33%)

& & helg420 11 months, 4 weeks ago

Selected Answer: D

D. The corresponding controls are viewed as prohibitive to business operations.

When an organization's new information security policy is not being followed across all departments, the greatest concern for an information security
manager should be that the controls outlined in the policy are viewed as prohibitive to business operations. This indicates a significant disconnect
between the security measures and practical business functions, suggesting that the security controls may be overly restrictive, poorly designed, or
not well integrated with current business processes.

This is a critical concern because if security controls hinder business operations, it leads to a higher likelihood of non-compliance as departments
might bypass or ignore these controls to meet business objectives. Such behavior can expose the organization to risks and vulnerabilities that the
policy intends to mitigate.

upvoted 1 times

E & AaronS1990 1 year, 7 months ago
Remember that when creating this policy in the first place the ISM should put alignment with business needs at the top of their agenda.
For him to be told that it isn't aligning or supporting the needs of the business would be of great concern.
upvoted 3 times

& & oluchecpoint 1 year, 8 months ago
D.
This is the greatest concern because if employees perceive the security controls as overly burdensome and detrimental to their ability to perform
their jobs efficiently, they may be less likely to follow the policy. Balancing security with operational efficiency is essential to ensure that security
policies are both effective and practical.
upvoted 2 times

E & pc2502 1 year, 9 months ago
D seems the right answer as a manager, I'll be more worried if D is the case and thats is the question what will be more concerning
upvoted 1 times

B & Teesmd 1 year, 9 months ago
D: Seems to be the answer and my reason is because most of the time the business unit do not lay emphasis on the security policy because they look
at security policy as burdesome and interfere to their business flow.
upvoted 2 times

B & jennarink13 1 year, 10 months ago
D. Agree with Broesweelies
upvoted 2 times

B & Jae_kes 1 year, 10 months ago

Selected Answer: A
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A. Business unit management has not emphasized the importance of the new policy.

Explanation: Among the options provided, the greatest concern for the information security manager should be that business unit management has
not emphasized the importance of the new policy. It is crucial for management to demonstrate support and commitment to the information security
policy for it to be effectively implemented and followed throughout the organization.

upvoted 2 times
& richck102 1 year, 11 months ago
D. The corresponding controls are viewed as prohibitive to business operations.

upvoted 2 times

& Abhey 2 years ago

A. Business unit management has not emphasized the importance of the new policy.

If the new information security policy is not being followed across all departments, it suggests that there is a lack of support from business unit
management in enforcing the policy.
upvoted 1 times

& bambs 2 years, 1 month ago
Business unit management has not emphasized the importance of the new policy should be of greatest concern to the information security manager
when discovering that the organization's new information security policy is not being followed across all departments.

upvoted 2 times

& Broesweelies 2 years, 3 months ago
If the new information security policy is not being followed across all departments, it may indicate that the corresponding controls are viewed as
burdensome or restrictive to business operations. This means that the users and employees do not see the value in following the policy and controls,
and therefore they do not adhere to them. This can create significant security risks, as the organization's sensitive data and systems may be left
unprotected.

upvoted 4 times

& Prospect57 2 years, 3 months ago
B was my answer. This question was kind of hard for me to follow. In case anyone else may be struggling with this one.
upvoted 1 times

& & Rowlandmarc 2 years, 2 months ago
the question is looking at the greatest concern from a security perspective which would be D in this case
upvoted 2 times
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Question #123 Topic 1

Which of the following is the BEST defense against a brute force attack?

A. Intruder detection lockout
B. Time-of-day restrictions
C. Discretionary access control

D. Mandatory access control

Suggested Answer: A

Community vote distribution
A (100%)

© & Broesweelies 2 years, 9 months ago
A brute force attack is a method of guessing a password or other authentication method by trying every possible combination of characters. To
defend against this type of attack, an Intruder detection lockout is used. This mechanism automatically locks out an account after a certain number
of failed login attempts, thus preventing the attacker from guessing the correct password. This technique helps to protect the system from
unauthorized access, and also allows the organization to detect and respond to attempted breaches.
upvoted 6 times

O & alifjouj [IETEEAE) 1 year, 2 months ago

in this case lockout is the best option
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
A.
Intruder detection lockout is a practical and effective defense mechanism against brute force attacks because it limits an attacker's ability to
repeatedly guess passwords, making it significantly harder for them to compromise an account through trial and error.
upvoted 1 times

B & ddharia94 2 years, 4 months ago
Why not D - Access control?
upvoted 1 times

& & AlexJacobson 1 year, 9 months ago
Because MAC is related to classifying and labeling data or systems (think Unclassified, Classified, Secret, Top Secret and similar)
upvoted 1 times

& & richck102 2 years, 5 months ago
A. Intruder detection lockout
upvoted 1 times

& & richck102 2 years, 5 months ago
B. Time-of-day restrictions
upvoted 1 times
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Question #124 Topic 1

Which of the following is the MOST important reason to involve external forensics experts in evidence collection when responding to a major
security breach?

A. To provide the response team with expert training on evidence handling
B. To ensure evidence is handled by qualified resources
C. To prevent evidence from being disclosed to any internal staff members

D. To validate the incident response process

Suggested Answer: B

Community vote distribution
B (100%)

B & oluchecpoint 1 year, 2 months ago
B.
While the other options (A, C, and D) also have their importance in incident response, ensuring that evidence is handled by qualified and experienced
professionals is paramount, as it directly impacts the credibility and effectiveness of the forensic investigation in the event of legal proceedings or
other consequences resulting from the breach.
upvoted 1 times

B & richck102 1 year, 5 months ago
B. To ensure evidence is handled by qualified resources
upvoted 3 times

E & User21 1 year, 6 months ago

‘B'itis
upvoted 2 times
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Question #125 Topic 1

Which of the following is the GREATEST benefit of integrating information security program requirements into vendor management?

A. The ability to meet industry compliance requirements
B. The ability to define service level agreements (SLAs)
C. The ability to reduce risk in the supply chain

D. The ability to improve vendor performance

Suggested Answer: C

Community vote distribution
C (80%) B (20%)

B & oluchecpoint 1 year, 2 months ago
C.
reducing supply chain risk is the greatest benefit because it encompasses security, compliance, and overall business resilience, making it a
comprehensive and essential aspect of vendor management.
upvoted 1 times

© & DavoA 1 year, 3 months ago
supply chain risk
upvoted 1 times

B & richck102 1 year, 5 months ago
C. The ability to reduce risk in the supply chain
upvoted 1 times

E & Abhey 1 year, 6 months ago
The greatest benefit of integrating information security program requirements into vendor management is the ability to reduce risk in the supply
chain. This is because vendor management involves assessing and managing risks associated with third-party suppliers and ensuring that they meet
the organization's security requirements
upvoted 4 times

E & dark_3k03r 1 year, 6 months ago
The correct answer is C- Reducing risk in the supply chain. If you look at the CISM material it is all about risk and this is the answer that has anything
to do with risk.

Rationale:

(A) meeting an industry compliance is great, but compliance for compliance sake is not the goal

(B) SLA are target objectives which is great for vendor management, but it's not the most relevant to security

(C) Reducing Risk is the greatest benefit and most relevant to security

(D) vendor performance is great, but if we wanted it to be measurable we would have gone with (B) setting an SLA.
upvoted 4 times

E & Prospect57 1 year, 9 months ago
B is my answer. The ability to define service level agreements (SLAs) which are important to hold service providers accountable for their
performance. Security experts should be able to define requirements up front, so that then the service providers incorporate that into the contract.
upvoted 2 times
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Question #126 Topic 1

Who should determine data access requirements for an application hosted at an organization's data center?

A. Information security manager
B. Business owner
C. Data custodian

D. Systems administrator

Suggested Answer: B

Community vote distribution
B (80%) 10%  10%

O & Jess20 ([[TITIERTLY 11 months, 3 weeks ago

data owner = business owner
upvoted 5 times

© & snitchygetstitchy 4 weeks ago

Business owner = Data Owner. Data Custodian = Systems Admin. Data Custodian does not own the data, they merely have custody.
upvoted 2 times

E & DavoA 1 year, 3 months ago

Selected Answer: B

data owner = business owner
upvoted 3 times

© & Pavan_Hanuman 1 year, 4 months ago
The correct answer is D.
upvoted 1 times

B & ddharia94 1 year, 4 months ago
Selected Answer: C
Shouldn't it be the data owner?

upvoted 2 times

& & jennarink13 1 year, 4 months ago
Business owners are usually the data owners. Sys Admin is a data custodian
upvoted 4 times

& & richck102 1 year, 5 months ago
B. Business owner
upvoted 4 times

& & richck102 1 year, 5 months ago
D. Systems administrator
upvoted 2 times
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Question #127 Topic 1

Which of the following is the MOST important objective of testing a security incident response plan?

A. Ensure the thoroughness of the response plan.
B. Verify the response assumptions are valid.
C. Confirm that systems are recovered in the proper order.

D. Validate the business impact analysis (BIA).

Suggested Answer: B

Community vote distribution
B (55%) A (45%)

© & aokisan 2 years, 5 months ago
Answer is A.
upvoted 10 times

& & ukwummere1 2 years, 5 months ago
| Agree
upvoted 2 times

E & angellorv [FITAEELY 11 months, 3 weeks ago
(B) ISACA CISM 15ed Review Manual: The main objective of testing is to ensure that executing the plans will result in the successful recovery of the
infrastructure and critical business processes
Testing should focus on:
« |dentifying gaps
« Verifying assumptions
« Testing timelines
« Determining the effectiveness of strategies
« Evaluating the performance of personnel
+ Determining the accuracy and currency of plan information
upvoted 6 times

© & snitchygetstitchy 4 weeks ago

angellorv Highly Voted 10 months, 3 weeks ago
(B) ISACA CISM 15ed Review Manual: The main objective of testing is to ensure that executing the plans will result in the successful recovery of the
infrastructure and critical business processes Testing should focus on: « Identifying gaps ¢ Verifying assumptions ¢ Testing timelines « Determining
the effectiveness of strategies « Evaluating the performance of personnel - Determining the accuracy and currency of plan information

upvoted 1 times

E & 88d4601 4 months, 1 week ago

The answer is A
upvoted 1 times

E & nezeranonymous 5 months, 3 weeks ago

Selected Answer: A

Answer is A
upvoted 1 times

E & o03allen 1 year ago

To verify the IRP process is solid.
upvoted 1 times

& & oluchecpoint 1 year, 3 months ago
Selected Answer: B
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B. Verify the response assumptions are valid.

Testing the validity of response assumptions is crucial because it ensures that the plan is built on a solid foundation. If the assumptions are incorrect
or outdated, the entire response plan may be ineffective when a real security incident occurs. Validating these assumptions helps in ensuring that the
response plan is based on accurate and up-to-date information, which is essential for an effective response to security incidents.
upvoted 2 times

E & AlexJacobson 1 year, 3 months ago
It's a tough one. According to ISACA Review Manual "Exercises and tests should be conducted to determine whether the disaster recovery plan will
function as expected... Exercises should test the validity of the plan and the assumptions on which it is based, validate recovery strategies, and
ensure the plan reflects the current business impact analysis (BIA) and risk assessment data.” So it can easily be A, B or D.

But, IMO, the question is asking what is the main OBJECTIVE and that's to "validate the assumptions" on which you based your plan. The main point is
not to check thoroughness, it is to check whether your plan actually works and makes sense.
upvoted 4 times

E & oluchecpoint 1 year, 8 months ago
B. Verify the response assumptions are valid.

Testing the validity of response assumptions is crucial because it ensures that the plan is built on a solid foundation. If the assumptions are incorrect
or outdated, the entire response plan may be ineffective when a real security incident occurs. Validating these assumptions helps in ensuring that the
response plan is based on accurate and up-to-date information, which is essential for an effective response to security incidents.

upvoted 1 times

B & richck102 1 year, 11 months ago
A. Ensure the thoroughness of the response plan.
upvoted 1 times

& & Abhey 2 years ago
The MOST important objective of testing a security incident response plan is to verify that the response assumptions are valid. This means testing
the plan against a variety of scenarios to ensure that the procedures are effective and will work as expected in different situations.
upvoted 4 times

B & Naijaboy 2 years ago
Answer is B because the plan can be thorough but have a lot of assumptions and each of those assumptions needs to be validated. If they're not
validated, then the incident response plan is not really fit for purpose
upvoted 4 times

B & Prospect57 2 years, 3 months ago
Ais my answer. Testing incident response plans includes: Document Review. Walk-Through. Scenarios/Tabletops. Live-Fire. By testing these things,
you get a "thoroughness of the response plan."
upvoted 5 times

© & baranikumar_v 2 years, 4 months ago
A. To check the thoroughness of the response plan
upvoted 3 times
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Question #128 Topic 1

Which of the following is the MOST important reason for performing a cost-benefit analysis when implementing a security control?

A. To ensure that the mitigation effort does not exceed the asset value
B. To ensure that benefits are aligned with business strategies
C. To present a realistic information security budget

D. To justify information security program activities

Suggested Answer: A

Community vote distribution
ING) B (40%)

B & snitchygetstitchy 4 weeks ago
In the context of information security and risk management, a cost-benefit analysis is a fundamental tool for making rational, financially sound
decisions. The core principle is that the cost of protecting an asset should not be greater than the potential loss from a security incident affecting
that asset. This is often framed by the formula:

Cost of Control < Annualized Loss Expectancy (ALE)
upvoted 1 times

© & HN2025 9 months, 1 week ago
Performing a cost-benefit analysis when implementing a security control is crucial to ensure that the cost of the mitigation effort does not exceed the
value of the asset being protected. This approach ensures that the resources spent on security controls are justified by the value of the asset and the
potential risk reduction. It helps organizations allocate their security budget more effectively and avoid overspending on controls that do not provide
sufficient benefits relative to their costs.
upvoted 4 times

B & Noragretz 9 months, 2 weeks ago
I'm going with B. My reason is that A is included in B. And if there is no risk to the business, then, mitigating, it is pointless.
upvoted 1 times

B & david124 12 months ago
Going on B boys
upvoted 2 times

E & usercism007 1 year, 5 months ago
Select Answer: A
Why the question is the MOST important reason and option A is right. If you see option B is talks about the Objective/Goal.
upvoted 2 times

E & oluchecpoint 1 year, 9 months ago
B.
This approach helps in making informed decisions about which security controls to implement, prioritizing them based on their alignment with
business goals, and justifying the allocation of resources to security activities in a way that makes sense for the organization as a whole.
upvoted 2 times

© & POWNED 1 year, 11 months ago
Going to have to go with A for this one and this is why. Lots of the CISM questions revolve around stakeholders and costs. B seems like a throw off
answer for test takers that do not know what they are talking about, never have | ever seen "ensure that benefits are aligned with business strategies”
when talking about a cost benefit analysis, and this is coming from someone who has the Project+ certification. Again this test leans heavily on
stakeholders and cost keep this in mind for future questions.
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upvoted 4 times
B & marcelus 2 years, 1 month ago
if the control is not aligned with business strategies we don't really care if it costs more than the asset value..
upvoted 1 times

E & oluchecpoint 2 years, 2 months ago
B.
This approach helps in making informed decisions about which security controls to implement, prioritizing them based on their alignment with
business goals, and justifying the allocation of resources to security activities in a way that makes sense for the organization as a whole.
upvoted 1 times

B & Goseu 2 years, 3 months ago
A seems relevant.
upvoted 1 times

B & jjj378 2 years, 4 months ago
B. To ensure that benefits are aligned with business strategies
upvoted 1 times

B & richck102 2 years, 5 months ago
B. To ensure that benefits are aligned with business strategies
upvoted 3 times

E) & Abhey 2 years, 6 months ago
Performing a cost-benefit analysis helps to determine whether the cost of implementing a security control is justified by the benefits that it provides.
By analyzing the potential costs and benefits of a control, an organization can ensure that the mitigation effort does not exceed the value of the asset
being protected. This allows for a more efficient use of resources and helps to prioritize the implementation of security controls based on their
expected impact.
upvoted 2 times

B & jemu11 2 years, 6 months ago
Answer B: The MOST important reason for performing a cost-benefit analysis when implementing a security control is to ensure that benefits are
aligned with business strategies. By conducting a cost-benefit analysis, the information security manager can evaluate the potential benefits of a
security control against the costs of implementation and maintenance. This enables the manager to identify controls that provide the best return on
investment and align with the organization's overall business strategies. It also helps in prioritizing security controls and making informed decisions
about which security measures to implement.
upvoted 3 times

E & jemu11 2 years, 6 months ago
Answer B: The MOST important reason for performing a cost-benefit analysis when implementing a security control is to ensure that benefits are
aligned with business strategies. By conducting a cost-benefit analysis, the information security manager can evaluate the potential benefits of a
security control against the costs of implementation and maintenance. This enables the manager to identify controls that provide the best return on
investment and align with the organization's overall business strategies. It also helps in prioritizing security controls and making informed decisions
about which security measures to implement.
upvoted 2 times
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Question #129 Topic 1

An information security manager wants to document requirements detailing the minimum security controls required for user workstations. Which
of the following resources would be MOST appropriate for this purpose?

A. Policies
B. Standards
C. Procedures

D. Guidelines

Suggested Answer: B

Community vote distribution
B (100%)

© & EZPASS 2 years, 11 months ago
Answer is B.

1) A policy is a high-level statement of management intent that formally establishes requirements to guide decisions and achieve rational outcomes.
A policy is intended to come from the CEO or board of directors that has strategic implications.
2) A Standard is a formally-established requirement in regard to a process, action or configuration that is meant to be an objective, quantifiable
expectation to be met (e.g., 8 character password, change passwords every 90 days, etc.)
Source: https://www.complianceforge.com/fag/word-crimes/policy-vs-standard-vs-control-vs-procedure

upvoted 10 times

& & richck102 2 years, 5 months ago
B. Standards
upvoted 1 times

B & bambs 2 years, 7 months ago

Selected Answer: B

Standards provide specific, mandatory requirements that must be followed in order to comply with a policy or to achieve a specific level of security.

upvoted 1 times

B & Prospect57 2 years, 9 months ago
B is my answer. It is sometimes difficult to see the difference between policy and standards. Knowing the definition of each, and even having
examples in your brain doesn't always help. | always get confused!
upvoted 2 times

B & Ziggybooboo 3 years ago
| think its Policies
upvoted 1 times

& & dark_3k03r 2 years, 5 months ago
It's not policies, cause policies focus on high level statements of intent and set of expectations for behavior (i.e. controls should be in place to
mitigate x/y to avoid a breach). Standards on the other hand define the specific actions to meet those expectations (i.e. required controls to be in
place to meet those expectations).
upvoted 1 times
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Question #130 Topic 1

Which of the following information BEST supports risk management decision making?

A. Results of a vulnerability assessment
B. Estimated savings resulting from reduced risk exposure
C. Average cost of risk events

D. Quantification of threats through threat modeling

Suggested Answer: B

Community vote distribution
D (65%) A (25%) 10%

O & dark_3k03r [[TITTERL) 2 years, 5 months ago
The correct answer is (D.) Quantification of threats through threat modeling is the correct answer as threat modeling identifies the threat and
quantification lets you know the likelihood and impact which is needed for the decision-making process.

Rationale:
A. Results of a vulnerability assessment says what is vulnerable, but don't provide the context as to which to resolve.
B. Estimated savings resulting from reduced risk exposure money is important, but this is too early in the stage for this.
C. Average cost of risk events is incorrect cause money is important, but this is too early in the stage for this.
upvoted 10 times

& & oluchecpoint [[TITIEELY 2 years, 2 months ago
B. Estimated savings resulting from reduced risk exposure.

While all the options listed (A, B, C, and D) are valuable for risk management decision-making, estimated savings resulting from reduced risk
exposure provides a direct link between risk management efforts and potential financial benefits. This information helps organizations assess the
return on investment (ROI) for implementing specific risk mitigation measures.

upvoted 10 times

& & snitchygetstitchy 4 weeks ago

Estimated savings from reduced risk exposure: This option provides a clear, quantitative, and business-focused metric. It directly answers the
question: "How much financial value are we gaining by implementing this security control?" This value is often calculated as the Annualized Loss
Expectancy (ALE) before the control minus the ALE after the control, and it represents the financial benefit of the mitigation.
A. Results of a vulnerability assessment: A vulnerability assessment identifies weaknesses. While crucial for a technical team, it doesn't provide the
business context needed for a management-level decision.
C. Average cost of risk events: This provides a single data point—the cost of an event—but it doesn't account for the frequency or likelihood of that
event.
D. Quantification of threats through threat modeling: This is a process used to identify and analyze threats. It's a key input to risk assessment, but it
doesn't, on its own, present the financial impact or benefit of mitigation to the business.

upvoted 1 times

B & loderss 3 months, 3 weeks ago

Selected Answer: C

Risk = Likelihood x Impact + average cost
upvoted 1 times

E & nezeranonymous 5 months, 3 weeks ago
Effective risk management decision-making relies on understanding the business impact of mitigating risks.

Estimated savings from reduced risk exposure:

Provide a clear cost-benefit view
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Help prioritize controls and investments
Support communication with senior management and stakeholders

ISACA emphasizes that risk-informed decisions should be made using quantitative, value-driven data — especially related to financial impact and risk
reduction.

upvoted 1 times

© & hohan 9 months, 3 weeks ago

The answer is B. Risk management decision-making requires actionable, business-focused information. Estimated savings from reduced risk
exposure provide a clear, quantifiable measure of the financial benefits of mitigating risks. This aligns with CISM's emphasis on linking risk
management to business objectives and demonstrating the value of risk mitigation to stakeholders.

upvoted 2 times

B & Vishalgupta26 10 months, 3 weeks ago
This provides a clear financial basis for decision-making, allowing decision-makers to assess the value of mitigating a risk versus the cost of
implementing controls. Understanding how much money can be saved by reducing the exposure to risk helps prioritize risk management actions and
allocate resources effectively.
upvoted 1 times

B & helg420 1 year, 5 months ago

D. Quantification of threats through threat modeling

Quantification of threats through threat modeling provides the most comprehensive information for supporting risk management decision-making.

This approach not only identifies potential threats but also assesses their likelihood and potential impact in a structured manner. By understanding

the specific threats to assets and evaluating their severity and probability, decision-makers can prioritize security measures more effectively. This

allows for a strategic allocation of resources to address the most significant risks, ensuring that mitigation efforts are both efficient and effective.
upvoted 1 times

B & DavoA 2 years, 3 months ago
Totally agree with dark_3k03r
upvoted 1 times

B & richck102 2 years, 5 months ago
A. Results of a vulnerability assessment
upvoted 1 times

E & mad68 2 years, 5 months ago
The results of a vulnerability assessment provide critical information regarding the potential weaknesses in an organization's systems and
infrastructure. This information can be used to prioritize risk management efforts and allocate resources effectively. Vulnerability assessments can
help identify potential security gaps and provide insights on how to address them, allowing organizations to make informed decisions about risk
management. While the other options may provide useful information, they do not directly support risk management decision-making to the same
extent as vulnerability assessment results.
upvoted 3 times

E & Abhey 2 years, 6 months ago
A. Results of a vulnerability assessment would be the best information to support risk management decision making. Vulnerability assessments
provide an inventory of vulnerabilities, as well as their likelihood of exploitation and potential impacts. This information can be used to determine
which vulnerabilities should be addressed first and how to allocate resources to best mitigate risk.
upvoted 1 times

& & dark_3k03r 2 years, 5 months ago
Vulnerability assessment does not include the likelihood of it being exploited. That is done in the risk analysis process which uses vulnerability
assessment as an input.
upvoted 1 times

B & dedfef 2 years, 7 months ago
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Selected Answer: D

D is the correct answer
upvoted 3 times

= & Prospect57 2 years, 9 months ago
Ais my answer. | feel like understanding the results of a vulnerability assessment helps with risk management. Risks are in the form of vulnerabilities
and threats.
upvoted 2 times
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Question #131 Topic 1

Which of the following is MOST important to do after a security incident has been verified?

A. Notify the appropriate law enforcement authorities of the incident.
B. Follow the escalation process to inform key stakeholders.
C. Prevent the incident from creating further damage to the organization.

D. Contact forensic investigators to determine the root cause.

Suggested Answer: B

Community vote distribution
GE) B (39%)

B & trevor [RUAGCL D) 3 years ago
Selected Answer: C

Stop the attack from spreading -> C
upvoted 17 times

B & Ziggybooboo 3 years ago
Agreed
upvoted 2 times

& & [Removed] 2 years, 4 months ago
it doesnt say attack. it says incident. what if is just a policy non compliance? Correct answer is B
upvoted 6 times

E & Ban12345 1 year, 9 months ago
What if the incident is attack ? Correct answer is C
upvoted 2 times

© & Agamennore 2 years, 2 months ago
My first answer was C but... from CISM Review Manual 16th Edition: Containment—After an incident has been identified
and confirmed, the IMT is activated and information
from the incident handler is shared. The team will
conduct a detailed assessment and contact the
system owner or business manager of the affected
information systems/assets to coordinate further
action. The action taken in this phase is to limit the
exposure. Activities in this phase include:
Activating the IMT/IRT to contain the incident
1 Notifying appropriate stakeholders affected by
the incident
1 Obtaining agreement on actions taken that may
affect availability of a service or risk of the
containment process

upvoted 6 times

© & Noragretz 9 months, 2 weeks ago
If the incident is verified, and it is not an event. As an information, security manager, not in an operational or technical role, the correct answer would
be B. This question is vague and doesn't clarify your role. The first action to perform after an incident is verified, is to prevent further damage to the
organization. But that is an operational and technical role. it is asking for the most important, Not the first thing to do. The most important thing a
security manager would be doing for this incident is informing the key stakeholders.
upvoted 1 times

B & Marcelus1714 1 year, 8 months ago

Selected Answer: B
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You need to contact the right people in order to see how you can contain. What if it's a production system that cannot be isolated or similar? First ask
then act
upvoted 1 times
B & e891cd1 1 year, 8 months ago
If they had said what does an Information security manager do it would be to escalate to stakeholders but it says what would you do after the
incident has been verified..i think it clearly is testing your awareness of the incident response process in this instance specifically. my opinion tho.
upvoted 2 times

B & AlexJacobson 1 year, 9 months ago
Although you do have to wear you "manager hat" for this exam, I'm gonna go with C here, as it seems to me that the question is basically asking
about the steps/phases of incident response. The question explicitly says that you have identified and confirmed the incident taking place giving you
the initial phase of IR and asking "what now?". Well, the next step is to contain it and stop it from doing further damage and only then you inform the
appropriate people.

Note that question is quite vague when defining the incident - we don't know what type of incident it is (is it a ransomware, is someone breaking AUP
by taking photos inside the secure environment, etc). So that's why it is very tempting to select B. Again, going with C, but not 100% sure.
upvoted 2 times

E & learntstuff 1 year, 10 months ago
| think a common issue is people are thinking in technical terms. We have to think as a manager. The manager isn't stopping anything, they're
directing people under them to do their job.
So | would say B is correct
upvoted 2 times

& & pvitale 8 months, 3 weeks ago
| agree, but you are ultimately responsible. In front of a court, you will be sued if, instead of preventing the incident from spreading, you call your
superior; prevent does not mean that you should go and directly act on the field, but you have to activate your team to do so, and you are the
ultimate responsible. If a boat is sinking because of a flaw, your first course of action is to organize to contain the flaw, put people in a safe
position and then notify your superior on the land.
upvoted 2 times

B & Cyberbug2021 1 year, 11 months ago
prevent further damage to the organization - then inform based on the incident response plan, escalation process and communication plan
upvoted 1 times

E & Perseus_68 2 years ago
| thought B as well, but what if there was an incident confirmed in a credit card database, first step is to notify the data owner. And incident doesn't
mean attack, there may be nothing to contain.
upvoted 1 times

© & e891cd1 1 year, 8 months ago
there is always containment after an incident t
his involves taking swift action to stop the attack, limit its spread, and mitigate its impact on the organization's systems, data, and operations.
upvoted 1 times

& & oluchecpoint 2 years, 2 months ago
C. Prevent the incident from creating further damage to the organization.

While all the options listed are important, preventing further damage is the top priority. Once the incident has been confirmed, it's crucial to take
immediate steps to contain and mitigate the threat to minimize any additional harm to the organization's systems, data, and reputation. After
containment and mitigation efforts are underway, you can then proceed with the other steps, such as notifying law enforcement, informing key
stakeholders, and conducting a forensic investigation to determine the root cause.

upvoted 1 times

B & todush 2 years, 2 months ago
Response B attending that the escalation process and communicated information allow the key stakeholders to assess the consequences of a
containment on their operations. Otherwise response C is better.
upvoted 1 times

B & DavoA 2 years, 3 months ago

Selected Answer: C
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Containment is the first step
upvoted 1 times
© & Andreu 2 years, 4 months ago
The first phase after an incident has been detected is containment. Informing the required stakeholders according to the escalation procedures
comes next.
upvoted 2 times

=) & Monkey2173 2 years, 4 months ago
On similar questions, when having a different phrasing for the general "incident" and stating explicitly "ransomware" the obvious answer was to
contain the incident and prevent the incident from spreading
upvoted 2 times

© & Weldy_B 2 years, 4 months ago
Containment
upvoted 1 times

& & richck102 2 years, 5 months ago
B. Follow the escalation process to inform key stakeholders.
upvoted 2 times

= & Rowlandmarc 2 years, 8 months ago
Communication to stakeholders.. logic being any containment could affect stakeholder's operations which subsequently should have required
communication via process.
upvoted 2 times
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Question #132 Topic 1

Which of the following should be the PRIMARY driver for selecting and implementing appropriate controls to address the risk associated with
weak user passwords?

A. The organization's risk tolerance
B. The organization's culture
C. The cost of risk mitigation controls

D. Direction from senior management

Suggested Answer: B

Community vote distribution
A (52%) B (29%) C (19%)

E & User21 2 years, 6 months ago

Its always people people people, if the people choose to use weak passwords then its a risk, culture eats strategy for breakfast. If you use a technical
control to force, then they will end up writing down the complex password on a sticky note and sticking it to the monitor. People should be trained to
select a strong password and manage it appropriately.

upvoted 5 times

© & Vishalgupta26 10 months, 3 weeks ago

The PRIMARY driver for selecting and implementing appropriate controls to address the risk associated with weak user passwords is:
A. The organization's risk tolerance.

The organization's risk tolerance defines how much risk is acceptable and helps to determine the level of protection needed. If weak passwords
present a high risk, the organization must implement controls that are proportional to the level of risk it is willing to accept.
upvoted 2 times

E & ntge 1 year ago
A = because The organization tolerance for risk will determine their approach and mitigation strategies.
upvoted 2 times

B & alifjouj 1 year, 2 months ago
risk level is the driver to implement controls
upvoted 1 times

B & salilgen 1 year, 8 months ago
From CISM Review Manual:
"3.8.1 Managing Risk Through Controls
Controls can be physical, technical or administrative. The choise of controls must be based on a number of considerations including ensuring their
effectiveness, thei cost or potential restriction to business activities, and their optimal form of control."
upvoted 3 times

B & oluchecpoint 1 year, 9 months ago

Selected Answer: A

A. The organization's risk tolerance.

Risk tolerance is a critical factor in determining the appropriate controls for managing security risks, including those related to weak user passwords.
The level of risk that an organization is willing to accept or tolerate will guide decisions about the strength and rigor of controls needed to mitigate
the risk effectively. It involves assessing the potential impact of password-related vulnerabilities and aligning control measures accordingly. While
other factors like the organization's culture, cost considerations, and direction from senior management are important, they should all be influenced
by the organization's risk tolerance when making decisions about password security controls.
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upvoted 1 times
E & Cyberbug2021 1 year, 11 months ago
risk tolerance
upvoted 1 times

B & Manix 2 years ago
B. Risk appetite will determine that action must be done, but what action would be will determine corporate culture.
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
A. The organization's risk tolerance.

Risk tolerance is a critical factor in determining the appropriate controls for managing security risks, including those related to weak user passwords.
The level of risk that an organization is willing to accept or tolerate will guide decisions about the strength and rigor of controls needed to mitigate
the risk effectively. It involves assessing the potential impact of password-related vulnerabilities and aligning control measures accordingly. While
other factors like the organization's culture, cost considerations, and direction from senior management are important, they should all be influenced
by the organization's risk tolerance when making decisions about password security controls.

upvoted 1 times

B & todush 2 years, 2 months ago
A Access control has to primarily align with organization's risk tolerance. Organization culture may influence the choice of technology, but it cannot
be at the expense of strategic risk tolerance.
upvoted 1 times

B & Jae_kes 2 years, 4 months ago
A: The organization's risk tolerance.
upvoted 1 times

B & richck102 2 years, 5 months ago
A. The organization's risk tolerance
upvoted 1 times

B & mad68 2 years, 5 months ago
he PRIMARY driver for selecting and implementing appropriate controls to address the risk associated with weak user passwords should be A) The
organization's risk tolerance. The organization's risk tolerance will help to determine the level of risk the organization is willing to accept and what
controls are appropriate to manage the risk of weak user passwords. Factors such as the potential impact of a password breach, the likelihood of
such a breach occurring, and the value of the assets protected by passwords will be considered in determining the appropriate controls.
upvoted 1 times

& & Abhey 2 years, 6 months ago
The level of risk that an organization is willing to accept should guide the selection and implementation of controls to mitigate the risk of weak user
passwords.
upvoted 1 times

B & bambs 2 years, 7 months ago
The PRIMARY driver for selecting and implementing appropriate controls to address the risk associated with weak user passwords should be the
organization's risk tolerance. Risk tolerance is the level of risk that an organization is willing to accept or tolerate, and it guides the selection of
controls that are appropriate for managing the identified risks.
upvoted 1 times

B & jaiz 2 years, 8 months ago

Selected Answer: A

Why organization's culture become a primary driver ? Culture is more important than risk tolerance?
upvoted 1 times

E & Rowlandmarc 2 years, 8 months ago

Selected Answer: A


https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Cyberbug2021/
https://www.examtopics.com/user/Manix/
https://www.examtopics.com/user/Manix/
https://www.examtopics.com/user/Manix/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/todush/
https://www.examtopics.com/user/todush/
https://www.examtopics.com/user/todush/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/mad68/
https://www.examtopics.com/user/mad68/
https://www.examtopics.com/user/mad68/
https://www.examtopics.com/user/Abhey/
https://www.examtopics.com/user/Abhey/
https://www.examtopics.com/user/Abhey/
https://www.examtopics.com/user/bambs/
https://www.examtopics.com/user/bambs/
https://www.examtopics.com/user/bambs/
https://www.examtopics.com/user/jaiz/
https://www.examtopics.com/user/jaiz/
https://www.examtopics.com/user/jaiz/
https://www.examtopics.com/user/Rowlandmarc/
https://www.examtopics.com/user/Rowlandmarc/
https://www.examtopics.com/user/Rowlandmarc/

A would be the answer me personally because the tolerance would dictate the apropropriate options available to the business before then looking at
cost of mitigating controls. If no options available meet budget then the budget or risk tolerance needs to change either way...
upvoted 1 times



Question #133 Topic 1

Which of the following is MOST important to consider when determining the effectiveness of the information security governance program?

A. Key performance indicators (KPIs)
B. Maturity models
C. Risk tolerance levels

D. Key risk indicators (KRIs)

Suggested Answer: A

Community vote distribution
A (71%) D (29%)

B & oluchecpoint 1 year, 3 months ago

Selected Answer: A

A. Key performance indicators (KPIs).

Key performance indicators (KPIs) are essential for measuring and assessing the performance and effectiveness of the information security
governance program. KPIs provide quantifiable metrics that help organizations evaluate how well they are achieving their security objectives and
managing risks. They allow for continuous monitoring and improvement of the security program.

upvoted 1 times

E & AlexJacobson 1 year, 3 months ago
You are assessing the effectiveness and for that you need a metric so you can have something tangible to rely on. For measuring a performance of
security program you use KPI metric.
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
A. Key performance indicators (KPIs).

Key performance indicators (KPIs) are essential for measuring and assessing the performance and effectiveness of the information security
governance program. KPIs provide quantifiable metrics that help organizations evaluate how well they are achieving their security objectives and
managing risks. They allow for continuous monitoring and improvement of the security program.

upvoted 1 times

B & richck102 1 year, 11 months ago
A. Key performance indicators (KPIs)
KPIs are the most important factor to consider when determining the effectiveness of the information security governance program. They are
measurable values that demonstrate how effectively an organization is achieving its objectives and should be aligned with the organization's goals
and objectives. KRIs, maturity models, and risk tolerance levels are also important, but they are not the MOST important factor to consider.
upvoted 2 times

& & Abhey 2 years ago
The MOST important factor to consider when determining the effectiveness of the information security governance program is key performance
indicators (KPIs). KPIs are used to measure the performance of the governance program, identify areas that require improvement, and provide a basis
for decision-making. KPIs should be aligned with the organization's goals, objectives, and strategy, and should be regularly reviewed and updated to
ensure they remain relevant and useful. While maturity models, risk tolerance levels, and key risk indicators (KRIs) are important factors to consider
in information security governance, they are not as central to evaluating program effectiveness as KPIs.
upvoted 3 times

& & dark_3k03r 2 years ago

The correct answer is (D) Key risk indicator and it shows the progression from where the program was and where it currently is with a security-
specific slant.

The rationale:
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(A) This is focused on performance. This performance may or may not be security related which makes it problematic.
(B) Maturity models are conceptual in nature and tend to illustrate all the possible stages that an organization may be in. Anything that states the
organization's position is a point in time and doesn't show how it went from the past to the current.
(C) Risk Tolerance doesn't show the progression.
upvoted 2 times
& & shanky87 2 years, 1 month ago
B - Maturity model, it shows the current state of the control effectiveness
upvoted 2 times

& & dark_3k03r 2 years ago
No it doesn't. A Maturity Model is just a concept and the results are just a point in time from when it was manually done.
upvoted 1 times
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Question #134 Topic 1

The business advantage of implementing authentication tokens is that they:

A. provide nonrepudiation.
B. reduce overall cost.
C. reduce administrative workload.

D. improve access security.

Suggested Answer: C

Community vote distribution
&) C (40%) 5%

B & wello [QFIATELY 2 years, 5 months ago
Selected Answer: C

keyword is "business advantage"
upvoted 8 times

O & HN2025 [IEIEENE) 9 months, 1 week ago
Improving access security (D) directly reduces the risk of unauthorized access, which can prevent data breaches, protect intellectual property, and
maintain customer trust. These factors contribute to long-term business continuity and can potentially save the organization from significant
financial and reputational damage.

Reducing administrative workload (C) can indeed be a business advantage by freeing up IT resources and cutting down on administrative overhead.
However, the primary justification for implementing security tokens often revolves around enhancing security first, with administrative benefits being
a secondary advantage.

In the context of CISM, the emphasis is often on the primary purpose of security controls, which is why D. improve access security is considered the
best answer.
upvoted 3 times

B & alifjouj 1 year, 2 months ago
business wise
upvoted 1 times

E) & mason_1996 1 year, 2 months ago
The question is asking what is the business advantage. This leaves you with either b or c. C is the best answer that coordinates with implementing
authentication tokens. Improving security is not necessarily a direct business advantage.
upvoted 1 times

& & oluchecpoint 1 year, 9 months ago

D, "improve access security."

Authentication tokens, such as one-time passwords (OTP), smart cards, or biometric tokens, enhance access security by adding an extra layer of
authentication beyond just usernames and passwords. This makes it more difficult for unauthorized users to gain access to systems, applications, or
data. Improved access security helps protect sensitive information, reduces the risk of data breaches, and can also enhance an organization's
reputation for safeguarding customer data.

upvoted 1 times

B & AlexJacobson 1 year, 9 months ago
I'm torn between C and D. It asks for a BUSINESS advantage, but neither C or D are ideal.

C - it is worded too vaguely, but it aligns with business part of the question.
D - it is most correct, but improving access security is not a business thing, rather technical/security thing.
upvoted 1 times
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B & Learner76 1 year, 11 months ago
D for me. Is improving access security a business advantage? | would think so .. anyone? If it is not, then the answer is C
upvoted 1 times

& & AlexJacobson 1 year, 9 months ago
Well, it can be indirectly. By improving access security you're reducing all kinds of risks, which is the ultimate goal of every control and infosec
strategy.
upvoted 1 times

B & Cyberbug2021 1 year, 11 months ago
Nonrepudiation ensures that the identity of a user or device can be verified, That is the advantage of a token. It doesn't reduce cost, it doesn't reduce
administrative load, it does improve access security but by way non providing nonrepudiation. Each token is unique
upvoted 1 times

B & Perseus_68 2 years ago
On exam practice tests the correct answer is D improve access security, Not C as shown as the correct answer here. FYI they may be in different
orders.
upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
D, "improve access security."

Authentication tokens, such as one-time passwords (OTP), smart cards, or biometric tokens, enhance access security by adding an extra layer of
authentication beyond just usernames and passwords. This makes it more difficult for unauthorized users to gain access to systems, applications, or
data. Improved access security helps protect sensitive information, reduces the risk of data breaches, and can also enhance an organization's
reputation for safeguarding customer data.

upvoted 1 times

B & todush 2 years, 2 months ago
The only pure "business advantage" mentioned in the list is non-repudiation, which is of paramount importance in most business process. So A is the
good response.
upvoted 1 times

& & richck102 2 years, 5 months ago
D. improve access security.
upvoted 2 times

& & Abhey 2 years, 6 months ago
Authentication tokens improve access security by providing an additional layer of authentication beyond just a username and password. This helps to
prevent unauthorized access to sensitive systems and information, which can help protect the business from data breaches and other security
incidents.
upvoted 3 times

E & bambs 2 years, 7 months ago
Authentication tokens provide an additional layer of security beyond just a username and password. By using an authentication token, it is harder for
an unauthorized user to gain access to a system, reducing the risk of data breaches and other security incidents. As a result, the primary business
advantage of implementing authentication tokens is that they improve access security.
upvoted 4 times

E & baranikumar_v 2 years, 10 months ago
C. Administrative overhead
No need for user account management activities renew password, password complexity, password reset etc..,
upvoted 1 times

© & Learner76 1 year, 11 months ago
Token key requires a different skillset and Admin tools too.
upvoted 1 times

© & D2D2 2 years, 11 months ago
A security advantage would be D, however, it's asking for a business advantage which is C.
upvoted 3 times
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= & mohit05 2 years, 11 months ago

Selected Answer: D

(D) Improve Access to security is the best option
upvoted 3 times
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Question #135 Topic 1

In an organization that has several independent security tools including intrusion detection systems (IDSs) and firewalls, which of the following is
the BEST way to ensure timely detection of incidents?

A. Implement a log aggregation and correlation solution.
B. Ensure that the incident response plan is endorsed by senior management.
C. Ensure staff are cross trained to manage all security tools.

D. Outsource the management of security tools to a service provider.

Suggested Answer: A

Community vote distribution
A (100%)

B & usercism007 1 year, 5 months ago
Selected Answer: A "Implement a log aggregation and Correlation Solution" which in other words is a SIEM tool.
upvoted 1 times

© & karanvp 2 years, 4 months ago

Selected Answer: A

A is the correct answer
upvoted 1 times

E & richck102 2 years, 5 months ago

Selected Answer: A

A. Implement a log aggregation and correlation solution.
upvoted 1 times
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Question #136 Topic 1

Which of the following is the MAIN objective of a risk management program?

A. Reduce corporate liability for information security incidents.
B. Reduce risk to the level of the organization's risk appetite
C. Reduce risk to the maximum extent possible

D. Reduce costs associated with incident response.

Suggested Answer: B

Community vote distribution
B (100%)

B & richck102 11 months, 1 week ago

Selected Answer: B

B. Reduce risk to the level of the organization's risk appetite
upvoted 3 times
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Question #137 Topic 1

An information security manager was informed that a planned penetration test could potentially disrupt some services. Which of the following
should be the FIRST course of action?

A. Estimate the impact and inform the business owner.
B. Accept the risk and document it in the risk register.
C. Ensure the service owner is available during the penetration test.

D. Reschedule the activity during an approved maintenance window.

Suggested Answer: D

Community vote distribution
A (91%) 9%

© & p2p2 2 years, 11 months ago

You should let the owner know about the impact and have them decide to accept or reschedule. Open to discussion to see what others think.
upvoted 10 times

& & oluchecpoint 2 years, 2 months ago
Owner is aware of the risk before approval, the owner should be available during the test will make logical approach
upvoted 1 times

O & alifjouj [TETEENE) 1 year, 2 months ago

clearly D. or test on a similar environnement
upvoted 2 times

E & oluchecpoint 1 year, 8 months ago
Assess and inform business ownwer
upvoted 1 times

E & Marcelus1714 1 year, 8 months ago
Would you reschedule without estimating the impact first? I believe is A...
upvoted 1 times

B & e891cd1 1 year, 8 months ago
D would be the most logical since it says "approve” meaning there were some escalation process and authorization process involved with the stake-
holders before the windows was chosen to minimize disruption.
upvoted 1 times

B & Learner76 1 year, 11 months ago
D - keywords "Disrupt services" and "Approved maintenance window"
upvoted 1 times

& & DonnyX 2 years, 1 month ago
| assume a planned pen-test is fully approved.. that's why we called "planned” .. if the question says "planning", maybe | will think D is the best
option.. since it has been planed, | assume we we can do is estimate the impact and make a risk-based decision according to the estimated imapct
with biz owner.
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
C. Ensure the service owner is available during the penetration test.

Before proceeding with a planned penetration test that could potentially disrupt some services, it is crucial to have the service owner or relevant
stakeholders involved and available during the test. This ensures that they are aware of the potential disruptions, can provide real-time support or
troubleshooting if issues arise, and can make informed decisions about any necessary actions during the test.

upvoted 1 times
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E & DavoA 2 years, 3 months ago
inform the business owner
upvoted 1 times

E & karanvp 2 years, 4 months ago
Maintenance Window period may be very short and | dont think Pen Test can be completed within such a short time period
upvoted 1 times

B & 452 years, 4 months ago
If it's a “planned penetration test” I'm assuming it's already approved therefore you should estimate the impact as the security manager and inform
the business owner.
upvoted 1 times

B & richck102 2 years, 5 months ago
A. Estimate the impact and inform the business owner.
upvoted 1 times

E & Naijaboy 2 years, 6 months ago
Doing it during maintenance window means that there's less impact to users and if anything goes wrong, change can always be rolled back with very
minimum impact
upvoted 1 times

B & bambs 2 years, 6 months ago
The first course of action should be to reschedule the penetration test during an approved maintenance window to minimize the risk of disrupting
services. This option provides a balance between security testing and service continuity. Option A may be necessary after the decision to reschedule
has been made, as it will allow the impact of the rescheduling to be estimated and communicated to the business owner. Option B is not appropriate
in this situation because it does not address the issue of potentially disrupting services. Option C is also not the best course of action, as having the
service owner available does not necessarily prevent disruption of services during the penetration test. D is the right answer
upvoted 3 times

& & drewl25 2 years, 3 months ago
Read the question over, the answer is: A. The pent test is already PLANNED meaning they approved the pent test, so why would they reschedule
it!!! The have to measure what it looks like while users are active so they can know when something suspicious is going down on their
network(measuring the business impact).

Second, the business owner is in the best position to assess the potential impact on critical services and make informed decisions based on the
organization's priorities and risk appetite.
upvoted 1 times

E & Learner76 1 year, 11 months ago
Yes, planned but the new information came later therefore new decision is needed. If disruption is expected, business operation should take
priority and therefore reschedule to maintenance window should be right. Just my assessment.
upvoted 1 times

& & meelaan 2 years, 7 months ago

Selected Answer: A

Seems A is right
upvoted 2 times

B & Prospect57 2 years, 9 months ago

Selected Answer: A

Ais my answer. Looks to be the consensus here.
upvoted 2 times

& & mohit05 2 years, 11 months ago

(A) is the appropriate option
upvoted 3 times
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Question #138 Topic 1

The PRIMARY advantage of single sign-on (SSO) is that it will:

A. support multiple authentication mechanisms.
B. strengthen user passwords.
C. increase efficiency of access management.

D. increase the security of related applications.

Suggested Answer: C

Community vote distribution
C (100%)

& & usercism007 11 months, 2 weeks ago
Selected Answer: C
As SSO is part of effective access management. All other options are a subset of access management.
upvoted 2 times

B & richck102 1 year, 11 months ago

Selected Answer: C

C. increase efficiency of access management.
upvoted 3 times
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Question #139 Topic 1

Which of the following is BEST determined by using technical metrics?

A. Whether controls are operating effectively
B. How well security risk is being managed
C. Whether security resources are adequately allocated

D. How well the security strategy is aligned with organizational objectives

Suggested Answer: A

Community vote distribution
A (70%) D (30%)

B & snitchygetstitchy 4 weeks ago
why would you use technical metrics for strategic alignment? obviously A
upvoted 1 times

B & helg420 11 months, 4 weeks ago

A. Whether controls are operating effectively

Technical metrics are quantitative data points that are used to measure specific aspects of information security controls, such as performance,
efficiency, and reliability. They can be used to determine whether these controls are operating effectively by providing measurable evidence regarding
their functioning.

upvoted 1 times

E & oluchecpoint 1 year, 8 months ago
A. Whether controls are operating effectively

Technical metrics are most commonly used to assess the performance and effectiveness of security controls and measures. These metrics provide
quantitative data about the functioning of specific security mechanisms, such as firewalls, intrusion detection systems, antivirus software, and
encryption tools. By analyzing technical metrics, organizations can evaluate the operational effectiveness of these controls, identify any issues or
vulnerabilities, and make necessary adjustments to improve security.

upvoted 1 times

B & Jae_kes 1 year, 10 months ago
A: Whether controls are operating effectively.
upvoted 4 times

B & richck102 1 year, 11 months ago
D. How well the security strategy is aligned with organizational objectives
upvoted 3 times

& & richck102 1 year, 11 months ago
C. Whether security resources are adequately allocated
upvoted 1 times
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Question #140 Topic 1

The use of a business case to obtain funding for an information security investment is MOST effective when the business case:

A. relates the investment to the organization's strategic plan.
B. realigns information security objectives to organizational strategy.
C. articulates management's intent and information security directives in clear language.

D. translates information security policies and standards into business requirements.

Suggested Answer: B

Community vote distribution
A (86%) 14%

& & Marcelus1714 1 year, 2 months ago
| guess business cases don't "realign" anything...
upvoted 1 times

B & e891cd1 1 year, 2 months ago
B. the questions says "Most Effective" if we're looking for the most effective aspect of the business case, specificity and direct alignment with
organizational strategy will be crucial. relating the investment to the organization strategic plan doesn't necessary mean it is align with the security
strategy..my opinion
upvoted 2 times

B & oluchecpoint 1 year, 3 months ago
A. relates the investment to the organization's strategic plan.
The most effective business cases for obtaining funding for an information security investment are those that clearly demonstrate how the
investment aligns with and supports the organization's strategic plan. When information security initiatives are directly tied to the organization's
strategic goals and objectives, it becomes easier to make a compelling case for the investment. This approach helps senior management and
stakeholders understand the strategic importance of information security and how it contributes to the overall success of the organization.
upvoted 3 times

E & Manix 1 year, 6 months ago
Security investment must be aligned to security strategy, and security strategy to organization goals
upvoted 3 times

& & AlexJacobson 1 year, 3 months ago
It must be indeed, but business case does not do any realigning, so it cannot be B.
upvoted 1 times

& & oluchecpoint 1 year, 8 months ago
A. relates the investment to the organization's strategic plan.

The most effective business cases for obtaining funding for an information security investment are those that clearly demonstrate how the

investment aligns with and supports the organization's strategic plan. When information security initiatives are directly tied to the organization's

strategic goals and objectives, it becomes easier to make a compelling case for the investment. This approach helps senior management and

stakeholders understand the strategic importance of information security and how it contributes to the overall success of the organization.
upvoted 1 times

© & Agamennore 1 year, 8 months ago

IMHO is B, but not 100% sure

upvoted 2 times

B & todush 1 year, 9 months ago
Response A is the common sense for any top manager and decision maker.
upvoted 1 times
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& & wello 1 year, 11 months ago
it is referring to the investment being aligned which is important for the business case.
upvoted 1 times

& & richck102 1 year, 11 months ago
A. relates the investment to the organization's strategic plan.
upvoted 1 times

& & Alizadeh 2 years, 1 month ago
A. Relates the investment to the organization's strategic plan is the MOST effective way to use a business case to obtain funding for an information
security investment. A business case is a document that outlines the reasons why a particular investment is necessary and the expected benefits and
costs of that investment. When making a case for an information security investment, it is important to show how the investment aligns with the
organization's overall strategic plan.
upvoted 3 times

& & jaiz 2 years, 1 month ago
Agree with all the comment that choosing A
upvoted 1 times

& & Broesweelies 2 years, 3 months ago
obvious itis A
upvoted 1 times

& & Prospect57 2 years, 3 months ago
Selected Answer: A
A'is my answer. Concurring w/ aokisan below.
upvoted 1 times

& & aokisan 2 years, 4 months ago

Selected Answer: A

B is talking of 'realignment’ of objectives’; this is not the role of the ISM but Executive Mgt.
upvoted 3 times
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Question #141 Topic 1

The MOST important objective of security awareness training for business staff is to:

A. understand intrusion methods.
B. reduce negative audit findings.
C. increase compliance.

D. modify behavior.

Suggested Answer: D

Community vote distribution
D (78%) A (22%)

& & oluchecpoint 1 year, 2 months ago
D. modify behavior.

The most important objective of security awareness training for business staff is to modify their behavior regarding security practices. While
understanding intrusion methods (A), reducing negative audit findings (B), and increasing compliance (C) are valuable outcomes of security
awareness training, the ultimate goal is to change employees' behavior to make them more security-conscious and proactive in safeguarding
sensitive information and systems.

upvoted 2 times

E & pe2502 1 year, 3 months ago
D is right ask
upvoted 1 times

B & rickcoyw 1 year, 3 months ago
Why would business staff need to understand intrusion methods? Think lowest level
Answer is D
upvoted 2 times

E & Goseu 1 year, 3 months ago
D . That's the objective.
upvoted 2 times

B & chanke 1 year, 4 months ago
Modifying behavior is the means of having awareness training.
upvoted 3 times

B & Jae_kes 1 year, 4 months ago
Modify Behavior
upvoted 2 times

B & Jae_kes 1 year, 4 months ago
Wrong option, it's D
upvoted 2 times

& & richck102 1 year, 5 months ago
D. modify behavior.
upvoted 3 times

B & Dualfire 1 year, 5 months ago
I went for C. It is not A and B and | think modify is too specific assuming they could already do the right things and just be reminded to continue doing
the rights things?
upvoted 2 times
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Question #142 Topic 1

Which of the following is the PRIMARY responsibility of an information security steering committee?

A. Setting up password expiration procedures
B. Drafting security policies
C. Prioritizing security initiatives

D. Reviewing firewall rules

Suggested Answer: C

Community vote distribution
C (80%) B (20%)

B & oluchecpoint 1 year, 3 months ago

Selected Answer: C

C. Prioritizing security initiatives

The PRIMARY responsibility of an information security steering committee is to prioritize security initiatives. An information security steering
committee typically consists of senior executives and key stakeholders from various departments within an organization. Its primary role is to
provide strategic oversight and guidance for the organization's information security efforts.

upvoted 2 times

E & oluchecpoint 1 year, 8 months ago
C. Prioritizing security initiatives

The PRIMARY responsibility of an information security steering committee is to prioritize security initiatives. An information security steering
committee typically consists of senior executives and key stakeholders from various departments within an organization. Its primary role is to
provide strategic oversight and guidance for the organization's information security efforts.

upvoted 2 times

B & pc2502 1 year, 9 months ago
drafting policies is security manager responsibility not steering committe
upvoted 3 times

& & oluchecpoint 1 year, 8 months ago
management not security manager
upvoted 1 times

E) & CISSPST 1 year, 7 months ago
security manager drafts policies. management/steerco approve
upvoted 1 times

B & pc2502 1 year, 9 months ago
C is the right answer
upvoted 1 times

E & chanke 1 year, 10 months ago

C. Prioritizing security initiatives
upvoted 2 times

B & richck102 1 year, 11 months ago

Selected Answer: B

B. Drafting security policies
upvoted 1 times

& & richck102 1 year, 11 months ago
C. Prioritizing security initiatives
upvoted 6 times
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Question #143 Topic 1

During a post-incident review, the sequence and correlation of actions must be analyzed PRIMARILY based on:

A. a consolidated event timeline.
B. logs from systems involved.
C. interviews with personnel.

D. documents created during the incident.

Suggested Answer: A

Community vote distribution
NG D (33%)

B & helg420 11 months, 4 weeks ago

A. a consolidated event timeline.

A consolidated event timeline is primarily used during a post-incident review to analyze the sequence and correlation of actions. This timeline
combines data from various sources to provide a comprehensive overview of the incident from start to finish. It helps to understand the chronological
order of events, how the incident unfolded, and how responses were made at each stage. By laying out the sequence of events in a linear timeline, it's
easier to identify any delays, overlaps, or gaps in the response, which are crucial for improving future incident response strategies.

While logs from systems involved (option B), interviews with personnel (option C), and documents created during the incident (option D) are valuable
sources of information, they contribute to the creation of the consolidated event timeline rather than serve as primary analytical tools by themselves.
These elements feed into the timeline, providing details and context that help to form a complete picture of the incident and the effectiveness of the
response.

upvoted 2 times

B & Learner76 1 year, 5 months ago
A - Key words - "Sequence”
upvoted 2 times

B & secdoc 1 year, 7 months ago
B,C,D are all used to create A
upvoted 1 times

B & todush 1 year, 9 months ago
The response depends on what you are considering in a "consolidated" timeline. If it includes the documents created during the incidents, response A
is OK. Otherwise response D is obvious as it may also include the timeline.
upvoted 1 times

B & Pavan_Hanuman 1 year, 9 months ago
D. documents created during the incident.
upvoted 1 times

& & richck102 1 year, 11 months ago
D. documents created during the incident.
upvoted 1 times

E & Aboodi000 2 years, 2 months ago
WHY IS NOT B?
upvoted 1 times

& & dark_3k03r 2 years ago
Because there may be logs from the cloud service provider platform such apps, function and compute as a Service. So it's just not the system
logs. But a consolidate timeline will include everything from everywhere.
upvoted 1 times

B & Broesweelies 2 years, 3 months ago
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Selected Answer: A

Event timeline for sure.
upvoted 3 times

= & Prospect57 2 years, 3 months ago
D was my guess. However, if the "event timeline" includes these documents and logs (Choice D & B), then | can understand A being the answer.
upvoted 1 times

& & aokisan 2 years, 4 months ago
event timeline is most reliable.
upvoted 4 times

= & mohit05 2 years, 5 months ago
D. documents created during the incident is more appropriate
upvoted 4 times

© & Ziggybooboo 2 years, 5 months ago
Agreed
upvoted 2 times
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Question #144 Topic 1

Which of the following is the MOST important element in the evaluation of inherent security risks?

A. Impact to the organization
B. Control effectiveness
C. Residual risk

D. Cost of countermeasures

Suggested Answer: A

Community vote distribution
A (100%)

B & richck102 11 months, 1 week ago

Selected Answer: A

A. Impact to the organization
upvoted 3 times
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Question #145 Topic 1

Recovery time objectives (RTOs) are an output of which of the following?

A. Business continuity plan (BCP)
B. Business impact analysis (BIA)
C. Service level agreement (SLA)

D. Disaster recovery plan (DRP)

Suggested Answer: B

Community vote distribution
CICER) A(17%)

© & Broesweelies [TILCLY 1 year, 9 months ago
Recovery time objectives (RTOs) are an output of a Business Impact Analysis (BIA) process. The BIA is used to identify the criticality of business
functions and systems, and the RTOs are used to determine the maximum amount of time that a specific business function or system can be down
before it starts to have a significant impact on the organization. This information is then used to develop the disaster recovery plan (DRP) and service
level agreements (SLASs).
upvoted 10 times

© & oluchecpoint ([IELT1e) 1 year, 2 months ago
B. Business impact analysis (BIA)

Recovery time objectives (RTOs) are typically determined as an output of the business impact analysis (BIA) process. During the BIA, an organization
assesses the potential impact of disruptions to its various business processes and systems. As part of this analysis, RTOs are established to define
the maximum allowable downtime for each process or system. RTOs are a critical component of an organization's overall disaster recovery and
business continuity planning efforts, as they help in prioritizing recovery efforts and ensuring that critical functions can be restored within the
required timeframe.

upvoted 1 times

E & todush 1 year, 2 months ago
A Business Continuity Plan is elaborated with business stakeholders also for defining the RTO, in which case A is a good response.
upvoted 1 times

& & richck102 1 year, 5 months ago
B. Business impact analysis (BIA)
upvoted 1 times

E & Abhey 1 year, 6 months ago
The Recovery Time Objective (RTO) is the output of the Business impact analysis (BIA) and the input for the Business continuity plan (BCP) and
disaster
upvoted 1 times

E & Prospect57 1 year, 9 months ago
A is my answer. "Recovery time objective (RTO) and recovery point objective (RPO) are two of the fundamental concepts in business continuity
planning." Also, BIA is a document that takes place under business continuity planning, as well as RTO, RPO, RCO, and RCap0.
upvoted 2 times
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Question #146 Topic 1

Which of the following is the MOST relevant information to include in an information security risk report to facilitate senior management's
understanding of impact to the organization?

A. Detailed assessment of the security risk profile
B. Risks inherent in new security technologies
C. Findings from recent penetration testing

D. Status of identified key security risks

Suggested Answer: C

Community vote distribution
D (78%) A (22%)

E & Broesweelies 2 years, 9 months ago
Ditis.
upvoted 6 times
© & msky2k [IEIZEENEY 1 year, 1 month ago
Ditis
upvoted 1 times

5 & helg420 1 year, 5 months ago

D. Status of identified key security risks

To facilitate senior management's understanding of the impact on the organization, the most relevant information to include in an information
security risk report is the status of identified key security risks. Senior management needs concise and significant information that directly relates to
the organization's strategic objectives and operational integrity. Providing them with the current status of key security risks (including their severity,
potential impact on business operations, and the measures taken or proposed for mitigation) directly supports strategic decision-making.

This information allows senior management to gauge how these risks might affect the organization's goals and what actions are needed to address
them. Unlike the detailed technical specifics which might be less accessible to individuals without a technical background (options A, B, and C),
focusing on the status of key risks provides a clear and immediate connection to business outcomes and priorities.

upvoted 4 times

B & gigig76 1 year, 7 months ago
why C pen test finding is the answer?
upvoted 1 times

& & oluchecpoint 1 year, 9 months ago

D. Status of identified key security risks

The most relevant information to include in an information security risk report to facilitate senior management's understanding of the impact on the
organization is the "Status of identified key security risks." This information provides senior management with a clear and concise overview of the
organization's current security risk posture.

upvoted 1 times

B & learntstuff 1 year, 10 months ago
senior management doesn't care about technical things. The just want to know what's going on, the effect it will have on the org., and if its going to
get fixed.
SoDitis
upvoted 1 times
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E & Cyberbug2021 1 year, 11 months ago
A detailed assessment of the security risk profile, while comprehensive, may be too granular for senior management's level of understanding. Risks
inherent in new security technologies may be relevant to long-term planning but not for immediate decision-making. Findings from recent penetration
testing, while valuable, may require more technical expertise to interpret and contextualize.

The status of identified key security risks, however, provides a direct and actionable update on the organization's most critical security concerns. It
allows senior management to understand the progress made in mitigating these risks, identify any areas requiring additional attention, and make
informed decisions about resource allocation and risk management strategies.

upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
D. Status of identified key security risks

The most relevant information to include in an information security risk report to facilitate senior management's understanding of the impact on the
organization is the "Status of identified key security risks." This information provides senior management with a clear and concise overview of the
organization's current security risk posture.

upvoted 1 times

E & todush 2 years, 2 months ago
The results of penetration Testing should be integrated in the KRls, so the right response is D.
upvoted 1 times

B & pc2502 2 years, 3 months ago

Its C only pen test
reason :-
The results of a Penetration Testing (PT) or Incident Response Process (IRP) relies heavily on security risk reports. Once the Penetration Testing is
performed successfully, the analysts would create a report based on the findings of the test. After that, the security risk report would demonstrate
what was discovered and what recommendations were provided, as well as ensuring that the risks were mitigated or eliminated altogether and
findings of IP or IRP were conclusive.

upvoted 1 times

B & Kieran90 2 years, 3 months ago
Its C | think
https://www.logsign.com/blog/the-main-elements-of-a-security-risk-analysis-report/
upvoted 2 times

E & jennarink13 2 years, 4 months ago
Ais inclusive of all the choices mentioned
upvoted 1 times

B & karanvp 2 years, 4 months ago
The word "impact" match with the answer Pen Test> A Pen test pinpoint the actual impact by exploiting vulnerabilities.
upvoted 1 times

B & wello 2 years, 5 months ago
Detailed assessment of the security risk profile. Risk profile is a holistic view of the risk for an organization.
upvoted 1 times

& & richck102 2 years, 5 months ago
D. Status of identified key security risks
upvoted 1 times

B & Abhey 2 years, 6 months ago
This information provides a clear view of the organization's most significant risks and the potential impact they may have on the organization. It can
help senior management make informed decisions about prioritizing security resources and funding, as well as provide a basis for ongoing risk
management and mitigation efforts.
upvoted 1 times

© & MyExamPrep7854521 2 years, 8 months ago

Selected Answer: A
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A. Detailed assessment of the security risk profile
Which included D (Status of identified Risk Status)
upvoted 4 times

& & dark_3k03r 2 years, 6 months ago
Providing a detailed assessment of the security risk profile and discussing risks inherent in new security technologies may be important, but these

pieces of information may not be as impactful as the status of identified key security risks.

Senior management is responsible for making decisions that impact the organization's overall strategy, budget, and operations, and they need to
understand the current state of the organization's security risks. Therefore, providing them with the status of identified key security risks will help
them make informed decisions about the organization's security posture and allocate resources appropriately.

upvoted 2 times
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Question #147 Topic 1

Which of the following is MOST important to include in a contract with a critical service provider to help ensure alignment with the organization's
information security program?

A. Escalation paths
B. Termination language
C. Key performance indicators (KPIs)

D. Right-to-audit clause

Suggested Answer: C

Community vote distribution
D (73%) C (27%)

B & afb4b17 11 months, 1 week ago
the key words are " to help ensure alignment". This is done by KPI's.
upvoted 1 times

E & helg420 11 months, 4 weeks ago

Selected Answer: D

D. Right-to-audit clause

Including a right-to-audit clause in your contract with a critical service provider is crucial for maintaining transparency and verifying compliance with
the organization's information security standards. This clause grants the organization the authority to conduct audits or assessments of the vendor’s
practices, procedures, and performance to ensure they adhere to the agreed-upon terms and conditions, particularly those related to information
security. This capability is vital for detecting and addressing potential security vulnerabilities, ensuring that the service provider's security measures
align with the organization's requirements, and safeguarding sensitive information.

upvoted 2 times

E & Chaser 12 months ago
Part of me Feels D would be right if this was the CISA exam but is C for this.
upvoted 1 times

E & Marcelus1714 1 year, 2 months ago
Do you put KPIs in a contract?!? what you should put is SLAs, right? but KPIs!? | would go for D
upvoted 3 times

E & Manix 1 year, 3 months ago
3.13.2 managing inf risk on day to day basis -> KP|
upvoted 1 times

E & sphenixfire 1 year, 8 months ago
Right to audit
upvoted 2 times

& & oluchecpoint 1 year, 8 months ago
D.
A right-to-audit clause allows the organization to conduct periodic audits or assessments of the service provider's security practices, processes, and
compliance with the terms of the contract. This is crucial for maintaining visibility into the security measures and practices of the service provider,
ensuring that they are in line with the organization's information security program, and verifying that the service provider is meeting agreed-upon
security standards and requirements.
upvoted 1 times

& & todush 1 year, 9 months ago
KPIs as an objective : yes.
KPla an an outcome : no.
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upvoted 2 times
& & richck102 1 year, 11 months ago
C. Key performance indicators (KPIs)
upvoted 1 times

& & richck102 1 year, 11 months ago
D. Right-to-audit clause
upvoted 1 times

&) & Abhey 2 years ago
A "Right-to-audit clause" is the MOST important to include in a contract with a critical service provider to help ensure alignment with the
organization's information security program. This clause allows the organization to conduct audits on the provider's security controls, processes, and
policies to ensure that they meet the organization's requirements and standards. By including this clause, the organization can monitor the provider's
security posture and address any identified security issues before they become a significant risk to the organization.
upvoted 1 times

B & jaiz 2 years, 1 month ago
D is not the most important. Sometime small business does not have right to audit public cloud. So KPI or SLA is the MOST important.
upvoted 4 times

© & Marcelus1714 1 year, 2 months ago
| believe here is the problem of this question, if | see "SLA" | select C, if | see KPI i go for D...
upvoted 2 times

B & giovi 2 years, 2 months ago
Naturally is D
upvoted 1 times

B & vavofa5697 2 years, 2 months ago
KPl is incorrect it should be SLA instead. So the best answer is D.
upvoted 1 times

© & Broesweelies 2 years, 3 months ago
A right-to-audit clause in a contract with a critical service provider is important to include in order to ensure alignment with the organization's
information security program. This clause gives the organization the ability to conduct audits on the service provider's security practices and ensure
that they are meeting the standards and requirements set forth in the contract. This can help to identify any potential security risks or vulnerabilities
and take steps to address them before they can cause harm to the organization. The other options are also important to include, but are not as
critical to ensure alignment with the organization's information security program.
upvoted 4 times

© & vavofa5697 2 years, 2 months ago
agreed
upvoted 1 times

© & baranikumar_v 2 years, 4 months ago
D. Right-to-audit
upvoted 2 times

B & aokisan 2 years, 4 months ago

Selected Answer: D

Clearly, D.
upvoted 1 times

& & Ziggybooboo 2 years, 5 months ago
D I think
upvoted 2 times
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Question #148 Topic 1

Which of the following is the BEST way to determine if a recent investment in access control software was successful?

A. Senior management acceptance of the access control software
B. A comparison of security incidents before and after software installation
C. A business impact analysis (BIA) of the systems protected by the software

D. A review of the number of key risk indicators (KRIs) implemented for the software

Suggested Answer: C

Community vote distribution
C (50%) B (50%)

© & Matini 3 years ago

Implementing an access control software will not necessarily change the criticality of the asset to the organization's strategic objectives. | would
choose B
upvoted 14 times

& & vavofa5697 2 years, 8 months ago
agreed
upvoted 1 times

& & Ziggybooboo 3 years ago
Agreed
upvoted 1 times

B & meelaan [[EOALEL D 2 years, 7 months ago
Selected Answer: C

As sw has been installed recently... we dont have enough indcidents to judge...
upvoted 8 times

B & JosefdCISM 10 months, 1 week ago
I chose B, simply because | knew the answer beforehand already. But in fact, | would choose D. A lower KRl indicates a lower risk which may be
caused by the implementation of the access control software.
Security incidents can be caused other than access right violations - therefore, answer B is too narrow to me.
upvoted 2 times

© & DarkMag 1 year ago
B is the correct answer
upvoted 2 times

B & helg420 1 year, 5 months ago

B. A comparison of security incidents before and after software installation

This method directly measures the effectiveness of the software in reducing security breaches or unauthorized access attempts. An improvement in
security posture, demonstrated by decreased incidents is a clear indicator of the investment's success.

While senior management acceptance (Option A) is important for organizational support, it doesn't directly measure the software's effectiveness in
enhancing security. A business impact analysis (Option C) assesses the potential effects of disruptions to business operations but is not specifically
suited to evaluating the success of security measures. Reviewing the number of key risk indicators (Option D) implemented for the software could
provide some insights into monitoring capabilities, but it doesn't directly measure the success in mitigating security incidents or improving control
effectiveness as clearly as a comparison of incident rates does.

upvoted 3 times

E & Chaser 1 year, 6 months ago
Security incidents can be more than Access control violations. Itis C
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upvoted 1 times
B & sphenixfire 2 years, 1 month ago
| would say b
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
B. A comparison of security incidents before and after software installation

The BEST way to determine if a recent investment in access control software was successful is to perform a comparison of security incidents before
and after the software installation. This approach allows for a direct assessment of the software's impact on security.
upvoted 1 times

B & richck102 2 years, 5 months ago
B. A comparison of security incidents before and after software installation
upvoted 1 times

B & sedardna 2 years, 5 months ago
ES C Los incidentes son variables y no siempre constantes. Hay que comparar con la realidad de la empresa
upvoted 1 times

E & Abhey 2 years, 6 months ago
. By comparing the number and severity of security incidents before and after the software was installed, an organization can determine if the
software has been effective in reducing the risk of unauthorized access to critical systems and data. This approach provides a quantitative
assessment of the software's effectiveness and can help inform decisions about future investments in access control or other security technologies.
upvoted 1 times

B & Broesweelies 2 years, 9 months ago
B. A comparison of security incidents before and after software installation
The best way to determine if a recent investment in access control software was successful is to compare the number of security incidents that
occurred before the software was installed with the number that occurred after it was installed. This will provide a clear indication of whether the
software is effectively controlling access to systems and reducing the risk of security incidents. Other options, like senior management acceptance,
business impact analysis and review of the number of key risk indicators implemented for the software are important but don't provide clear
indication that software is effectively controlling access and reducing the risk of security incidents.

upvoted 3 times

E & Prospect57 2 years, 9 months ago
B is my answer. Appears to be consensus here on that.
upvoted 2 times

E & baranikumar_v 2 years, 10 months ago
B. Comparing the number of security incidents before and after the software installation.
upvoted 1 times
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Question #149 Topic 1

Which of the following is the MOST effective way to mitigate the risk of confidential data leakage to unauthorized stakeholders?

A. Create a data classification policy.
B. Implement role-based access controls.
C. Require the use of login credentials and passwords.

D. Conduct information security awareness training.

Suggested Answer: B

Community vote distribution
B (63%) A (37%)

© & usercism007 ([[TITIEELY 1 vear, 3 months ago
Selected Answer: B
If you read the question carefully it say mitigate the risk of "CONFIDENTIAL" data. This means already data classification is already done. So it RBAC
controls which can mitigate the risk.
upvoted 5 times

E & helg420 [IELRNE) 1 year, 5 months ago

B. Implement role-based access controls.

The most effective way to mitigate the risk of confidential data leakage to unauthorized stakeholders is to implement role-based access controls
(RBAC). RBAC ensures that access to information is based on the user's role within the organization, limiting access rights for individuals to only
what is necessary to perform their jobs. This approach directly addresses the risk of data leakage by preventing unauthorized access to sensitive
information and thus reducing the likelihood that confidential data will be accessed by those without the proper authority.

(Option A) is important for identifying which data is confidential and requires protection, it doesn't inherently restrict access to that data. (Option C) is
a basic security measure but does not consider the varying levels of access needed based on an individual's role. (Option D) is critical for educating
employees about the importance of data security but does not provide a systematic, enforceable method of controlling access to data like RBAC
does.

upvoted 1 times

B & oluchecpoint 1 year, 9 months ago
Option A is not right. Creating a data classification policy is essential for categorizing and identifying sensitive data, but it doesn't prevent data
leakage on its own.
upvoted 2 times

B & AlexJacobson 1 year, 9 months ago
Mitigate = implement control. Implementing RBAC limits access to particular information to specific individuals with specific roles.
upvoted 1 times

B & Soleandheel 1 year, 11 months ago
B is the correct answer here. The key words in the question are "Leakage to unauthorized stakeholders". Imagine payroll or financial information
leaking to marketing personnel or another department, that would be bad. The goal is to make sure only authorized personnel can have access to that
dat which is best implemented using RBAC (Role-Based Access Control).
upvoted 3 times

B & sphenixfire 2 years, 1 month ago
Guess a
upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
B. Implement role-based access controls.
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The MOST effective way to mitigate the risk of confidential data leakage to unauthorized stakeholders is to implement role-based access controls
(RBAC). RBAC is a security measure that restricts access to data and systems based on a user's role or job function within the organization.
upvoted 2 times

& & oluchecpoint 2 years, 2 months ago
Ais not right. Creating a data classification policy is essential for categorizing and identifying sensitive data, but it doesn't prevent data leakage
on its own.
upvoted 1 times

E & pe2502 2 years, 3 months ago
data is confidential, so classification is done it seems RBAC is most effective in this case
upvoted 1 times

B & jennarink13 2 years, 4 months ago
B. RBAC. This has been discussed in CRISC manual and QAE if | remember it correctly.
upvoted 1 times

© & karanvp 2 years, 4 months ago
"A"is NOT because already mentioned that the data is Confidential
upvoted 2 times

B & wello 2 years, 5 months ago
Role Based Access Controls is a form mitigation for data leakage. Data Classification will not mitigate data leakage.
upvoted 2 times

B & richck102 2 years, 5 months ago
B. Implement role-based access controls.
upvoted 3 times

B & mad68 2 years, 5 months ago
Role-based access controls (RBAC) are a widely recognized and effective approach to managing access to sensitive data. RBAC ensures that
individuals are granted access rights based on their roles and responsibilities within the organization. This means that only authorized personnel who
require access to confidential data for their job functions will have permission to view or manipulate it. By implementing RBAC, organizations can
enforce the principle of least privilege and reduce the risk of data leakage to unauthorized stakeholders.
upvoted 2 times

E & dark_3k03r 2 years, 5 months ago
The correct answer is (B.) Implement role-based access controls. This is because (B) is the only one that takes confidentially, authorization,
mitigation, and stakeholders into account. Without these components, access control wouldn't work.

Rationale:
(A.) Create a data classification policy is not correct cause it doesn't provide for any enforcement.
(C.) Require the use of login credentials and passwords is not correct cause it is only providing for authentication and not authorization.
(D.) Conduct information security awareness training is great for education, but it does not provide for any way to enforce the authorization of the
correct stakeholders
upvoted 4 times

E) & Abhey 2 years, 6 months ago
RBAC ensures that users are only granted access to the data and resources that are necessary for them to perform their job functions. By limiting
access to sensitive data and resources, RBAC reduces the risk of unauthorized access and data leakage.
upvoted 1 times

B & dedfef 2 years, 7 months ago

Selected Answer: A

classifying data correctly makes it more likely that data will be handled apprpriately therefore A is correct. ya tu sabes
upvoted 3 times

B & bambs 2 years, 7 months ago

Selected Answer: B

Implement role-based access controls. Role-based access controls (RBAC) provide a mechanism for ensuring that only authorized individuals have
access to sensitive information.
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upvoted 2 times



Question #150 Topic 1

Which of the following is the MOST important consideration when reporting the effectiveness of an information security program to key business
stakeholders?

A. Linking security metrics to the business impact analysis (BIA)
B. Demonstrating a decrease in information security incidents
C. Demonstrating cost savings of each control

D. Linking security metrics to business objectives

Suggested Answer: D

Community vote distribution
D (100%)

B & oluchecpoint 1 year, 2 months ago
D. Linking security metrics to business objectives

The MOST important consideration when reporting the effectiveness of an information security program to key business stakeholders is to link
security metrics to business objectives. This approach ensures that security efforts are aligned with the overarching goals and priorities of the
organization.

upvoted 1 times

& & richck102 1 year, 5 months ago
D. Linking security metrics to business objectives
upvoted 1 times

B & Broesweelies 1 year, 9 months ago
D. Linking security metrics to business objectives
When reporting the effectiveness of an information security program to key business stakeholders, the most important consideration is linking
security metrics to the business objectives. This helps to demonstrate the value of the information security program by showing how it supports the
overall goals and objectives of the organization. By linking security metrics to business objectives, it becomes clear how the program is helping to
protect the organization's assets and reduce risk, which is the ultimate goal of an information security program. Linking security metrics to the
business impact analysis (BIA) and demonstrating a decrease in information security incidents and cost savings are also important considerations,
but they are not as important as linking security metrics to business objectives as they don't provide a clear indication of how the program is aligning
with the organization's goals and objectives.

upvoted 4 times
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Question #151 Topic 1

The PRIMARY purpose of establishing an information security governance framework should be to:

A. establish the business case for strategic integration of information security in organizational efforts.
B. document and communicate how the information security program functions within the organization.
C. align information security strategy and investments to support organizational activities.

D. align corporate governance, activities, and investments to information security goals.

Suggested Answer: C

Community vote distribution
)

B & snitchygetstitchy 4 weeks ago
At first | thought D, but if you read it carefully it is the wrong way around. The goal is not to force the business to align with security, but rather for
security to align with and support the business. Security is a function that serves the business, not the other way around.
upvoted 1 times

E & SHERLOCKAWS 6 months, 3 weeks ago
I go with D on this one as it includes corporate governance not just info sec alignment.
upvoted 1 times

B & oluchecpoint 1 year, 2 months ago
C.
The PRIMARY purpose of establishing an information security governance framework is to align information security strategy and investments with
organizational activities. This framework ensures that the organization's information security efforts are strategically aligned with its business goals
and activities. It provides a structured approach to managing and governing information security by ensuring that security measures are integrated
into the organization's overall strategy and operations.

While the other options (A, B, and D) are important aspects of information security governance, they are often secondary objectives that are achieved
through the primary goal of aligning information security with the broader organizational context.
upvoted 3 times

& & richck102 1 year, 5 months ago

Selected Answer: C

C. align information security strategy and investments to support organizational activities.
upvoted 2 times
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Question #152 Topic 1

Senior management is concerned that the incident response team took unapproved actions during incident response that put business objectives
at risk. Which of the following is the BEST way for the information security manager to respond to this situation?

A. Update roles and responsibilities of the incident response team.
B. Train the incident response team on escalation procedures.
C. Implement a monitoring solution for incident response activities.

D. Validate that the information security strategy maps to corporate objectives.

Suggested Answer: A

Community vote distribution
B (58%) A (38%) 2%

E & mad68 2 years, 5 months ago
By updating the roles and responsibilities of the incident response team, the information security manager can clarify the expected actions and
procedures that align with business objectives. This ensures that the team members understand their authorized actions and limitations during
incident response, reducing the risk of unapproved actions that could impact business objectives.
upvoted 5 times

© & Vishalgupta26 10 months, 3 weeks ago
If the incident response team took unapproved actions during an incident, it indicates a gap in understanding or following established escalation
procedures. Training the team on proper escalation protocols ensures they know when to escalate decisions or actions to management rather than
acting independently.
upvoted 1 times

B & fac161f 1 year, 2 months ago
C
Looking at it from both sides, Senior management could be wrong and does not fully understand IRT's roles and responsiblity. Updating Roles and
Responsiblities address both sides. Key word for me is "Concerned", that is not a direct statement of actions taken, just worried of what might have
happened. This can be do to senior managements lack of knowledge in regard to the IRTs role and responsiblities. This of course Clarifies things for
the IRT if it is needed. | see training as more a subset as it is kind of expected to be trained for your roles and responsiblity if you are lacking in that
area.

upvoted 1 times

B & fac161f 1 year, 2 months ago
This is one of several questions where | dont agree with the "correct"” answer. Will reference this in the ISACA study guide. | cant help but consider
this theory vs reality. If that is the case | will have to follow the theory, but most of us know that Knowing your role does not always equate to knowing
how to do your job. | selected B, Train the inceident responce team .....
upvoted 1 times

B & helg420 1 year, 5 months ago

Selected Answer: B

B. Train the incident response team on escalation procedures.

If senior management is concerned that the incident response team took unapproved actions during an incident response, this indicates a possible
lack of understanding or adherence to established escalation procedures. The best way to address this issue is to ensure that all members of the
incident response team are adequately trained on escalation procedures. This training would emphasize when and how to escalate incidents within
the organizational structure, ensuring that actions taken align with business objectives and that senior management is involved in decision-making
when appropriate. This approach addresses the root cause of the concern by reinforcing the importance of following established protocols during an
incident, thereby mitigating the risk of taking unapproved actions that could jeopardize business objectives.

Updating roles and responsibilities (Option A) might help clarify expectations, but these actions do not directly address the issue of the team taking
unapproved actions due to possibly inadequate knowledge or adherence to escalation procedures.
upvoted 2 times
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B & afoo1314 1 year, 7 months ago
CISM Review Manual edition 16. pg. 263.
"Management support- For example, the inability to respond to an incident due to existing silos within the enterprise, untrained team members due to
underfunding, insufficient budget allocation to allow for effective and efficient responsse, ........

I guess IRT know what their roles but often untrained.
upvoted 1 times

B & Marcelus1714 1 year, 8 months ago
If the team does not have clear their roles and responsabilities... then a training will be a bit useless, the trainings would be a failure. | guess is A.
upvoted 1 times

B & oluchecpoint 1 year, 9 months ago
Option B
upvoted 1 times

© & POWNED 1 year, 11 months ago
Key word here in the question is unapproved. The incident team went outside the scope of their roles and responsibilities so training needs to be
done. I would agree the answer would be A if the question did not involve "unapproved".
upvoted 4 times

& & oluchecpoint 2 years, 2 months ago
A
By reviewing and refining the roles and responsibilities, you can clarify the team'’s authorized actions, decision-making processes, and escalation
procedures. This ensures that all team members understand their roles and the boundaries within which they should operate during an incident. It
also helps prevent unauthorized actions that could potentially put business objectives at risk.
upvoted 1 times

B & pc2502 2 years, 3 months ago
Update roles and responsibilities of the incident response team. as issue likely lies with the team's understanding of their roles and responsibilities.
By updating the roles and responsibilities of the incident response team, the information security manager can clarify what actions are approved and
align their activities with the organization's overall business objectives.
upvoted 1 times

B & wello 2 years, 5 months ago
update roles and responsibilities.
upvoted 1 times

B & richck102 2 years, 5 months ago
B. Train the incident response team on escalation procedures.
upvoted 2 times

E & Abhey 2 years, 6 months ago
The BEST way for the information security manager to respond to the situation where senior management is concerned about unapproved actions
taken by the incident response team is to update roles and responsibilities of the incident response team. This will ensure that the team has a clear
understanding of their responsibilities and authority, as well as the expectations and limitations of their actions. By doing so, the incident response
team will be better equipped to perform their duties within the defined guidelines, policies, and procedures, thereby reducing the risk of putting
business objectives at risk.
upvoted 3 times

B & vavofa5697 2 years, 8 months ago

Because of unapproved actions --> need training on escalation process.
upvoted 2 times

E & omaigret 2 years, 10 months ago

Selected Answer: B

not clear if roles and responsabilities will change effectively, training might me the answer (B)
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upvoted 4 times

& & aokisan 2 years, 10 months ago

Selected Answer: B

unapproved action should be escalated properly.
upvoted 2 times
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Question #153 Topic 1

An incident response team has determined there is a need to isolate a system that is communicating with a known malicious host on the Internet.
Which of the following stakeholders should be contacted FIRST?

A. The business owner
B. Key customers
C. Executive management

D. System administrator

Suggested Answer: A

Community vote distribution
NG D (41%)

B & afoo1314 ([[IDRECLY 1 year, 7 months ago
CISM Review Manual 16th edition. pg. 269.
3. Containment.
"After an incident has been identified and confirmed, the IMT is activated and information from the incident handler is shared. The team will conduct a
detailed assessment and contact the system owner or business manager of the affected information systems/assets to coordinate further action."
Although | personally think D-system administrator should be the 1st to contact but that is CISM. All about manager should do.
upvoted 9 times

B & cidigi 1 year, 7 months ago
in an ideal world, it would be D, But in an ISACA way A is the correct answer. So Business Owner like Afoo said above.
upvoted 2 times

B & JosefdCISM 10 months, 4 weeks ago
It's the Business Owner and NOT the system administrator. The Business Owner has the responsibility over his own system and needs to give the
direction for next steps. The system administrator is the executing function and can provide technical remediation steps such as blocking the
communication from the malicious host. But this needs to be done in conjunction with the Business Owner.
upvoted 3 times

B & fac161f 1 year, 2 months ago
A, even though my natural responce would of been D. If this were a production system, where isolating or any action that degrades performance
should be the buisness owners call.
upvoted 1 times

5 & helg420 1 year, 5 months ago

D. System administrator

When the incident response team identifies a need to isolate a system communicating with a known malicious host, the first priority is to contain the
threat to prevent further damage or data loss. The system administrator is the most appropriate stakeholder to contact first in this situation, as they
possess the technical knowledge and access rights to quickly isolate the system. Swift action by the system administrator can mitigate the impact of
the incident by ensuring that the threat does not spread to other parts of the network or compromise sensitive information.

Contacting the business owner (Option A), key customers (Option B), or executive management (Option C) might be necessary as part of the incident
response process, especially for communication, impact assessment, and decision-making on further actions. However, these steps typically follow
the immediate containment and technical resolution actions, where the system administrator's role is critical.

upvoted 1 times

B & e891cd1 1 year, 7 months ago
"An incident response team has determined there is a need to isolate a system" this is very important in understanding this question in my opinion. if
they have determined this they gone thru Identification and now they are at containment..who should u call in this step the stakeholders responsible
for containing the threat in this instant IT or system admins.
upvoted 1 times
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B & xcjxcj 1 year, 8 months ago
There is nowhere mentioned it is severity 1 issue.
Isolate system will stop business, thus must inform BO first.
If it is severity 1, C should be the first, then D
upvoted 1 times

B & Marcelus1714 1 year, 8 months ago
It's the Business Owner. If you go to the administrator what do you tell to him? isolate the system? FIRST you go to the business owner, explain the
situation, and if he is OK, then you go to the system administrator and isolate it.
upvoted 2 times

E & AlexJacobson 1 year, 9 months ago
I'm not gonna vote, but provide my opinion here:

Although it's CISM and we have to think like managers, I'm going with D - System Administrator just because it makes the most sense. | mean,
imagine discovering this happening in the middle of the night during holiday season. Are we REALLY going to wait for business owner's response in
order to isolate and contain an attack if he's not responding for hours or days on his cell phone or email?

Then again, in ISACA world, the first stakeholder you should contact the business owner first.
upvoted 1 times

E & POWNED 1 year, 12 months ago
Obvious answer. This is an incident, first thing that needs to happen is isolate the problem. That is always the first step and will continue to be the
first step no matter the impact.
upvoted 1 times

B & sphenixfire 2 years, 1 month ago
The bo is impacted first
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
D.
The system administrator is responsible for implementing the necessary technical actions to isolate the compromised system and mitigate further
damage. They are typically the most directly involved in managing the technical aspects of the system and can take immediate action to disconnect it
from the network or take other necessary steps to contain the threat.

After isolating the system, the incident response team can then proceed with informing other stakeholders, such as the business owner (A), executive
management (C), and potentially key customers (B), as appropriate, depending on the severity and impact of the incident. However, the immediate
technical response is the responsibility of the system administrator.

upvoted 2 times

B & pc2502 2 years, 3 months ago
Business owner as he/she will be impacted by this incident.
upvoted 1 times

& & Cyberbug2021 1 year, 11 months ago
impact will be greater if the incident is not stopped, its malicious, identified and active and needs to be stopped immedidately
upvoted 1 times

E & Pavan_Hanuman 2 years, 3 months ago

The business owner
upvoted 2 times

B & [Removed] 2 years, 3 months ago

Page 175, Section: "Incident Management and Response"

It states:
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"In an ongoing incident, it is crucial to involve those who can directly intervene and potentially stop or limit damage as quickly as possible. This often
means directly involving system administrators who can isolate affected systems, or network engineers who can block malicious traffic."
upvoted 4 times
B & sham222 2 years, 3 months ago

An enterprise will have an escalation procedure which starts with frontline engineers/SAs. If the BO was 1st on the escalation list, they would never
get any sleep. )

Therefore D is correct. A biz owner likely isn't going to be a sys admin or an engineer for that matter. This is a serious incident and an SA would be
able to mitigate it. Granted, someone should also be on a phone call with the BO to let them know the situation, but that's not FIRST.

Big companies are also going to have a 24/7 SOC that will see the incident before the BO. There will be SOP's in place (as well as a KB) that instructs
the SA as how to handle the incident.
upvoted 1 times

© & karanvp 2 years, 4 months ago
As per my understanding this is Incident; hence Executive Management should be contacted first if any incident occurs. But surprise how come
Business Owner as they can't directly reached out by IRT
upvoted 1 times

B & jjj378 2 years, 4 months ago

business Owner
upvoted 1 times
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Question #154 Topic 1

Which of the following external entities would provide the BEST guidance to an organization facing advanced attacks?

A. Incident response experts from highly regarded peer organizations
B. Open-source reconnaissance
C. Recognized threat intelligence communities

D. Disaster recovery consultants widely endorsed in industry forums

Suggested Answer: C

Community vote distribution
)

O & dark_3k03r [[TITEERL) 2 years, 6 months ago

The correct answer is C - Recognized threat intelligence Communities as they have the required expertise to understand advance attacks.

A. Peers may be competitors, so this could result in corporate espionage
B. Giving this to the public is not advisable as malicious actors and amateurs may be in the midst.
D. This is not a disaster recovery issue, but a security issue.

upvoted 6 times

© & Vishalgupta26 10 months, 3 weeks ago
Recognized threat intelligence communities are the most relevant external entities for providing guidance on advanced attacks. These communities
collect, analyze, and share timely and actionable threat intelligence, including information about emerging threats, tactics, techniques, and
procedures (TTPs) used by advanced attackers. By leveraging such intelligence, organizations can proactively improve their defenses and respond
more effectively to evolving threats.
upvoted 2 times

B & ntge 1 year ago
C is the right answer. This is a security issue and threat intelligence communities will provide valuable resources and information.
upvoted 1 times

B & Aaron$1990 2 years, 1 month ago
But aren’t we taught that APT’s would be in threat intelligence communities and that they can be in your system for months before you even notice. If
so there wouldn't be anything about them in threat intelligence communities.
upvoted 1 times

E & richck102 2 years, 5 months ago
C. Recognized threat intelligence communities
upvoted 2 times

B & N1co_o 2 years, 8 months ago
Aiguess
upvoted 2 times

& & Rowlandmarc 2 years, 8 months ago
Facing an attack does not necessarily mean that an incident as occurred... it is a live Threat against the systems which would lead me to chose C
upvoted 1 times
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Question #155 Topic 1

Which of the following should be an information security manager's MOST important criterion for determining when to review the incident
response plan?

A. When recovery time objectives (RTOs) are not met
B. When missing information impacts recovery from an incident
C. Before an internal audit of the incident response process

D. At intervals indicated by industry best practice

Suggested Answer: D

Community vote distribution
D (54%) A (29%) B (17%)

© & Soleandheel ([[TITREELY 1 vear, 5 months ago
B. When missing information impacts recovery from an incident
This is most important because it creates an unknown that must be verified. When there is missing information that impacts recovery from an
incident it makes it very important to review the incedent response plan to ensure that everything will work accordingly to achieve the desired goals
and objectives.
upvoted 13 times

© & bambs 2 years ago

The correct answer is D. At intervals indicated by industry best practice.

An incident response plan should be reviewed regularly to ensure that it is up-to-date and effective. While recovery time objectives (RTOs) and
missing information can be important considerations for reviewing the plan, they are not the most important criteria for determining when to review
it. Instead, industry best practices recommend that incident response plans should be reviewed and updated on a regular basis, such as annually or
bi-annually, to ensure that they remain relevant and effective in response to the evolving threat landscape. Therefore, option D is the most appropriate
choice.

upvoted 12 times

© & fadidab 4 months, 1 week ago
An incident response plan must be accurate, complete, and actionable during a real incident. If missing or outdated information (like contact details,
escalation paths, or procedures) impairs the organization's ability to respond or recover, then the plan is not effective — and must be reviewed and
updated immediately.
upvoted 2 times

E & nezeranonymous 5 months, 3 weeks ago
Definitely not D
upvoted 3 times

B & o03allen 1 year ago
You should review the plan regularly, not until issues happen (A&B).
upvoted 1 times

B & e891cd1 1 year, 1 month ago
| still think the answer is A when the RTO is not met by your IRP.
Although the RTO is based on recovery but this recovery happens after an incident . It's the incident Reponse plan that dictates how recovery efforts
will be done. If the recovery efforts don't satisfy the RTO it means the Restoration phase in the Incident Response Plan would need to be reviewed.
Hence; i think it's A.
upvoted 2 times

& & AlexJacobson 1 year, 3 months ago
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All answers suck and are incomplete in their own way. However, A and B are related to DR not IRP. So the closest to correct answer would be D. We
can use industry best practice for this.
upvoted 2 times
& & SpaceMonkey1 1 year, 4 months ago
A and B are not part of an incident response plan. They are part of a Disaster recovery plan.
upvoted 2 times

B & Learner76 1 year, 5 months ago
D is best practice and should be put in place but if critical information are missing, this call for an immediate review.
upvoted 1 times

& & Cyberbug2021 1 year, 5 months ago
Industry best practices are out the window when you have missing information that prevents recovery. good choices are A and B - but RTO delay is not
as critical as missing information
upvoted 3 times

E & Agamennore 1 year, 8 months ago
RTO is the most urgent reason
upvoted 1 times

B & pc2502 1 year, 9 months ago
D is the right answer, it should get impacted by other options it should be done on intervals
upvoted 1 times

E & AomineDaiki 1 year, 9 months ago
I'll have to find the answers to the questions with multiple responses. | don't like that there are many divided responses. | wish wrong answers could
be banned.
upvoted 2 times

E & Goseu 1 year, 9 months ago

Selected Answer: D

Between A and D i would choose D not because i like the answer but because RTO is related to DRP and not IRP .
upvoted 2 times

B & sham222 1 year, 10 months ago
Ais correct. No one's going to wait for an annual review as suggested by some stuffy guy who writes standards and has no clue what's going on in
the real world. If a company is missing their RTO's you think they will just wait until the yearly review comes around to check their plan? No way.

Any good ops org is measuring this daily in aggregate, and at an incident by incident level. If patterns arise showing consistently lacking RTO's, you
better believe they're gonna be reviewing things weekly at a minimum. If not, it's going to be someone's ass.
upvoted 1 times

B & Jae_kes 1 year, 10 months ago

Selected Answer: D

The correct answer is D. At intervals indicated by industry best practice.
upvoted 2 times

B & jjj378 1 year, 10 months ago
At intervals indicated by industry best practice.
upvoted 2 times
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Question #156 Topic 1

During which stage of the software development life cycle (SDLC) should application security controls FIRST be addressed?

A. Software code development
B. Configuration management
C. Requirements gathering

D. Application system design

Suggested Answer: C

Community vote distribution
C (78%) A (22%)

B & snitchygetstitchy 4 weeks ago
At the start. When you are developing the requirements for the software.
upvoted 1 times

B & chanke 10 months, 4 weeks ago
bake-in-security... It should be from the very beginning of the lifecycle.
upvoted 3 times

B & wello 11 months ago
As early as possible.
upvoted 1 times

B & richck102 11 months, 1 week ago
C. Requirements gathering
upvoted 1 times

B & dark_3k03r 12 months ago

Selected Answer: C

The correct answer is (C) Requirements Gathering as this is literally the first phase of the SDLC.

The SDLC phases are in the following order:
- Planning and Analysis
- Requirements Gathering
- Design
- Development
- Testing
- Deployment
- Maintenance
upvoted 3 times

& & Abhey 1 year ago
The correct answer is C. Requirements gathering. This is the stage of the software development life cycle where application security controls should
be first addressed to ensure that security is built into the application from the start. This involves identifying potential security risks and defining
security requirements and specifications for the application. This helps to reduce the cost and effort of fixing security issues later in the SDLC, and
ensures that the application is developed with security in mind.
upvoted 1 times

E & Nutben 1 year ago
Security should always be considered from the beginning of the project until its conclusion.
upvoted 1 times

& & adamshup 1 year, 1 month ago
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Selected Answer: A

Answer is A
upvoted 1 times

E & bambs 1 year, 1 month ago

Application security controls should be addressed during the software code development stage of the software development life cycle (SDLC). At this
stage, the code is being written, and security controls such as input validation, output encoding, and authentication can be integrated into the code.

By addressing security controls early in the SDLC, it becomes easier to identify and remediate potential security vulnerabilities before the application
is deployed in production.

upvoted 1 times
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Question #157 Topic 1

Which of the following should be of MOST concern to an information security manager reviewing an organization's data classification program?

A. The classifications do not follow industry best practices.
B. Labeling is not consistent throughout the organization.
C. The program allows exceptions to be granted.

D. Data retention requirements are not defined.

Suggested Answer: B

Community vote distribution
B (100%)

E & ntge 1 year ago
B. Consistency in labeling is critical for ensuring that sensitive data is protected according to its classification across the organization. If labeling is
inconsistent, it can lead to improper handling of classified information, which poses a significant risk to data security.
upvoted 4 times

E & cChaser 1 year, 6 months ago
why is it not D? Shouldn't asset classification define retention requirements for data? | guess it could be captured in a policy.
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
A.
ensuring that data classifications align with industry best practices is a fundamental concern for an information security manager, as it forms the
basis for a secure data protection program.
upvoted 2 times

& & Chaser 1 year, 6 months ago
industry best practices is literally never the answer for isaca.
upvoted 2 times

B & richck102 2 years, 5 months ago

Selected Answer: B

B. Labeling is not consistent throughout the organization.
upvoted 2 times
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Question #158 Topic 1

Which of the following is PRIMARILY influenced by a business impact analysis (BIA)?

A. Recovery strategy
B. Risk mitigation strategy
C. Security strategy

D. IT strategy

Suggested Answer: B

Community vote distribution
A (76%) 14% 10%

© & Broesweelies 2 years, 3 months ago
A Business Impact Analysis (BIA) is used to identify and evaluate the potential effects of disruptions to critical business processes. It helps
organizations understand the potential financial, legal, and reputational impacts of a disruption, as well as the resources (people, systems, facilities,
etc.) required to support critical business functions. Based on this analysis, an organization can develop a recovery strategy that prioritizes the
restoration of critical business processes and minimizes the impact of disruptions. This is why A. Recovery strategy is primarily influenced by a
Business Impact Analysis (BIA).
upvoted 8 times

& & Vishalgupta26 10 months, 3 weeks ago
A Business Impact Analysis (BIA) identifies the critical business processes, their dependencies, and the impact of disruptions on the organization.
This analysis helps determine the acceptable downtime and recovery time objectives (RTOs) and recovery point objectives (RPOs). Based on this
information, the recovery strategy is developed to ensure the organization can restore operations within acceptable timeframes after a disruption.
upvoted 1 times

E & simon205 1 year ago
B. Recovery strategy is a part of risk mitigation strategy .
upvoted 1 times

E & oluchecpoint 1 year, 3 months ago
The primary purpose of a BIA is to help organizations prioritize their resources and efforts to ensure the continuity of critical operations during and
after disruptive events. This involves determining recovery time objectives (RTOs) and recovery point objectives (RPOs) for each critical process or
system. These objectives specify how quickly systems and processes need to be restored and how much data loss is acceptable.
upvoted 1 times

E & oluchecpoint 1 year, 8 months ago
A.
The primary purpose of a BIA is to help organizations prioritize their resources and efforts to ensure the continuity of critical operations during and
after disruptive events. This involves determining recovery time objectives (RTOs) and recovery point objectives (RPOs) for each critical process or
system. These objectives specify how quickly systems and processes need to be restored and how much data loss is acceptable.
upvoted 1 times

E & Agamennore 1 year, 8 months ago

Selected Answer: A

Recovery Strategy for sure
upvoted 1 times

B & wello 1 year, 11 months ago

Selected Answer: B

risk mitigation.
upvoted 1 times

B & richck102 1 year, 11 months ago
A. Recovery strategy
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upvoted 2 times
B & madé8 1 year, 11 months ago
A business impact analysis (BIA) is a process that identifies and evaluates the potential impact of disruptions to business operations. It assesses the
criticality of business processes, determines recovery time objectives (RTOs) and recovery point objectives (RPOs), and identifies dependencies and
interdependencies between various components of the organization.

Based on the findings of a BIA, an organization can develop a recovery strategy. The recovery strategy outlines the approaches and methods to be
employed for restoring business operations after a disruption. It includes decisions about the prioritization of critical processes, allocation of
resources, establishment of alternate sites, and implementation of recovery procedures

upvoted 2 times

&) & Abhey 2 years ago
A business impact analysis (BIA) is a process that helps identify an organization's critical business processes, the resources that support them, and
the potential impacts that would result from a disruption. The primary objective of a BIA is to provide information to help an organization develop
recovery strategies that prioritize the restoration of critical business functions.
upvoted 1 times

B & dedfef 2 years, 1 month ago
clearly A. ya tu sabes
upvoted 1 times

B & carlPTY07 2 years, 1 month ago

Clearly A

upvoted 1 times

B & Prospect57 2 years, 3 months ago
Voting B. Separate comment below.
upvoted 2 times

B & Prospect57 2 years, 3 months ago
B is my choice. Reasoning: Risk Management encompasses these steps: Risk Assessment, Risk Identification, Risk Analysis (BIA happens here), Risk
Treatment. Thus, a BIA would impact the Risk Mitigation (Risk Treatment) Strategy.
upvoted 3 times

& & Michi23 2 years, 3 months ago

Its neither B nor A. C is the correct answer.
upvoted 2 times

E & aokisan 2 years, 4 months ago

Clearly, A.

upvoted 3 times
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Question #159 Topic 1

The MAIN purpose of influenced by a business impact guideline for use within a large, international organization is to:

A. explain the organization's preferred practices for security.
B. ensure that all business units have the same strategic security goals.
C. ensure that all business units implement identical security procedures.

D. provide evidence for auditors that security practices are adequate.

Suggested Answer: A

Community vote distribution
C (33%) B (33%) A (33%)

© & Matini 3 years ago

Question appears to have grammatical error
upvoted 14 times

B & mih [IEIZZNE) 4 months, 2 weeks ago
Security doesnot work on preference but rather defined security goals
upvoted 1 times

B & Adabach 5 months ago
The main purpose is to ensure that all business units have the same strategic security goals.
upvoted 1 times

B & Adabach 7 months, 2 weeks ago
CORRECTION: It's B. Not A. SMH. The main purpose of a business impact guideline is to ensure that all business units have the same strategic
security goals.
upvoted 3 times

E & Adabach 7 months, 2 weeks ago
The main purpose of a business impact guideline is to ensure that all business units have the same strategic security goals.
upvoted 3 times

E & Vishalgupta26 10 months, 3 weeks ago
The MAIN purpose of a guideline within a large, international organization is to ensure alignment across diverse business units while allowing
flexibility. Guidelines help ensure that all business units share consistent strategic security goals without enforcing identical procedures, as different
business environments may require tailored approaches.
upvoted 2 times

E & buddhika2010 1 year, 2 months ago
| will go head with C because each business unit has a different business goal and requirements. Hence it should be identical to the business unit
rather maintain the uniformity.
upvoted 1 times

B & Thavee 1 year, 7 months ago
b is correct
upvoted 1 times

E & POWNED 1 year, 11 months ago
What's your favorite letter?
A. Green
B. Blue
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C. Pink
D. Orange

This question makes about as much sense as question 159. HAHA
upvoted 4 times
=) & Agamennore 2 years, 2 months ago
Guidelines are not mandatory, so preferred practices
upvoted 4 times

& & AomineDaiki 2 years, 3 months ago
| don't understand the question.
upvoted 3 times

& & richck102 2 years, 5 months ago
772277?B. ensure that all business units have the same strategic security goals.
upvoted 4 times

& & sedardna 2 years, 5 months ago
nO SE ENTIENDE EL ENUNCIADO
upvoted 1 times
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Question #160 Topic 1

Which of the following is an information security manager's BEST course of action upon discovering an organization with budget constraints lacks
several important security capabilities?

A. Suggest the deployment of open-source security tools to mitigate identified risks.
B. Establish a business case to demonstrate return on investment (ROI) of a security tool.
C. Recommend that the organization avoid the most severe risks.

D. Review the most recent audit report and request funding to address the most serious finding.

Suggested Answer: B

Community vote distribution
B (50%) D (30%) A (20%)

© & AlexJacobson ([IRERL Y 1 year, 9 months ago
It's D. When having budget constraints you deal with the most critical stuff first, and then see what budget remains for the rest. And where do you get
most objective information on what is the most critical? In an audit report.
upvoted 6 times

& & salilgen 1 year, 8 months ago
| agree. B talks about a security software. What should it be? To find out you have to do D
upvoted 2 times

E & mih [ZEIZZE) 4 months, 2 weeks ago
The question starts with the company is not having the budget, so ROI discussions are in- intangible. Instead, the audit findings are real and should
be addressed as a priority.
upvoted 2 times

E & SHERLOCKAWS 6 months, 3 weeks ago
I go with C as with known budget constraints the first step would be recommendations..ROl is very specific for just a tool maybe
upvoted 1 times

E & Adabach 7 months, 2 weeks ago
By presenting a clear ROI calculation, they can effectively convince leadership to allocate funds for necessary security tools by highlighting the
potential cost savings from preventing data breaches, legal issues, and reputational damage.
upvoted 3 times

B & ATT5832 1 year ago
A. If there is a budget constraint and the organization lacks SEVERAL security capabilities, then the BEST solution is to find a cost effective method to
provide those capabilities.
upvoted 1 times

B & yottabyte 1 year, 7 months ago
Business Case seems to be a better option.
upvoted 2 times

& & oluchecpoint 2 years, 2 months ago
B.
when an organization has budget constraints and lacks critical security capabilities, the information security manager should focus on creating a
compelling business case that demonstrates the tangible benefits and return on investment of the needed security tool or capability. This approach is
more likely to secure the necessary funding and support from the organization's leadership.
upvoted 4 times

& & realmjmj 10 months, 3 weeks ago
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a" security tool doesn't work out "several” security incapabilities.
upvoted 1 times

B & Goseu 2 years, 3 months ago
| prefer B .
upvoted 2 times

B & jennarink13 2 years, 4 months ago
Going with B. A needs to have a business case too, sooo
upvoted 2 times

E & 452 years, 4 months ago
If there is a budget constraint then establishing a case for an ROl is just wasting managements time. The best solution would be to implement open
source security tools and then if risks are still severe to the organization then possibly establish a business case for tools. Management would
appreciate this effort way more. Therefore I'm going with A.
upvoted 2 times

B & Jae_kes 2 years, 4 months ago

Selected Answer: B

B. Establish a business case to demonstrate return on investment (ROI) of a security tool.

Explanation: When an organization with budget constraints lacks several important security capabilities, the best course of action for an information
security manager is to establish a business case to demonstrate the return on investment (ROI) of a security tool.
upvoted 4 times

B & richck102 2 years, 5 months ago
i vote B. Establish a business case to demonstrate return on investment (ROI) of a security tool.
upvoted 1 times

B & sedardna 2 years, 5 months ago
|A RESPUESTA ES B pero todos iriamos a A
upvoted 1 times

E & Gr3yGhOsT 2 years, 5 months ago
Going with A - as all the other solutions just address one single tool. The best course of action for an information security manager upon discovering
an organization with budget constraints lacks several important security capabilities is to suggest the deployment of open-source security tools to
mitigate identified risks. Open-source security tools are often free or low-cost, and they can be a valuable way to improve an organization's security
posture without breaking the bank.
upvoted 1 times

& & aws_newhie 1 year, 8 months ago
if the question asked for FIRST course of action, I'd go with B but the question asked for BEST course of action so | agree with A
upvoted 1 times


https://www.examtopics.com/user/Goseu/
https://www.examtopics.com/user/Goseu/
https://www.examtopics.com/user/Goseu/
https://www.examtopics.com/user/jennarink13/
https://www.examtopics.com/user/jennarink13/
https://www.examtopics.com/user/jennarink13/
https://www.examtopics.com/user/45/
https://www.examtopics.com/user/45/
https://www.examtopics.com/user/45/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/Jae_kes/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/sedardna/
https://www.examtopics.com/user/sedardna/
https://www.examtopics.com/user/sedardna/
https://www.examtopics.com/user/Gr3yGh0sT/
https://www.examtopics.com/user/Gr3yGh0sT/
https://www.examtopics.com/user/Gr3yGh0sT/
https://www.examtopics.com/user/aws_newbie/
https://www.examtopics.com/user/aws_newbie/
https://www.examtopics.com/user/aws_newbie/

Question #161 Topic 1

What is the FIRST line of defense against criminal insider activities?

A. Signing security agreements by critical personnel
B. Stringent and enforced access controls
C. Validating the integrity of personnel

D. Monitoring employee activities

Suggested Answer: D

Community vote distribution
C (62%) B (33%) 5%

© & lebigninpo 2 years, 11 months ago

We talk about "First line" of defense, and it is "Validating the integrity" of personel instead of monitoring their activities that come after.
upvoted 9 times

B & Ziggybooboo 2 years, 11 months ago
Agreed
upvoted 1 times

& & jaiz 2 years, 8 months ago
Agree. Background check and validation is the first line of defense..
upvoted 2 times

© & AlexJacobson 1 year, 9 months ago
Agreed! "Validating integrity" basically means screening/background checks.
upvoted 2 times

B & oluchecpoint 1 year, 9 months ago
you can validate but the inside intruder can change there behaviour. Along time fix is to implement access control
upvoted 2 times

& & Dp2D2 2 years, 11 months ago

First line of defense is validating the integrity of personnel. It is covered under the review manual.
upvoted 5 times

© & HN2025 [IEIENE) 9 months, 1 week ago
the focus on criminal insiders already implies that they are within the organization. Stringent and enforced access controls reduce the risk of
malicious actions by ensuring that insiders cannot access information or systems beyond their authorization.
upvoted 1 times

& & Vishalgupta26 10 months, 3 weeks ago
The FIRST line of defense against criminal insider activities is to validate the integrity of personnel before they are hired or given access to critical
systems. This includes conducting background checks, reference verifications, and integrity assessments to ensure that individuals are trustworthy
and less likely to pose insider threats.
upvoted 1 times

E & buddhika2010 1 year, 2 months ago
| Believe answer should be D since it consistency monitoring using SIEM solution such as UEBA activities which will help to detect the deviation of
the normal operation user is doing
upvoted 1 times

B & Graceadel 1 year, 6 months ago
They are insiders (workers)so they have rightfully access to data and organization systems. D is the right answers
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upvoted 1 times
=) & WibbleMyFins 1 year, 7 months ago
Whoever decided on D as the answer has obviously never had to work in a company with a Works Council. This would never be approved as a first line
of defence
upvoted 1 times

=) & Marcelus1714 1 year, 8 months ago
| believe the order would be:
C validate the integrity of the people you are hiring, then:
B, you have a good access control
D, you monitor the activity

So the FIRST is C..
upvoted 1 times

& & AlexJacobson 1 year, 9 months ago
"First line of defense" implying defense in depth. So first you do background checks, then you implement the rest. Therefore C.
upvoted 2 times

& & Salilgen 1 year, 8 months ago
| agree. Indeed, if staff are dishonest, identity verification and access control will not prevent criminal activity.
upvoted 1 times

= & blehbleh 1 year, 10 months ago
| believe the answer is B. The way | am reading it is they are already on boarded and hired and the vetting process did not work. So in that case you
need access controls. The wording here makes it more difficult. Seems like a poorly written question and having two answers that could potentially
be correct makes it even worse.
upvoted 1 times

& & SHERLOCKAWS 1 year, 10 months ago
B. Stringent and enforced access controls
upvoted 1 times

& & Alain_R 2 years, 1 month ago
FIRST line of defense against criminal insider activities, it means the criminal is already doing something, so first line it's monitoring. The other
options are not effective when insider is in action.
upvoted 1 times

& & Cyberbug2021 1 year, 11 months ago
monitoring is not a Defense
upvoted 2 times

= & oluchecpoint 2 years, 2 months ago
B. Stringent and enforced access controls are the FIRST line of defense against criminal insider activities.

Access controls are fundamental security measures that aim to restrict and manage access to critical systems, data, and resources within an
organization. They are the primary means of preventing unauthorized individuals, including insiders with malicious intent, from accessing sensitive
information or performing unauthorized actions.

upvoted 2 times

© & DavoA 2 years, 3 months ago

Selected Answer: B

B. Stringent and enforced access controls.
upvoted 1 times

© & Goseu 2 years, 3 months ago

Selected Answer: B

| like B here .C would be nice as well.
upvoted 1 times
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B & sham222 2 years, 3 months ago
Just remember that anyone in a company that's ever stolen or leaked data had previously passed that company's background checks. It's not enough.
The ONLY defense is securing your system and it should be the first thing that's done.

A clear background check merely tells you that someone's never been caught...lol.
upvoted 1 times

B & Jae_kes 2 years, 4 months ago

Selected Answer: B

B. Stringent and enforced access controls.

Validating the integrity of personnel is an important measure in addressing insider threats, but it is not the first line of defense. While it is crucial to
ensure that individuals with high levels of trust and integrity are hired and retained within an organization, relying solely on personnel validation may
not be sufficient to prevent or detect criminal insider activities.

Implementing stringent and enforced access controls is considered the first line of defense because it focuses on controlling and limiting access to
sensitive information and resources. Access controls help prevent unauthorized access and restrict individuals' privileges based on their roles and
responsibilities.

upvoted 1 times

& & buddhika2010 1 year, 2 months ago
What if the malicious user is an administrator who has the administrative privileges where he has the password and credentials login to the
critical systems. does the answer B makes sense
upvoted 1 times
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Question #162 Topic 1

The BEST way to report to the board on the effectiveness of the information security program is to present:

A. a summary of the most recent audit findings.
B. a report of cost savings from process improvements.
C. peer-group industry benchmarks.

D. a dashboard illustrating key performance metrics.

Suggested Answer: D

Community vote distribution
D (100%)

B & chanke 10 months, 4 weeks ago
Just remember we have to make it easy for senior management to understand it. Don't over jargon with technical terms just give them the easiest
way to understand.
upvoted 4 times

B & richck102 11 months, 1 week ago

Selected Answer: D

D. a dashboard illustrating key performance metrics.
upvoted 2 times
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Question #163 Topic 1

An organization's outsourced firewall was poorly configured and allowed unauthorized access that resulted in downtime of 48 hours. Which of the
following should be the information security manager's NEXT course of action?

A. Reconfigure the firewall in accordance with best practices.
B. Obtain supporting evidence that the problem has been corrected.
C. Seek damages from the service provider.

D. Revisit the contract and improve accountability of the service provider.

Suggested Answer: B

Community vote distribution
B (53%) D (33%) 13%

G & dark_3k03r (TITAEELY 2 years, 6 months ago
The correct answer is B: Obtain supporting evidence that the problem has been corrected. The reason this is true is because the problem has to be
resolved. All the other questions leave the problem unaddressed.
A: What are best practices anyway? Plus this was outsourced to the provider anyway
B. This addresses the fact that the firewall was poorly configured.
C. While seeking damages from the provider is important. The first thing that should be done is to address the problem.
D. While seeking to revisit the contract and improve it for accountability is important... the problem needs to be addressed first.
upvoted 6 times

& & Cyberbug2021 1 year, 11 months ago
its already resolved - lasted 48hrs. Next is hold the vendor accountable by making sure the contract reflects that
upvoted 1 times

B & salilgen 1 year, 8 months ago
Who says it's been fixed? Unauthorized access may occur again. IMO answer is B
upvoted 1 times

© & Adabach 2 weeks, 4 days ago
The CISM exam would consider the overall readiness plan (B) to be the most important requirement, as it ensures an effective response in a wide
variety of circumstances, even before a specific incident occurs.
You are correct that a zero-day attack means no patch is immediately available. However, the question is not asking for the FIRST STEP to take during
an attack but the MOST important requirement when establishing a process for responding to zero-day vulnerabilities.
upvoted 1 times

E & davidcook 1 year, 1 month ago
D
redefine the accountability of SP
upvoted 1 times

E & nuel_12 1 year, 7 months ago
D is correct this is outsourcing, they are held accountable they are being paid for that
upvoted 1 times

E & Marcelus1714 1 year, 8 months ago

Clearly B.

Is NOT A, the manager does not configure firewalls, and even less if it's outsourced
Is NOT D, the service provider never is accountable (responsible, yes).
upvoted 2 times

& & oluchecpoint 2 years, 2 months ago
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B. Obtain supporting evidence that the problem has been corrected.

Before taking any further steps, it's crucial to ensure that the issue has been addressed and that the firewall is now properly configured to prevent
unauthorized access. This involves verifying that the changes made align with best practices and are effective in enhancing security.
upvoted 2 times

E & richck102 2 years, 5 months ago
B. Obtain supporting evidence that the problem has been corrected.
upvoted 2 times

B & bambs 2 years, 7 months ago
Outsourcing information security functions does not relieve the organization of its responsibility to ensure the confidentiality, integrity, and availability
of its information. While reconfiguring the firewall is important to ensure that the unauthorized access is prevented in the future, the organization
needs to first revisit the contract with the service provider to ensure that the service provider is held accountable for their poorly configured firewall.
upvoted 2 times

B & carlPTY07 2 years, 8 months ago
This is an outsource service, your first step is to check the contract. Correct answer is D
upvoted 2 times

& & SIMTEIN 2 years, 8 months ago
i think is B. firewall is outsourced, if we have a evidence that the problem has been corrected, therefore is okay and if this attack come again we can
Seek damages from the service provider.
upvoted 2 times

E) & Prospect57 2 years, 9 months ago

My choice is B. Out of the hundreds of questions | have done, every time there is an answer that "validates,

confirms," "reaffirms," or "confirms" that
an issue has been resolved, this is the answer.

upvoted 2 times

B & Broesweelies 2 years, 9 months ago

Selected Answer: A

A. Reconfigure the firewall in accordance with best practices.

The first step the information security manager should take is to address the immediate issue at hand, which is the poorly configured firewall that
allowed unauthorized access and caused downtime. Reconfiguring the firewall in accordance with best practices will help to prevent a similar
incident from occurring in the future. After that, they can move forward with obtaining supporting evidence that the problem has been corrected,
revisiting the contract and improving accountability of the service provider, and potentially seeking damages from the service provider.

upvoted 2 times

& & vavofa5697 2 years, 8 months ago
But the firewall is outsourced. The infosec manager should not reconfigure him/herself
upvoted 9 times
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Question #164 Topic 1

Which is the MOST important requirement when establishing a process for responding to zero-day vulnerabilities?

A. The IT team updates antivirus signatures on user systems.
B. The IT team implements an emergency patch deployment process.
C. Business users stop using the impacted application until a patch is released.

D. The information security team implements recommended workarounds.

Suggested Answer: D

Community vote distribution
D (62%) B (38%)

© & Prospect57 [FIIECLY 2 years, 9 months ago
D should be correct. | missed this one, but after thinking about it, it make sense. a Zero-Day attack means that there are no anti-virus methods for it
and there are no patches available to fix the problem. C is disrupting operations (which is never the answer) leaving us with D. Just the thought of
selecting "work-around" as an answer makes me not feel good, but in this case, | understand.
upvoted 9 times

© & helg420 [[TITIELY 1 year, 5 months ago

Few of these folks are right in pointing out that a zero-day attack exploits a previously unknown vulnerability for which no specific patch is available
at the time of the attack. However, an emergency patch deployment process (B) as a critical requirement in a response process doesn't necessarily
mean immediate availability of a security patch specifically for the zero-day vulnerability. Instead, it refers to the capability and readiness of an IT
team to swiftly apply patches or security updates as soon as they are released after the vulnerability becomes known.

The initial response to a zero-day attack also includes the prompt implementation of any possible workarounds or mitigations that security
communities or vendors might suggest in the absence of a patch. This ensures that once either a patch becomes available or an effective mitigation
strategy is devised, the organization can respond immediately, minimizing potential damage.

upvoted 5 times

O & mih [TEIZENE) 4 months, 2 weeks ago

Implementing the Emergency process does not mitigate the risk, as the problem remains unknown. But working on the recommended workaround
would reduce the impact till the time the security team works on the applicable patch that can be deployed.
upvoted 1 times

B & davidcook 1 year, 1 month ago

W W e

talks about the emergency process which means when the patch is released they will patch in high prioritized
upvoted 2 times

B & o03allen 1 year, 6 months ago
My concern to D is how security team provides an IT workaround solution? It should be the business team works with IT Infrastructure team, security
can help to evaluate it.
upvoted 1 times

B & Marcelus1714 1 year, 8 months ago
"A" does not make sense if it's a Zero day issue
"B" does not make sense, there is no patch
"C" is not realistic...
D. is the correct one
upvoted 3 times

E & SHERLOCKAWS 1 year, 10 months ago
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Selected Answer: D
when a zero-day vulnerability breaks out then no patch is immediately available, so tailored containment and mitigation workarounds are applied e.g.
Log4J

upvoted 1 times

& sphenixfire 2 years, 1 month ago
Its regarding a process not the response itself. Have a emergeny patch process is essential to fox asap a patch is available
upvoted 1 times

& richck102 2 years, 5 months ago
D. The information security team implements recommended workarounds.
upvoted 2 times

& mad68 2 years, 5 months ago

Zero-day vulnerabilities are security vulnerabilities that are discovered by attackers before the software vendor becomes aware of them. These
vulnerabilities pose a significant risk as there is no available patch or fix from the vendor at the time of discovery. Therefore, it is crucial to have an
effective and efficient process in place to respond to zero-day vulnerabilities.

Implementing an emergency patch deployment process allows the IT team to rapidly deploy patches or temporary fixes to mitigate the risk associated
with the zero-day vulnerability. This helps to close the security gap and protect systems and data from potential attacks.
upvoted 2 times

& & DERCHEF2009 2 years, 5 months ago
Dude zero day vulnerability = no patch available.
upvoted 2 times

& bambs 2 years, 7 months ago
0f the options listed, implementing an emergency patch deployment process (Option B) is the most important requirement when establishing a
process for responding to zero-day vulnerabilities. This ensures that patches are deployed as soon as they become available, reducing the time
window for attackers to exploit the vulnerability.

upvoted 1 times

© & dedfef 2 years, 7 months ago
there are no patches for 0 day vulnerabilities. you need workarounds
upvoted 6 times
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Question #165 Topic 1

An information security manager has determined that the mean time to prioritize information security incidents has increased to an unacceptable
level. Which of the following processes would BEST enable the information security manager to address this concern?

A. Incident classification
B. Incident response
C. Forensic analysis

D. Vulnerability assessment

Suggested Answer: A

Community vote distribution
A (75%) B (25%)

B & Noragretz 9 months, 2 weeks ago
The question is stating that the average time to prioritize an incident has increased. What is the problem with the process? Is it a personnel/staffing
issue? Are they not able to classify it because that information is not clear? Is it a cultural problem due to outsourcing?
| get A, but the question is vague. So does the whole incident response process need to be evaluated? B
upvoted 1 times

B & pizzab0i 10 months, 3 weeks ago
Triage step happens before the Response step in an incident management plan. Categorization is the process using predetermined criteria to classify
all incoming reports/events, then responding to them. So A would take place before B.
upvoted 4 times

E & pizzab0i 10 months, 3 weeks ago
Missed to add that categorization is part of Triage.
upvoted 1 times

B & oluchecpoint 1 year, 9 months ago
Option A
upvoted 2 times

E & Learner76 1 year, 11 months ago
A - The best way to work on prioritization is to classifiy the type of incidents to work on.
upvoted 1 times

© & POWNED 1 year, 11 months ago
| would agree with oluchecpoint that the correct answer here is B
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
B. Incident response

The best process to enable the information security manager to address the concern of an increased mean time to prioritize information security
incidents is the incident response process.

Incident response involves a structured approach to managing and addressing security incidents as they occur. This process includes the following
key steps:
upvoted 1 times

B & richck102 2 years, 5 months ago

Selected Answer: A

A. Incident classification
upvoted 2 times
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Question #166 Topic 1

An information security manager discovers that newly hired privileged users are not taking necessary steps to protect critical information at their
workstations.
Which of the following is the BEST way to address this situation?

A. Publish an acceptable use policy and require signed acknowledgment.
B. Turn on logging and record user activity.
C. Communicate the responsibility and provide appropriate training.

D. Implement a data loss prevention (DLP) solution.

Suggested Answer: C

Community vote distribution
)

B & karanvp 1 year, 4 months ago
As he is new to employee, training and explain his responsibility make sense
upvoted 3 times

B & richck102 1 year, 5 months ago

C. Communicate the responsibility and provide appropriate training.
upvoted 1 times
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Question #167 Topic 1

Which of the following should be the MOST important consideration when prioritizing risk remediation?

A. Evaluation of risk
B. Duration of exposure
C. Comparison to risk appetite

D. Impact of compliance

Suggested Answer: D

Community vote distribution
C (46%) A (46%) 8%

© & helg420 [[TITTERLY 1 year, 5 months ago

C. Comparison to risk appetite

The most important consideration when prioritizing risk remediation should be the comparison to the organization's risk appetite. An organization's
risk appetite is the amount of risk it is willing to accept in pursuit of its objectives. Prioritizing remediation efforts based on how identified risks align
with the organization's risk appetite ensures that resources are focused on mitigating risks that surpass the acceptable level of risk the organization
has established.

While the evaluation of risk (A), duration of exposure (B), and impact of compliance (D) are all important factors to consider, they should all be
considered within the context of the organization's risk appetite.
upvoted 5 times

E & Josef4CISM [IEIIEE) 1 year ago

The evaluation of risks includes the comparison of risks to the organizations risk appetite. A is correct.
upvoted 3 times

B & o03allen 1 year, 6 months ago
Evaluate the risk to determine the business impact and risk level, which help to prioritize the controls.
upvoted 2 times

E & nuel_12 1 year, 7 months ago
C prioritize remediation of any risk depend on the organizational appetited of risk
upvoted 1 times

E & e891cd1 1 year, 7 months ago
C..I think the primary word is "Prioritize" which means to determine the order of things..Comparison to risk appetite will clearly determine the order of
importance doing a full evaluation or doing a full assessent is to broad i think for this question although two of them is equally important but the
context of the question i would go with C
upvoted 1 times

B & shervin2s 1 year, 8 months ago

Selected Answer: A

Ais correct
upvoted 1 times

B & Marcelus1714 1 year, 8 months ago

Selected Answer: C

Could be C because it says "when prioritizing risk remediation", meaning that the risks were already evaluated, now we need to compare against Risk
appetite?
upvoted 1 times

& & oluchecpoint 1 year, 9 months ago

Selected Answer: C
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C. Comparison to risk appetite
All the factors listed are important in risk prioritization, the comparison to the organization's risk appetite should be the guiding principle. It ensures
that risk mitigation efforts are in line with the organization's strategic objectives and tolerance for risk, helping prioritize remediation efforts
effectively.
upvoted 1 times
5 & POWNED 1 year, 10 months ago
Answer is C. Need to limit mitigation efforts in order to stay in line with the risk appetite.
upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
C. Comparison to risk appetite
All the factors listed are important in risk prioritization, the comparison to the organization's risk appetite should be the guiding principle. It ensures
that risk mitigation efforts are in line with the organization's strategic objectives and tolerance for risk, helping prioritize remediation efforts
effectively.
upvoted 1 times

B & pc2502 2 years, 2 months ago
here they are talkin about risk remediation so A is wrong answer
upvoted 1 times

B & jennarink13 2 years, 4 months ago
Going with A. Risk appetite does not facilitate prioritisation, risk assessment does. Risk appetite would tell you that risk response is adequate and
not how they should be prioritised. This has a similar question in CRISC QAE.
upvoted 1 times

B & Andreu 2 years, 4 months ago
You need to evaluate the risk in relation to the organization's risk appetite, therefore C.
upvoted 1 times

B & wello 2 years, 5 months ago
Evaluation of Risk
upvoted 1 times

B & richck102 2 years, 5 months ago
A. Evaluation of risk
upvoted 1 times

B & madé8 2 years, 5 months ago
Comparison to risk appetite refers to assessing the identified risks in relation to the organization's tolerance for risk. Risk appetite defines the level of
risk that an organization is willing to accept in pursuit of its objectives. It takes into account factors such as strategic goals, operational
requirements, legal and regulatory obligations, and the organization's overall risk culture.

When prioritizing risk remediation efforts, it is crucial to align them with the organization's risk appetite. By comparing identified risks to the risk
appetite, organizations can determine the level of priority for remediation. This ensures that resources are allocated effectively and that risks are
addressed in a manner consistent with the organization's risk tolerance and strategic objectives.

While the other options may also have relevance in the risk prioritization process, they are not as fundamental as aligning with risk appetite:
upvoted 4 times

E & bambs 2 years, 7 months ago
While all the options listed are important considerations when prioritizing risk remediation, the impact of compliance (Option D) should be the most
important consideration. Compliance with legal, regulatory, and contractual obligations is critical for any organization, and failure to comply can
result in significant legal, financial, and reputational consequences.
upvoted 1 times
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Question #168 Topic 1

To set security expectations across the enterprise, it is MOST important for the information security policy to be regularly reviewed and endorsed
by:

A. security administrators.
B. senior management.
C. the chief information security officer (CISO).

D. the IT steering committee.

Suggested Answer: B

Community vote distribution
B (82%) D (18%)

B & dark_3k03r [FIEERL S 12 months ago
Summary of responsibilities as it concerns policies:
- CISO is responsible for overseeing the creation of policies
- InfoSec Governance is responsible for creating policies
- Senior Management is responsible for reviewing and endorsing.
- IT Steering Committee is responsible for approving policies.
- Security Administrators implement and enforce the policies
upvoted 8 times

O & wello [IEIZENE) 11 months ago

Senior Mgt.
upvoted 1 times

& & richck102 11 months ago
B. senior management.
upvoted 1 times

E & dark_3k03r 1 year ago
The correct answer is B Cause The information security policy should be reviewed and endorsed by the organization's senior management. This is
because senior management is responsible for the overall security of the organization and for ensuring that the information security policy is aligned
with the organization's business goals. Also endorsing it gives it the authority and weight that it needs to be effective.

(A) Is incorrect cause security administrators apply the enforcement but don't write the policy
(C) Is incorrect cause this isn't inclusive
(D) is Incorrect cause this doesn't span multiple departments.

upvoted 2 times

B & Prospect57 1 year, 3 months ago
B is my choice. "IT" in the "IT Steering Committee" is what was throwing me off. | was going to select this, but then realized that. If it was the
"Security Steering Committee," | believe this would have been the answer. Concurring with Baranikumar_v below.
upvoted 1 times

& & aokisan 1 year, 4 months ago
committee approved security policy.
upvoted 2 times

& & baranikumar_v 1 year, 4 months ago
D. IT steering committee is incorrect. the key word here is "IT". A person from IT team would be part of Security Steering committee. However, IT
steering commitee would not be the right group of members to approve the security policy.
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upvoted 5 times



Question #169 Topic 1

Senior management wants to provide mobile devices to its sales force. Which of the following should the information security manager do FIRST
to support this objective?

A. Develop an acceptable use policy
B. Conduct a vulnerability assessment on the devices
C. Assess risks introduced by the technology

D. Research mobile device management (MDM) solutions

Suggested Answer: A

Community vote distribution
C (100%)

B & oluchecpoint 1 year, 3 months ago
Cis right
upvoted 1 times

B & Learner76 1 year, 5 months ago
C - Without risk assessment, we won't even know if the risk is too high to be accepted
upvoted 3 times

B & Cyberbug2021 1 year, 5 months ago
Risk assessment
Then AUP and MDM
upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
Cis right
upvoted 1 times

E & DavoA 1 year, 9 months ago
C. Assess risks introduced by the technology
upvoted 2 times

© & karanvp 1 year, 10 months ago
Answer A:
FIRST, get consent from users which is called AUP (indicate what to do and what not)
upvoted 1 times

B & wello 1 year, 11 months ago
Assess Risk is almost always the first step if it is not done already.
upvoted 2 times

E & richck102 1 year, 11 months ago
C. Assess risks introduced by the technology
upvoted 1 times

E & bambs 2 years, 1 month ago

Selected Answer: C

Assessing risks introduced by the technology (Option C) should be the first step in any new technology implementation. This will help identify
potential security risks and vulnerabilities associated with using mobile devices within the organization.
upvoted 3 times

B & Broesweelies 2 years, 3 months ago

Selected Answer: C
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C. Assess risks introduced by the technology

Before implementing any new technology, it is important to assess the risks it may introduce to the organization. This includes identifying and
evaluating potential security risks, as well as assessing the impact of those risks on the organization's operations and assets. Once the risks have
been identified, the information security manager can develop an appropriate risk mitigation strategy and determine if the benefits of implementing
the technology outweigh the risks. By assessing risks first, the information security manager can help ensure that the organization's objectives are
met in a secure and controlled manner.

upvoted 3 times
& Prospect57 2 years, 3 months ago
My choice is C. | did choose "Acceptable Use Policy" because this is normally the answer for this type of question. You should definitely ensure there
is an acceptable use policy before giving someone a device - so someone could argue this is the most direct/relevant answer here. However, | agree
with the majority in this chat - risks should be identified first.

upvoted 3 times

& D2D2 2 years, 5 months ago
| agree C
upvoted 4 times

& Matini 2 years, 6 months ago
| would go with C
upvoted 2 times

& & Matini 2 years, 6 months ago
It should be after the risk has been assessed and the decision is made to proceed that the Acceptable Use Policy should be developed.
upvoted 2 times


https://www.examtopics.com/user/Prospect57/
https://www.examtopics.com/user/Prospect57/
https://www.examtopics.com/user/Prospect57/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/D2D2/
https://www.examtopics.com/user/Matini/
https://www.examtopics.com/user/Matini/
https://www.examtopics.com/user/Matini/
https://www.examtopics.com/user/Matini/
https://www.examtopics.com/user/Matini/
https://www.examtopics.com/user/Matini/

Question #170 Topic 1

An information security manager needs to ensure security testing is conducted on a new system. Which of the following would provide the
HIGHEST level of assurance?

A. The vendor provides the results of a penetration test and code review.
B. An independent party is directly engaged to conduct testing.
C. The internal audit team is enlisted to run a vulnerability assessment against the system.

D. The security team conducts a self-assessment against a recognized industry framework.

Suggested Answer: B

Community vote distribution
B (100%)

B & mih 4 months, 2 weeks ago
Independent testing would provide the HIGHEST level of compliance. Self-review can cause independence (SOD) issues
upvoted 1 times

& & gianluca81 10 months, 4 weeks ago
The question sai testing, means vulnerability assessment and penetration test. Self assessment Is a different matter
upvoted 2 times

B & ATT5832 1 year ago
If I had a talented team, then | would have the highest level of assurance if my team conducted a self-assessment against a recognized industry
framework.
upvoted 2 times

& & richck102 2 years, 5 months ago

Selected Answer: B

B. An independent party is directly engaged to conduct testing.
upvoted 1 times
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Question #171 Topic 1

An organization performed a risk analysis and found a large number of assets with low-impact vulnerabilities. The NEXT action of the information
security manager should be to:

A. transfer the risk to a third party.
B. determine appropriate countermeasures.
C. report to management.

D. quantify the aggregated risk.

Suggested Answer: D

Community vote distribution
D (56%) B (44%)

E & wickhaarry ([FIAGELY 2 years, 1 month ago
D: Quantify aggregate risk , first need to know if the overall low vulnerabilities can can cause exposures, so know the aggregate risk and then go for
countermeasures
upvoted 7 times

E & dark_3k03r [TIEEELY 2 years, 5 months ago

The correct answer is (B.) to determine appropriate countermeasures, cause you have to do something about the risks.

Rationale:
(A.) transfer the risk to a third party, is incorrect cause this may cost more than trying to address it yourself through acceptance, avoidance,
reduction, etc..
(C.) report to management is incorrect cause these things don't merit their attention.
(D.) quantify the aggregated risk is incorrect cause as stated in the question the risk is "low-impact"
upvoted 6 times

B & Tixi23 2 years, 1 month ago
Perhaps the question is referring to the fact that you should first aggregate total risk (addition of every low risk) for every asset. Then, you would
exactly know risk level for every asset. Maybe the question is not completely well framed and, therefore, response D may be correct, if refers to
every asset.
upvoted 1 times

& & AlexJacobson 1 year, 9 months ago
Dude, it is 100% D. | think you just misunderstand the option. Quantifying aggregated risk basically means to figure out what happens if all these
seemingly minor risks realize at the same time. First you need to do that and only then you decide on how to treat them - accept or mitigate with
countermeasures.
upvoted 3 times

E & themanzis ([IEIEaage) 1 month, 3 weeks ago
CISA Risk Management Flowchart
1. Identify Assets & Vulnerabilities
+ Catalog assets, systems, and associated vulnerabilities.
2. Perform Risk Analysis
« Assess likelihood and impact of threats to each asset.
3. Quantify Aggregated Risk
« Even low-impact vulnerabilities can pose significant combined risk.
« Calculate total exposure to understand overall organizational risk.
4. Determine Appropriate Countermeasures
« Mitigate, transfer, accept, or avoid risks based on priority and resources.
5. Implement Controls
« Apply preventive, detective, or corrective controls as planned.
6. Monitor & Measure Effectiveness
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« Track key risk indicators (KRIs) and security incidents.
« Adjust controls as needed.
7. Report to Management & Stakeholders
« Provide clear metrics, dashboards, and insights for informed decision-making.
upvoted 1 times
© & usercism007 1 year, 4 months ago
Selected Answer: B
If you read the question risk analysis is already done and found low-impact vulnerabilities. So the next step is to determine appropriate
countermeasures.

upvoted 3 times

E & helg420 1 year, 5 months ago

D . quantify the aggregated risk.

When an organization identifies a large number of assets with low-impact vulnerabilities, the next step for the information security manager should
be to quantify the aggregated risk. This involves analyzing the collective impact of these low-impact vulnerabilities on the organization's overall
security posture. While individually these vulnerabilities may seem minor, their cumulative effect could pose a significant risk to the organization's
operations, confidentiality, integrity, or availability of data.

Quantifying the aggregated risk enables the information security manager to:

Understand the broader implications of multiple low-impact vulnerabilities.

Make informed decisions about prioritizing remediation efforts based on the collective risk.

Allocate resources efficiently to address vulnerabilities that, when combined, could have a substantial impact.
upvoted 3 times

E & nuel_12 1 year, 7 months ago
B is the right choice, from the statement the risk has already be quantify and aggregate as low impact vulnerability, so D has already be done next
step is control measure
upvoted 2 times

B & oluchecpoint 1 year, 9 months ago
Option D - Assess the impact fisrt
upvoted 2 times

B & oluchecpoint 2 years, 2 months ago
B. Determine appropriate countermeasures.

When a risk analysis reveals a large number of assets with low-impact vulnerabilities, the next action of the information security manager should be
to determine appropriate countermeasures.
While reporting to management (option C) and quantifying the aggregated risk (option D) are essential steps in the risk management process, they
often come after identifying and addressing specific vulnerabilities and determining appropriate countermeasures. Transferring the risk to a third
party (option A) may be considered but should be based on a comprehensive risk management strategy that includes addressing vulnerabilities
through countermeasures.

upvoted 2 times

& & AlexJacobson 1 year, 9 months ago
Again - ChatGPT will be yours and everyone else's downfall since it's notoriously incorrect at least 30% of the time.

Of course it's D! Everyone who read the book and actually studied for this exam (and not just cheating his/her way to the cert) would know that
when you have a bunch of seemingly insignificant risks that you need to check what happens if they get realized all at once (aggregate).
upvoted 3 times

B & Sammy65 2 years, 3 months ago
B: porque ya se sabe que son vulnerabilidades de bajo impacto
upvoted 3 times

E & Lotanna_ 2 years, 3 months ago
quantifying aggregate risk, comes before remediation
upvoted 2 times
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B & jennarink13 2 years, 4 months ago
Option B is incorrect. You don't immediately determine responses for low risks. Once the risk exceeds the appetite, then that triggers the creation of
risk response.

The next thing you do here is to aggregate the low risks. Then you can decide next whether to propose risk responses.
upvoted 3 times

© & karanvp 2 years, 4 months ago
If aggregate all low rating risks, then the rating would be high/critical for aggregated risks. Hence answer is D
upvoted 1 times

& & richck102 2 years, 5 months ago
B. determine appropriate countermeasures.
upvoted 3 times

B & jemu11 2 years, 6 months ago
B,., remediate
upvoted 4 times
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Question #172 Topic 1

Organization A offers e-commerce services and uses secure transport protocol to protect Internet communication. To confirm communication
with Organization A, which of the following would be the BEST for a client to verify?

A. The URL of the e-commerce server
B. The certificate of the e-commerce server
C. The IP address of the e-commerce server

D. The browser's indication of SSL use

Suggested Answer: B

Community vote distribution
B (100%)

© & richck102 FITEIELY 1 year, 11 months ago
B. The certificate of the e-commerce server
upvoted 6 times

E & todush [IELEEY 1 year, 9 months ago

certificates and SSL at 0S| level 6, not at transport layer. So response C is the most relevant.
upvoted 1 times

& & AlexJacobson 1 year, 3 months ago
LOL! I'm sorry, but | fail to understand how anyone who lacks knowledge this basic is hoping to legally pass CISM or any other advanced
IT/cybersec/infosec certification exam.
upvoted 2 times
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Question #173 Topic 1

Which of the following provides the MOST useful information for identifying security control gaps on an application server?

A. Risk assessments
B. Penetration testing
C. Threat models

D. Internal audit reports

Suggested Answer: B

Community vote distribution
B (58%) D (25%) Other

B & helg420 11 months, 4 weeks ago

B. Penetration testing

Among the options provided, penetration testing is the most practical and direct method for identifying security control gaps on an application server.
Penetration testing involves simulating cyber attacks against your computer system to check for exploitable vulnerabilities. This type of testing is
designed to discover weaknesses in security controls that an attacker could exploit.

upvoted 4 times

E & 03allen 1 year ago
why not conduct a risk assessment on the server and identify the control gaps?
upvoted 2 times

E & ImTired 1 year, 7 months ago
According to ISACA (Information Systems Audit and Control Association), threat models (option C) provide the MOST useful information for
identifying security control gaps on an application server. Here's why:
Proactive Approach: Threat modeling is a proactive approach to identifying and mitigating security risks. It involves systematically analyzing an
application's design and architecture to identify potential threats and vulnerabilities.
Early Detection: Threat models can uncover security control gaps early in the development or deployment process, allowing organizations to address
issues before they become vulnerabilities.
Comprehensive Understanding: Threat models provide a comprehensive understanding of potential threats and vulnerabilities specific to the
application server, helping organizations tailor their security controls to address these risks effectively.

upvoted 1 times

E & oluchecpoint 1 year, 7 months ago
PT involves simulating real-world attacks on an application server to identify vulnerabilities and security weaknesses. This provides the most useful
information for identifying security control gaps because it actively tests the system's defenses and highlights potential vulnerabilities that attackers
could exploit.
upvoted 1 times

B & jjj378 1 year, 10 months ago

B. Penetration testing
upvoted 2 times

E & richck102 1 year, 11 months ago
B. Penetration testing
upvoted 1 times

&) & Abhey 2 years ago
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B. Penetration testing is the most useful information for identifying security control gaps on an application server. Penetration testing is a proactive
approach to identifying vulnerabilities in an application or system by simulating a real-world attack. It can identify security control gaps, configuration
issues, and potential exploits that could be leveraged by attackers. Penetration testing can also help validate the effectiveness of security controls
and identify areas for improvement.
upvoted 2 times
B & bambs 2 years ago
Out of the given options, the MOST useful information for identifying security control gaps on an application server would be Penetration testing.

Penetration testing involves actively testing a system or application to identify vulnerabilities that an attacker could exploit. It provides a real-world
assessment of the security posture of an application server and can help identify security control gaps that may not have been identified through
other means.

Risk assessments, threat models, and internal audit reports can also be useful in identifying security control gaps, but they tend to be more focused
on identifying risks and compliance issues rather than actively testing the system to find vulnerabilities. Therefore, while they can be valuable tools in
a comprehensive security assessment, they may not provide the same level of insight into security control gaps as penetration testing. B is the
answer

upvoted 2 times

E & dark_3k03r 2 years ago
The Correct answer is D cause it is the only one that shows what controls may be missing.
A. Risk assessment highlight what threats are likely and the impact that they may have. They say nothing about the actual controls in place.
B. Penetration testing can only tell you about the vulnerabilities that can be exploited, but can't tell you anything about the configuration of the
controls. (i.e. the settings currently in place)
C. Threat models - This shows all the possible threats that may exist, but nothing about the control currently in place.
D. Internal audit reports
upvoted 3 times

B & dedfef 2 years, 1 month ago
the asnwer is d
upvoted 1 times

© & DERCHEF2009 2 years, 1 month ago
and WhatsApp?
upvoted 1 times

© & DERCHEF2009 2 years, 1 month ago
and why?
upvoted 1 times
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Question #174 Topic 1

Which of the following components of an information security risk assessment is MOST valuable to senior management?

A. Residual risk
B. Return on investment (ROI)
C. Mitigation actions

D. Threat profile

Suggested Answer: A

Community vote distribution
INCERD) B (17%)

B & pizzab0i 10 months, 3 weeks ago
ROl is secondary to justifying security investments. Residual risk, found through security assessments, helps management prioritize investments and
resources (comparing to risk appetite) to achieve business objectives.
upvoted 2 times

E & ATT5832 1 year ago
Senior management is most concerned about ROI, which includes any impact to the residual risk brought on by the investment.
upvoted 1 times

B & Soleandheel 1 year, 11 months ago
B. Return on investment (ROI). Guys this is what is most important to senior management. Senior management is looking at the results on the overall
business. What is the return on the company's investment in said program. The ROl is key metric that senior management reviews to determine if an
activity in the business was worth it or not.
upvoted 2 times

© & AlexJacobson 1 year, 9 months ago
ROl is not calculated during risk assessment, residual risk is.
upvoted 5 times

B & oluchecpoint 2 years, 2 months ago
A. Residual risk

Residual risk refers to the level of risk that remains after mitigation measures have been implemented. Senior management is primarily concerned
with understanding the overall risk exposure and what risks are still present even after taking preventive and mitigative actions. This information
helps them make informed decisions about resource allocation, risk tolerance, and strategic planning.

upvoted 2 times

B & richck102 2 years, 5 months ago
A. Residual risk
upvoted 2 times

& & Broesweelies 2 years, 9 months ago
A. Residual risk is considered the most valuable component of an information security risk assessment to senior management according to ISACA. It
allows them to understand the remaining level of risk after mitigation actions have been implemented, and make informed decisions about how to
allocate resources to further reduce risk.
upvoted 3 times

& & MyKasala 2 years, 10 months ago

Selected Answer: A

A is correct
upvoted 2 times

E & baranikumar_v 2 years, 10 months ago
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D. Threat profile
Threat Profile gives you a composite picture of the most important and relevant cyber threats to your organization and how those threats are likely to
materialize and impact you and your partners, now and in the future. Say for example the threat profile for a manufacturing industry(NIST IR8183) will
look different from the threat profile for a smart grid(NIST IR2051).

upvoted 2 times

E & aokisan 2 years, 11 months ago
management need to evaluate the value of cost.
upvoted 1 times

E & Ziggybooboo 2 years, 10 months ago
ROI of what, a risk assessment was completed, no risk treatment carried

upvoted 3 times
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Question #175 Topic 1

Which of the following is the PRIMARY benefit of implementing a maturity model for information security management?

A. Gaps between current and desirable levels will be addressed.
B. Information security management costs will be optimized.
C. Information security strategy will be in line with industry best practice.

D. Staff awareness of information security compliance will be promoted.

Suggested Answer: A

Community vote distribution
NG D (25%)

B & Vishalgupta26 10 months, 3 weeks ago
The primary benefit of implementing a maturity model for information security management is that it helps identify gaps between the current state of
security and the desired or optimal state. This allows the organization to prioritize and address these gaps systematically, improving the overall
maturity of its information security management program.
upvoted 2 times

B & Oodisman1 1 year, 2 months ago
C maturity model is used to assess the security state of an organisation against industry benchmarks
upvoted 1 times

B & Jess20 1 year, 11 months ago
A- Maturity models identify the gaps between the current state of the governance process and the desired state. This helps the organization to
determine the remediation steps required for improvement
upvoted 1 times

E & sphenixfire 2 years, 1 month ago

How mature are you in contrast to...
upvoted 1 times

& & richck102 2 years, 5 months ago

Selected Answer: A

A. Gaps between current and desirable levels will be addressed.
upvoted 2 times
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Question #176 Topic 1

An information security manager notes that security incidents are not being appropriately escalated by the help desk after tickets are logged.
Which of the following is the BEST automated control to resolve this issue?

A. Integrating automated service level agreement (SLA) reporting into the help desk ticketing system
B. Changing the default setting for all security incidents to the highest priority
C. Integrating incident response workflow into the help desk ticketing system

D. Implementing automated vulnerability scanning in the help desk workflow

Suggested Answer: C

Community vote distribution
C (100%)

B & ATT5832 1 year ago

Selected Answer: C

C is the only one that really makes sense.
upvoted 2 times

E & Alizadeh 1 year, 9 months ago

Selected Answer: C

C. Integrating incident response workflow into the help desk ticketing system.
upvoted 1 times

& & richck102 2 years, 5 months ago

Selected Answer: C

C. Integrating incident response workflow into the help desk ticketing system
upvoted 3 times
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Question #177 Topic 1

An information security manager's PRIMARY objective for presenting key risks to the board of directors is to:

A. ensure appropriate information security governance.
B. quantify reputational risks.
C. meet information security compliance requirements.

D. re-evaluate the risk appetite.

Suggested Answer: A

Community vote distribution
NG D (25%)

& & oluchecpoint 1 year, 3 months ago
A. ensure appropriate information security governance.
upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
A. ensure appropriate information security governance.

The primary objective of presenting key risks to the board of directors is to ensure appropriate information security governance. By presenting these
risks, the information security manager helps the board of directors understand the current state of information security within the organization, the
potential threats and vulnerabilities, and the measures in place to manage and mitigate those risks. This is crucial for effective governance and
decision-making related to information security.

upvoted 1 times

E & Agamennore 1 year, 8 months ago
IMQ is A for sure
upvoted 1 times

& & oluchecpoint 1 year, 8 months ago
What is IMO?
upvoted 1 times

& & Uncle_Lucifer 1 year, 4 months ago
In My Opinion
upvoted 1 times

B & Sammy65 1 year, 9 months ago
D: Llevar los riesgos a la junta es para revisar si hay que reevaluar el apetito de riesgo. De resto no tiene sentido. Para garantizar la gobernanza se
presenta es un informe con el nivel de madurez, KPI que tiene la seguridad en la compafiia.
upvoted 2 times

B & ddharia94 1 year, 10 months ago
appropriate sec gov
upvoted 1 times

© & richck102 1 year, 11 months ago
A. ensure appropriate information security governance.
upvoted 2 times

E & mrc2d 1 year, 11 months ago
The correct answer is A. ensure appropriate information security governance.

The primary objective for presenting key risks to the board of directors is to ensure appropriate information security governance. Information security
governance refers to the framework and processes put in place to oversee and manage information security within an organization. It involves
defining roles, responsibilities, and decision-making processes related to information security.
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By presenting key risks to the board of directors, the information security manager aims to provide them with a clear understanding of the
organization's information security posture and the risks it faces. This enables the board to make informed decisions regarding the allocation of
resources, prioritization of initiatives, and setting strategic objectives related to information security.
upvoted 2 times
B & GuruCism 1 year, 11 months ago
B is correct answer
upvoted 1 times

E & GuruCism 1 year, 11 months ago
Presenting key risks to the board of directors can help to quantify reputational risks. By identifying and assessing the key risks that an organization
faces, the board can develop strategies to mitigate those risks and protect the organization's reputation.
upvoted 1 times

B & dedfef 2 years, 1 month ago
Ais correct. All other answers do not make sense
upvoted 2 times

& & meelaan 2 years, 1 month ago

Selected Answer: D

| think D is correct
upvoted 1 times
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Question #178 Topic 1

Which of the following should be the PRIMARY consideration when implementing a data loss prevention (DLP) solution?

A. Data ownership
B. Data storage capabilities
C. Data classification

D. Selection of tools

Suggested Answer: C

Community vote distribution
)

© & POWNED (IR 11 months, 4 weeks ago
Just want to reassure everyone here that it is indeed C. You cannot properly use a Data Loss Prevention tool without classifying the data. This is
coming from a guy that has ever comptia cert except server+ and linux+.
upvoted 5 times

© & richck102 [IELETEY 1 year, 5 months ago
C. Data classification
upvoted 1 times

& & Broesweelies 1 year, 9 months ago
Data classification is the process of identifying and labeling data based on its level of sensitivity and criticality to the organization. A proper data
classification allows the organization to understand the level of risk associated with different types of data and implement appropriate security
controls to protect it. This is an essential step in the DLP solution, as it enables the organization to identify and protect the sensitive data, and
prevent data leakage.
upvoted 3 times
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Question #179 Topic 1

Which of the following is the MOST important function of an information security steering committee?

A. Evaluating the effectiveness of information security controls on a periodic basis
B. Defining the objectives of the information security framework
C. Conducting regular independent reviews of the state of security in the business

D. Approving security awareness content prior to publication

Suggested Answer: B

Community vote distribution
B (55%) C (45%)

B & snitchygetstitchy 4 weeks ago
A steering committee isn't independent, it's internal to the organisation and made up of a diverse group of resources. Thus C cannot be the answer.
The foundational requirement of a steering committee is to set objectives (i.e goals).
upvoted 1 times

B & JosefdCISM 12 months ago
Clearly its B and not C: How can you conduct reviews, if the information security objectives are not set? On what basis will you conduct regular
reviews? None.
upvoted 1 times

E & helg420 1 year, 5 months ago
The most important function of an information security steering committee is to ensure that the information security strategy aligns with the broader
corporate strategy, which involves defining the objectives of the information security framework (B).
upvoted 3 times

E & o03allen 1 year, 6 months ago

Selected Answer: C

I think it's C, the security team should primarily review and update the security framework. For the committee, they should focus more on the security
business initiatives discussion.
upvoted 1 times

B & yottabyte 1 year, 7 months ago

Selected Answer: C
State of security in the business and re-aligning as required
upvoted 1 times

B & shervin2s 1 year, 7 months ago

Selected Answer: B
Defining objectives so B
upvoted 2 times

B & salilgen 1 year, 8 months ago

Selected Answer: C
C is the MOST important because it is the activity with highest level
upvoted 1 times

& & oluchecpoint 1 year, 9 months ago
Selected Answer: C
Option C
upvoted 1 times

E & AlexJacobson 1 year, 9 months ago

Selected Answer: C

IMO, it's C - Conducting regular independent reviews of the state of security in the business.
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Steering committee does the following:

+ ensures that security programs support the business objectives
« evaluates and prioritizes the security programs
« evaluates emerging risks, security practices, and compliance-related issues.

In other words, they periodically check the state of security in the business, independently of infosec and IT.
upvoted 1 times

& & snitchygetstitchy 4 weeks ago
It says it right in your first bullet point. "ensure that security programs support business objectives." how is the steering committee going to
support business objectives if it doesn't define the objectives of the IS framework? those objectives have to be defined for reviews to occur.
upvoted 1 times

B & DrTee 1 year, 9 months ago
The steering committee sets the direction and does not perform day to day. Therefore B is most appropriate
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
A. Evaluating the effectiveness of information security controls on a periodic basis

The most important function of an information security steering committee is to ensure that the organization's information security controls are
effective in protecting its assets and data. This involves regularly evaluating and assessing the state of security in the business to identify
weaknesses, vulnerabilities, and areas for improvement. Without effective controls, the organization's information and assets are at risk, making it
crucial for the committee to focus on this function. While the other options are also important aspects of information security management,
evaluating control effectiveness is fundamental to maintaining a strong security posture.

upvoted 4 times

& & AlexJacobson 1 year, 9 months ago
Dude, you've soo failed the CISM if you relied this much on ChatGPT for correct answers... xD Use this site to practice and learn, don't try to cheat
your way to CISM or CISSP.
upvoted 2 times

B & karanvp 2 years, 4 months ago
Any idea whose responsiblity is this "C. Conducting regular independent reviews of the state of security in the business”
upvoted 1 times

& & realmjmj 10 months, 3 weeks ago
external audit.
upvoted 1 times

B & richck102 2 years, 5 months ago

Selected Answer: B

B. Defining the objectives of the information security framework
upvoted 2 times
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Question #180 Topic 1

When determining an acceptable risk level, which of the following is the MOST important consideration?

A. Vulnerability scores
B. System criticalities
C. Risk matrices

D. Threat profiles

Suggested Answer: B

Community vote distribution
B (100%)

B & snitchygetstitchy 4 weeks ago
A risk matrix will allow you to determine the acceptable risk, because it will categorize the risk and place it into your overall risk appetite. Thus you
can determine whether the risk is acceptable from the matrix.

System criticalities is a critical component of assessing impact. It helps you understand the potential damage, but it doesn't define the organization's
tolerance for that impact. The system's criticality is plotted on the risk matrix to help make the final determination of what is acceptable.
upvoted 1 times

B & Josefd4CISM 12 months ago
Is it just me, or do others think as well that the question itself is flawed? An acceptable risk level must be determined by the senior management with
support of the information security manager for informed decision making. It is something much bigger than talking about a single IT asset or system
as answer option B implies.
upvoted 2 times

B & nuel_12 1 year, 7 months ago
B is the right choice
upvoted 1 times

B & oluchecpoint 2 years, 2 months ago
B. System criticalities

When determining an acceptable risk level, the most important consideration is the criticality of the systems or assets in question. This means
understanding the importance of these systems to the organization's core operations and objectives. The criticality of a system or asset directly
impacts the acceptable level of risk because more critical systems typically have lower tolerance for risk.

upvoted 1 times

B & Lotanna_ 2 years, 3 months ago
D, Threat profile
upvoted 1 times

E & ddharia94 2 years, 4 months ago
why not D?
upvoted 1 times

B & richck102 2 years, 5 months ago

Selected Answer: B

B. System criticalities
upvoted 2 times
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Question #181 Topic 1

Which of the following is MOST important to include when reporting information security risk to executive leadership?

A. Key performance objectives and budget trends
B. Security awareness training participation and residual risk exposures
C. Risk analysis results and key risk indicators (KRIs)

D. Information security risk management plans and control compliance

Suggested Answer: B

Community vote distribution
)

B & afb4b17 11 months, 1 week ago
The key words here are " risk analysis results". These are not intended for executive management. The outcome of security awareness training and
residual risk exposure are two items that both meet the criterion of interesting for executive leadership.
upvoted 2 times

B & oluchecpoint 1 year, 3 months ago
Risk analysis results and KRIs
upvoted 1 times

B & DrTee 1 year, 3 months ago

Selected Answer: C

Risk analysis results and KRIs provide the most concise and impactful information for executive leadership:

Risk analysis results: Explain the identified risks, their likelihood, and potential impact on the organization's business objectives (e.g., financial losses,
reputational damage).
Key risk indicators (KRIs): Provide measurable data points that monitor the current state of risks and potential changes in their severity.

upvoted 2 times

B & Learner76 1 year, 5 months ago
Security awareness training, most important? Really?
upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
C. Risk analysis results and key risk indicators (KRIs)

When reporting information security risk to executive leadership, the most important information to include is risk analysis results and key risk
indicators (KRIs). These provide a clear picture of the current state of security, potential vulnerabilities, and the impact of those vulnerabilities on the
organization. Executive leadership needs this information to make informed decisions about how to prioritize resources and make strategic decisions
related to information securitY

upvoted 1 times

E & Hugo1717 1 year, 8 months ago
When reporting information security risk to executive leadership, it's essential to provide them with a clear understanding of the organization's risk
landscape and the effectiveness of risk management efforts. Option C, "Risk analysis results and key risk indicators (KRIs)," is the most important to
include. Options A, B, and D contain valuable information, but they are not as crucial as risk analysis results and KRIs for executive decision-making
when it comes to managing information security risks.
upvoted 1 times

B & karanvp 1 year, 10 months ago
Tricky question. But answer would be B as the the answer says "Residual Risk Exposure" which must update to Sr.Leaders
upvoted 2 times

B & wello 1 year, 11 months ago

Selected Answer: C
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KRls for sure.
upvoted 1 times
& & richck102 1 year, 11 months ago
C. Risk analysis results and key risk indicators (KRIs)
upvoted 2 times

& & sedardna 1 year, 11 months ago

Selected Answer: C

¢ SIN DUDA
upvoted 1 times

& & dedfef 2 years, 1 month ago

Selected Answer: C

C to the moon
upvoted 2 times

& & bambs 2 years, 3 months ago

Selected Answer: C

Definitely C
upvoted 1 times

& & Ziggyboohoo 2 years, 5 months ago
C for me too
upvoted 1 times

© & D2D2 2 years, 5 months ago

| am going with C
upvoted 1 times

& & toffboi 2 years, 5 months ago

Selected Answer: C

| would go with C.
upvoted 3 times
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Question #182 Topic 1

During which of the following development phases is it MOST challenging to implement security controls?

A. Implementation phase
B. Post-implementation phase
C. Design phase

D. Development phase

Suggested Answer: B

Community vote distribution
B (100%)

E & AlexJacobson 1 year, 3 months ago

Selected Answer: B

The later in SDLC you try to implement the security, the harder it will be.
upvoted 2 times

B & richck102 1 year, 11 months ago

Selected Answer: B

B. Post-implementation phase
upvoted 1 times
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Question #183 Topic 1

An employee is found to be using an external cloud storage service to share corporate information with a third-party consultant, which is against
company policy.
Which of the following should be the information security manager's FIRST course of action?

A. Block access to the cloud storage service
B. Determine the classification level of the information
C. Seek business justification from the employee

D. Inform higher management of a security breach

Suggested Answer: B

Community vote distribution
B (48%) A (38%) 10%

© & POWNED (IR 1 year, 5 months ago
This is an incident first thing that needs to be done is contain it. That is always the first response to an incident. A
upvoted 5 times

E & helgd20 [IEIENE) 11 months, 4 weeks ago

B. Determine the classification level of the information

The information security manager's first course of action should be to determine the classification level of the information that has been shared via
the external cloud storage service. Understanding the sensitivity and classification of the information involved is crucial to assess the potential risk
and impact of the policy violation. This assessment will guide subsequent steps and decisions, including whether to involve higher management, to
block access to the service, or to seek a business justification from the employee. By prioritizing the identification of the information's classification
level, the information security manager can ensure that the response is proportional to the level of risk posed by the unauthorized sharing.

upvoted 3 times

B & nuel_12 1 year ago

Selected Answer: B

B is the first choice of action
upvoted 2 times

B & e891cd1 1 year, 1 month ago
B..Determine the classification then you have to assess the risk then you can do policy assessment that may learn to blocking the website, user
training or disciplinary actions.. You can't contain the incident since the security manager is part of the risk department and not the IT administration
team in most cases.
upvoted 3 times

E) & afoo1314 1 year, 1 month ago

Selected Answer: B

If you block the cloud storage provider, then the user will seek for alternative cloud storage provider. Plus that cloud storage might be a services use
by other customer sending information to the company.

1st need to determine the classification of the data then only decide if escalation or justification require.
upvoted 2 times

B & shervin2s 1 year, 1 month ago

Selected Answer: A

First containment
upvoted 2 times

B & Learner76 1 year, 5 months ago

Understand the data classification then take the appropriate action
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upvoted 4 times
B & darxide1 1 year, 5 months ago
stop sharing sensitive information
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
B.
While blocking access to the cloud storage service (A) and seeking business justification from the employee (C) are important actions to consider,
they should come after the initial assessment of the data's classification to ensure that the response is proportionate to the sensitivity of the
information. Informing higher management of a security breach (D) may not be necessary at this stage if it is not yet clear whether a breach has
occurred; the situation should be assessed first.
upvoted 2 times

E & [Removed] 1 year, 9 months ago

Selected Answer: C

Page 71, Section: "Information Asset Classification and Protection”
It states:

"When a violation of policy is detected, it is important to first understand the business reason for the action before taking punitive measures. It may
be that the employee was trying to meet a business need in the best way they knew how, or they may not have been aware of the policy."
upvoted 3 times

© & AlexJacobson 1 year, 3 months ago
This definitely happens after B and even A.
upvoted 1 times

B & karanvp 1 year, 10 months ago
B: He may be sharing public sharable Marketing documents; hence need to classify the information first before taking further actions.
upvoted 3 times

© & richck102 1 year, 11 months ago
B. Determine the classification level of the information
upvoted 2 times

B & DASH_v 1 year, 11 months ago
The question already stated the employee has violated the company policy, the first course of action is stop bleeding.
upvoted 4 times

© & DASH_v 1 year, 11 months ago
From GPT4
C. Seek business justification from the employee

The information security manager's first course of action should be to seek business justification from the employee. This will help the manager
understand the employee's rationale for using the external cloud storage service and determine if there was a legitimate business need. Based on
the employee's response, the manager can then decide on the appropriate next steps, such as blocking access to the cloud storage service,
determining the classification level of the information, or informing higher management of a security breach if necessary.

upvoted 1 times

B & DASH_v 1 year, 11 months ago
From field experience, it would be good to talk with Compliance or user's supervisor first to rather than talk to the employee directly (could be
an insider with made other violations that have not been detected.)

So maybe B is more appropriate but not by talking to the employee directly.
upvoted 2 times

B & dedfef 2 years, 1 month ago

Selected Answer: B

b. need to know how data is classified to know if it is important
upvoted 2 times

B & Broesweelies 2 years, 3 months ago
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The information security manager's first course of action should be B. Determine the classification level of the information.
This is important as it will help understand the nature of the data that has been shared, and the level of risk associated with it. This information will
be used to determine the extent of the damage and the appropriate course of action. Additionally, it will allow the security manager to identify any
other data that may have been shared and take the necessary steps to prevent further data leakage. Once the security manager has determined the
classification level of the information, they can then take appropriate action such as seeking business justification, blocking access to the cloud
service, and informing higher management of a security breach if necessary.

upvoted 4 times

B & aokisan 2 years, 4 months ago
it's clearly against the policy. So need to announce to higher position.
upvoted 1 times

& & Ziggybooboo 2 years, 4 months ago
I would want the detail of classification first so | can explain to upper management
upvoted 3 times
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Question #184 Topic 1

Which of the following is the MOST effective method of determining security priorities?

A. Vulnerability assessment
B. Gap analysis
C. Threat assessment

D. Impact analysis

Suggested Answer: D

Community vote distribution
D (100%)

B & e891cd1 1 year, 1 month ago
D. Business impact analyst is also a prerequisite for a Business Continuity Plan that assess disruption to assets and the criticality to business
continuation. Hence; you can prioritize your critical assets.
upvoted 1 times

© & Hugo1717 1 year, 8 months ago
The correct answer is D. Impact analysis.
Explanation: Impact analysis is the most effective method of determining security priorities because it focuses on assessing the potential
consequences of security incidents or breaches. When determining security priorities, it's important to understand the potential impact that various
security threats or vulnerabilities could have on the organization. By analyzing the potential impact, you can prioritize security measures based on the
severity of the consequences.
upvoted 2 times

© & richck102 1 year, 11 months ago

D. Impact analysis
upvoted 1 times
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Question #185 Topic 1

A measure of the effectiveness of the incident response capabilities of an organization is the:

A. number of incidents detected.
B. number of employees receiving incident response training.
C. reduction of the annual loss expectancy (ALE).

D. time to closure of incidents.

Suggested Answer: C

Community vote distribution
D (82%) C (18%)

E & Raven89 1 year ago
stop using chatgpt please !!! you can close each incident in seconds without managing the situation. The reduction of ALE with a reduction of the SLE
is the correct answer. Stop using the Al please
upvoted 3 times

B & oluchecpoint 2 years, 2 months ago
C. reduction of the annual loss expectancy (ALE).

The effectiveness of an organization's incident response capabilities is often measured by the reduction of the annual loss expectancy (ALE). ALE is
a financial metric that helps assess the potential financial impact of security incidents. By reducing the ALE through effective incident response, an
organization demonstrates that it is minimizing the financial losses associated with security incidents, which is a key indicator of effective incident
response capabilities.

upvoted 4 times

E & jennarink13 2 years, 4 months ago
Going with C. In CISA QAE, the best indicator to determine the effectiveness of the incident response team is financial impact per security incident.
upvoted 2 times

B & wello 2 years, 5 months ago
While ALE can indirectly reflect the effectiveness of incident response, it is not the primary metric used for that purpose. ALE is more commonly
employed to prioritize security controls, determine the cost-effectiveness of security investments, or assess the overall risk landscape. Incident
response effectiveness is better evaluated through specific performance indicators related to incident handling and recovery, such as mean time to
detect (MTTD), mean time to respond (MTTR), and overall incident resolution rates.
So, time to closure of incidents makes more sense.
upvoted 2 times

E & richck102 2 years, 5 months ago
D. time to closure of incidents.
upvoted 1 times

E & Abhey 2 years, 6 months ago
This measures the speed and efficiency of the organization's incident response process, which is a critical aspect of managing security incidents and
minimizing their impact on the business. A shorter time to closure indicates that incidents are being detected and resolved more quickly, which can
help minimize the damage caused by security incidents.
upvoted 2 times

B & carlPTY07 2 years, 7 months ago

Selected Answer: C

Team, it is C. Quick response to incidents is great, but we need to actually see the results, and at the end of the day they are base in numbers! So,
Annualized loss expectancy (ALE) This is the expected annualized loss of asset value due to threat realization. ALE is defined as SLE x ARO.

Gregory, Peter H.; Gregory, Peter H.. CISM Certified Information Security Manager Bundle (p. 232). McGraw Hill LLC. Kindle Edition.
upvoted 3 times
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B & vavofa5697 2 years, 8 months ago
ALE is risk management does not relate with incident. so best answer is D
upvoted 4 times

& & wello 2 years, 5 months ago
risk and incident response are interconnected. Risk assessment provides the foundation for incident response planning, helps in incident
prioritization, informs response actions, and facilitates continuous improvement in an organization's incident response capabilities.
upvoted 1 times

& & Broesweelies 2 years, 9 months ago
D. time to closure of incidents is a measure of the effectiveness of the incident response capabilities of an organization.
The time to closure of incidents is the amount of time it takes for an organization to detect, respond to, and resolve an incident. A shorter time to
closure indicates that the organization has a more efficient incident response process in place. It means that the incident was identified quickly, the
appropriate actions were taken promptly and effectively, and the incident was resolved as soon as possible, minimizing the impact on the
organization. Therefore, measuring the time to closure of incidents allows an organization to evaluate its incident response process, identify areas
for improvement and ensure that it is prepared to handle future incidents effectively.

upvoted 3 times

B & aokisan 2 years, 11 months ago

Selected Answer: D

incident response is needed to evaluate the time of close incident.
upvoted 3 times
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Question #186 Topic 1

An organization is in the process of adopting a hybrid data infrastructure, transferring all non-core applications to cloud service providers, and
maintaining all core business functions in-house. The information security manager has determined a defense in depth strategy should be used.
Which of the following BEST describes this strategy?

A. Separate security controls for applications, platforms, programs, and endpoints
B. Multi-factor login requirements for cloud service applications, timeouts, and complex passwords
C. Deployment of nested firewalls within the infrastructure

D. Strict enforcement of role-based access control (RBAC)

Suggested Answer: B

Community vote distribution
A (100%)

B & edmamol 7 months, 1 week ago
Normally, each platform should have separate security controls! A does not specify what controls these are. To meet the defence in depth
requirement, it has to be different types of controls NOT just separateed. For all you know the separate controls are multiple instance of a single
control type. But to be defence in depth it has to be different types of controls layered. i.e Firewalls, 2FA, OTP, Encryption in flight and at rest. complex
passwords, rate limitng and times outs. so B make a lot more sense
upvoted 1 times

B & Adabach 7 months, 2 weeks ago
The best description of a defense in depth strategy for an organization adopting a hybrid data infrastructure is D. Strict enforcement of RBAC
upvoted 2 times

© & Adabach 7 months, 2 weeks ago
While A. is a good practice, it's not the core principle of defense in depth. Defense in depth focuses on layering controls, not just separating them.
upvoted 1 times

B & fac161f 1 year, 1 month ago
B is the correct answer, A just mentions separate controls for platforms and programs. This is not a example of Layered defense. In regard to B, we
havet Authentication as a example and 3 types of controls applied to it. This is considered Layered.
upvoted 1 times

E & Hugo1717 2 years, 2 months ago

Selected Answer: A

The correct answer is A. Separate security controls for applications, platforms, programs, and endpoints.

Explanation: Defense in depth is a comprehensive strategy that involves implementing multiple layers of security controls at various levels within an
organization's IT infrastructure. Given the scenario of adopting a hybrid data infrastructure and transferring non-core applications to cloud service
providers while maintaining core business functions in-house, applying a defense in depth strategy would involve creating multiple layers of security
controls to safeguard the organization's assets.

Option A is the most aligned with the principles of defense in depth, as it suggests having separate security controls for different components of the
IT environment, including applications, platforms, programs, and endpoints. This approach ensures that even if one layer of security is breached,
other layers provide protection.

upvoted 3 times

E & Sammy65 2 years, 3 months ago
A: es defensa en profundidad. Que inlcuye la b.
upvoted 1 times

B & karanvp 2 years, 4 months ago

Additional Layer of protection. Example, MFA is additional protection for login
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upvoted 1 times
B & richck102 2 years, 5 months ago
A. Separate security controls for applications, platforms, programs, and endpoints
upvoted 1 times

B & CarlPTY07 2 years, 7 months ago
this is defense in depth, which is a holistic approach. not only one slide of the problem.
upvoted 3 times

E & KANLA 2 years, 9 months ago
Defense in depth strategy of keeping the CIA of an information asset is both a holistic and comprehensive method of securing applications,
programs, platforms and endpoints.
upvoted 1 times

B & Broesweelies 2 years, 9 months ago
A. Separate security controls for applications, platforms, programs, and endpoints best describes the defense in depth strategy.
Defense in depth strategy is a security approach that uses multiple layers of security controls to protect an organization's infrastructure. It is used to
protect against various types of threats and vulnerabilities by creating multiple barriers that an attacker must bypass before reaching the target.
In this context, implementing separate security controls for applications, platforms, programs, and endpoints allows the organization to protect
different aspects of its hybrid data infrastructure, which is composed of cloud and on-premises components. This approach can include different
security solutions to provide different layers of protection, such as firewalls, intrusion detection systems, intrusion prevention systems, security
information and event management (SIEM) systems, encryption, and access controls, among others. It can be used to protect the infrastructure, data,
and applications, and help the organization to achieve a high level of security and compliance.

upvoted 2 times

E & MyKasala 2 years, 10 months ago
A’is correct
upvoted 1 times

E & aokisan 2 years, 11 months ago
depth strategy means A.
upvoted 2 times

& & Ziggybooboo 2 years, 10 months ago
Disagree, B is layers of the onion, (defense in depth), ,ultiple different ways of protection
upvoted 3 times

B & aokisan 2 years, 10 months ago
https://www.buffalotech.com/blog-helpful-tips/defense-in-depth-a-comprehensive-strategy-for-evolving-cyberthreats
Defense in depth is a holistic approach to cybersecurity. not onion.

upvoted 1 times

& & fac161f 1 year, 1 month ago
Your link supports answer B, which is best answer among the other options that reflects Defense in Depth in regard to layers.
upvoted 1 times
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Question #187 Topic 1

Which of the following is an information security manager's BEST approach when selecting cost-effective controls needed to meet business
objectives?

A. Conduct a gap analysis.
B. Focus on preventive controls.
C. Align with industry best practice.

D. Align with the risk appetite.

Suggested Answer: D

Community vote distribution
D (75%) A (25%)

E & Broesweelies 2 years, 3 months ago
D. Align with the risk appetite is the information security manager's best approach when selecting cost-effective controls needed to meet business
objectives.
The risk appetite is the level of risk that an organization is willing to accept in order to achieve its objectives. It is a key consideration when selecting
controls, as it determines how much the organization is willing to invest in security.
A security manager should align the controls with the risk appetite by considering the potential impact of a security incident on the organization and
the likelihood of it occurring. This approach allows the security manager to select cost-effective controls that are appropriate for the organization's
specific needs and budget, while also ensuring that the organization's assets and operations are protected. This approach also allows the
organization to prioritize the most critical risks and allocate resources accordingly, ensuring that the most important risks are addressed first.

upvoted 8 times

© & Learner76 1year, 5 months ago
Risk appetite - Company at different maturity level have different risk appetite and have different view on spending. E.g Startup could be more risk
adverse and willing to take more risk therefore spend less on security
upvoted 1 times

B & wickhaarry 1 year, 7 months ago
A: Conduct Gap Analysis , Page 64 . Gap Analysis areas of review include Effective controls that have been designed , implemented and maintained
upvoted 2 times

& & cidigi 1year ago
you got it wrong, The page is not referring to COST-effective controls.

The answer to this question is page 104, "Risk assessment....s used as a basis for identifying appropriate and cost-effective controls " And then is
mentioning the 4 areas that make up Risk Posture ( Risk Identification, Analysis, Evaluation etc.
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
D
By aligning with the risk appetite, an information security manager ensures that the security controls implemented are in line with the organization's
overall risk tolerance. This approach allows for a balanced and cost-effective selection of controls that are neither overly restrictive nor insufficient
for the organization's needs.
upvoted 1 times

B & karanvp 1 year, 10 months ago
Answer D: Capability of Control is enough to achieve Accepted Risk level
upvoted 1 times

B & richck102 1 year, 11 months ago
A. Conduct a gap analysis.
upvoted 1 times
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E & dedfef 2 years, 1 month ago

Selected Answer: A

some of the controls you already have in place may mitigate risk therefore reducing the need for new controls
upvoted 1 times

& & aokisan 2 years, 4 months ago

Selected Answer: A

at first, choose gap analysis.
upvoted 2 times
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Question #188 Topic 1

A risk was identified during a risk assessment. The business process owner has chosen to accept the risk because the cost of remediation is
greater than the projected cost of a worst-case scenario. What should be the information security manager's NEXT course of action?

A. Document and schedule a date to revisit the issue.
B. Document and escalate to senior management.
C. Shut down the business application.

D. Determine a lower-cost approach to remediation.

Suggested Answer: A

Community vote distribution
NG B (33%)

© & p2D2 2 years, 11 months ago
| feel that It should be B. Document and present it to senior leadership of the noncompliance and have them decide since they're ultimately
accountable. Open to suggestions.
upvoted 11 times

& & Ziggybooboo 2 years, 10 months ago
Difficult one as business process owner has accepted the risk already,
upvoted 3 times

& & Noragretz 9 months, 2 weeks ago
| believe only senior management can accept a risk, not a business owner.
upvoted 1 times

B & Broesweelies [[IIIALGL 3 2 years, 9 months ago
Selected Answer: A

A. Document and schedule a date to revisit the issue.

When a risk has been identified and the business process owner has chosen to accept it, the information security manager's next course of action
should be to document the decision and schedule a date to revisit the issue in the future. This allows the organization to periodically review the risk
and determine if the cost of remediation has decreased, the risk has changed, or the impact of the risk has increased. This also allows the
organization to track the risk over time and make informed decisions about whether to accept or mitigate the risk in the future.

upvoted 7 times

B & mih [IEIZZNE) 4 months, 2 weeks ago
An open risk must be documented, and management's buy-in should be obtained on this matter. Option A looks like procasitanating
upvoted 1 times

E & hohan 9 months, 3 weeks ago
| believe its B, risk that is not mitigated event if business owner agreed to accept it need to be addressed to senior management
upvoted 1 times

B & JosefdCISM 1 year ago
I think A Cannot be correct. A basically says that the remediation is not cost effective and therefore it should be accepted. However, a risk should
only be accepted, if the risk is below the acceptable risk level. Hence, the security manager may recommend a more cost effective way to mitigate the
risk - therefore answer D should be correct.
upvoted 1 times

E & cChaser 1 year, 5 months ago
Close but scheduling a date is to vague. B makes more sense. Also, should be management's decision.
upvoted 1 times

© & nuel_12 1 year, 7 months ago

Selected Answer: B
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B is the choice, business owner could be a leader or a head in a particular unit in an organization, he does not have the final say, so document and
escalate to senior management is the best choice for them to decide
upvoted 1 times
=) & POWNED 1 year, 11 months ago
Need to notify senior management of the BPO's decision. Answer is B
upvoted 2 times

= & sphenixfire 2 years, 1 month ago
B, bpo cannot accept risk
upvoted 2 times

& & richck102 2 years, 5 months ago
A. Document and schedule a date to revisit the issue.
upvoted 2 times

& & aokisan 2 years, 10 months ago

Selected Answer: A

Ais correct answer.
upvoted 4 times
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Question #189 Topic 1

An organization wants to integrate information security into its human resource management processes. Which of the following should be the
FIRST step?

A. Identify information security risk associated with the processes
B. Assess the business objectives of the processes
C. Evaluate the cost of information security integration

D. Benchmark the processes with best practice to identify gaps

Suggested Answer: B

Community vote distribution
B (76%) A (24%)

E & dark_3k03r ([TIIREELS 1 year, 11 months ago

TLDR: The order of operations is why it's (B)

B. Assess the business objectives of the processes

A. Identify information security risk associated with the processes
D. Benchmark the processes with best practice to identify gaps

C. Evaluate the cost of information security integration

Long Version:
The correct answer is (B) B. Assess the business objectives of the processes. And the way to think about this is in terms of the order in which these
steps occur.

Rationale:
As mentioned by Wladysk, you first have to know what's important to the business and how the business works to get the context necessary for
alignment. Thus (B) is the first step.

Next, the organization needs to find the security risk for those processes based on what order of importance for enterprise as was determined in (B)
and thus why (A) is the second answer.

With the process and risk now evaluated, countermeasures need to be determined and this is what (D) is for.

Finally, this has to be created into a business case for the business. So this is what C is for.
upvoted 9 times

O & helgd20 [IEITRNE) 11 months, 4 weeks ago

B. Assess the business objectives of the processes

When an organization seeks to integrate information security into its human resource management processes, the first step should be to assess the

business objectives of these processes. Understanding what the organization aims to achieve through its HR processes lays the foundation for

identifying how information security can support, enhance, and protect these objectives. This strategic alignment ensures that subsequent steps,

such as identifying information security risks, evaluating integration costs, and benchmarking against best practices, are focused and driven by the

organization's core goals and needs. By starting with a clear understanding of business objectives, the organization can ensure that information

security integration effectively supports its mission, enhances process efficiency, and safeguards sensitive information throughout the HR lifecycle.
upvoted 1 times

B & oluchecpoint 1 year, 3 months ago

Selected Answer: B

B
Understanding the business objectives helps you align information security goals with the overall goals and priorities of the organization.
upvoted 1 times

B & oluchecpoint 1 year, 8 months ago
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B
Understanding the business objectives helps you align information security goals with the overall goals and priorities of the organization.
upvoted 1 times

& richck102 1 year, 11 months ago
B. Assess the business objectives of the processes
upvoted 1 times

& Wladysk 2 years, 3 months ago
Tricky question, but | will go with B based on assumpton that you have to understand the business objectives before you can calculate the risks. IAW
the ISACA book the eterprize must prioritize risk treatment according to its business objectives.

upvoted 4 times

E & cosmodng 2 years, 1 month ago
| concur
upvoted 1 times

& HaniMAIsh 2 years, 3 months ago
It should be A
upvoted 2 times

& Broesweelies 2 years, 3 months ago

Selected Answer: A

A. Identify information security risk associated with the processes.

It is important to first identify any potential information security risks associated with the human resource management processes before taking any
further steps. This will help the organization understand the potential vulnerabilities and threats that need to be addressed, and will inform the
development of an effective information security strategy for the processes. Once the risks have been identified, the organization can then move on
to assessing business objectives, evaluating the cost of integration, and benchmarking with best practices to identify gaps.

upvoted 4 times
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Question #190 Topic 1

The MOST effective way to continuously monitor an organization's cybersecurity posture is to evaluate its:

A. compliance with industry regulations.
B. key performance indicators (KPIs).
C. level of support from senior management.

D. timeliness in responding to attacks.

Suggested Answer: D

Community vote distribution
B (87%) 7%

B & Broesweelies [[TINALCL D 2 years, 3 months ago
Selected Answer: B

B. key performance indicators (KPIs).

Continuously monitoring an organization's cybersecurity posture effectively is best done by evaluating its key performance indicators (KPIs). KPIs are
a set of quantifiable measurements that organizations use to track and evaluate their performance against specific goals or objectives. They can be
used to measure various aspects of an organization's cybersecurity posture, such as its ability to detect and respond to threats, the effectiveness of
its security controls, and its overall security risk profile. By regularly monitoring and evaluating these KPIs, organizations can identify areas where
they need to improve and make adjustments to their cybersecurity strategies accordingly.

While compliance with industry regulations, level of support from senior management and timeliness in responding to attacks are important aspects
of cybersecurity, Key performance indicators (KPIs) give a more holistic view of the organization cybersecurity posture and help the organization to
track progress over time.

upvoted 8 times

© & afbab17 ([EELEEHEY 11 months ago
You cannot predict posture bases on KPIs. Posture is about what you do with the KPIs. Timeliness give an indication of the posture.
upvoted 2 times

E & e891cd1 1 year, 1 month ago
B would be more effective to "continuously monitor" an organization posture. D just pertains to responding to incidents and not the organization
posture.
upvoted 1 times

B & peelu 1 year, 4 months ago
Key performance indicators (KPIs).
upvoted 1 times

B & CISM2023 1 year, 7 months ago
Establish, monitor, evaluate and report key
information security metrics to provide
management with accurate and meaningful
information regarding the effectiveness of the
information security strategy.
, key performance indicators

upvoted 2 times

B & oluchecpoint 1 year, 8 months ago
B is right
upvoted 1 times

E & Agamennore 1 year, 8 months ago

Selected Answer: B
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KPI for continuous monitoring and improvement
upvoted 1 times

& wello 1 year, 11 months ago

KPIs is the answer.
upvoted 2 times

& richck102 1 year, 11 months ago
B. key performance indicators (KPIs).
upvoted 1 times

& mad68 1 year, 11 months ago

Selected Answer: B

B. key performance indicators (KPIs).

Key performance indicators (KPIs) are metrics or measurable indicators that provide insights into the organization's cybersecurity posture and
performance. By establishing and monitoring relevant KPIs, an organization can assess its security controls, identify trends, measure the
effectiveness of security measures, and detect any potential vulnerabilities or weaknesses.

KPIs can include metrics such as the number of security incidents, response times to incidents, percentage of systems patched and updated,
successful phishing attempts, employee security awareness training completion rates, and other relevant indicators. These metrics provide a
quantitative and objective view of the organization's security posture, allowing for ongoing monitoring, analysis, and adjustment of security
measures.

upvoted 2 times

& Abhey 2 years ago
KPIs are measurable values that demonstrate how effectively an organization is achieving its cybersecurity goals and objectives. By monitoring KPIs
regularly, organizations can quickly identify potential cybersecurity issues and take proactive steps to address them. Examples of cybersecurity KPIs
include the number of incidents detected, incident response time, and effectiveness of security controls.

upvoted 1 times

& MyKasala 2 years, 4 months ago
Alis correct
upvoted 1 times

© & MyKasala 2 years, 4 months ago
Sorry B is correct
upvoted 2 times

& DelTrotter 2 years, 4 months ago
Effectiveness -> metrics, i.e. KPls.
upvoted 4 times

& D2D2 2 years, 5 months ago
Correct me if | am wrong, the answer should be B. What are your thoughts?
upvoted 1 times

& & Ziggybooboo 2 years, 4 months ago
Yes after consideration | agree
upvoted 1 times
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Question #191 Topic 1

Which of the following would provide the HIGHEST level of confidence in the integrity of data when sent from one party to another?

A. Harden the communication infrastructure.
B. Require files to be digitally signed before they are transmitted.
C. Enforce multi-factor authentication on both ends of the communication.

D. Require data to be transmitted over a secure connection.

Suggested Answer: B

Community vote distribution
B (100%)

B & ATT5832 1 year ago
D. Digital signatures verify nonrepudiation, not data integrity. Although not a great selection, D is the best selection on this list.
upvoted 1 times

B & cidigi 1 year, 7 months ago
B:
Digital signatures authenticate sender, the receiver and the integrity of a message.

Secure transfer means ENCRYPTION. Encryption=Confidentiality, not integrity.

See also QAE Domain 3, question 48 (paper version)
Good luck
upvoted 3 times

© & OlaYiMiKa 1 year, 3 months ago
Well said/explained
upvoted 1 times

E & Hugo1717 2 years, 2 months ago

Selected Answer: B

The correct answer is B. Require files to be digitally signed before they are transmitted.

Explanation: Digital signatures provide a high level of confidence in the integrity and authenticity of data when it is sent from one party to another.
When files are digitally signed, they are encrypted using the sender's private key, and the recipient can use the sender's public key to decrypt and
verify the signature. This process ensures that the data has not been tampered with during transit and that it indeed originated from the expected
sender.

upvoted 3 times

E & todush 2 years, 2 months ago
Sorry but digital signature has no impact on integrity, only on authentication and non-repudiation. So the only possible response in the list is response
D. A more relevant response would have been "hashing" but it's not in the list.
upvoted 2 times

& & richck102 2 years, 5 months ago
B. Require files to be digitally signed before they are transmitted.
upvoted 1 times

B & mad68 2 years, 5 months ago

Selected Answer: B

B. Require files to be digitally signed before they are transmitted.

Requiring files to be digitally signed before transmission ensures data integrity and authenticity. Digital signatures use cryptographic techniques to
verify that the data has not been tampered with during transit and that it originated from the expected sender. The digital signature provides a strong
assurance that the data has not been altered and that it comes from a trusted source.


https://www.examtopics.com/user/ATT5832/
https://www.examtopics.com/user/ATT5832/
https://www.examtopics.com/user/ATT5832/
https://www.examtopics.com/user/cidigi/
https://www.examtopics.com/user/cidigi/
https://www.examtopics.com/user/cidigi/
https://www.examtopics.com/user/OlaYiMiKa/
https://www.examtopics.com/user/OlaYiMiKa/
https://www.examtopics.com/user/OlaYiMiKa/
https://www.examtopics.com/user/Hugo1717/
https://www.examtopics.com/user/Hugo1717/
https://www.examtopics.com/user/Hugo1717/
https://www.examtopics.com/user/todush/
https://www.examtopics.com/user/todush/
https://www.examtopics.com/user/todush/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/richck102/
https://www.examtopics.com/user/mad68/
https://www.examtopics.com/user/mad68/
https://www.examtopics.com/user/mad68/

upvoted 1 times



Question #192 Topic 1

Which of the following is MOST important to the successful implementation of an information security program?

A. Establishing key performance indicators (KPIs)
B. Obtaining stakeholder input
C. Understanding current and emerging technologies

D. Conducting periodic risk assessments

Suggested Answer: B

Community vote distribution
B (67%) D (33%)

B & pizzab0i 10 months, 3 weeks ago
If you don't have stakeholder input (business unit leaders, end users) how do you know the value to the assets when conducting risk assessments?
upvoted 1 times

B & helg420 1 year, 5 months ago

Selected Answer: D

I'm going with D on this one.

Periodic risk assessments help identify vulnerabilities that may threaten regular operations and, consequently, an organization's reputation. By
improving the overall cybersecurity defense posture, protecting endpoint devices, and minimizing potential damage from specific threats, risk
assessments play a crucial role in shaping and maintaining the resilience of information security programs.

While establishing KPIs, obtaining stakeholder input, and understanding current and emerging technologies are essential components of an
information security program, conducting periodic risk assessments provides the necessary context and intelligence to inform these activities,
making it the cornerstone of a successful information security strategy.

upvoted 2 times

& & richck102 2 years, 5 months ago

Selected Answer: B

B. Obtaining stakeholder input
upvoted 4 times
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Question #193 Topic 1

Which of the following is the BEST way to strengthen the alignment of an information security program with business strategy?

A. Establishing an information security steering committee
B. Increasing the frequency of control assessments
C. Providing organizational training on information security policies

D. Increasing budget for risk assessments

Suggested Answer: A

Community vote distribution
A (100%)

& & oluchecpoint 1 year, 2 months ago
A.
This committee typically consists of key stakeholders from both the information security and business sides of the organization, including senior
management and executives. It serves as a forum for strategic discussions and decision-making related to information security.
upvoted 1 times

& & richck102 1 year, 5 months ago

Selected Answer: A

A. Establishing an information security steering committee
upvoted 1 times
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Question #194 Topic 1

Which of the following is necessary to determine what would constitute a disaster for an organization?

A. Recovery strategy analysis
B. Backup strategy analysis
C. Risk analysis

D. Threat probability analysis

Suggested Answer: C

Community vote distribution
)

B & Broesweelies [[LALGL D 1 year, 9 months ago
Selected Answer: C

C. Risk analysis

To determine what would constitute a disaster for an organization, it is necessary to conduct a risk analysis. This process involves identifying and
evaluating potential threats to the organization's operations and assets, as well as assessing the impact of those threats. The result of this analysis
is a comprehensive understanding of the risks facing the organization, including the likelihood of a particular threat occurring and the potential
impact if it were to occur. This information is then used to prioritize risks and develop appropriate risk mitigation strategies, including disaster
recovery and business continuity plans.

upvoted 10 times

© & todush [TEITENNE) 1 year, 2 months ago
Risk analysis relies on threat analysis and probability of occurrence. A disaster is only evaluated through impact and recovery strategy analysis,
whatsoever the probability of occurrence. So the response is A.
upvoted 1 times

& & richck102 1 year, 5 months ago
C. Risk analysis or A. Recovery strategy analysis ?
upvoted 1 times
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Question #195 Topic 1

Management has announced the acquisition of a new company. The information security manager of the parent company is concerned that
conflicting access rights may cause critical information to be exposed during the integration of the two companies. To BEST address this concern,
the information security manager should:

A. escalate concerns for conflicting access rights to management.
B. review access rights as the acquisition integration occurs.
C. implement consistent access control standards.

D. perform a risk assessment of the access rights.

Suggested Answer: C

Community vote distribution
D (56%) C (44%)

B & pizzab0i 10 months, 3 weeks ago
You want to understand your risk before you implement anything. D before C.
upvoted 2 times

& & Noragretz 9 months, 2 weeks ago
Agree. Validate your concern first.
upvoted 1 times

B & JosefdCISM 1 year ago
C is jumping right to the solution already - therefore its wrong. You need to understand the risk first and than act on it.
upvoted 3 times

E & oluchecpoint 2 years, 2 months ago
C.
This proactive approach involves establishing a standardized set of access control policies and procedures that will be applied consistently across
both the parent company and the newly acquired company.
upvoted 1 times

© & Hugo1717 2 years, 2 months ago

Selected Answer: C

The correct answer is C. Implement consistent access control standards.

By implementing consistent access control standards, the organization ensures that access rights are aligned and harmonized across both
companies. This approach helps prevent conflicts and discrepancies in access permissions that could lead to information exposure. It also
establishes a clear framework for managing access and ensures that access rights are granted based on defined roles, responsibilities, and business
needs.

Why its not D: Performing a risk assessment of access rights is valuable, but it should be coupled with the implementation of standardized access
control practices to effectively mitigate the risk of exposure due to conflicting access rights.
upvoted 2 times

& & cidigi 1 year, 7 months ago
1st step is to define, if there is a risk, what is the risk etc. And then having that, you go to the senior management and express your concerns.
upvoted 1 times

B & wello 2 years, 5 months ago
verify the risk, them act on it.
upvoted 1 times

E & wello 2 years, 5 months ago
Security manager is not sure whether the different access controls will cause a problem. We need to assess risk first to determine the problems and
the fix it.


https://www.examtopics.com/user/pizzab0i/
https://www.examtopics.com/user/pizzab0i/
https://www.examtopics.com/user/pizzab0i/
https://www.examtopics.com/user/Noragretz/
https://www.examtopics.com/user/Noragretz/
https://www.examtopics.com/user/Noragretz/
https://www.examtopics.com/user/Josef4CISM/
https://www.examtopics.com/user/Josef4CISM/
https://www.examtopics.com/user/Josef4CISM/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/oluchecpoint/
https://www.examtopics.com/user/Hugo1717/
https://www.examtopics.com/user/Hugo1717/
https://www.examtopics.com/user/Hugo1717/
https://www.examtopics.com/user/cidigi/
https://www.examtopics.com/user/cidigi/
https://www.examtopics.com/user/cidigi/
https://www.examtopics.com/user/wello/
https://www.examtopics.com/user/wello/
https://www.examtopics.com/user/wello/
https://www.examtopics.com/user/wello/
https://www.examtopics.com/user/wello/
https://www.examtopics.com/user/wello/

upvoted 1 times
B & richck102 2 years, 5 months ago
C. implement consistent access control standards.
upvoted 1 times

E & romero318 2 years, 5 months ago
The question is simple. How do we " BEST " address the concern. Risk assessment is what you do first to see where the problems are but to address
them you will implement access controls. So C is the answer
upvoted 2 times

& & AlexJacobson 1 year, 9 months ago
Infosec manager is "concerned", he's not sure. To be sure he has to assess the situation and risks. Only after that he can go ahead and to other
things.
upvoted 1 times

B & cidigi 1 year, 7 months ago
To address the COncern, not to Address the Problem, cos we dont know if there is a problem in first place.

So to address the concern, you do a risk assessment.
upvoted 1 times

E & Abhey 2 years, 6 months ago
Assess the risk first.
upvoted 1 times

B & DelTrotter 2 years, 10 months ago
The question does not state what to do FIRST, but how to BEST address the concern.
So, in this case some consistent approach regarding access rights should be taken.
upvoted 4 times

B & aokisan 2 years, 11 months ago
at first, need to asset risk.
upvoted 3 times

& & Ziggybooboo 2 years, 11 months ago
Would you not risk asses first?
upvoted 2 times
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Question #196 Topic 1

Which of the following metrics provides the BEST measurement of the effectiveness of a security awareness program?

A. Variance of program cost to allocated budget
B. The number of security breaches
C. Mean time between incident detection and remediation

D. The number of reported security incidents

Suggested Answer: C

Community vote distribution
D (96%) 4%

B & Dorcy [FLALEL ) 2 years ago

awareness increase number of reported incidents
upvoted 8 times

© & edmamol 7 months, T week ago
The number of reported incidents shows a behaviour change in the staff due to the awareness trainings they received. These reports came in from
staff members of the company which means they are wiser to phishing and other cyber attempts.
upvoted 1 times

B & Hugo1717 1 year, 2 months ago

Selected Answer: D

The correct answer is D. The number of reported security incidents.

Explanation: The number of reported security incidents provides the best measurement of the effectiveness of a security awareness program. An
effective security awareness program aims to educate employees and users about security best practices, policies, and procedures. When users are
more aware of security risks and how to respond to them, they are more likely to report suspicious activities or potential security incidents.

upvoted 2 times

© & karanvp 1 year, 4 months ago
I think C is not a correct answer; C may be correct answer if ask to measure the effectiveness of Security Response Program. But here the question is
to measure the ffectiveness of Training program
upvoted 1 times

& & wello 1 year, 5 months ago
D for sure.
upvoted 1 times

& & richck102 1 year, 5 months ago
D. The number of reported security incidents
upvoted 1 times

B & madé8 1 year, 5 months ago

Selected Answer: D

D. The number of reported security incidents.

The number of reported security incidents can be a valuable metric in evaluating the effectiveness of a security awareness program. When employees
are well-educated and aware of security practices, they are more likely to recognize and report potential security incidents. An increase in the number
of reported incidents can indicate that employees are actively engaged in the security program and are actively identifying and reporting suspicious
activities or potential threats.

upvoted 3 times

© & dark_3k03r 1 year, 6 months ago
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The correct answer is D: D. The number of reported security incidents. The reason is that as more employees are aware of potential security incidents
they will report more.

Rationale:
(A) Cost has nothing to do with the effectiveness of a program.
(B) Th number can go up or down, this has less to with the awareness of the employees, but the effectiveness of the controls.
(C) Meantime is great for measuring the response process but has little to do with the detection process which is the aim of a security awareness
program.
upvoted 3 times
E & baranikumar_v 1 year, 10 months ago
D. number of reported incidents by employees would tend to increase after the training
upvoted 1 times

E & DelTrotter 1 year, 10 months ago
Here the question asks how to measure security awareness and awareness programme is dedicated to the entire organization -> so, cannot be that
employees would analyze and solve the incident, the answer cannot be C. The answer should be D -> increased number incidents detected by
employees who are better trained to detect it after awareness was conducted.
upvoted 3 times

B & D2D2 1 year, 11 months ago

Q312 also states security awareness program effectiveness = increased reports
upvoted 3 times

© & EZPASS 1 year, 11 months ago
| agree. The answer is D.
upvoted 2 times

B & trevOr 2 years ago
EFFECTIVENESS is a key word in this question --> C
upvoted 1 times

& & wello 1 year, 5 months ago
actually SECURITY AWARENESS PROGRAM is the key words here.
upvoted 2 times

B & Misaki11 2 years, 1 month ago
The mean time of reported and remediation would not be affected by awareness training
upvoted 3 times

& & Ziggybooboo 2 years ago
Agreed, B or C for me
upvoted 1 times
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Question #197 Topic 1

The ULTIMATE responsibility for ensuring the objectives of an information security framework are being met belongs to:

A. the board of directors.
B. the information security officer.
C. the steering committee.

D. the internal audit manager.

Suggested Answer: A

Community vote distribution
A (100%)

© & POWNED 11 months, 4 weeks ago

Selected Answer: A

Serving as a critical pillar of organizational leadership and oversight, the board plays a pivotal role in:

Risk management: A board committee sets up risk management frameworks, reviews risk mitigation strategies, and monitors the effectiveness of
internal controls to protect the organization from potential threats.
Shareholder protection: The board has a fiduciary duty to shareholders, safeguarding their interests and maximizing shareholder value. It ensures
shareholders receive accurate and timely information, promoting transparency in financial reporting and disclosure.
Stakeholder engagement: The board engages with various stakeholders, including employees, customers, suppliers, and communities. It considers
their interests and concerns, fostering positive relationships and ensuring the company’s actions align with societal expectations.

upvoted 1 times

5 & richck102 1 year, 5 months ago

Selected Answer: A

A. the board of directors.
upvoted 1 times
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Question #198 Topic 1

Which of the following is MOST likely to affect an organization's ability to respond to security incidents in a timely manner?

A. Lack of senior management buy-in
B. Inadequate detective control performance
C. Misconfiguration of security information and event management (SIEM) tool

D. Complexity of network segmentation

Suggested Answer: B

Community vote distribution
NG B (34%) 7%

E & mad68 2 years, 5 months ago
The "CISM Review Manual, 16th Edition eBook*", section 4.2.20 states: "Lack of management buy-in and organizational consensus- Most challenges
result from a lack of management buy-in..... When an incident occurs, the management response may not be provided as expected, thus hindering
incident management efforts.
upvoted 10 times

E & JosefaCisM [FIIEEELY 1 year ago

Just a hint to rule out some of the answer options: Often the naswer options mean the same thing, bit are described differently. In this case, B and C
are the same as a misconfigured SIEM (answer C) is a inadequate detective control (answer B). Such answer options are most likely wrong! In this
case answer A is right.

upvoted 5 times

E & fadidab 4 months, 1 week ago

A SIEM tool is central to detecting and correlating security events across the organization.
If misconfigured, it may:
Fail to generate alerts for real threats
Generate too many false positives (causing alert fatigue)
Delay detection, investigation, and escalation
upvoted 1 times

E & oluchecpoint 1 year, 5 months ago

B. Inadequate detective control performance

Inadequate detective control performance is the most likely factor to affect an organization's ability to respond to security incidents in a timely
manner. Detective controls are a crucial component of a comprehensive cybersecurity strategy, as they help identify security incidents and threats as
they occur or shortly after they happen.

upvoted 4 times

& & Raven89 1 year ago
without senior management there are not detective controls approved
upvoted 1 times

B & e891cd1 1 year, 7 months ago
B..The first stage in incident management is Identification and Detection.
upvoted 2 times

E & UnoMigz 1 year, 11 months ago

Selected Answer: D

Take note of the "Timely manner". and they're about to "Respond".
It assumes that all controls are implemented but it was not properly setup.

Correct answer is D
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upvoted 2 times

B & oluchecpoint 2 years, 2 months ago

S

S

B. Inadequate detective control performance

Inadequate detective control performance is the most likely factor to affect an organization's ability to respond to security incidents in a timely
manner. Detective controls are a crucial component of a comprehensive cybersecurity strategy, as they help identify security incidents and threats as
they occur or shortly after they happen.

upvoted 1 times

& Agamennore 2 years, 2 months ago
IMHO is B due to the sentence “in a timely manner”, and the support of management doesn't affect timing
upvoted 4 times

& Hugo1717 2 years, 2 months ago

Selected Answer: B

The correct answer is B. Inadequate detective control performance.

Explanation: Detective controls are security measures designed to identify and alert an organization about security incidents or breaches after they
have occurred. If these controls are inadequate or not performing effectively, it can significantly impact an organization's ability to detect security
incidents in a timely manner.

Option A, "Lack of senior management buy-in," can impact the overall support and resources allocated to incident response efforts, but it is not as
directly related to the technical ability to respond to incidents.
upvoted 4 times

& sham222 2 years, 3 months ago
Keyword here is "organization". Had the question been about "an engineer's" ability to respond, then maybe B or C would be a better answer. But since
this is referring to the entire org, then | believe management would be the factor causing the lack of resources, budget, best hiring practices, tooling,
etc.

upvoted 4 times

& ddharia94 2 years, 4 months ago
Itis B.
upvoted 1 times

& richck102 2 years, 5 months ago
A. Lack of senior management buy-in
upvoted 2 times

& Abhey 2 years, 6 months ago
All of the given options may affect an organization's ability to respond to security incidents in a timely manner, but the MOST likely one is B.
Inadequate detective control performance. Detective controls are used to identify potential security incidents and initiate a response. If these
controls are not performing effectively, incidents may go undetected or not be identified in a timely manner, which could significantly impact the
organization's ability to respond to incidents in a timely manner.

upvoted 2 times

& CarlPTY07 2 years, 7 months ago

Selected Answer: A
Clearly A

upvoted 4 times

& Broesweelies 2 years, 8 months ago

Selected Answer: A

The correct answer is A. Lack of senior management buy-in.

A lack of buy-in from senior management can result in limited resources, insufficient budget allocation, and a lack of prioritization for incident
response. This can negatively impact an organization's ability to respond to security incidents in a timely manner.
upvoted 4 times
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Question #199 Topic 1

After a server has been attacked, which of the following is the BEST course of action?

A. Isolate the system.
B. Initiate incident response.
C. Conduct a security audit.

D. Review vulnerability assessment.

Suggested Answer: B

Community vote distribution
B (65%) A (35%)

O & xcixcj [[TITEERLY 1 vear, 8 months ago

If it is DDOS attack, isolate system is helping attckers.
upvoted 5 times

& & 03allen 1 year, 6 months ago
Good example!
upvoted 1 times

E & themanzis ([TEI0a1e) 1 month, 3 weeks ago

The BEST answer is A. Isolate the system.

Here's why:

« First priority after a server attack is to contain the incident to prevent further damage, data loss, or spread to other systems.

« B. Initiate incident response is important, but it follows containment. You can't fully respond until the system is isolated.

+ C. Conduct a security audit and D. Review vulnerability assessment are post-incident or preventative activities, not immediate actions.

U Rule of thumb for CISA/incident questions:
1. Contain — 2. Eradicate — 3. Recover — 4. Review/Learn
upvoted 2 times

B & e891cd1 1 year, 7 months ago
A. initiate the incident response plan
upvoted 1 times

B & shervin2s 1 year, 7 months ago

Selected Answer: B

Isolation is part of IR.
upvoted 1 times

B & oluchecpoint 1 year, 9 months ago

Selected Answer: B

B. Initiate incident response.
Incident response involves a structured approach to addressing and managing a security incident.

Answer A is included is B
upvoted 3 times

B & AlexJacobson 1 year, 9 months ago
This question is actually pretty easy once you read it right. :) It asks for the "BEST course of action". Isolating the system isn't the solution, it's just
one step towards the solution. Initiating incident response is the solution, and part of IR is containment (isolation of the affected system), but the
thing is IR then goes further until the issue has been resolved.
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