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Question #1 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a server named Server1 that runs Windows Server.

You need to ensure that only specific applications can modify the data in protected folders on Server1.

Solution: From Virus & threat protection, you configure Controlled folder access.

Does this meet the goal?

A. Yes

B. No

Suggested Answer: A
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?view=0365-worldwide

Community vote distribution
A (88%) 13%

© & AvoKikinha ([[TITREZL 3 years, 5 months ago

Sorry A (True)

upvoted 5 times
B & Kiwi28 [IELETe) 1 month, 1 week ago

Took the exam on 20.09.2025 and most questions are not covered by this practice. Can you please update the exam with most recent quesitons?

upvoted 2 times

B & az01 1 month, 2 weeks ago
Selected Answer: A

Correct
upvoted 1 times

B & az01 1 month, 3 weeks ago
Selected Answer: A

Correct
upvoted 1 times

E & VerRi 1 month, 4 weeks ago

After the June 2025 update, this dummy (169Q) covers less than 40% of the questions.
upvoted 2 times

B & aaok 3 months, 1 week ago

Selected Answer: A

This topic is not keeping up with AZ-801 exam updates.

upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago

Yes. Controlled folder access.

upvoted 2 times

& & syu31sve 1 year, 1 month ago

Selected Answer: A

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/controlled-folders?view=0365-worldwide

Controlled folder access works by only allowing trusted apps to access protected folders
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https://support.microsoft.com/en-us/windows/allow-an-app-to-access-controlled-folders-b5b6627a-b008-2ca2-7931-7e51e912b034

Answer is Yes
upvoted 2 times
& & starseed 1 year, 1 month ago

upvoted 1 times

&) & amjr2352s 1 year, 11 months ago
Answer: A
upvoted 1 times

= & oro_blu 2 years, 4 months ago
https://support.microsoft.com/en-us/windows/allow-an-app-to-access-controlled-folders-b5b6627a-b008-2ca2-7931-7e51e912b034
upvoted 1 times

& & nefaxto 2 years, 8 months ago
Controlled folder access helps you protect valuable data from malicious apps and threats, such as ransomware
upvoted 3 times

& & Bojana 3 years, 5 months ago
correct answer
upvoted 3 times

=) & AvoKikinha 3 years, 5 months ago
Agree!
upvoted 2 times

& & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 2 times
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Question #2 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a server named Server1 that runs Windows Server.

You need to ensure that only specific applications can modify the data in protected folders on Server1.

Solution: From Virus & threat protection, you configure Tamper Protection

Does this meet the goal?

A. Yes

B. No

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?view=0365-worldwide

Community vote distribution
B (100%)

B & az01 1 month, 2 weeks ago
B is Correct
upvoted 1 times

B & az01 1 month, 3 weeks ago
No is correct
upvoted 1 times

B & starseed 1 year, 1 month ago
B. No is the answer
upvoted 1 times

B & syu31svc 2 years, 6 months ago

Selected Answer: B

From Virus & threat protection, you configure Controlled folder access

Answer is No
upvoted 1 times

B & Leocan 2 years, 10 months ago
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/prevent-changes-to-security-settings-with-tamper-protection?
source=recommendations&view=0365-worldwide

upvoted 2 times

B & nyashac 3 years ago
Tamper Protection in Windows Security helps prevent malicious apps from changing important Microsoft Defender Antivirus settings, including real-
time protection and cloud-delivered protection.
upvoted 4 times

B & perrito_css 3 years ago
Respuesta B
upvoted 2 times

E & AvoKikinha 3 years, 5 months ago

Selected Answer: B

B) False
upvoted 2 times
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& & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 2 times
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Question #3 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a server named Server1 that runs Windows Server.

You need to ensure that only specific applications can modify the data in protected folders on Server1.

Solution: From App & browser control, you configure the Exploit protection settings.

Does this meet the goal?

A. Yes

B. No

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?view=0365-worldwide

Community vote distribution
B (100%)

E & nyashac 3 years ago

Exploit protection helps protect devices from malware that uses exploits to spread and infect other devices. Mitigation can be applied to either the
operating system or to an individual app
upvoted 6 times

O & az01 [TELEE) 1 month, 2 weeks ago

B is Correct
upvoted 1 times

© & az01 1 month, 3 weeks ago

Selected Answer: B

No is correct
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago

Selected Answer: B

B->NO
upvoted 1 times

B & starseed 1 year, 1 month ago
Correct answer. B NO
upvoted 1 times

B & syu31sve 2 years, 6 months ago

Selected Answer: B

From Virus & threat protection, you configure Controlled folder access

Answer is No
upvoted 1 times

E & Leocan 2 years, 10 months ago

Selected Answer: B

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/exploit-protection?view=0365-worldwide
upvoted 2 times

E & AvoKikinha 3 years, 5 months ago

Selected Answer: B

B) False
upvoted 2 times
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& & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 2 times
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Question #4 Topic 1

DRAG DROP -

You have an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure Active Directory (Azure AD) tenant.

The AD DS domain contains a domain controller named DC1. DC1 does NOT have internet access.

You need to configure password security for on-premises users. The solution must meet the following requirements:

c» Prevent the users from using known weak passwords.

c® Prevent the users from using the company name in passwords.

What should you do? To answer, drag the appropriate configurations to the correct targets. Each configuration may be used once, more than once,
ornot at all.

You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Configurations Answer Area

Configure Azure AD Identity Protection.

On DC1:

Configure Azure AD Password Protection.

‘Install the Azure AD Pass-through Authentication Agent.

In Azure:

‘Install the Azure AD Password Protection DC agent.

‘ On a member server:
Install the Azure AD Password Protection proxy service. ‘

Suggested Answer:
Configurations | Answer Area
Configure Azure AD Identity Protection. ‘

OnDC1:

Install the Azure AD Password Protection DC agent. ‘

Configure Azure AD Password Protection. ‘

On a member server:

Install the Azure AD Password Protection proxy service. ‘

‘Install the Azure AD Pass-through Authentication Agent.

. Configure Azure AD Password Protection.
‘Install the Azure AD Password Protection DC agent. ‘ In Azure: ‘ 2 ‘

Install the Azure AD Password Protection proxy service. ‘

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy

© & az01 1 month, 2 weeks ago
Correct
upvoted 1 times

B & az01 1 month, 3 weeks ago
Correct
Install the Azure AD Password Protection DC agent
Install the Azure AD Password Protection proxy service
Configure Azure AD Password Protection.
upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago
It should be correct.
Install the Azure AD Passwoed Protection DC agent
Install the Azure AD Password Protection proxy service
Configure Azure AD Password Protection.
upvoted 4 times

E & starseed 1 year, 1 month ago
Correct answer
upvoted 2 times

E & RemmyT 1 year, 2 months ago
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On DC1 : Install the Microsoft Entra Password Protection DC agent.
On a member server : Install the Microsoft Entra Password Protection proxy service.
In Azure : Configure Microsoft Entra Password Protection

upvoted 1 times

B & calottal 2 years, 2 months ago
Correct answer!
upvoted 1 times

E & Techbiz 2 years, 2 months ago
The current answer is correct
upvoted 1 times

B & syu31svc 2 years, 6 months ago
Answer provided is correct and link given supports it
upvoted 3 times

E & kijken 2 years, 8 months ago
| would say first proxy then agent
upvoted 2 times

& & tfulanchan 2 years, 8 months ago
Disagree, see the link provided by wyindualizer:
Machines where the Azure AD Password Protection DC agent software will be installed can run any supported version of Windows Server,
including Windows Server Core editions.

All machines where the Azure AD Password Protection proxy service will be installed must run Windows Server 2012 R2 or later, including
Windows Server Core editions.
upvoted 3 times

B & wyindualizer 2 years, 8 months ago
https://github.com/MicrosoftDocs/azure-docs/blob/main/articles/active-directory/authentication/howto-password-ban-bad-on-premises-deploy.md
upvoted 3 times

B & Leocan 2 years, 10 months ago
In Azure, configure Password protection -> Custom banned passwords.
https://learn.microsoft.com/en-us/azure/active-directory/authentication/tutorial-configure-custom-password-protection
upvoted 2 times
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Question #5 Topic 1

HOTSPOT -

The Default Domain Policy Group Policy Object (GPO) is shown in the GPO exhibit. (Click the GPO tab.)
& Group Policy Management = O X
_# File Action View Window Help
= 25 gl
& Group Policy Management Default Domain Policy
~ A\ Forest: Fabrikam.com s Details Settings Delegati

v [55 Domains
~ 3 Fabrikam.com

- | X

DAl Dorein Poksy Default Domain Policy

& Domain Controllers E:Ia collected on: 10/18/2021 9:06:02 show all

. General

2] ServiceAccounts

-t Group Policy Objects
"% WMI Filters

[ Starter GPOs

v
33
mm%’!vvvvv
o

roup Policy Modeling
roup Policy Results

&

Policy Setting

Enforce password history 24 passwords remembered
Maximum password age 42 days

Minimum password age 1 days

Minimum password length 7 characters

Password must meet complexity  Enabled
requirements

Store passwords using reversible  Disabled
encryption

Account Policies/Account Lockout Policy

show

Account Policies/Kerberos Policy

show
Local Policies/Security Options

show
Public Key Policies/Encrypting File System

User Configuration (Enabled) i
. __hide
No settings defined.

The members of a group named Service Accounts are shown in the Group exhibit. (Click the Group tab.)



ServiceAccounts Properties ? X
General Members Member Of Managed By

Members:

Name Active Directory Domain Services Folder

S;ServiceAccounﬂ Fabrikam.com/ServiceAccounts

< >
. Remove

[ ok ]| cancel || Apply

An organizational unit (OU) named ServiceAccounts is shown in the OU exhibit. (Click the OU tab.)

] Active Directory Users and Computers - O X
File Action View Help
s 2@ 00z HmMteEmTYal
] Active Directory Users and Computers [Serverl.Fabrikam.com] | | Name Type Description
> & Save_d Queries &Sen.riceAccount‘l User
v gb;k?;i.com & ServiceAccount2 User
’ - %ServiceAccounts Security Group - Global

» =2 ClusterRoles

» [ ] Computers

5 2| Domain Controllers

» [ ] ForeignSecurityPrincipals

» (7] Managed Service Accounts
2 ServiceAccounts

» ] Users

You create a Password Settings Object (PS0) as shown in the PSO exhibit. (Click the PSO tab.)




= O X

Service Accounts Policy Tasks v | [SECTIONS + |
Password Settings | password Settings QIOID]
Directly Applies To X . ) )

Name: %< Service Accounts Policy Password age options:
Extensions Precedence: * 10 Enforce minimum password age
Enforce minimum password length User cannot change the password... ¢ |1
Minimum password length (characte... % |16 Enforce maximum password age
Enforce password history User must change the password af... ¢ 30
Number of passwords remembered: ¢ 12 Enforce account lockout policy: )
Password must meet complexity requirements Number of failed logon attempts allo... 4 5

Reset failed logon attempts count aft... ¢ 30
Account will be locked out
® For a duration of (mins): %k (60
Until an administrator manually unlocks the a...

[] Store password using reversible encryption

Protect from accidental deletion

Description:
Directly Applies To Q®®
Name - Mail
Extentions %) (a)
) More Information OK
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:
Answer Area
Statements Yes No
The password of ServiceAccount1 must be at least 16 characters long. @] @]
The password of ServiceAccount2 must be at least 16 characters long. @) @)
Accounts that have the Service Accounts Policy applied can change o o
their password to P@$$word1.
Suggested Answer:
Answer Area
Statements Yes No
The password of ServiceAccount1 must be at least 16 characters long. @) @)
The password of ServiceAccount2 must be at least 16 characters long. &) O
Accounts that have the Service Accounts Policy applied can change o o
their password to P@$$wOrd1. L
Reference:

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/introduction-to-active-directory-administrative-center-
enhancements--level-100-

#fine_grained_pswd_policy_mgmt

B & xxxxx85xx AL L D 1 year, 1 month ago

Yes - coz the fine-grained pwd policy apply to group ServiceAccounts (of which ServiceAccount1 is a member). Fine-Grained Password Policy override
Default Domain Policy GPO pwd settings.
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No - coz ServiceAccount? is not a member of the security group ServiceAccounts so it's get the Default Domain Policy GPO pwd settings.
No - coz the minimum password lenght for this group is at least 16 character lenght
upvoted 66 times
© & AirForLife [ IECLY 3 years, 2 months ago
Yes
No
No
upvoted 19 times

O & az01 [ZELEE) 1 month, 2 weeks ago
Yes
No
No
upvoted 1 times

B & az01 1 month, 3 weeks ago
Yes, No, No
upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago
Y (sure)
N (no sure)
Y (Sure)
upvoted 1 times

& & Escaruncho 8 months ago
And you are sure that the 3rd is Yes because?...
upvoted 1 times

B & BlackCat9588 9 months ago
Please explain why the Q2 is No. in 3rd picture, the ServiceAccount?2 is under the ServerAccount group.
upvoted 1 times

& & Escaruncho 8 months ago
Thought the same at first but | watched more carefully and the image shows that ServiceAccount? is in the ServiceAccounts OU (not group!) and
PSOs apply to users and groups, not OUs. | guess that's the reason.
upvoted 2 times

& & MaryMargh 1 year ago
Y
N
N the minimum password lenght for this group is at least 16 character lenght
upvoted 2 times

E) & starseed 1 year, 1 month ago
Yes
No
NO
upvoted 1 times

B & edykss_111 2 years, 2 months ago
Yes
No
No
upvoted 3 times

E & Techbiz 2 years, 2 months ago
Yes
No
No
The last one is "No" because it doesn't meet the minimum password length as presented in the exhibit.
upvoted 4 times

& & syu31sve 2 years, 6 months ago
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Yes
No
No

Fine Grain password policy requires at least 16 character length
upvoted 3 times

B & scribe 2 years, 9 months ago
YES
NO
NO (to short password for this policy)
upvoted 5 times

B & joehoesofat 2 years, 11 months ago
y - Serviceaccount1 is in the group
n- serviceaccount? is not-
n- the password is does not meet the policy criteria
upvoted 5 times

B & Pandaguo 3 years, 2 months ago
Service Account is Yes, coz the minimum password complexity has been checked.
upvoted 3 times
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Question #6 Topic 1

DRAG DROP -
Your network contains an Active Directory Domain Services (AD DS) domain.
You need to implement a solution that meets the following requirements:
c® Ensures that the members of the Domain Admins group are allowed to sign in only to domain controllers
c» Ensures that the lifetime of Kerberos Ticket Granting Ticket (TGT) for the members of the Domain Admins group is limited to one hour
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.
Select and Place:
Actions Answer Area

Create a Dynamic Access Control central access policy.

Configure the Kerberos Policy settings for the Default Domain
Policy Group Policy Object (GPO).

Create a Dynamic Access Control claim type.

Create an authentication policy.

' Assign the authentication policy silo to user and computer
accounts.

Create an authentication policy silo.

Suggested Answer:
Actions Answer Area

Create a Dynamic Access Control central access policy. Create an authentication policy.

Configure the Kerberos Policy settings for the Default Domain| | | Create an authentication policy silo.
Policy Group Policy Object (GPO).

Create a Dynamic Access Control claim type. :Ass'ign the authentication policy silo to user and computer
accounts.

Create an authentication policy.

'Assign the authentication policy silo to user and computer
accounts.

Create an authentication policy silo.

Reference:
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/how-to-configure-protected-accounts

© & allihadidave [[TITRECELY 1 vear, T month ago
Per the learn documentation:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/how-to-configure-protected-accounts#BKMK_CreateAuthNPolicySilos,

"At least one authentication policy must be created before an authentication policy silo can be created.”
upvoted 11 times

O & az01 [IELEENE) 1 month, 2 weeks ago
correct
upvoted 1 times

© & az01 1 month, 3 weeks ago
this seems correct
upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago
Create an authentication policy
Create an authentication policy silo
Assign the authentication policy silo to user and computer accounts.
Please let me know if | am worng
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upvoted 3 times
B & starseed 1 year, 1 month ago
correct answer
upvoted 1 times

E & smorar 1 year, 4 months ago
Why Not Configure the Kerberos Policy Settings in GPO?

The Kerberos policy settings in the Default Domain Policy GPO are more general and apply domain-wide. To meet the specific requirements
mentioned (restricting sign-ins and setting TGT lifetimes for a particular group), you need more granular control, which is provided by authentication
policies and silos.

1- Create an authentication policy silo.
2- Create an authentication policy.
3- Assign the authentication policy silo to user and computer accounts.

This sequence ensures that the Domain Admins group can only sign in to domain controllers and their TGT is limited to one hour.
upvoted 1 times

& & smorar 1 year, 4 months ago
Create an authentication policy silo: This groups accounts (such as Domain Admins) to which specific authentication policies will apply, helping to
isolate and manage these policies effectively.

Define the authentication policy: Once the silo is established, define the authentication policy specifying conditions and restrictions, such as TGT
lifetime and sign-in restrictions to domain controllers.

Assign the authentication policy silo: Link the defined policy to designated user and computer accounts, ensuring enforcement for those accounts,
such as Domain Admins and domain controllers.

By following this order, you establish the structure, define policies, and then apply them to the relevant accounts effectively.
upvoted 1 times

B & windowsmodulesinstallerworker 1 year, 11 months ago
1) Configure the Kerberos Policy settings for the Default Domain Policy Group Policy Object (GPO).
2) Create an authentication policy.
3) Create an authentication policy silo.
upvoted 2 times

B & syu31sve 2 years, 6 months ago
https://learn.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/authentication-policies-and-authentication-
policy-silos

An authentication policy silo controls which accounts can be restricted by the silo and defines the authentication policies to apply to the members.

| would say

1) Create Authentication Policy silo

2) Create Authentication Policy

3) Assign Authentication Policy silo to user and computer accounts
upvoted 2 times

& & syu31sve 2 years, 6 months ago
Disregard my previous post.

After reviewing URL https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/how-to-configure-protected-accounts
My answer is
1) Configure the Kerberos Policy settings for the Default Domain Policy Group Policy Object (GPO).

2) Create an authentication policy.
3) Create an authentication policy silo.
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upvoted 6 times

E & oro_blu 2 years, 4 months ago
Right answer, for Silos you need claims -> to enable claims you have to modify default domain policy
upvoted 2 times

B & GoforlT21 3 years, 1 month ago
The link provided by Spoonstabber (https://learn.microsoft.com/en-us/windows-server/security/credentials-protection-and-
management/authentication-policies-and-authentication-policy-silos) seems to say that you need to create a silo first, before applying a policy to it: "
[Y]ou could create a new Forest Administrators silo that contains enterprise, schema, and domain administrators. Then you could configure the silo
with an authentication policy [...]"
upvoted 3 times

© & GoforlT21 3 years ago
Correction: you need the authentication policy first to be able to assign it during the creation of the silo.
So the answer provided is correct.
Source: https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/how-to-configure-protected-accounts#to-create-an-
authentication-policy-silo-by-using-active-directory-administrative-center
upvoted 7 times

& & Leocan 2 years, 10 months ago
At least one authentication policy must be created before an authentication policy silo can be created.
upvoted 3 times

E & Spoonstabber 3 years, 2 months ago
Seems correct:
https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/authentication-policies-and-authentication-
policy-silos
upvoted 3 times
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Question #7 Topic 1

You have an Azure virtual machine named VM1 that runs Windows Server.
You plan to deploy a new line-of-business (LOB) application to VM1.

You need to ensure that the application can create child processes.

What should you configure on VM1?

A. Microsoft Defender Credential Guard
B. Microsoft Defender Application Control
C. Microsoft Defender SmartScreen

D. Exploit protection

Suggested Answer: D
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-exploit-protection?view=0365-worldwide

Community vote distribution
D (82%) B (18%)

© & Bojana ([TTIECLY 3 years, 4 months ago

Exploit protection
upvoted 6 times

B & xxxxx85xx ([[TITIERL Y 3 years, 6 months ago
Correct
upvoted 5 times

O & az01 [TELEYE) 1 month, 2 weeks ago

correct
upvoted 1 times

B & az01 1 month, 3 weeks ago

Selected Answer: D

Exploit protection correct
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago

Selected Answer: D

D Exploit protection
upvoted 1 times

B & starseed 1 year, 1 month ago
Exploit Protection
upvoted 1 times

E & Kuikz 1 year, 5 months ago

Answer is D

-> Check Table in https://learn.microsoft.com/en-us/defender-endpoint/customize-exploit-protection?view=0365-worldwide
-> look for "Don't allow child processes”
upvoted 2 times

& & syu31svc 2 years, 6 months ago

Selected Answer: D

Windows Defender Credential Guard uses virtualization-based security to isolate secrets so that only privileged system software can access them

Windows Defender Application Control is designed to protect devices against malware and other untrusted software
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Microsoft Defender SmartScreen protects against phishing or malware websites and applications, and the downloading of potentially malicious files

Answer is D
upvoted 3 times
B & Burnie 2 years, 11 months ago
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-exploit-protection?view=0365-worldwide
upvoted 2 times
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Question #8 Topic 1

HOTSPOT -
Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains the organizational units
(0OUs) shown in the following table.
Name Contents

Domain Controllers All the domain controllers in the domain
Domain Servers All the servers that run Windows Server in the domain
Domain Client Computers | All the client computers that run Windows 10 in the
domain
Domain Users All the users in the domain
In the domain, you create the Group Policy Objects (GPOs) shown in the following table.

Name IPsec setting
GPO1 Require authentication by using Kerberos V5 for inbound connections
GPO2 Request authentication by using Kerberos V5 for inbound connections
GPO3 Require authentication by using X.509 certificates for inbound connections

GPO4 Request authentication by using X.509 certificates for inbound connections
You need to implement IPsec authentication to ensure that only authenticated computer accounts can connect to the members in the domain. The
solution must minimize administrative effort.

Which GPOs should you apply to the Domain Controllers OU and the Domain Servers 0U? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Domain Controllers: e
GPO1
GPO2
GPO3
GPO4
Domain Servers: y
GPO1
GPO2
GPO3
GPO4
Answer Area
Domain Controllers: v
GPO1 |
GPO2
GPO3
Suggested Answer: GPO4
Domain Servers: y
GPO1 |
GPO2
GPO3
GPO4

Reference:



https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/configure-authentication-methods

B & xxxxx85xx ([TITIERL Y 3 years, 6 months ago
Correct - Require Kerberos V5 for both (minimize effort).
upvoted 9 times

O & az01 [TELEE) 1 month, 2 weeks ago
correct
upvoted 1 times

B & az01 1 month, 3 weeks ago
Correct GPO1 and GPO1
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago
It should be
GPO1
GPO1
Please let me know if | am worng
upvoted 1 times

B & starseed 1 year, 1 month ago
Both GPOT1 is the answer
upvoted 1 times

B & fbx01 1 year, 8 months ago
GPO 1 FORBOTH
upvoted 2 times

B & syu31svc 2 years, 6 months ago
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/configure-authentication-methods

Computer (NTLMv2). Selecting this option tells the computer to use and require authentication of the computer by using its domain credentials. This
option works only with other computers that can use AuthIP. User-based authentication using Kerberos V5 isn't supported by IKE v1.

User (NTLMv2). Selecting this option tells the computer to use and require authentication of the currently signed-in user by using their domain
credentials, and uses the NTLMv2 protocol instead of Kerberos V5. This authentication method works only with other computers that can use AuthIP.
User-based authentication using Kerberos V5 isn't supported by IKE v1.

Answer is correct
upvoted 2 times

© & Burnie 2 years, 11 months ago
Correct.
Computer and User (using Kerberos V5). Selecting this option tells the computer to use and require authentication of both the computer and
the currently logged-on user by using their domain credentials.

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/configure-authentication-methods
upvoted 3 times
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Question #9 Topic 1

You have 100 Azure virtual machines that run Windows Server. The virtual machines are onboarded to Microsoft Defender for Cloud.

You need to shut down a virtual machine automatically if Microsoft Defender for Cloud generates the "Antimalware disabled in the virtual
machine" alert for the virtual machine.

What should you use in Microsoft Defender for Cloud?

A. alogic app
B. a workbook
C. a security policy

D. adaptive network hardening

Suggested Answer: A
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/managing-and-responding-alerts

Community vote distribution
A (100%)

© & AvoKikinha [T IECL Y 3 years, 5 months ago

A) Correct!
https://docs.microsoft.com/en-us/azure/defender-for-cloud/managing-and-responding-alerts

"Trigger automated response - provides the option to trigger a logic app as a response to this security alert"
upvoted 10 times

O & az01 [IELEENE) 1 month, 2 weeks ago

correct
upvoted 1 times

B & az01 1 month, 3 weeks ago

this is correct
upvoted 1 times

E) & starseed 1 year, 1 month ago
Correct Logic app
upvoted 1 times

B & syu31svc 2 years, 6 months ago

Selected Answer: A

https://learn.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation
This feature can trigger consumption logic apps on security alerts, recommendations, and changes to regulatory compliance

Ais correct
upvoted 1 times

B & Burnie 2 years, 11 months ago
Correct.
upvoted 3 times

B & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 4 times
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Question #10 Topic 1

You have a Microsoft Sentinel deployment and 100 Azure Arc-enabled on-premises servers. All the Azure Arc-enabled resources are in the same
resource group.

You need to onboard the servers to Microsoft Sentinel. The solution must minimize administrative effort.

What should you use to onboard the servers to Microsoft Sentinel?

A. Azure Automation
B. Azure Policy
C. Azure virtual machine extensions

D. Microsoft Defender for Cloud

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/hybrid/server/best-practices/arc-policies-mma

Community vote distribution
B (94%) 6%

B & xxxxx85xx ([[TITIERL Y 3 vears, 6 months ago
Correct Answer
"you can use Azure Policy to audit settings in the operating system of an Azure Arc-enabled server, if a setting is not compliant you can also trigger a
remediation task (deploylfNotExists)."
upvoted 14 times

© & AvoKikinha ([[TITREZL S 3 years, 5 months ago

Correct B)
upvoted 5 times
O & az01 [IELZEE) 1 month, 2 weeks ago

correct
upvoted 1 times

B & az01 1 month, 3 weeks ago

Selected Answer: B

Policy
upvoted 1 times

B & starseed 1 year, 1 month ago
Azure Policy answer
upvoted 1 times

E & fbx01 1 year, 8 months ago

Azure Policy
upvoted 1 times

E & syu31sve 2 years, 6 months ago
Please disregard my previous post

https://learn.microsoft.com/en-us/azure/governance/policy/overview

It's important to recognize that with the introduction of Azure Arc, you can extend your policy-based governance across different cloud providers and
even to your local datacenters.

Chaning my answer to B
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upvoted 3 times
& & syu31svc 2 years, 6 months ago

Selected Answer: A

"minimize administrative effort" is the key here

I would take Azure Automation as the Answer (A)
upvoted 1 times

& & Telekon 2 years, 8 months ago
Azure automation would also be correct ?
https://learn.microsoft.com/en-us/azure/azure-arc/servers/concept-log-analytics-extension-deployment?source=recommendations
upvoted 2 times

& & Leocan 2 years, 10 months ago
Enforce organization standards and assess compliance at scale for all your resources anywhere with Azure Policy.
https://learn.microsoft.com/en-us/azure/architecture/hybrid/azure-arc-hybrid-config
upvoted 4 times

& & Jawad1462 3 years ago

Selected Answer: B

Correct answer
upvoted 4 times
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Question #11 Topic 1

You have an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure Active Directory (Azure AD) tenant by using
password hash synchronization.

You have a Microsoft 365 subscription.

All devices are hybrid Azure AD-joined.

Users report that they must enter their password manually when accessing Microsoft 365 applications.

You need to reduce the number of times the users are prompted for their password when they access Microsoft 365 and Azure services.

What should you do?

A. In Azure AD, configure a Conditional Access policy for the Microsoft Office 365 applications.
B. In the DNS zone of the AD DS domain, create an autodiscover record.
C. From Azure AD Connect, enable single sign-on (SS0).

D. From Azure AD Connect, configure pass-through authentication.

Suggested Answer: C
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

Community vote distribution
C (71%) A (29%)

B & az01 1 month, 2 weeks ago
correct
upvoted 1 times

B & az01 1 month, 3 weeks ago
sso seems like the correct one
upvoted 1 times

B & d7ef00d 2 months ago
| think correct answer is C: SSO
Seamless SSO can be combined with either the Password Hash Synchronization or Pass-through Authentication:
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sso
Conditional access designed more for security and requiring additional authentication during risky sign ins:
https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview
upvoted 2 times

B & BlackCat9588 8 months, 4 weeks ago
C-SS0
upvoted 1 times

B & Vallion 1 year ago
| see how PRT is more suitable when using W10+, but the client version is not listed here and PRT does not work on older devices. I'd still pick C
because this works will old and modern devices, but the question here is simply missing information. Just know that W10+ = PRT (A) and anything
older = SSSO (C)
upvoted 1 times

& & sardonique 8 months, 1 week ago
Windows 7 and 8 are no longer supported operating systems, so | assume that the questions and the answers are updated to the current
supported scenarios (win10 and win11, win10 is getting out of support quite soon, september 2025)
upvoted 1 times

B & fbx01 1 year, 8 months ago
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Selected Answer: C

C. From Azure AD Connect, enable single sign-on (SSO).
upvoted 2 times

E & windowsmodulesinstallerworker 1 year, 11 months ago
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sso#sso-via-primary-refresh-token-vs-seamless-sso
upvoted 3 times

E & windowsmodulesinstallerworker 1 year, 11 months ago
For Windows 10, Windows Server 2016 and later versions, it's recommended to use SSO via primary refresh token (PRT). For Windows 7 and Windows
8.1, it's recommended to use Seamless SSO. Seamless SSO needs the user's device to be domain-joined, but it isn't used on Windows 10 Microsoft
Entra joined devices or Microsoft Entra hybrid joined devices. SSO on Microsoft Entra joined, Microsoft Entra hybrid joined, and Microsoft Entra
registered devices works based on the Primary Refresh Token (PRT)
upvoted 2 times

E & windowsmodulesinstallerworker 2 years ago

Selected Answer: A

Azure AD Join provides SSO to users if their devices are registered with Azure AD. These devices don't necessarily have to be domain-joined. SSO is
provided using primary refresh tokens or PRTs, and not Kerberos. The user experience is most optimal on Windows 10 devices. SSO happens
automatically on the Microsoft Edge browser. It also works on Chrome with the use of a browser extension.

You can use Azure AD Join and Seamless SSO on your tenant. These two features are complementary. If both features are turned on, then SSO from
Microsoft Entra join takes precedence over Seamless SSO.

https://learn.microsoft.com/en-us/azure/active-directory/authentication/concepts-azure-multi-factor-authentication-prompts-session-lifetime
upvoted 3 times

E & examonlabs 2 years, 5 months ago
Answer is not correct.
The computers are hybrid AAD joined, PC Windows 10 and later have PRT. Seamless SSO are for Windows 7/8.
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-sso#sso-via-primary-refresh-token-vs-seamless-sso

| suggest the answer A, configuring sign in frequency with conditional access (answer A).
upvoted 4 times

& & windowsmodulesinstallerworker 2 years ago
this is correct
upvoted 1 times

B & syu31svc 2 years, 6 months ago

Selected Answer: C

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso

Azure Active Directory Seamless single sign-on (Azure AD Seamless SSO) automatically signs users in when they are on their corporate devices
connected to your corporate network. When enabled, users don't need to type in their passwords to sign in to Azure AD, and usually, even type in their
usernames. This feature provides your users easy access to your cloud-based applications without needing any additional on-premises components

C for correct
upvoted 1 times

B & Jawad1462 3 years ago

Selected Answer: C

Correct answer
upvoted 3 times

& & AvoKikinha 3 years, 5 months ago

Selected Answer: C

Correct C)
upvoted 4 times

& & Kanguro007 3 years, 2 months ago
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SS0: El inicio de sesion Unico permite que un usuario no tenga que iniciar sesién en cada aplicacién que use
https://docs.microsoft.com/es-es/azure/active-directory/manage-apps/what-is-single-sign-on
upvoted 2 times

E) & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 3 times
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Question #12 Topic 1

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have 50 Azure virtual machines that run Windows Server.

You need to ensure that any security exploits detected on the virtual machines are forwarded to Defender for Cloud.
Which extension should you enable on the virtual machines?

A. Vulnerability assessment for machines
B. Microsoft Dependency agent
C. Log Analytics agent for Azure VMs

D. Guest Configuration agent

Suggested Answer: A
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-vm

Community vote distribution
A (91%) 9%

© & GoforlT21 3 years, 1 month ago

If I understand it correctly, then there's a difference between a VM extension and an agent. As the question is about an extension and three of the four
answers mention an agent, the answer must be A, | guess...
upvoted 9 times

O & xxxxx85xx ([TITEEELY 3 vears, 6 months ago
Correct Answer
upvoted 5 times

B & mijk666 ([TELEEY 1 month ago

What plans use monitoring components?
These plans use monitoring components to collect data:

Defender for Servers ->
Azure Arc agent (For multicloud and on-premises servers)
Microsoft Defender for Endpoint
Vulnerability assessment
upvoted 1 times

B & az01 1 month, 2 weeks ago

Selected Answer: A

correct
upvoted 1 times

B & az01 1 month, 3 weeks ago

Selected Answer: A

A seems correct
upvoted 1 times

B & Kiwi28 1 month, 3 weeks ago

Selected Answer: C

Defender for Cloud relies on the Log Analytics agent (MMA/OMS agent) (or now the Azure Monitor Agent in newer deployments) to collect security
data, including security event logs, and send them to Defender for Cloud. This enables detection and alerting for exploits.
upvoted 1 times

B & indope94 7 months, 2 weeks ago

Selected Answer: C
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De Log Analytics Agent verzamelt security logs, prestaties, en detecteert dreigingen.
Deze logs worden doorgestuurd naar Microsoft Defender for Cloud, waar bedreigingen en exploits worden geanalyseerd.
upvoted 1 times
B & BlackCat9588 8 months, 4 weeks ago
A -Vulnerability assessment for machines
upvoted 1 times

E & starseed 1 year, 1 month ago
Vulnerability assessment for VMs
upvoted 1 times

B & syu31svc 2 years, 6 months ago

Selected Answer: A

https://learn.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-vm

When a machine is found that doesn't have a vulnerability assessment solution deployed, Defender for Cloud generates the security recommendation:
Machines should have a vulnerability assessment solution. Use this recommendation to deploy the vulnerability assessment solution to your Azure
virtual machines and your Azure Arc-enabled hybrid machines.

Answer is A
upvoted 2 times

B & Leocan 2 years, 10 months ago

Selected Answer: A

https://learn.microsoft.com/en-us/azure/defender-for-cloud/enable-vulnerability-assessment-agentless

upvoted 4 times

B & Jawad1462 3 years ago

Selected Answer: A

Correct answer

upvoted 3 times

B & Josty 3 years, 1 month ago

Selected Answer: A

Sorry itis A

upvoted 5 times

B & Josty 3 years, 1 month ago

Selected Answer: C

due to the reference it should be C Log Analytics agent for Azure VMs

upvoted 3 times

& & rimvydukas 2 years, 10 months ago
Defender for Cloud's integrated vulnerability assessment solution works seamlessly with Azure Arc. When you've deployed Azure Arc, your
machines will appear in Defender for Cloud and no Log Analytics agent is required.
upvoted 3 times
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Question #13 Topic 1

HOTSPOT -
Your network contains an Active Directory Domain Services (AD DS) forest. The forest contains the domains shown in the following table.
Name Domain controller Configuration
fabrikam.com DC1 PDC emulator
DC2 Infrastructure master
DC3 Read-only domain controller
(RODC)
eu.fabrikam.com | DC4 PDC emulator
DC5 Infrastructure master
DC6 Read-only domain controller
(RODQC)

You are implementing Microsoft Defender for Identity sensors.

You need to install the sensors on the minimum number of domain controllers. The solution must ensure that Defender for Identity will detect all
the security risks in both the domains.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Domain controllers that require the sensors: v
DC1 and DC4 only
DC2 and DC5 only
DC1, DC2, DC4, and DC5 only
All the domain controllers in the forest

Authentication information that must be v
provided during the sensor installation: An AD DS group managed service account (gMSA)

A cloud-only user from Azure Active Directory (Azure AD)
The access key generated by the Microsoft Defender for Identity portal

Suggested Answer:

Answer Area
Domain controllers that require the sensors: v
DC1 and DC4 only
DC2 and DC5 only
DC1, DC2, DC4, and DC5 only
All the domain controllers in the forest
Authentication information that must be v
provided during the sensor installation: An AD DS group managed service account (QMSA)
A cloud-only user from Azure Active Directory (Azure AD)
The access key generated by the Microsoft Defender for Identity portal
Reference:

https://docs.microsoft.com/en-us/defender-for-identity/technical-fag#deployment https://docs.microsoft.com/en-us/defender-for-
identity/install-step4

E & thaizzzz 3 years, 4 months ago
Every domain controller in the environment should be covered by a Defender for Identity sensor or standalone sensor.

Agree!
upvoted 12 times

E & tatendazw [TIRLZLY 3 years, 3 months ago
Sensor: https://docs.microsoft.com/en-us/defender-for-identity/technical-fag#how-many-defender-for-identity-sensors-do-i-need
Access Key: part 4, https://docs.microsoft.com/en-us/defender-for-identity/download-sensor
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upvoted 7 times
O & az01 [IELEENE) 1 month, 2 weeks ago
correct
upvoted 1 times

© & az01 1 month, 3 weeks ago
All dc's plus access key
upvoted 1 times

B & vep555 7 months, 2 weeks ago
Not recommended or needed on RODCs
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago
It should be:
All the domain controllers in the forest
The access key generated by the microsoft defender for Identity portal
upvoted 2 times

B & RemmyT 1 year, 2 months ago
Domain controllers that require the sensors:
- All the domain controllers in the forest:
Authentication information that must be provided during the sensor installation:
- The access key generated by the Microsoft 365 Defender portal

Depreciated:
- The access key generated by the Microsoft Defender for Identity portal
upvoted 1 times

B & syu31svc 2 years, 6 months ago
https://learn.microsoft.com/en-us/defender-for-identity/technical-faq#deployment%20https://docs.microsoft.com/en-us/defender-for-
identity/install-step4

Every domain controller in the environment should be covered by a Defender for Identity sensor or standalone sensor
https://learn.microsoft.com/en-us/defender-for-identity/download-sensor
A pane will open, providing you with a button to download the sensor installer and a generated access key

Answer is correct
upvoted 2 times

E) & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 5 times

& & AvoKikinha 3 years, 5 months ago
Agree! Correct
upvoted 5 times
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Question #14 Topic 1

You have 10 servers that run Windows Server in a workgroup.
You need to configure the servers to encrypt all the network traffic between the servers. The solution must be as secure as possible.
Which authentication method should you configure in a connection security rule?

A. NTLMv2
B. pre-shared key
C. Kerberos V5

D. computer certificate

Suggested Answer: D
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-authentication-request-rule

Community vote distribution
D (100%)

B & az01 1 month, 3 weeks ago
D seems correct
upvoted 1 times

© & BlackCat9588 8 months, 4 weeks ago
D. computer certificate
upvoted 1 times

B & starseed 1 year, 1 month ago
correct anser d
upvoted 1 times

B & syu31sve 2 years, 6 months ago
A. NTLMv2: NTLMv2 is an authentication protocol that is used for authentication between client and server, but it does not provide encryption.
Additionally, NTLMv2 is susceptible to various attacks and has known vulnerabilities.

B. Pre-shared key: Pre-shared key authentication involves sharing a secret key between two devices. While this method provides some level of
authentication and encryption, it has some disadvantages such as the difficulty of managing and distributing keys in large environments.

C. Kerberos V5: Kerberos is an authentication protocol that provides mutual authentication between client and server. While it provides some level of
security, it is vulnerable to several attacks such as brute-force attacks and pass-the-ticket attacks.

Answer is D
upvoted 4 times

B & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 3 times

E & 51007 3 years, 4 months ago
if you could've spared an extra few seconds to clarify why you say "correct answer", it would have really been appreciated by those of us who want
to learn.
upvoted 9 times

E & WMG 3 years, 2 months ago
If you want to learn, why not read the reference?

A. Wrong - NTLMv2 is Authentication for the device.
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B. Wrong - This is not very secure.
C. Wrong - This is the same reason as A

Leaving us with one option, D) Certificate, which is the most secure way to encrypt traffic between the servers.

upvoted 6 times

& & 51007 3 years, 1 month ago
I do read the references. Doesn't make me appreciate a well-thought out comment any less............
upvoted 8 times

© & d7ef00d 2 months ago
Additionally: Kerberos works in domain environment, but according to question servers are in Workgroup

upvoted 1 times

E & jimmyjose 3 years ago
Certificate form part of PKI (public key infrastructure), and are used for authentication and encryption purposes. Also, since they are workgroup
based servers, NTLM and Kerberos cannot be suitable answers because these protocols are domain-based. Lastly, a pre-shared key is used to

authenticate 2 VPN Gateways.

Hence, the answer is 'D".
upvoted 13 times
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Question #15 Topic 1

You have an Azure virtual machine named VM1 that runs Windows Server.
You need to encrypt the contents of the disks on VM1 by using Azure Disk Encryption.
What is a prerequisite for implementing Azure Disk Encryption?

A. Customer Lockbox for Microsoft Azure
B. an Azure key vault
C. a BitLocker recovery key

D. data-link layer encryption in Azure

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview

Community vote distribution
B (100%)

© & AvoKikinha ([[TITEERL S 3 years, 5 months ago

Correct B)

Azure Disk Encryption helps protect and safeguard your data to meet your organizational security and compliance commitments. It uses the
BitLocker feature of Windows to provide volume encryption for the 0S and data disks of Azure virtual machines (VMs), and is integrated with Azure
Key Vault to help you control and manage the disk encryption keys and secrets.

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview
upvoted 8 times

& & gursimran_s 3 years, 5 months ago
Then why not C?
upvoted 3 times

B & thaizzzz 3 years, 4 months ago
It askes for a prerequisite. Also see this link:
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-key-vault
upvoted 4 times

O & az01 [TELEE) 1 month, 3 weeks ago

correct key vault
upvoted 1 times

© & BlackCat9588 8 months, 4 weeks ago

B. an Azure key vault
upvoted 1 times

B & starseed 1 year, 1 month ago
B. Azure key vault-->The VM's disk encryption uses BitLocker (for Windows) or dm-crypt (for Linux), and the keys for encryption are managed in the
Azure Key Vault.
upvoted 1 times

B & syu31sve 2 years, 6 months ago

Selected Answer: B

https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview

"integrated with Azure Key Vault to help you control and manage the disk encryption keys and secrets."
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B is the answer
upvoted 2 times
B & tatendazw 3 years, 3 months ago
Recommended key storage solution in MS Azure, https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest#azure-key-vault
upvoted 2 times

B & xxxxx85xx 3 years, 6 months ago
Correct Answer
upvoted 2 times
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Question #16 Topic 1

Your network contains an Active Directory Domain Services (AD DS) domain. The domain contains two servers named Server1 and Server2 that
run Windows

Server.

You need to ensure that you can use the Computer Management console to manage Server2. The solution must use the principle of least
privilege.

Which two Windows Defender Firewall with Advanced Security rules should you enable on Server2? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

A. the COM+ Network Access (DCOM-In) rule

B. all the rules in the Remote Event Log Management group
C. the Windows Management Instrumentation (WMI-In) rule
D. the COM+ Remote Administration (DCOM-In) rule

E. the Windows Management Instrumentation (DCOM-In) rule

Suggested Answer: AB
Reference:
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/configure-remote-management-in-server-manager

Community vote distribution
AB (100%)

B & xxxxx85xx LML L ] 3 years, 6 months ago
Correct Answers

"verify that exceptions to the following firewall rules are enabled, and have not been disabled by Group Policy settings. If any are not enabled, go on to
the next step.
COM+ Network Access (DCOM-In)
remote Event Log Management (NP-In)
remote Event Log Management (RPC)
remote Event Log Management (RPC-EPMAP)"
upvoted 18 times

O & az01 [IELEENE) 1 month, 3 weeks ago

Sounds correct
upvoted 1 times

B & tmz84 7 months, 1 week ago

Computer 'TEST-DC02' cannot be connected. Verify that the network path is correct, the computer is available on the network, and that the
appropriate Windows Firewall rules are enabled on the target computer.

To enable the appropriate Windows Firewall rules on the remote computer, open the Windows Firewall with Advanced Security snap-in and enable the
following inbound rules:

COM+ Network Access (DCOM-In)
All rules in the Remote Event Log Management group

You can also enable these rules by using Group Policy settings for Windows Firewall with Advanced Security. For servers that are running the Server
Core installation option, run the Netsh AdvFirewall command, or the Windows PowerShell NetSecurity module.
upvoted 1 times

© & Krayzr 8 months, 2 weeks ago

Selected Answer: AC
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GROK thinks its A C

The Correct Answer: A and C
The minimum rules required are:

A. COM+ Network Access (DCOM:-In): Enables the DCOM connection to Server2.
C. Windows Management Instrumentation (WMI-In): Allows WMI-based management tasks.
Together, these rules enable the Computer Management console to connect to and manage Server2 effectively, covering most of its functionality
(e.g., services, system info) without unnecessary permissions. If event log access were specifically required, additional rules might be considered,
but the question’s general scope doesn't demand it.
upvoted 2 times
B & BlackCat9588 8 months, 4 weeks ago
Correct
A. the COM+ Network Access (DCOM-In) rule Most Voted
B. all the rules in the Remote Event Log Management group
upvoted 1 times

E & starseed 1 year, 1 month ago
A. the COM+ Network Access (DCOM-In) rule
B. all the rules in the Remote Event Log Management group
upvoted 1 times

B & syu31sve 2 years, 6 months ago

Selected Answer: AB

AB as to what xxxxx85xx mentioned from
https://learn.microsoft.com/en-us/windows-server/administration/server-manager/configure-remote-management-in-server-manager
upvoted 2 times

E & nefaxto 2 years, 8 months ago
Correct
https://learn.microsoft.com/en-us/windows-server/administration/server-manager/configure-remote-management-in-server-manager#to-configure-
mmc-or-other-tool-remote-management-over-dcom
upvoted 2 times

B & rpeelen 3 years, 2 months ago
Correct answer
upvoted 2 times

B & tatendazw 3 years, 3 months ago
Yes, https://social.technet.microsoft.com/Forums/en-US/35a04f4e-a784-450d-965d-09b0ecec6f5d/unable-to-connect-to-remote-log-event-viewer-
firewall-off-user-member-of-log-reader-group?forum=winserverManagement
upvoted 2 times
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Question #17 Topic 1

You have a server that runs Windows Server. The server is configured to encrypt all incoming traffic by using a connection security rule.
You need to ensure that Server1 can respond to the unencrypted tracert commands initiated from computers on the same network.
What should you do from Windows Defender Firewall with Advanced Security?

A. From the IPsec Settings, configure IPsec defaults.
B. Create a new custom outbound rule that allows ICMPv4 protocol connections for all profiles.
C. Change the Firewall state of the Private profile to Off.

D. From the IPsec Settings, configure IPsec exemptions.

Suggested Answer: D

Community vote distribution
D (100%)

B & xxxxx85xx [LIITALLGL J 3 years, 6 months ago
Correct Answer

"IPSec exemptions change Exempt ICMP from IPSec to Yes. Use this setting to prevent ICMP (Ping and Tracert) messages from being authenticated,
encrypted, or both. Keeping ICMP messages unprotected allows you to perform basic network troubleshooting when IPSec cannot be successfully
negotiated.”

upvoted 8 times

O & az01 [ELEENE) 1 month, 3 weeks ago

correct
upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago

Selected Answer: D

D. From the IPsec Settings, configure IPsec exemptions.
upvoted 1 times

B & starseed 1 year, 1 month ago
From the IPsec Settings, configure IPsec exemptions is correct
upvoted 1 times

E & FormaPlom 1 year, 12 months ago

Selected Answer: D

Correct!
upvoted 1 times

B & syu31svc 2 years, 6 months ago

Selected Answer: D

"respond to the unencrypted tracert commands”

IPsec defaults are about secured connections so A is wrong
B is wrong since it is outbound but respond would mean inbound
C is plain invalid

D is correct
upvoted 2 times

B & AvoKikinha 3 years, 5 months ago

Selected Answer: D

Agree D)
upvoted 2 times
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Question #18 Topic 1

You have an Azure virtual machine named VM1.

You enable Microsoft Defender SmartScreen on VM1.

You need to ensure that the SmartScreen messages displayed to users are logged.
What should you do?

A. From a command prompt, run WinRM quickconfig.
B. From the local Group Policy, modify the Advanced Audit Policy Configuration settings.
C. From Event Viewer, enable the Debug log.

D. From the Windows Security app, configure the Virus & threat protection settings.

Suggested Answer: C
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-smartscreen/microsoft-defender-smartscreen-

overview

Community vote distribution
C (63%) B (38%)

B & xxxxx85xx L ALGCL ) 3 years, 6 months ago
Correct Answer

"Microsoft Defender SmartScreen events appear in the Microsoft-Windows-SmartScreen/Debug log, in the Event Viewer.

Windows event log for SmartScreen is disabled by default, users can use Event Viewer Ul to enable the log or use the command line to enable it:
wevtutil sl Microsoft-Windows-SmartScreen/Debug /e:true"
upvoted 16 times
B & syu3isve (TITIEELY 2 years, 6 months ago

Open the Event Viewer by typing "eventvwr.msc" in the Run dialog box or the Start menu search box and press Enter.

In the left-hand pane, right-click "Custom Views" and select "Create Custom View".

In the "Create Custom View" dialog box, select "By log" and choose "Microsoft-Windows-SmartScreen/Debug” from the drop-down list.
Click "OK" to create the custom view.

You can now view SmartScreen events by expanding the custom view in the left-hand pane of the Event Viewer.

Cis correct
upvoted 5 times
E & be6a18d [TELEEAIEY 1 month, 2 weeks ago

Crap question really. C does the job, B also does the job.

If it was my prod environment I'd be using B.
upvoted 1 times

© & az01 1 month, 3 weeks ago

Selected Answer: C

C seems correct
upvoted 1 times

E & Kiwi28 1 month, 3 weeks ago
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SmartScreen events are written to the Event Log under Microsoft-Windows-SmartScreen/Operational. To ensure those messages are logged, you
configure audit policies (Advanced Audit Policy Configuration in Local Group Policy).
upvoted 1 times
B & BlackCat9588 8 months, 4 weeks ago
Tested
C. From Event Viewer, enable the Debug log.
upvoted 2 times

B & SeattleJoe 1 year, 1 month ago
Do not assume anything with Microsoft. They didn't mention a domain. C is the right answer.
upvoted 1 times

& & Friscini 10 months, 2 weeks ago
It says "local Group Policy" not "Domain group policy".
upvoted 1 times

E) & starseed 1 year, 1 month ago
correct answer is B--->To capture SmartScreen actions in the logs, you'll need to enable auditing. In the Group Policy Editor.
upvoted 1 times

E & RickySmith 1 year, 9 months ago
C
https://yongrhee.wordpress.com/2020/09/01/deploying-windows-defender-smartscreen-via-mem-intune-endpoint-microsoft-com-best-practices/
upvoted 1 times

E & FormaPlom 1 year, 12 months ago
If this option it has all users and all computers, | think that the correct answer is B because the administration for this si more easier
upvoted 1 times

B & JacR 2 years, 2 months ago
| think it's B
as per https://learn.microsoft.com/en-us/windows/security/operating-system-security/virus-and-threat-protection/microsoft-defender-
smartscreen/available-settings
Administrative Templates\Windows Components\Windows Defender SmartScreen\Explorer\Configure Windows Defender SmartScreen
"when enabling this feature, you must also pick whether Microsoft Defender SmartScreen should Warn your employees or Warn and prevent
bypassing the message”

upvoted 3 times
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Question #19 Topic 1

HOTSPOT -
Your network contains an Active Directory Domain Services (AD DS) domain. The domain contains a server named Server1 that runs Windows
Server.

You run Get-BitLockerVolume -MountPoint C,D | fl *, which generates the following output.

ComputerName : SERVER1
MountPoint : C
EncryptionMethod i None
AutoUnlockEnabled

AutoUnlockKeyStored

MetadataVersion : 9

VolumeStatus FullyDecrypted
ProtectionStatus : Off

LockStatus : Unlocked
EncryptionPercentage : @
WipePercentage ]

VolumeType : OperatingSystem
CapacityGB : 126.5107
KeyProtector : {}
ComputerName : SERVER1
MountPoint : D:
EncryptionMethod ¢ Aesl28
AutoUnlockEnabled False
AutounlockkKeyStored

MetadataVersion : 2

VolumeStatus FullyEncrypted
ProtectionStatus : On

LockStatus : Unlocked
EncryptionPercentage : 100
WipePercentage H ]

VolumeType : Data
CapacityGB : 126.5167
KeyProtector : {Password, RecoveryPassword}

You need to ensure that volume D will be unlocked automatically when Server1 restarts.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Hot Area:
Answer Area

-HountPoint D: -ADAccountOrGroupProtector CONTOSO\Serverl$
Add-BitLockerKeyProtector -Service

Clear-BitLockerAutoUnlock -TPMandPinAndStartupKeyProtector
Enable-BitLockerAutoUnlock -TPMandPinProtector

Suggested Answer:
Answer Area

-MountPoint D: -ADAccountOrGroupProtector CONTOSO\Serverl$
Add-BitLockerKeyProtector -Service

Clear-BitLockerAutoUnlock -TPMandPinAndStartupKeyProtector
Enable-BitLockerAutoUnlock -TPMandPinProtector

Box 1: Add-BitLockerKeyProtector
From the exhibit we see for volume D that AutoUnlockEnabled is False, and AutoUnlockKeyStored is empty.
The Add-BitLockerKeyProtector cmdlet adds a protector for the volume key of the volume protected with BitLocker Drive Encryption.



Example: The following example adds an ADAccountOrGroup protector to the previously encrypted operating system volume using the SID of
the account:

Add-BitLockerKeyProtector C: -ADAccountOrGroupProtector -ADAccountOrGroup S-1-5-21-3651336348-8937238915-291003330-500

Active Directory-based protectors are normally used to unlock Failover Cluster enabled volumes.

Box 2: Service -
The -Service parameter indicates that the system account for this computer unlocks the encrypted volume.
Add-BitLockerKeyProtector syntax with use of the ADAccountOrGroupProtector parameter:

Add-BitLockerKeyProtector -

[-MountPoint] <String|[]>

[-ADAccountOrGroupProtector]

[-ADAccountOrGroup] <String>

[-Service]

[-Whatlf]

[-Confirm]

[<CommonParameters>]

Incorrect:

* Enable-BitLockerAutoUnlock

The Enable-BitLockerAutoUnlock cmdlet enables automatic unlocking for a volume protected by BitLocker Disk Encryption.
The command has no -ADAccountOrGroupProtector parameter.
Syntax:

Enable-BitLockerAutoUnlock -

[-MountPoint] <String[]>

[-Whatlf]

[-Confirm]

[<CommonParameters>]

* The Clear-BitLockerAutoUnlock cmdlet removes all automatic unlocking keys used by BitLocker Drive Encryption. BitLocker stores these keys
for the fixed data drives of a system on a volume that hosts a BitLocker-enabled operating system volume so that it can automatically unlock
the fixed and removable data volumes in a system. This makes it easier for users to access data volumes.

Syntax: Clear-BitLockerAutoUnlock [|

Reference:
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-use-hitlocker-drive-encryption-tools-to-manage-
bitlocker https://docs.microsoft.com/en-us/powershell/module/bitlocker/add-bitlockerkeyprotector

B & az01 1 month, 3 weeks ago
Correct add bit locker and service
upvoted 1 times

B & d7ef00d 2 months ago
Correct. Tested in the lab.
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago
Add-BitlockerKeyProtector
-Service
upvoted 1 times

B & starseed 1 year, 1 month ago
Correct Answer
upvoted 1 times

B & syu31svc 2 years, 6 months ago
https://learn.microsoft.com/en-us/powershell/module/bitlocker/add-bitlockerkeyprotector?view=windowsserver2022-ps

-Service
Indicates that the system account for this computer unlocks the encrypted volume.
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Answer is right
upvoted 3 times
B & SJHCI 2 years, 6 months ago
correct
upvoted 3 times

& & SJHCI 2 years, 6 months ago
https://learn.microsoft.com/en-us/powershell/module/bitlocker/add-bitlockerkeyprotector?view=windowsserver2022-ps
upvoted 3 times
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Question #20 Topic 1

HOTSPOT -
Your network contains an on-premises Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains the accounts
shown in the following table.

Name | Account type | In organizational unit (OU)
Admin1 | User OouU
Admin2 | User OuU2
Server1 | Computer ou3
Server2 | Computer OU4

The domain is configured to store BitLocker recovery keys in Active Directory.

Admin1 and Admin2 perform the following configurations:

1. Admin1 turns on BitLocker Drive Encryption (BitLocker) for volume C on Server1.

2. Admin1 moves Server1 to OUT.

3. Admin2 turns on BitLocker for removable volume E on Server2.

4. Admin2 moves removable volume E from Server2 to Server1 and unlocks the volume.

On which Active Directory object can you view each BitLocker recovery key? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

The BitLocker recovery key for volume C: _

Admin1
contoso.com
OU1

ou3

Serveri

TPM devices

The BitLocker recovery for key volume E: _

Admin2
contoso.com
Ou4

Server1
Server2

TPM devices




Suggested Answer:

Answer Area

The BitLocker recovery key for volume C: _

Admin1
contoso.com
Ou1

ou3

Server1

TPM devices

The BitLocker recovery for key volume E: _

Admin2
contoso.com
Oou4

Server1
Server2

TPM devices

Box 1: Server1 -
You can configure Group Policies in your domain so that when encrypting any drive with BitLocker, the computer will save the recovery key in its
computer object account in AD (like storing a local computer administrator password generated using LAPS).

Box 2: Server2 -
Reference:
http://woshub.com/store-bitlocker-recovery-keys-active-directory/

B & syuisve (TITTECL D 2 years, 6 months ago
No need to overthink for this

The disk from the source computer which you create the recovery key is where you can view it
Answer is correct

"Active Directory object” is just to throw you off
upvoted 6 times

& & sardonique 8 months, 1 week ago
it is rather the AD object from which you have enacted the Bitlocker Encryption the first time
upvoted 1 times

B & azo1 [EIEEE) 1 month, 3 weeks ago
seems correct
upvoted 1 times

&) & BlackCat9588 8 months, 4 weeks ago
It should be
-Server1
-Server2
Please let me know if | am worng
upvoted 1 times

&) & starseed 1 year, 1 month ago
Correct answer
upvoted 1 times

© & calotta1 2 years, 2 months ago
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Correct answer!
upvoted 3 times

B & cris66 2 years, 8 months ago
the computer will save the recovery key in its computer object account in AD (like storing a local computer administrator password generated using
LAPS).
If you insert the BitLocker-encrypted drive to another computer, you will get a message in the lower right corner of the desktop, which says this drive
is BitLocker-protected. Click on this message so that a dialog will appear in the upper right corner of the desktop letting you unlock this drive.
Enter the password for the BitLocker drive and click Unlock button. If you forgot/lost the password to unlock this drive, click "More options” followed
by "Enter recovery key". The recovery key is going to be from AD computer object where you originally encrypted it.

upvoted 4 times

& & PEsty93 2 years, 5 months ago
The key will only be stored in AD if the group policy is enabled.
upvoted 1 times

E & nefaxto 2 years, 8 months ago
it's seems Correct
https://learn.microsoft.com/en-us/windows/security/information-protection/bitlocker/prepare-your-organization-for-bitlocker-planning-and-policies?
source=recommendations#active-directory-domain-services-considerations
https://theitbros.com/config-active-directory-store-bitlocker-recovery-keys/
upvoted 3 times
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Question #21 Topic 1

HOTSPOT -
Your network contains an Active Directory Domain Services (AD DS) domain. The domain contains servers that run Windows Server as shown in
the following table.

Name IP address
Server1 172.16.10.10
Server2 172.16.20.50
Server3 172.16.30.80

Server1 has the connection security rules shown in the following table.

Name Endpoint 1 Endpoint 2 Authentication mode | Authentication
method
Rule11 | 172.16.10.0/24 172.16.20.50 | Require inbound and Computer
outbound (NTLMv2)
Rule12 | 172.16.10.10 172.16.0.0/16 | Request inbound and Computer
outbound (Kerberos V5)
Server2 has the connection security rules shown in the following table.
Name | Endpoint 1 | Endpoint 2 | Authentication mode | Authentication
method
Rule31 | Any Any Request inbound and | Computer
outbound (Kerberos V5)
Rule32 | 172.16.30.80 | 172.16.10.10 | Require inbound and Computer
outbound (NTLMv2)
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:
Answer Area
Statements Yes No
Server1 can communicate with Server2 successfully. ) O
Server2 can communicate with Server3 successfully. O ®,

Server3 can communicate with Server2 successfully. O O



Suggested Answer:

Answer Area
Statements Yes No
Server1 can communicate with Server2 successfully. & O
Server2 can communicate with Server3 successfully. O O
Server3 can communicate with Server2 successfully. O D]
Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/change-rules-from-request-to-require-mode

O & Lusck [TITEELY 2 years, 9 months ago
Request - Authenticate whenever possible but authentication is not required
Require - Must be authenticated to be allowed

NTLM is the fallback protocol and is always available unless explicitly disabled.
https://learn.microsoft.com/en-us/windows-server/security/kerberos/ntim-overview

With that said, the answer indeed is Y, Y, Y.
upvoted 11 times

© & Leocan 2 years, 10 months ago
1.Y - combine Rule12 and Rule 31.
2.Y -Rule 31, (assume there are no connection security rules on Server3)
3.Y-Rule 31, (assume there are no connection security rules on Server3)
upvoted 7 times

O & az01 [ZELZEE) 1 month, 3 weeks ago
Yes, Yes, Yes
upvoted 1 times

B & Kiwi28 1 month, 3 weeks ago
Server1 can communicate with Server2 successfully. — No
(Server1 requires IPsec with NTLMv2 to 172.16.20.50; Server2 only has a request rule using Kerberos. Auth methods don't match, and Server1
requires IPsec, so negotiation fails.)

Server2 can communicate with Server3 successfully. — Yes
(Server2 has an Any-Any request rule; Server3 has no IPsec rules, so connection falls back to clear and succeeds.)

Server3 can communicate with Server2 successfully. — Yes
(Inbound to Server2 is covered by the request rule; non-IPsec traffic from Server3 is allowed.)
upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago
Sound it is in-completed question. Cannot coomnent
upvoted 2 times

E & RemmyT 1 year, 3 months ago
Server1
Rule11 172.16.10.0/24 172.16.20.50 'Require inbound and outbound' ‘Computer (NTLMv2)'
Rule12 172.16.10.10 172.16.0.0/16 'Request inbound and outbound' '‘Computer (Kerberos V5)'

Server2
Rule21 Any Any 'Request inbound and outbound' 'Computer (NTLMv2)'


https://www.examtopics.com/user/Lu5ck/
https://www.examtopics.com/user/Lu5ck/
https://www.examtopics.com/user/Lu5ck/
https://www.examtopics.com/user/Leocan/
https://www.examtopics.com/user/Leocan/
https://www.examtopics.com/user/Leocan/
https://www.examtopics.com/user/az01/
https://www.examtopics.com/user/az01/
https://www.examtopics.com/user/az01/
https://www.examtopics.com/user/Kiwi28/
https://www.examtopics.com/user/Kiwi28/
https://www.examtopics.com/user/Kiwi28/
https://www.examtopics.com/user/BlackCat9588/
https://www.examtopics.com/user/BlackCat9588/
https://www.examtopics.com/user/BlackCat9588/
https://www.examtopics.com/user/RemmyT/
https://www.examtopics.com/user/RemmyT/
https://www.examtopics.com/user/RemmyT/

Rule22 172.16.20.0/24 172.16.0.0/16 'Require inbound and request outbound' '‘Computer (NTLMv2)'

Server3

Rule31 Any Any 'Request inbound and outbound' 'Computer (Kerberos V5)'

Rule32 172.16.30.80 172.16.10.10 'Require inbound and outbound' '‘Computer (NTLMv2)'
upvoted 2 times

E & smorar 1 year, 4 months ago

1.Y-Rule12 and Rule 31.

2.Y -Rule 31

3.Y-Rule 31
upvoted 1 times

B & Slavekd 2 years, 1 month ago
No, Yes, Yes - tested in lab
1 Why N - Rule11 Server1 (is included in scope 172.16.1.0/24) requires communication via ipsec with Server2 only and in NTLMv2 auth ONLY, but
Server2 in Rule 32 can’t talk with, because it has auth Kerberos only, Rule32 is not valid, because Server2 has no interface from these
endpoints(subnets).
2 Why Yes - Rule32 is invalid, but Rule31 is only Request Rule, not requiring, it doesn’t work, secure communication is not estabilished, but if Server3
has no rules, they can talk to each other not securely. It works.
3 Why Yes - it is the same like in number 2, they can talk to each other non securely.
upvoted 4 times

B & calottal 2 years, 2 months ago
Yes, No, Yes.
upvoted 1 times

E & KakashiCopyNinja 2 years, 4 months ago
This question is not solveable, because one rule table for Server2 is missing. Is there someone to add the missing table to complete this question?
upvoted 1 times

B & syu31sve 2 years, 6 months ago
Yes
No
No

| will go with this after testing it out

But given that rules 31 and 32 are likely meant for Server3 and no rules are shown for Server2, it would be inconclusive
upvoted 1 times

& & syu31sve 2 years, 6 months ago
| meant
No
Yes
Yes

after test
upvoted 3 times

B & STFN2019 2 years, 6 months ago
for me it's 3x yes
upvoted 1 times

& & cris66 2 years, 8 months ago
| do not know what | am talking about so don't trust my opinion. | have changed my mind yet again and now think Y,N,N.
Based on.
A connection security rule forces authentication between two peer computers before they can establish a connection and transmit secure
information. They also secure that traffic by encrypting the data that is transmitted between computers. Windows Firewall with Advanced Security
uses IPsec to enforce these rules.
In order to use connection security rules, both of the computers involved in the communications must have IPsec policies configured.
upvoted 2 times

B & cris66 2 years, 8 months ago
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I do not understand the precedence of rules. MS Docs "The connection security rule applies to communications between any computer in Endpoint 1

and any computer in Endpoint 2." | have no experience in IPSec but seems strange to apply the rules to a server when in examples it is usually applied

to Default Domain Policy or an OU with specific servers requiring IPSec. In the case of Server1 with question1 which is the most specific rule? You

have 2 rules where 1 rule is more specific for Endpoint 2 and the other rule is more specific for Endpoint1. How do you decide which is more specific?
upvoted 2 times

& & cris66 2 years, 8 months ago
How can 1 be N? Even if you say Rule11 is more specific and requires NTLMv2, server 2 is requesting Kerberos only, not requiring it, so it will be
happy to use NTLMv2.
upvoted 1 times

B & jecawi9630 2 years, 9 months ago
Got this in exam, on 01/26/2023. This question here is missing table for Server 2, with the rules 21 and 22. Do not remember the endpoints but
authentication mode and authentication method as same as in table for server 3.
upvoted 4 times

B & cris66 2 years, 10 months ago
This link suggests that a domain member server would by default be able to send NTLMv2. https://learn.microsoft.com/en-
us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
Member Server Effective Default Settings Send NTLMv2 response only
upvoted 2 times

B & cris66 2 years, 10 months ago
I think Y,Y,Y. for the second 2, if we dont know, surely we have to assume that the firewall is turned on with the default set of rules which would permit
NTLMv2.
upvoted 2 times
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Question #22 Topic 1

You have an Azure subscription that contains a user named User1 and the resources shown in the following table.

Name Description
Vnet1 Virtual network
AppSvr1 | Virtual machine that is connected to Vnet1 and runs a legacy app
GW1 Virtual network gateway on VNet1

User1 has a computer named Computer1 that runs Windows 11. User1 works from home and establishes a Point-to-Site (P2S) connection to GW1
to access AppSvr1.

You deploy the resources shown in the following table.

Name Description
Vnet?2 Virtual network that is peered with VNet1
AppSvr2 | Virtual machine that is connected to Vnet2

User1 cannot access AppSvr2.
You need to ensure that User1 can access AppSvr2.

What should you do?

A. On Computer1, download and reinstall the VPN client.
B. Create a route table and associate the table with GatewaySubnet on VNet1.
C. On Computer1, modify the Windows Defender Firewall settings.

D. Add a service endpoint to VNet2.

Suggested Answer: B

Community vote distribution
A (84%) B (16%)

& & nefaxto ({ILALLLL B 2 years, 8 months ago

Perhaps A is correct
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing
upvoted 13 times

& & NotThatGuy242 1 year, 7 months ago
Yep, sounds like it. From that link:
"Clients using Windows can access directly peered VNets, but the VPN client must be downloaded again if any changes are made to VNet peering
or the network topology."
upvoted 2 times

B & syuisve (TITTECL D 2 years, 6 months ago

C is just plain wrong
D is also out as Virtual Network (VNet) service endpoint provides secure and direct connectivity to Azure services

https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

If you make a change to the topology of your network and have Windows VPN clients, the VPN client package for Windows clients must be
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downloaded and installed again in order for the changes to be applied to the client

Meaning A is wrong leaving B as the answer
upvoted 5 times

© & wredski 2 years, 5 months ago
Wait, you're saying A is wrong but it's right? Could you clarify?
upvoted 2 times

O & az01 [TELEE) 1 month, 3 weeks ago
A sounds correct
upvoted 1 times

E & Kiwi28 1 month, 3 weeks ago
To access resources in a peered VNet (VNet2) through a P2S VPN connected to VNet1's gateway, the VPN client profile must include routes for
VNet2. After enabling gateway transit/use remote gateways in the peering (not shown in options), you must download a new VPN client so those
routes are added. Reinstalling the client on Computer1 updates the routes and enables access to AppSvr2
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago
A. On Computer1, download and reinstall the VPN client.
upvoted 1 times

B & starseed 1 year, 1 month ago
correct ans is B. Create a route table and associate the table with GatewaySubnet on VNet1.
upvoted 1 times

O & starseed 1 year, 1 month ago
My Mistake...Correct answer is A must be downloaded again...
upvoted 2 times

B & nap61 1 year, 3 months ago
"If you make a change to the topology of your network and have Windows VPN clients, the VPN client package for Windows clients must be
downloaded and installed again in order for the changes to be applied to the client."
From the link provided by Nefaxto. ;)
upvoted 1 times

B & Jachin 1 year, 3 months ago

Selected Answer: B

To decide on the correct answer, let's take a closer look at the options:

- Option A (Download and reinstall VPN client on computer 1): This option doesn't seem relevant to solving the access problem between AppSvr1 and
AppSvr2.

- Option B (Create a routing table and associate it with GatewaySubnet on virtual network 1): This is the most appropriate option. It configures the
routes required for traffic to pass between the peered virtual networks (VNet1 and VNet2). In this way, User1 will be able to access AppSvr2 from
AppSvr1.

- Option C (Modify Windows Defender firewall settings on Computer1): Although firewall security is important, this will not directly solve the access
problem between the two virtual machines.

- Option D (Add a service endpoint to virtual network 2): This option doesn't seem necessary to solve the access problem between AppSvr1 and
AppSvr2.

Taking this information into account, | confirm that Option B is the correct answer.
upvoted 3 times

& & smorar 1 year, 4 months ago

Selected Answer: A
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Answer is A
upvoted 1 times
B & jajajaf342 1 year, 8 months ago
Answer is A.
upvoted 1 times

E & ChrisTorro 1 year, 9 months ago
Multiple peered VNets
In this example, the Point-to-Site VPN gateway connection is for VNet1. VNet1 is peered with VNet2. VNet 2 is peered with VNet3. VNet1 is peered
with VNet4. There is no direct peering between VNet1 and VNet3. VNet1 has “Allow gateway transit” and VNet2 and VNet4 have “Use remote
gateways” enabled.

Clients using Windows can access directly peered VNets, but the VPN client must be downloaded again if any changes are made to VNet peering or
the network topology. Non-Windows clients can access directly peered VNets. Access isn't transitive and is limited to only directly peered VNets.
upvoted 1 times

B & afridi43 2 years, 1 month ago
B is correct
B. Create a route table and associate the table with GatewaySubnet on VNet1.

Reason below:
1- User1 is already able to establish a Point-to-Site (P2S) connection to GW1 to access AppSvr1. This indicates that the VPN client on Computer1 is
configured correctly for the existing P2S connection.

2- The problem is that User1 cannot access AppSvr2, which is located in Vnet2 and not directly connected to the P2S connection. To enable User1 to
access resources in Vnet2, you need to ensure that the traffic from the P2S connection is correctly routed to Vnet2.

3- Creating a route table and associating it with the GatewaySubnet on VNet1 allows you to define custom routes for the VPN traffic. You can
configure the route table to route traffic destined for Vnet2 through the peering connection between Vnet1 and Vnet2.
upvoted 3 times

E & Tiago_MP 2 years, 2 months ago
A, these topics were covered in more detail in AZ-104
upvoted 3 times

E & ala76nl 2 years, 3 months ago
You're correct that VNet peering does indeed establish a link and routing between the two virtual networks (VNet1 and VNet2). However, by default, a
Point-to-Site (P2S) VPN client (User1 in this case) connected to VNet1 can only access resources within VNet1.

While VNet peering allows for resources in VNet1 and VNet2 to communicate directly, this doesn't automatically mean a P2S VPN client connected to
VNet1 can access resources in VNet2. This capability has to be explicitly configured.
upvoted 2 times

& & ala76nl 2 years, 3 months ago
This answer was wrong given below webpage answer All
upvoted 1 times

E & wyvern8888 2 years, 6 months ago
B. Create a route table and associate the table with GatewaySubnet on VNet1.

Since User1 can establish a P2S connection to GW1, User1 can access resources in VNet1. However, User1 cannot access resources in VNet2
because there is no route between the two VNets. To enable access to AppSvr2, you need to create a route table and associate the table with

GatewaySubnet on VNet1.

The route table should contain a user-defined route that has a destination prefix of the address space of VNet2 (10.2.0.0/16 in this case) and the next
hop type Virtual appliance. The next hop address should be the IP address of the virtual network gateway on VNet1.

This route table will enable User1 to access AppSvr2 over the P2S connection to GW1.


https://www.examtopics.com/user/jajajaf342/
https://www.examtopics.com/user/jajajaf342/
https://www.examtopics.com/user/jajajaf342/
https://www.examtopics.com/user/ChrisTorro/
https://www.examtopics.com/user/ChrisTorro/
https://www.examtopics.com/user/ChrisTorro/
https://www.examtopics.com/user/afridi43/
https://www.examtopics.com/user/afridi43/
https://www.examtopics.com/user/afridi43/
https://www.examtopics.com/user/Tiago_MP/
https://www.examtopics.com/user/Tiago_MP/
https://www.examtopics.com/user/Tiago_MP/
https://www.examtopics.com/user/ala76nl/
https://www.examtopics.com/user/ala76nl/
https://www.examtopics.com/user/ala76nl/
https://www.examtopics.com/user/ala76nl/
https://www.examtopics.com/user/ala76nl/
https://www.examtopics.com/user/ala76nl/
https://www.examtopics.com/user/wyvern8888/
https://www.examtopics.com/user/wyvern8888/
https://www.examtopics.com/user/wyvern8888/

upvoted 3 times
B & Telekon 2 years, 8 months ago
not B because Azure creates the route table. You can add to a route table but not create your own.
upvoted 3 times

& & ala76nl 2 years, 3 months ago
You can add a UDR
upvoted 1 times

B & ant_12 2 years, 8 months ago
Re-install the P2S client.
upvoted 4 times
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Question #23

HOTSPOT

You have a generation 1 Azure virtual machine named VM1 that runs Windows Server and is joined to an Active Directory domain.
You plan to enable BitLocker Drive Encryption (Bit-Locker) on volume C of VM1.

You need to ensure that the BitLocker recovery key for VM1 is stored in Active Directory.

Which two Group Policy settings should you configure first? To answer, select the settings in the answer area.

NOTE: Each correct selection is worth one point.

State
Not configured
Not configured

= Allow network unlock at t startup
Allow Secure Boot for integrity validation

| Require additional authentication at startup ____________ TR R AL iy i ___ Not configured
I Require additional authentication at stzrtup (Windows Server 2008 and \N’Jndnws \fsla} | Not configured
| = Disallow standard users from changmg_the PIN or_gassmni R LI i : Not configured
Not configured

| Not configured

B B | Not configured

| Not configured

Cnnflgure use of hardwar_e—b_ased encryption for operating -s-)-r-s-tem drives - Not configured
Not configured

Enforce dr_’r}_’e{eﬂﬂypbon type an Operahng system drives

Not configured
Not configured
Not configured

Configure TP'I"Qirplatform vnhdatmn prufl[e (Windaws Vista, Windows Server 2008, Wlndcws 7, Windows Server 2008 RE) Not configured

Configure TPM platforrn vdl(dahon :roll[e fcr nat:ve UEFI flrmwdre :onflgurat\ons ' Not configured
- - - 777 Notconfigured

Not configured

Naot configured

Araweer Arca
Setting Suate
{12 Albow network unbock at startup B | Mt

Albow Secure Baoot !nr-nwgnty validation | Pt configused
L] Require sddsonal suthentication at startup | Mat configured
equire addrbonal suthenticabon at startup (Windows Senver 2008 and Winsdowes Vista) PBut combigusd
Drsaliow standard users from changirg the PIN or passwond | Mot configured
T Bl SEAcE EOMBIant with INTTantGe of HSTI 16 ept out of pre-boot PIN. ] Mot contigured

| Mot confagueed
| Mot contigured
Nt configured
Nt configured

Enable use of Brilocker authentication requenng preboat keyboard inpaut on slates
= Allcrw enhanced PINg for startup

I Configure minamum PR Illnglh for startup

Suggested Answer:

Mot configured
Mot configured
Nt configured
Mot configured
chows 7. Wincovs Server 2008 RY) | Mot configured
it cenfigured
Pt cenfigured
Mot configured

27, Configure TPM platiom vabdate
37 Configure pre-boo
T Revet platiorm vais

2 Use enhanesd Boot ¢ aticn probile Mot configured

S & phisnix CTTIECLY 2 years, 4 months ago
Good read: https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview

We need: Allow BitLocker without a compatible TPM and Require additional authentication at startup

"If BitLocker needs to be used on a computer without a TPM, select Allow BitLocker without a compatible TPM. In this mode, a password or USB drive
is required for startup. The USB drive stores the startup key that is used to encrypt the drive. When the USB drive is inserted, the startup key is
authenticated, and the operating system drive is accessible. If the USB drive is lost or unavailable, BitLocker recovery is required to access the drive."

upvoted 6 times

& & phi3nix 2 years, 4 months ago
If this question is about VM domain joined in Azure. Azure VM does not have TPM.

We need to use a password to decrypt it.

Azure Disk Encryption uses the BitLocker external key protector for Windows VMs. For domain joined VMs, don't push any group policies that
enforce TPM protectors. For information about the group policy for "Allow BitLocker without a compatible TPM," see BitLocker Group Policy
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Reference.

BitLocker policy on domain-joined virtual machines with custom group policy must include the following setting: Configure user storage of
BitLocker recovery information -> Allow 256-bit recovery key.
upvoted 1 times
B & Itkiller ([TEIERTE) 2 weeks ago
This question refers only to the policies located at:
Computer Configuration\Administrative Templates\Windows Components\BitLocker Drive Encryption\Operating System Drives

The answers provided are correct for this specific policy location.
Other responses that reference settings outside this path are not applicable, as those options do not appear here.

The policy “Require additional authentication at startup” should not be used in Azure virtual machines, because there is no console access and
therefore no way to provide a PIN or password at boot time.
upvoted 1 times

B & az01 1 month ago
- Require additional authentication at startup
- Choose how BitLocker-protected operating system drives can be recovered
upvoted 1 times

5 & mjk666 1 month, 1 week ago
The answer is:
- Require additional authentication at startup
- Choose how BitLocker-protected operating system drives can be recovered

The first one is because the drive does not support TPM, we need to enable it and check "If you want to use BitLocker on a computer without a TPM,
select the "Allow BitLocker without a compatible TPM"
upvoted 1 times

© & az01 1 month, 3 weeks ago
seems correct and good responses
upvoted 1 times

B & Kiwi28 1 month, 3 weeks ago
In Group Policy, the two critical settings are:

Choose how BitLocker-protected operating system drives can be recovered — Configure this to require the recovery key to be stored in AD DS.

Store BitLocker recovery information in Active Directory Domain Services (AD DS) for operating system drives (this setting is part of the recovery
policy group, not shown as a separate line in your screenshot, but it's included under the recovery configuration option).

From the screenshot provided, the two exact visible options that must be configured are:
Choose how BitLocker-protected operating system drives can be recovered

Store BitLocker recovery information in Active Directory Domain Services (AD DS) for operating system drives (this appears when you configure
the above policy).

Courtesy of Chat GPT )
upvoted 1 times

B & Escaruncho 8 months ago
| think the answer is correct.
https://techcommunity.microsoft.com/blog/nonprofittechies/how-to-enable-azure-disk-encryption/3735071
Gen1 AZ VMs also support AZ disk encryption (bitlocker).
upvoted 1 times

© & Krayzr 8 months, 2 weeks ago
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After running through multiple deep searches and think model Als, This is the best answer | came across

"Require additional authentication at startup”
is necessary to activate BitLocker on the OS drive and define how it interacts with the system's security hardware (TPM or alternative methods), which
is a foundational step before recovery options can take effect.

"Choose how BitLocker-protected operating system drives can be recovered”
directly addresses the requirement to store the recovery key in Active Directory, ensuring compliance with the stated goal.
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago
Not Sure.
Enforce drive encryption type on operating system drives
Choose how Bitlocker protected operating system drives can be recovered.
upvoted 1 times

B & starseed 1 year, 1 month ago
Correct answer
upvoted 1 times

E & smorar 1 year, 4 months ago
Require additional authentication at startup
Choose how BitLocker-protected operating system drives can be recovered
upvoted 2 times

B & calottal 2 years, 2 months ago
The answer is correct!
upvoted 1 times

B & syu31sve 2 years, 6 months ago
| half-agree with the answer

https://learn.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-group-policy-settings#choose-how-bitlocker-
protected-operating-system-drives-can-be-recovered

Reference: Choose how BitLocker-protected operating system drives can be recovered

In Save BitLocker recovery information to Active Directory Domain Services, choose which BitLocker recovery information to store in Active Directory
Domain Services (AD DS) for operating system drives. If Store recovery password and key packages is selected, the BitLocker recovery password and
the key package are stored in AD DS. Storing the key package supports the recovery of data from a drive that is physically corrupted. If Store recovery
password only is selected, only the recovery password is stored in AD DS.

upvoted 1 times

B & syu31svc 2 years, 6 months ago
Enforce drive encryption type on operating system drives
This policy controls whether operating system drives utilize Full encryption or Used Space Only encryption
upvoted 1 times

& & syu31sve 2 years, 6 months ago
"enable BitLocker Drive Encryption (Bit-Locker) on volume C "

Enforce drive encryption type on operating system drives would address this | guess
upvoted 1 times

& & prepper666 2 years, 7 months ago
Answer given is incorrect. The question is about a azure VM. VMs do not have TPM and so you must select "Require additional authentication at
startup” and "not enforce drive encryption on OS drives".
upvoted 4 times

B & Verdural 2 years, 8 months ago
https://woshub.com/store-bitlocker-recovery-keys-active-directory/
upvoted 3 times

B & wyindualizer 2 years, 8 months ago
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https://askme4tech.com/how-enable-bitlocker-group-
policy#:~:text=How%20to%20configure%20the%20GP0%201%200pen%20the,BitLocker%20is%20the%20Require%20additional%20authentication%20at%20st
upvoted 3 times

& & nefaxto 2 years, 8 months ago
| think it's correct
https://admx.help/?Category=Windows_10_2016&Policy=Microsoft.Policies.VolumeEncryption::0SEncryptionType_Name
https://admx.help/?Category=MDOP&Policy=Microsoft.Policies.BitLockerManagement::RDVRecoveryUsagePolicy
upvoted 2 times
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Question #24 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a server named Server1 that runs Windows Server.

You need to ensure that only specific applications can modify the data in protected folders on Server1.

Solution: From App & browser control, you configure Reputation-based protection.

Does this meet the goal?

A. Yes

B. No

Suggested Answer: B

Community vote distribution
B (100%)

© & az01 1 month, 3 weeks ago
Correct
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago
B No. not related.
upvoted 2 times

© & Jacbin 1 year, 3 months ago

Selected Answer: B

Correct Answer
upvoted 1 times

B & syu31svc 2 years, 6 months ago
Selected Answer: B
From Virus & threat protection, you configure Controlled folder access

Answer is No
upvoted 1 times

B & nefaxto 2 years, 8 months ago
Correct
Need to be used Controlled Folder Access
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?view=0365-worldwide#allow-specific-
apps-to-make-changes-to-controlled-folders
upvoted 3 times
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Question #25 Topic 1

DRAG DROP

You have an Azure subscription that contains an Azure key vault named Vault1.

You plan to deploy a virtual machine named VM1 that will run Windows Server.

You need to enable encryption at host for VM1. The solution must use customer-managed keys.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and

arrange them in the correct order.

Actions Answer Area

Create VM1 and associate the disks of the virtual
machine with the disk encryption set.

L~

Enable a system-assigned managed identity on
VM.

Create a disk encryption set and generate RSA keys.

o0
]
O

L« |

Assign the Virtual Machine Contributor role to the
system-assigned managed identity of VM1,

Grant Vault1 the managed identity permission for
the disk encryption set.

Answer Area

[1]

Suggested Answer:

[2]
2]

Enable a system-assigned managed identity on ‘
VM1,

Assign the Virtual Machine Contributer role to the
system-assigned managed identity of VM1,

Create a disk encryption set and generate RSA keys, ‘

B & alzdashti [TIIIECL Y 2 years, T month ago
The answer is wrong. The correct answer is:
1- Create a disk encryption set and generate RSA keys.
2- Grant Vault1 the managed identity permission for the disk encryption ser.
3- Create VM1 and associate the disks of the virtual machine with the disk encryption

https://learn.microsoft.com/en-us/azure/virtual-machines/disks-enable-host-based-encryption-portal?tabs=azure-powershell
upvoted 36 times

& & Disguster 2 years, 1 month ago
Agree, and provided link supports it.
upvoted 5 times

& & d7efood 1 month, 4 weeks ago
Correct, tested in lab
upvoted 1 times

O & az01 [TELEE) 1 month ago

1- Create a disk encryption set and generate RSA keys.
2- Grant Vault1 the managed identity permission for the disk encryption ser.
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3- Create VM1 and associate the disks of the virtual machine with the disk encryption
upvoted 1 times

& az01 1 month, 3 weeks ago

1- Create a disk encryption set and generate RSA keys.

2- Grant Vault1 the managed identity permission for the disk encryption ser.

3- Create VM1 and associate the disks of the virtual machine with the disk encryption

Agreed
upvoted 2 times

& Kiwi28 1 month, 3 weeks ago
Create a disk encryption set and generate RSA keys.
The DES is the resource that uses CMK from Key Vault for encryption.

Grant Vault1 the managed identity permission for the disk encryption set.
The DES uses a managed identity to access Key Vault. You must grant that identity wrapKey, unwrapKey, get permissions in Vault1.

Create VM1 and associate the disks of the virtual machine with the disk encryption set.
Finally, you deploy VM1 and link its disks to the DES so host-based encryption uses your CMK.
upvoted 1 times

& BlackCat9588 8 months, 4 weeks ago

Create a disk encryption set and generate RSA keys.

Grant Vault1 the managed idenetity permission for the disk encryption set.

Create VM1 and associate the disks of the virtual machnine with the disk encryption set
upvoted 2 times

& Vallion 1 year, 1 month ago

1. Set up your Azure Key Vault

2. Add an Azure RBAC role (for access to the vault)

3. Set up your disk encryption set

4. Deploy a VM (On the Disks pane, choose Host Based encryption)
upvoted 1 times
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Question #26 Topic 1

HOTSPOT

Your network contains an Active Directory Domain Services (AD DS) domain. The domain contains three servers named Server1, Server2, and
Server3 that run Windows Server. All the servers are on the same network and have network connectivity.

On Server1, Windows Defender Firewall has a connection security rule that has the following settings:

* Rule Type: Server-to-server

+ Endpoint 1: Any IP address

« Endpoint 2: Any IP address

+ Requirements: Require authentication for inbound connections and request authentication for outbound connections
« Authentication Method: Computer (Kerberos V5)

« Profile: Domain, Private, Public

+ Name: Rule1

Server2 has no connection security rules.
On Server3, Windows Defender Firewall has a connection security rule that has the following settings:

* Rule Type: Server-to-server

« Endpoint 1: Any IP address

+ Endpoint 2: Any IP address

+ Requirements: Request authentication for inbound and outbound connections
« Authentication Method: Computer (Kerberos V5)

« Profile: Domain, Private, Public

+ Name: Rule1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
When Serverl establishes a network connection with Server2, o o
the connection is encrypted.
Server? can establish a network connection with Server3. Q o]
When Server3 establishes a network connection with Serverl, o o
the connection is encrypted.
Answer Area
Statements Yes No
When Serverl establishes a network connection with Server2, o @
the connection is encrypted.
Suggested Answer:
Server? can establish a network connection with Server3. @ (@)
When Server3 establishes a network connection with Serverl, @ o
the connection is encrypted.

B & az01 1 month, 3 weeks ago
no yes yes
upvoted 1 times
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B & Kiwi28 1 month, 3 weeks ago
When Server1 establishes a network connection with Server2, the connection is encrypted. — No
(Server1 only requests IPsec outhound; Server2 has no rule, so the traffic is allowed unprotected.)

Server2 can establish a network connection with Server3. — Yes
(Server3 only requests authentication inbound, so it accepts non-IPsec traffic from Server2.)

When Server3 establishes a network connection with Server1, the connection is encrypted. — Yes
(Server1 requires inbound authentication; Server3 requests outbound and will negotiate IPsec with Kerberos.)
upvoted 2 times

B & BlackCat9588 8 months, 4 weeks ago
N S1 "Require" authentication for inbound connections.
Y S3 "Request" only
Y Both (Kerberos V5)
Please let me know if | am wrong
upvoted 2 times

B & starseed 1 year, 1 month ago
correct ansis N,Y,Y
upvoted 1 times

E & FormaPlom 1 year, 12 months ago
| think that this answer is wrong:
1.- Server2 hasn't rule that especify that the connection require Kerberos v5
2.- Server3 require Kerberos v5 and Server2 hasn't any rule with this
3.- Server1 has a rule that request autentication by kerberos v5. So the connections between both servers are encripted
upvoted 1 times

© & FormaPlom 1 year, 12 months ago
Answer are N,N,Y
upvoted 1 times

& & smith288 1 year, 11 months ago
Answers are N, Y, Y
To your second point, Server3 REQUESTS Kerberos v5 and Server2 cannot provide it. A connection can still happen on a REQUEST, but not on a
REQUIRE. Only Server1 REQUIRES authentication.
So, given answer is correct. - N, Y, Y
upvoted 9 times

& & FormaPlom 1 year, 11 months ago
Sorry, your answer is correct! N,Y,Y
upvoted 2 times

& & Shnash 1 year, 11 months ago
Good Boy...
upvoted 2 times

& & FM221228 1 year, 9 months ago
So server 2 has no rules, it will accept any connection. Server requests authentication for outbound connections. So server 1 should be able
to connect to server 2.
upvoted 1 times

E & FM221228 1 year, 9 months ago
Sorry my mistake, connection yes but encryption no. So answer is no.
upvoted 1 times
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Question #27 Topic 1

Your network contains an Active Directory Domain Services (AD DS) forest. The forest functional level is Windows Server 2012 R2. The forest
contains the domains shown in the following table.

Name Operating system of | Domain functional level
all domain controllers
contoso.com Windows Server 2016 Windows Server 2012 R2
east.contoso.com | Windows Server 2019 Windows Server 2016

You create a user named Admin1.

You need to ensure that Admin1 can add a new domain controller that runs Windows Server 2022 to the east.contoso.com domain. The solution
must follow the principle of least privilege.

To which groups should you add Admin1?

A. EAST\Domain Admins only
B. CONTOSO\Enterprise Admins only
C. CONTOSO\Schema Admins and EAST\Domain Admins

D. CONTOSO\Enterprise Admins and CONTOS0\Schema Admins

Suggested Answer: A

Community vote distribution
A (75%) D (25%)

© & az01 1 month, 3 weeks ago
A seems right
upvoted 1 times

E & sardonique 8 months, 1 week ago
EAST\Domain Admins is ok, tested in Lab it has successfully promoted to a DC, however it failed to create a DNS delegation on the parent domain.
DNS delegation is an option, it is not mentioned in the question. Normally you would want to flag that option upon promotion of a DC in a Child
domain. the premises of the question are met with "EAST\Domain Admins only", however you end up in a non optimally configured infrastructure. Yet
another badly formulated misleading scenario. In the real world "EAST\Domain Admins only" is not enough, you would need either some admin
privileges on the parent domain, or to cooperate with one of the parent domain admins to create the missing DNS delegations
upvoted 3 times

E & BlackCat9588 8 months, 4 weeks ago

A. EAST\Domain Admins only
upvoted 3 times

E & nap61 1 year, 3 months ago
According with this article https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/upgrade-domain-controllers a WS2022 DC can
be installed in a FL 2008 and above without have to prepare de forest. Also is not required to runadprep. And, in this case the minimum to install a
2022DC in a 2012R2 FL would be Domain Admin of the respective domain, so East/Domain Admin.
upvoted 2 times

E & Kuikz 1 year, 5 months ago

Selected Answer: A

https://u-tools.com/help/UpgradeRunAdprep.asp
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Before you can replace your old computer with a new computer that is running a new version of Windows Server, you need to first prepare the Active
Directory schema by running adprep.

The adprep console utility will upgrade the Active Directory schema to add new object types required by the new operating system.

If you forget to run adprep, U-Move will display a warning message to remind you.

Windows Server 2012-2022: Windows will automatically run adprep during the promotion of the new domain controller.
upvoted 1 times
E & 004b54b 1 year, 5 months ago

As mentionned by NotThatGuy242, according to https:/learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/adprep/changes-made-by-
adprep

Answer is A
upvoted 1 times
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Question #28 Topic 1

You have an Azure subscription named Sub1 that contains a resource group named RG1. RG1 contains the resources shown in the following table.

Name Type Description

VM1 Virtual machine Runs Windows Server 2022

NIC1 Network interface | Network interface of VM1

PIP1 Public IP address Public IP address assigned to NIC1

Disk1 Disk Managed disk attached to VM

VNet1 Virtual network Virtual netwark that contains a subnet
named Subnet1 to which NIC1 is
attached

Sub1 has Microsoft Defender for Servers enabled. You are assigned the Contributor role for Sub1.
You need to implement just-in-time (JIT) VM access for VM1.

What should you do first?

A. Create a network security group (NSG).
B. Enable enhanced security in Microsoft Defender for Cloud.
C. Request the Owner role for Sub1.

D. Create an application security group.

Suggested Answer: C

Community vote distribution
A (57%) C (29%) 14%

© & NotThatGuy242 [[TITREIZL Y 1 year, 7 months ago

"JIT requires an NSG to be configured or a Firewall configuration (or both)"
From here: https://learn.microsoft.com/en-us/azure/defender-for-cloud/just-in-time-access-usage

There's no mention of Azure Firewall in the question, so an NSG would be required.
upvoted 9 times

G & az01 [ZELZEE) 1 month, 3 weeks ago

Yes create NSG
upvoted 1 times

B & Kiwi28 1 month, 3 weeks ago

Selected Answer: A

A. Create a network security group (NSG).

This is required first because currently, there's no NSG in the listed resources. JIT cannot be applied without an NSG to enforce the access
restrictions.

B. Enable enhanced security in Microsoft Defender for Cloud. 3¢
Already covered because Defender for Servers is enabled.

C. Request the Owner role for Sub1. X
Contributor permissions are enough to configure JIT (Owner not needed).
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D. Create an application security group.
Not required for JIT; NSG is the dependency, not ASG.
upvoted 1 times
B & Download100 3 months, 1 week ago
To enable JIT for a VM you need to assign these actions to the subscription level Contributor role:
Microsoft.Security/locations/jitNetworkAccessPolicies/write
Yo need to owner role
upvoted 1 times

B & indope94 7 months, 1 week ago

Selected Answer: B

Je kunt geen JIT configureren of NSG linken aan JIT, tenzij je Enhanced Security aanzet in Defender for Cloud.

De vraag is niet: “Wat is vereist voor JIT?"
De vraag is: “Wat moet je als eerste doen?” en daarom ga ik voor antwoord B
upvoted 1 times

E & Escaruncho 7 months, 3 weeks ago

Selected Answer: A

From what I've gathered, you would need the owner rule IF Microsoft Defender for Servers was not already enabled because you would need that to
configure "Microsoft Defender for Cloud, Enhanced Security Management" which is presently just called "Microsoft Defender for Cloud".
So if you don't need the owner role nor the "Enable enhanced...", that just leaves us with A. and D. which is definetely out of the question.

upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago

Selected Answer: A

A. Create a network security group (NSG).
upvoted 1 times

B & starseed 1 year, 1 month ago
answer is A
upvoted 1 times

E & smorar 1 year, 4 months ago
The answer is A.

Owner: Has full access to all resources, including the right to delegate access to others.
Contributor: You can create and manage all types of Azure resources, but you cannot grant access to others.

You don't need to be an owner in this case.
upvoted 1 times

& & smorar 1 year, 4 months ago
The milk. Well, the correct answer is B:

B. Enable enhanced security in Microsoft Defender for the cloud.

It's true that when you configure JIT, you automatically need to configure NSG, but according to this URL, enabled Defender for Cloud enhanced
security features are a prerequisite.

https://learn.microsoft.com/en-us/azure/defender-for-cloud/tutorial-protect-resources
upvoted 4 times

& & NilsAbrahamsson 1 year, 3 months ago
Looks like you're right there. Sure, JIT uses NSG, but Enhanced Security is a prerequisite... and the question is "What should you do first?"
upvoted 1 times

E & bpaccount 1 year, 4 months ago

| think its A, NSG
upvoted 1 times


https://www.examtopics.com/user/Download100/
https://www.examtopics.com/user/Download100/
https://www.examtopics.com/user/Download100/
https://www.examtopics.com/user/indope94/
https://www.examtopics.com/user/indope94/
https://www.examtopics.com/user/indope94/
https://www.examtopics.com/user/Escaruncho/
https://www.examtopics.com/user/Escaruncho/
https://www.examtopics.com/user/Escaruncho/
https://www.examtopics.com/user/BlackCat9588/
https://www.examtopics.com/user/BlackCat9588/
https://www.examtopics.com/user/BlackCat9588/
https://www.examtopics.com/user/starseed/
https://www.examtopics.com/user/starseed/
https://www.examtopics.com/user/starseed/
https://www.examtopics.com/user/smorar/
https://www.examtopics.com/user/smorar/
https://www.examtopics.com/user/smorar/
https://www.examtopics.com/user/smorar/
https://www.examtopics.com/user/smorar/
https://www.examtopics.com/user/smorar/
https://www.examtopics.com/user/NilsAbrahamsson/
https://www.examtopics.com/user/NilsAbrahamsson/
https://www.examtopics.com/user/NilsAbrahamsson/
https://www.examtopics.com/user/bpaccount/
https://www.examtopics.com/user/bpaccount/
https://www.examtopics.com/user/bpaccount/

E & mohamed1999 1 year, 5 months ago
contributor rights alone do not allow you to enable Just-In-Time (JIT) access in an Azure subscription. JIT access involves managing access to
specific resources for a limited time window. To enable JIT, you need additional permissions related to security management and resource access
control.
upvoted 1 times

B & Kuikz 1 year, 5 months ago

Selected Answer: A

https://learn.microsoft.com/en-us/azure/defender-for-cloud/just-in-time-access-usage
Just-in-time VM access shows your VMs grouped into:

Configured - VMs configured to support just-in-time VM access, and shows:
- the number of approved JIT requests in the last seven days

- the last access date and time

- the connection details configured

the last user

Not configured - VMs without JIT enabled, but that can support JIT. We recommend that you enable JIT for these VMs.

Unsupported - VMs that don't support JIT because:
- Missing network security group (NSG) or Azure Firewall - JIT requires an NSG to be configured or a Firewall configuration (or both)
- Classic VM - JIT supports VMs that are deployed through Azure Resource Manager.
- Other - The JIT solution is disabled in the security policy of the subscription or the resource group.
upvoted 1 times

B & AppieHappie 1 year, 5 months ago
According to Copilot, The Contributor-role on the Subscription level should suffice to perform all the steps required to configure JIT. You do need to
configure NSG rules though, so my answer would be A.
upvoted 3 times

B & Chrisvt 1 year, 7 months ago
Owner role is required to enable JIT
upvoted 1 times

B & pnewcap 1 year, 7 months ago
isn'tit B?
upvoted 2 times

E & SanMan_NZ 1 year, 8 months ago
Correct, below are the prerequisites:
You'll need:

1.) An Azure Subscription
2.) Logged into the Azure Portal with an Azure account with the Subscription Owner role.
A Standard Azure Defender plan. You can sign up while logged into the Azure Portal via Azure Security Center.

Azure Cloud Shell or PowerShell. Be sure you log in once to create the storage account it needs at least once.

L o

3.
4.
5.) The Azure Defender service enabled. Part of Azure Security Center, you'll need to first enable it on your subscription.

Azure Security Permissions - https://learn.microsoft.com/en-us/azure/defender-for-cloud/permissions
upvoted 2 times
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Question #29 Topic 1

HOTSPOT

Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains an organizational unit
(OU) named OU1. OU1 contains servers that run sensitive workloads.

You plan to add connection security rules that meet the following requirements:

« The servers in OUT must only accept connections from domain-joined
+ The servers in OU1 must only be able to communicate with domain-joined

You create a Group Policy Object (GPO) named GPO1 and link GPO1 to contoso.com.
You need to configure a connection security rule in GPO1 by using Windows Defender Firewall with Advanced Security.
How should you configure the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Rule Type: v
Authentication exemption
Isolation
Tunnel
Requirements: v
Request authentication for inbound and cutbound connections
Require authentication for inbound and outbound connections
Require authentication for inbound connections and request authentication for outbound connections
Authentication Method: A
Computer certificate
Computer (Kerberos V5)
Preshared key
Answer Area
Rude Type: -
AuthennicATion exemplon
Turnne
Requirements: -

Suggested Answer:

Authentication Method

B & az01 1 month, 3 weeks ago
Correct
upvoted 1 times

B & sardonique 8 months, 1 week ago
answer is correct, this is a no brainer
upvoted 1 times

B & BlackCat9588 8 months, 4 weeks ago
Isolation
Require authentication for inbound and outbound connections
Kerberos V5
Please let me know if | am wrong
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upvoted 2 times
B & NilsAbrahamsson 1 year, 3 months ago
The given answer is Correct.

Rule type: Isolation
Isolation rules are used to enforce authentication for network traffic. (Authentication exemption rules are used to specify traffic that should be
exempt from the authentication requirements. And Tunnel rules are used to secure traffic between endpoints , typically used for VPN)

Requirements: Require authentication for inbound and outbound connections
This is being stressed in this certification, the difference between required and requested.

Authentication Method: Computer (Kerberos V5)
This will ensure that only domain-joined computers (which use Kerberos for authentication) can communicate with the servers.

upvoted 2 times
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Question #30

DRAG DROP

You have a Windows Server 2022 failover cluster named Cluster that contains the Cluster Shared Volumes (CSV) shown in the following table.

Name Owner
Volumel Nodel
Volume?2 Node2

All the nodes in Cluster1 have BitLocker Drive Encryption (BitLocker) installed.

You need to use PowerShell to enable BitLocker on Volume.

In which order should you run the commands? To answer, drag the appropriate commands to the correct order. You may need to drag the split bar

between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Commands

Get-ClusterSharedVolume -Name "Volumel" | Resume-ClusterResource

Get-ClusterSharedVolume -Name "Volumel™ | Suspend-ClusterResource

Enable-BitLocker -MountPoint “C:\\ClusterStorage\\Volumel® -
RecoveryPasswordProtector

Get-ClusterSharedVolume "Volumel™ | Set-ClusterParameter -Name
BitLockerProtectorInfo -Value

"$KeyProtectorID.keyprotectorid:$KeyProtectorID.RecoveryPassword™
Create

Gap 1: [Fer-Clustersharedvolune -tsme ~Volwsl- | Suspend-Clustariesource

Siep & [tnabla-Bitbocker HewntPolnt ~Ci\\Cluatersterapeh\volused- -

ecoveryPasssondtrotestor

suggested Answer: Siep I FlayProtectorld « (Get-BltlockerVolume -FauntPolnt

“ErClusterStaragel\Volumel”) KeyProtector

Step & |BitiockerProtectorinfe -Value

Creste

ei-Clatuer une T T-LlusCarParanetar ~Hant

$xeyProtec torTh. keyprotectorid: SeeyProtectorID. becoveryFassword™ «

Answer Area

Step 1

Step 2:

Step 3 $KeyProtectorID = (Get-BitlockerVolume -MountPoint
“C:\\ClusterStorage\\Volumel").KeyProtector

Step 4:

Step 5:

Qup 5 [det-Clustershareduclune -Name “Volumal™ | Resume-Clustarfessurce

B & az01 1 month, 3 weeks ago

Correct

1 Get-ClustersharedVolume -Suppend

2 Enabled-Bitlocker

4 Get-ClustershareVolume "Volume1"

5 Get-ClustersharedVolume -Sesume
upvoted 1 times

E & BlackCat9588 8 months, 4 weeks ago

1 Get-ClustersharedVolume -Suppend
2 Enabled-Bitlocker
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4 Get-ClustershareVolume "Volume1"
5 Get-ClustersharedVolume -Sesume
upvoted 3 times
B & Vallion 1 year ago
| had step 2 and 4 mixed up initially, but when reading step 3, | noticed the parameter set in 3 was used in what | thought was step 2 so | swapped 2
and 4 and that was correct. Hope they do this on the exam too, free loot boys
upvoted 4 times
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Question #31 Topic 1

You have an on-premises server named Server1 that runs Windows Server 2022 Standard.

You have an Azure subscription that contains the virtual machines shown in the following table.

Name Location Operating system
VM1 West US Windows Server 2022 Datacenter: Azure Edition
VM2 Central US Windows Server 2019 Datacenter

VM3 Central US Windows Server 2016 Datacenter

The subscription contains a Microsoft Sentinel instance named Sentinel1 in the Central US Azure region.
You need to implement the Windows Firewall connector.

Which servers can send Windows Firewall logs to Sentinel1?

A. VM1 only

B. VM2 only

C. VM1 and Server1 only

D. VM1, VM2, and VM3 only

E. VM1, VM2, and Server1 only

F. VM1, VM2, VM3, and Server1

Suggested Answer: £

© & NicolaF [[TITEZRZLY 11 months, 3 weeks ago
based on https://learn.microsoft.com/en-us/azure/sentinel/connect-services-windows-based#log-analytics-agent-legacy and
https://learn.microsoft.com/en-us/azure/azure-monitor/agents/azure-monitor-agent-supported-operating-systems the connector is supported even
on 2012R2
upvoted 9 times

O & Kiwi28 [TELEE) 1 month, 2 weeks ago
Important Details about Windows Firewall Connector in Sentinel:
The Windows Firewall connector in Microsoft Sentinel collects logs from Azure Monitor Agent (AMA) or Log Analytics Agent.
Supported 0S for AMA/agent:
Windows Server 2012 R2 and later (Datacenter or Standard, including Azure Edition).
Applies to both on-premises and Azure VMs, as long as the agent is installed and connected to a Log Analytics workspace.
Region of VM is irrelevant — logs can flow across regions to Sentinel (only workspace region matters).
Evaluation:
VM1 (Windows Server 2022 Azure Edition) — Supported.
VM2 (Windows Server 2019 Datacenter) — Supported.

VM3 (Windows Server 2016 Datacenter) — Supported.

Server1 (On-prem, Windows Server 2022 Standard) — Supported (via agent installation).
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So, all servers can send Windows Firewall logs to Sentinel1.
4 Correct Answer:

F. VM1, VM2, VM3, and Server1
upvoted 2 times
B & az01 1 month, 3 weeks ago
2016 not compatible w/ FW connect
upvoted 1 times

B & JackLerns 1 month, 3 weeks ago
On-premises Server1 can't (unless you use Arc, but that's not in the question) So it is D imo.
upvoted 2 times

= & Download100 3 months, 1 week ago
To collect events from any system that is not an Azure virtual machine, the system must have Azure Arc installed and enabled before you enable the
Azure Monitor Agent-based connector.
This includes:
o Windows servers installed on physical machines
o Windows servers installed on on-premises virtual machines
o Windows servers installed on virtual machines in non-Azure clouds

The Windows Firewall is compatible with various server versions and connector types. Specifically, it works with Windows Server 2025, 2022, 2019,
and 2016.
upvoted 1 times

B & aaok 3 months, 2 weeks ago
There are no restrictions on the Windows 0S version.
upvoted 1 times

© & BlackCat9588 8 months, 4 weeks ago
EorF?
upvoted 1 times

E & kenda1535 10 months, 3 weeks ago
Azure Virtual Machines:
VM1 (Windows Server 2022 Datacenter: Azure Edition) is fully compatible with the Windows Firewall connector due to its Azure-specific capabilities
and integration with Azure services.
VM2 (Windows Server 2019 Datacenter) is also compatible with the Windows Firewall connector, as it's a recent Windows Server version.
On-premises Server:
Server1 (Windows Server 2022 Standard) can also send Windows Firewall logs to Sentinel1 using the Windows Firewall Connector. This requires an
agent to be installed on the on-premises server.
VM3 Incompatibility:

VM3 (Windows Server 2016 Datacenter) is not directly compatible with the Windows Firewall connector. While it's possible to use third-party
solutions or custom scripts to extract and send firewall logs to Sentinel, it's not a straightforward and officially supported method.
Therefore, the correct answer is E. VM1, VM2, and Server1 only.

upvoted 3 times
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Question #32 Topic 1

HOTSPOT

Your network contains an on-premises Active Directory Domain Services (AD DS) domain.

The domain contains the servers shown in the following table.

Name Domain joined

Serverl Yes

Server?2 | Yes

Server3 Yes

Server1 has the connection security rule as shown in the Server exhibit. (Click the Server1 tab.)

Connection Security Rules
Name  Enabled Profile Endpoint 1 Endpoint2 Authentication mode Authentication method Endpoint 1port Endpoint2port  Protocol
HuRulet Yes Domain  Any Any Require inbound and outbound  Computer (Kerberos V5) Any Any TP

Server2 has the connection security rule as shown in the Server2 exhibit. (Click the Server2 tab.)

Connection Security Rules
Name  Enabled Profile Endpoint 1 Endpoint2 Authentication mode Authentication method Endpoint 1port  Endpoint2port  Protocol
BuRulel Yes Domain  Any Any Require inbound and outbound  Computer (Kerberos V5) Any Any P

Server1 has the inbound firewall rules as shown in the Server1 inbound rules exhibit. (Click the Server1 inbound rules tab.)

Inbound Rules

Name Group Profile Enabled Action Program  local Address Remote Address  Protocol
@ File and Printer Sharing (Echo Request - ICMPv4-1n) File and Printer Sharing Domain  Yes Allow  System Any Any ICMPv4
@ File and Printer Sharing (Echo Request - ICMPv6-In) File and Printer Sharing Domain  Yes Allow  System Any Any ICMPv6
@ File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Domain  Yes Allow  %Syste.  Any Local subnet uoe
0 File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Domain  Yes Allow  System Any Any uop
& File and Printer Sharing (NB-Name-In) File and Printer Sharing Domain  Yes Allow  System Any Any uop
@ File and Printer Sharing (NB-Session-In) File and Printer Sharing Domain  Yes Allow  System Any Any hle
@ File and Printer Sharing (SMB-In) File and Printer Sharing Domain  Yes Allow  System Any Any P
@ File and Printer Sharing (Spooler Service - RPQ) File and Printer Sharing Domain  Yes Allow  %Syste.  Any Any ©p
£ File and Printer Sharing (Spooler Service - RPC-EPMAP)  File and Printer Sharing Domain  Yes Allow  %Syste.  Any Any e

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Area
Statements Yes No
Server2 can ping Server1 successfully. O O
Server2 can connect to a file share on Server1. O O

Server3 can connect to a file share on Server1. O O






