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Question #1 Topic 1

Your company recently created an Azure subscription.
You have been tasked with making sure that a specified user is able to implement Azure AD Privileged Identity Management (PIM).
Which of the following is the role you should assign to the user?

A. The Global administrator role.
B. The Security administrator role.
C. The Password administrator role.

D. The Compliance administrator role.

Suggested Answer: A

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example,
@outlook.com), to enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Reference:

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

Community vote distribution
A (97%)

© & Shahrezza ([[TITEECL Y 3 vears, 9 months ago
Given answer is correct.
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
upvoted 11 times

© & kakakayayaya 3 years, 10 months ago
Today, this not 100% correct. PIM ready to use without consent. Any user that have active role enables PIM.
upvoted 6 times

& & kktamang 3 years, 9 months ago
No. You havent got the meaning of question. "Anyone" can enable PIM and get the admin access for assigned duration but who has right and
permission to assign admin role using PIM to others ? | hope its clear for you.
upvoted 1 times

© & khamrumunnu (ETRREY 1 month, T week ago

Required Role:
Only a user with the Global administrator role can enable PIM and configure it for Azure AD roles.

Why not the others?
B. Security administrator
Can manage some security settings but cannot enable or configure PIM.

C. Password administrator
Limited to password resets; no PIM-related permissions.

D. Compliance administrator
Focuses on compliance solutions like Microsoft Purview; not related to PIM setup.
upvoted 1 times

B & Tessy25 2 months, 2 weeks ago
PIM itself is a high-privilege service because it controls admin role assignments.
Other roles like Security administrator, Password administrator, and Compliance administrator don't have permission to enable/configure PIM or
assign roles at that level.
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upvoted 1 times
E & hellboysecret 3 months, 2 weeks ago
Privileged Role Administrator or Global Administrator role can manage assignments for other administrators
upvoted 1 times

B & siya.mthi 3 months, 3 weeks ago

Selected Answer: A

A. The Global administrator role.

Explanation:

To implement Azure AD Privileged Identity Management (PIM), a user must have elevated privileges that allow them to manage role assignments and
access controls. The Global Administrator role has the highest level of permissions in Azure AD, including the ability to enable and configure
Privileged Identity Management (PIM).

Why not the other options?
B. Security Administrator — Can manage security-related policies but does not have permissions to configure PIM.
C. Password Administrator — Only manages password-related tasks and cannot implement PIM.
D. Compliance Administrator — Focuses on compliance settings and auditing but lacks control over PIM.
upvoted 3 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: A

Answer: A, Global Administrator

Reason: Azure AD Privileged Identity Management (PIM) requires Global Administrator permissions to be configured initially. While other
administrators can manage specific PIM roles once it's set up, only Global Administrators can implement and configure PIM for the first time in an
Azure AD tenant.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started#prerequisites

Note: Although a Security Administrator can manage some PIM settings after initial setup, they cannot implement PIM for the first time in an
organization.
upvoted 1 times

E & pentium75 9 months, 1 week ago

Selected Answer: A

"Only a user who is in the Privileged Role Administrator or Global Administrator role can manage assignments for other administrators"
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-deployment-plan

Privileged Role Administrator is not an option, thus Global Administrator it is.
upvoted 3 times

B & Andre369 9 months, 1 week ago

Selected Answer: A

The Global administrator role has the highest level of privilege in Azure AD and provides full access to all administrative features, including the ability
to configure and manage Azure AD PIM. This role allows the user to enable and configure Azure AD PIM for managing privileged roles and access in
the Azure subscription.

Therefore, the correct answer is:

A. The Global administrator role.
upvoted 1 times

B & zellck 9 months, 1 week ago

Ais the answer.

https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan#assign-and-activate-azure-ad-roles
For Azure AD roles in PIM, only a user who is in the Privileged Role Administrator or Global Administrator role can manage assignments for other
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administrators. Global Administrators, Security Administrators, Global Readers, and Security Readers can also view assignments to Azure AD roles in
PIM.
upvoted 3 times
B & msoh9637 9 months, 1 week ago
Seems an outdated question as PIM now is automatically enabled when a P2 license enabled user logs in?
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-getting-started

When a user who is active in a privileged role in a Microsoft Entra organization with a Premium P2 license goes to Roles and administrators in
Microsoft Entra ID and selects a role (or even just visits Privileged Identity Management):

"We automatically enable PIM for the organization
Their experience is now that they can either assign a "regular” role assignment or an eligible role assignment”
upvoted 1 times

E & QueZee 1 year, 2 months ago
B. Security administrator role

Here's why:

The Security administrator role provides the necessary permissions to manage Azure AD security features, including PIM.

It grants control over security policies, access management, and monitoring, which aligns with PIM's functionalities.
upvoted 1 times

© & pentium75 11 months ago
"Only a user who is in the Privileged Role Administrator or Global Administrator role can manage assignments for other administrators"
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-deployment-plan
upvoted 1 times

B & MPB 1 year, 3 months ago
Alis correct
upvoted 3 times

B & Ashi_321 1 year, 6 months ago
B. The Security administrator role.

The Security administrator role in Azure AD is required to manage Azure AD Privileged Identity Management. This role allows the user to configure
and manage PIM settings, including configuring role assignments, activating PIM for specific roles, and managing the PIM security settings.
upvoted 2 times

E & wardy1983 1 year, 7 months ago
To start using PIM in your directory, you must first enable PIM.
1. Sign in to the Azure portal as a Global Administrator of your directory.
You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example,
@outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com
upvoted 1 times

B & ESAJRR 1 year, 12 months ago
A. The Global administrator role.
upvoted 1 times

& & JunetGoyal 2 years, 1 month ago
In real world you should always give Privileged Role Administrator over global admin
For Azure AD roles in Privileged Identity Management, only a user who is in the Privileged Role Administrator or Global Administrator role can manage
assignments for other administrators. Global Administrators, Security Administrators, Global Readers, and Security Readers can also view
assignments to Azure AD roles in Privileged Identity Management.
upvoted 1 times
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Question #2 Topic 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result.
Establish if the solution satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory
(Azure AD) tenant with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the
Azure AD tenant, and that the amount of necessary servers are reduced.

Solution: You recommend the use of pass-through authentication and seamless SSO with password hash synchronization.

Does the solution meet the goal?

A. Yes

B. No

Suggested Answer: B

For pass-through authentication, you need one or more (we recommend three) lightweight agents installed on existing servers. These agents
must have access to your on-premises Active Directory Domain Services, including your on-premises AD domain controllers. They need
outbound access to the Internet and access to your domain controllers. For this reason, it's not supported to deploy the agents in a perimeter
network.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

Community vote distribution
A (76%) B (24%)

© & kakakayayaya 3 years, 10 months ago
We have 3 options for solution:
1) Password hash synchronization + Seamless SSO
2) Pass-through Authentication + Seamless SSO
3) Federation with AD FS
1 - doesn't support "password policies and user logon limitations".
2 and 3 - support, but 3 requres more servers.
upvoted 56 times

O & kakakayayaya 3 years, 10 months ago
.. so answer YES
upvoted 5 times

B & omw2wealth 3 years, 7 months ago
Exactly.
upvoted 1 times

& & cfsxtuv33 3 years, 6 months ago
| will have to agree with this assessment based on supporting evidence and kakakayayaya "options for solution."
upvoted 1 times

& & ThatDowntownSmell 2 years, 8 months ago
There is a 4th option not listed: Pass-through Auth+Seamless SSO with Password Hash Sync:
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
upvoted 4 times

© & moutaz1983 3 years, 10 months ago
I will go Yes here because this password policy enfocement can be done only using Pass through auth

See decision tree: https:/docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
upvoted 22 times

© & Shahrezza 3 years, 9 months ago
Agree with answer : YES . The decision tree support this
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upvoted 4 times
© & stonwall12 4 months, 2 weeks ago

Answer: A, Yes

Reason: Pass-through authentication with password hash sync meets the goals by enforcing on-premises password policies while providing backup
authentication, all with minimal server infrastructure.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/choose-ad-authn#cloud-authentication-pass-through-
authentication
upvoted 1 times

& & somenick 9 months, 1 week ago
We have 3 options for solution:
1) Password hash synchronization + Seamless SSO
2) Pass-through Authentication + Seamless SSO
3) Federation with AD FS
1-doesn't support "password policies and user logon limitations".
2 and 3 - support, but 3 requres more servers.
upvoted 4 times

B & fahrulnizam 9 months, 1 week ago
"must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant"
keyword here in this question is 'synced'. So, answer is YES

Password hash synchronization. A sign-in method that synchronizes a hash of a users on-premises AD password with Azure AD.

Pass-through authentication. A sign-in method that allows users to use the same password on-premises and in the cloud, but doesn't require the
additional infrastructure of a federated environment.
upvoted 3 times

© & fr3ngdf 9 months, 1 week ago

Answer is A (YES)
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

"Azure AD Password Hash Synchronization (...) provides the same benefit of cloud authentication to organizations. However, certain organizations
wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead"
upvoted 3 times

B & zellck 9 months, 1 week ago

Selected Answer: A

A'is the answer.

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/choose-ad-authn#cloud-authentication-pass-through-authentication
- Effort.
For pass-through authentication, you need one or more (we recommend three) lightweight agents installed on existing servers. These agents must
have access to your on-premises Active Directory Domain Services, including your on-premises AD domain controllers. They need outbound access to
the Internet and access to your domain controllers. For this reason, it's not supported to deploy the agents in a perimeter network.

upvoted 1 times

& & zellck 2 years, 1 month ago
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/choose-ad-authn#cloud-authentication
Azure AD Pass-through Authentication. Provides a simple password validation for Azure AD authentication services by using a software agent that
runs on one or more on-premises servers. The servers validate the users directly with your on-premises Active Directory, which ensures that the
password validation doesn't happen in the cloud.
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Companies with a security requirement to immediately enforce on-premises user account states, password policies, and sign-in hours might use
this authentication method.
upvoted 1 times
B & BigShot0 9 months, 1 week ago
Azure AD Pass-through Authentication. Provides a simple password validation for Azure AD authentication services by using a software agent that
runs on one or more on-premises servers. The servers validate the users directly with your on-premises Active Directory, which ensures that the
password validation doesn't happen in the cloud.

Companies with a security requirement to immediately enforce on-premises user account states, password policies, and sign-in hours might use this
authentication method.

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/choose-ad-authn
upvoted 1 times

B & 123Imn 9 months, 1 week ago
the solution of using pass-through authentication and seamless Single Sign-On (SS0) with password hash synchronization aligns with your goal of
integrating Active Directory and the Azure AD tenant while ensuring that password policies and user logon limitations affect user accounts that are
synced to the Azure AD tenant. Additionally, this solution helps reduce the number of necessary servers as it doesn't require additional infrastructure
components like federation servers, which would be the case if you were to implement Active Directory Federation Services (AD FS) for SSO.

In summary, the proposed solution is a valid and efficient approach for achieving the integration and meeting the specified requirements.
upvoted 1 times

E & yonie 9 months, 1 week ago

Selected Answer: A

Answer is YES

organizations wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication
instead

https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/choose-ad-authn

See also: https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/choose-ad-authn#decision-tree
upvoted 1 times

E & pentium75 9 months, 1 week ago
"Make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant" - requires pass-through
authentication or federation

"amount of necessary servers are reduced" - federation would require additional servers while pass-through does not

So we need pass-through authentication, which is part of the suggested solution here. Additional () password hash sync for seamless SSO is not
required by the question, but it doesn't harm.
upvoted 2 times

E & Ruffyit 1 year, 2 months ago
We have 3 options for solution:
1) Password hash synchronization + Seamless SSO
2) Pass-through Authentication + Seamless SSO
3) Federation with AD FS
1-doesn't support "password policies and user logon limitations".
2 and 3 - support, but 3 requres more servers.
upvoted 1 times

B & examexamtopics 1 year, 3 months ago
Yes, the solution does meet the goal.
Azure AD Connect with pass-through authentication and seamless Single Sign-On (SSO) with password hash synchronization would allow you to
integrate your on-premises Active Directory with Azure AD.
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Pass-through authentication allows users to use the same username and password on-premises and in the cloud, but doesn't require the additional
infrastructure of a federated environment.
Seamless SSO automatically signs users in when they are on their corporate devices connected to your corporate network, providing a more
integrated experience.
Password hash synchronization is an extension to the same sign-on feature where the hash of the on-premises AD user’s password is synchronized
to Azure AD, which can help reduce the number of servers since you don't need to deploy Active Directory Federation Services (ADFS).
upvoted 1 times
B & Jastix 1 year, 4 months ago
Answer = B
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/choose-ad-authn
upvoted 1 times

B & b9e98e8 1 year, 4 months ago
PTA requires OnPrem AD to process authentication and PHS requires Azure AD to process authentication. If you want to reduce on prem servers
using SSO then you should recommend PTA with SSO but not PHS with SSO.
upvoted 1 times

B & wardy1983 1 year, 7 months ago
Yes" - the main sign-in method is PTA fulfills the requirements and the PH sync is just for failover and for Identity protection. It is also recommended
to do.
Azure AD Identity Protection requires Password Hash Sync regardless of which sign-in method you choose, to provide the Users with leaked
credentials report. Organizations can fail over to Password Hash Sync if their primary sign-in method fails and it was configured before the failure
event.
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

upvoted 1 times

B & Ssc91 1 year, 7 months ago
Azure AD Pass-through Authentication. Provides a simple password validation for Azure AD authentication services by using a software agent that
runs on one or more on-premises servers. The servers validate the users directly with your on-premises Active Directory, which ensures that the
password validation doesn't happen in the cloud.

Companies with a security requirement to immediately enforce on-premises user account states, password policies, and sign-in hours might use this
authentication method.

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/choose-ad-authn
upvoted 1 times
upvoted 1 times
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Question #3 Topic 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result.
Establish if the solution satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory
(Azure AD) tenant with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the
Azure AD tenant, and that the amount of necessary servers are reduced.

Solution: You recommend the use of federation with Active Directory Federation Services (AD FS).

Does the solution meet the goal?

A. Yes

B. No

Suggested Answer: B

A federated authentication system relies on an external trusted system to authenticate users. Some companies want to reuse their existing
federated system investment with their Azure AD hybrid identity solution. The maintenance and management of the federated system falls
outside the control of Azure AD. It's up to the organization by using the federated system to make sure it's deployed securely and can handle the
authentication load.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

Community vote distribution
B (100%)

O & trevax ([IEEEL Y 3 years, 10 months ago
- "password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant" — Federation or PTA
- "the amount of necessary servers are reduced" — Federation > PTA > PHS (number of server)

So the answer is PTA.
upvoted 18 times

& & Shahrezza 3 years, 9 months ago
Agreed answer is : PTA
upvoted 1 times

B & cometoit 3 years, 8 months ago
Agreed, while federation would force user logon limitations it would require minimum 4 servers (2 ADFS/2 WAP).
upvoted 1 times

© & LeDefatman ([[TITREGLY 3 vears, 9 months ago
the phrase ...amount of necessary servers is reduced eliminate Federation as an answer choice.
upvoted 7 times
E & Tessy25 2 months, 2 weeks ago

While federation with AD FS enforces real-time password policies, it increases server count, violating the "reduce number of servers" requirement
upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: B

Answer: B, No

Reason: Federation with AD FS doesn't meet the requirement to reduce server count as it requires additional infrastructure including multiple AD FS
servers and web application proxies for high availability.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/choose-ad-authn#federation-authentication-with-ad-fs
upvoted 1 times
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E & Vaibhav39 5 months, 3 weeks ago
No password write back is needed
upvoted 1 times

© & rysano 10 months, 3 weeks ago
the phrase ...amount of necessary servers is reduced eliminate Federation as an answer choice. Guide:
https://sites.google.com/view/learnmicrosoftcomenustrainingm/home
upvoted 2 times

B & pentium75 11 months ago
No because ADFS does anything but 'reduce the amount of necessary servers'.
upvoted 1 times

& & Ruffyit 1 year, 2 months ago
A federated authentication system relies on an external trusted system to authenticate users. Some companies want to reuse their existing federated
system investment with their Azure AD hybrid identity solution. The maintenance and management of the federated system falls outside the control
of Azure AD. It's up to the organization by using the federated system to make sure it's deployed securely and can handle the authentication load.
upvoted 2 times

© & ESAJRR 1 year, 12 months ago
B. Answer is No
upvoted 1 times

B & zellck 2 years, 1 month ago

Selected Answer: B

B is the answer.

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/choose-ad-authn#cloud-authentication
What are the on-premises server requirements beyond the provisioning system: Azure AD Connect?
Federation with AD FS
- Two or more AD FS servers
- Two or more WAP servers in the perimeter/DMZ network
upvoted 1 times

& & majstor86 2 years, 4 months ago

Selected Answer: B

B. Answer is No
upvoted 1 times

B & Fal991l 2 years, 4 months ago
the solution of using federation with Active Directory Federation Services (AD FS) meets the goal of integrating Active Directory and the Azure AD
tenant while making sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant, and reducing
the number of necessary servers.

Federation with AD FS allows for a single sign-on (SSO) experience for users, where they can authenticate with their on-premises Active Directory
credentials and gain access to resources in both the on-premises environment and in the cloud. This ensures that password policies and user logon
limitations applied to on-premises Active Directory also apply to Azure AD.(ChatGPT)

upvoted 1 times

B & AZ5cert 2 years, 6 months ago
B. No
AD FS will trust third party trusted domains across the enterprise for seamless authentication
upvoted 1 times

B & salmantarik 2 years, 6 months ago
The correct answer is B
However, correct answer is SSO + PHS as it enforces two password policies (Password complexity policy and Password expiration policy also User
Logon Restrictions) and it doesnt require any agents.
upvoted 1 times

B & God2029 2 years, 7 months ago
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Can go with PTA and Standby PHS. Need to think of ADFS only when third party application authentication is required. Question doesn't speak about
third-party apps. So you don't need ADFS.
upvoted 1 times

B & MarcusPlexus 2 years, 9 months ago
The ‘correct answer' misses the point. You have recommended (in a badly stated fashion) 2 options: (1) PTA and (2) PHS with SSO. Option 2 does not
care about your on prem settings, but option 1 does. Since you recommend both options and only one does the job, mission failed. This answer is
incorrect (but not for the reason mentioned in 'correct answer).
upvoted 1 times

B & TheLegendPasha 3 years, 2 months ago

Selected Answer: B

Less server means instantly not federation.
upvoted 3 times
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Question #4 Topic 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result.
Establish if the solution satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory
(Azure AD) tenant with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the
Azure AD tenant, and that the amount of necessary servers are reduced.

Solution: You recommend the use of password hash synchronization and seamless SSO.

Does the solution meet the goal?

A. Yes

B. No

Suggested Answer: A

Password hash synchronization requires the least effort regarding deployment, maintenance, and infrastructure. This level of effort typically
applies to organizations that only need their users to sign in to Office 365, SaaS apps, and other Azure AD-based resources. When turned on,
password hash synchronization is part of the Azure AD Connect sync process and runs every two minutes.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

Community vote distribution
B (88%) 12%

© & Dushank [[FIEEEIE) 3 years, 11 months ago
Answer should be "No"
password hash synchronization cannot support the password policies and user logon limitations
For this you need to implement Pass-through authentication
upvoted 46 times

& & rawrkadia 3 years, 10 months ago
Correction, it does somewhat support password policies like complexity, (but does not support expiration) and does not support logon restrictions
at all.

There's about 20 versions of this question in the dump and I'm glad by this point people are arriving at the correct answer and realizing PHS
doesn't work for the use case. 3)
upvoted 8 times

© & kakakayayaya 3 years, 10 months ago
There are 3 options for solution:
1) Password hash synchronization + Seamless SSO
2) Pass-through Authentication + Seamless SSO
3) Federation with AD FS
1-doesn't support "password policies and user logon limitations".
upvoted 21 times

& & kakakayayaya 3 years, 10 months ago
So answer is NO
upvoted 9 times
& & stonwall12 4 months, 2 weeks ago

Answer: B, No

Reason: Password hash synchronization with seamless SSO doesn't meet the goal as it doesn't enforce on-premises password policies and logon
restrictions since authentication happens in the cloud.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-password-hash-synchronization
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upvoted 1 times
B & ITFranz 6 months ago
To Support the answer:
Password hash synchronization (PHS) partially supports on-premises password policies and user logon limitations, but with some important caveats:
Password policies: PHS respects the on-premises Active Directory password policies to some extent. When users change their passwords on-
premises, these changes are synchronized to Azure AD, ensuring that the same password complexity and expiration rules apply14.
User logon limitations: PHS does not fully support all on-premises user logon limitations. For example:
If an account is expired but still active in on-premises AD, cloud authentication through Azure AD may still succeed, even though an on-premises sign-
on would fail4.
Not all Active Directory policies are respected in the cloud environment when using PHS
Answer = B
upvoted 1 times

B & awfnewf1q243 9 months, 1 week ago

Selected Answer: B

B. No

Correct path through the decision tree is Yes -> Yes -> No -> No, which results in "Pass-though Auth + Seamless SSO"

The only reason we would want PHS is if we answered "No" to "Do you want to enforce user-level Active Directory security policies during sign in?"
The stated objective is "make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant"

If you read footnote #3 of the decision tree it says "If you need to apply, user-level Active Directory security policies such as account expired, disabled
account, password expired, account locked out, and sign-in hours on each user sign-in, Azure AD requires some on-premises components."

Reference: https://learn.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn#decision-tree
upvoted 2 times

B & pentium75 11 months ago
No because "[some] password policies [like expiration] and user logon limitations" are not supported by password hash sync
upvoted 1 times

E & b9e98e8 1 year, 4 months ago
PHS ensures that the password complexity policies from your on-premises AD instance override the complexity policies in the cloud for synchronized
users1.
For PHS If your AD enforces specific password complexity rules (e.g., minimum length, character requirements), those rules apply to synchronized
users accessing Microsoft Entra services.
For PHS if your on-premises AD enforces password expiration (e.g., passwords must be changed every 90 days), that policy remains in effect.
upvoted 2 times

B & wardy1983 1 year, 7 months ago
Answer: B
Explanation:
password hash synchronization cannot support the password policies and user logon limitations For this you need to implement Pass-through
authentication
upvoted 1 times

B & [Removed] 1 year, 8 months ago
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/choose-ad-authn

Use the decision making chart and answer is NO
upvoted 2 times

B & MeisAdriano 1 year, 8 months ago

Selected Answer: B

Absolutelly NO
upvoted 1 times

& & JunetGoyal 1 year, 8 months ago
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NO, Coz of this line "make sure that password policies and user logon limitations "

Example: Organisation has user policy that user can login for specific date & time which is example of "make sure that password policies and user
logon limitations ", Sp we cannot use PHS.

We need Pass through.

Ans for all situations: Pass through - yes
ADFS- NO
PHS-NO

upvoted 2 times

= & BigShot0 1 year, 9 months ago
You cannot enforce logon requirements with this solution.
upvoted 1 times

= & ESAJRR 1 year, 12 months ago
B. Answer is No
upvoted 1 times

& & jambarka 2 years, 2 months ago
hash sync simply syncs the hashes of passwords that already onprem ADDS policies.
User logon limitations are reflected by account properties affecting its state, which get synced with the account and should be supported
upvoted 2 times

& & majstor86 2 years, 4 months ago
B. Answer is No
upvoted 1 times

& & tichyrb 2 years, 5 months ago
The reference in the explanation is the PTA link (:
upvoted 2 times

&) & Seelearndo 2 years, 5 months ago
Password policy enforcement can be done only using Pass through authentication. https://learn.microsoft.com/en-us/azure/active-
directory/hybrid/choose-ad-authn
upvoted 1 times
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Question #5 Topic 1

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory
(Azure AD) tenant with the same name.

After syncing all on-premises identities to Azure AD, you are informed that users with a givenName attribute starting with LAB should not be
allowed to sync to

Azure AD.

Which of the following actions should you take?

A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.
B. You should configure a DNAT rule on the Firewall.
C. You should configure a network traffic filtering rule on the Firewall.

D. You should make use of Active Directory Users and Computers to create an attribute-based filtering rule.

Suggested Answer: A

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

Community vote distribution
A (100%)

E & nexel [[TITEEZITY 3 vears, 11 months ago
Should be A

upvoted 18 times

E & CK9797 2 years, 7 months ago
40 Questions
1 Case Study = 6 Questions
1 Lab =10 Tasks - You need to be comfortable navigating in Azure
Total 56 Questions
Some new questions, most are from this site. Big thank you to Exam Topics and everyone for their comments. Rule of thumb, go with the most votes.
upvoted 10 times

& & stonwall12 4 months, 2 weeks ago

Answer: A, Synchronization Rules Editor

Reason: Synchronization Rules Editor is the correct tool for creating attribute-based filtering rules in Azure AD Connect to control which objects sync
to Azure AD based on their attributes.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration#create-an-attribute-
based-filtering-rule
upvoted 3 times

B & pentium75 11 months ago
A, because it's correct while everything else is nonsense
upvoted 3 times

B & Ruffyit 1 year, 2 months ago
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-fix-default-rules
upvoted 1 times

E & ESAJRR 1 year, 10 months ago

Selected Answer: A

A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.
upvoted 1 times
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= & ESAJRR 1 year, 12 months ago
A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.
upvoted 1 times

& & JunetGoyal 2 years, 1 month ago
There are 4 types of filter you can apply: 1.Domain base 2 OU 3. Group base 4. Attribute base in AD connect!!
As per ques we will put attribute base filter!! So A
upvoted 2 times

& & zellck 2 years, 1 month ago

Selected Answer: A

Ais the answer.

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-create-custom-sync-rule
upvoted 1 times

B & zellck 2 years, 1 month ago
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-sync-configure-filtering#negative-filtering-do-not-sync-
these

upvoted 1 times

&) & majstor86 2 years, 4 months ago
A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.
upvoted 2 times

& & God2029 2 years, 7 months ago
Agreed. Itis A
upvoted 1 times

& & mung 2 years, 7 months ago
B,C, and D is definitely No so no choice other than A
upvoted 1 times

© & Eltooth 3 years, 3 months ago
A'is the only correct answer.
upvoted 3 times

& & DarkCyberGhost 3 years, 5 months ago
Agreeitis A
upvoted 1 times

& & giladliam 3 years, 5 months ago

Selected Answer: A

aaaaaaaaa
upvoted 1 times

&) & BinuHaneef 3 years, 6 months ago

Selected Answer: A

Correct
upvoted 1 times

& & AS179 3 years, 6 months ago

Selected Answer: A

correct
upvoted 1 times
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Question #6 Topic 1

You have been tasked with applying conditional access policies for your company's current Azure Active Directory (Azure AD).
The process involves assessing the risk events and risk levels.
Which of the following is the risk level that should be configured for users that have leaked credentials?

A. None
B. Low
C. Medium

D. High

Suggested Answer: D
These six types of events are categorized in to 3 levels of risks a€" High, Medium & Low:

Sign-in Activity Risk Level
Users with leaked credentials High
Sign-ins from anonymous P Medium
addresses
Impossible travel to atypical Medium
locations
Sign-ins from infected devices Medium
Sign-ins from IP addresses with Low
suspicious activity
Sign-ins from unfamiliar locations Medium
Reference:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

Community vote distribution
D (92%) 8%

© & greatadhesiveness [T IR d 3 years, 11 months ago
Yes, he's High!
upvoted 21 times

& & us3r 3 years, 3 months ago
cheers
upvoted 1 times

O & awfnewf1q243 [[TIIRERLY 9 months, T week ago
D. High
Note: It is very unlikely the Microsoft will require the memorization of specific risk levels given that they have changed the documentation.
Previously the risk levels were very well defined, however they now provide this very vague paragraph:
"Microsoft doesn't provide specific details about how risk is calculated. Each level of risk brings higher confidence that the user or sign-in is
compromised. For example, something like one instance of unfamiliar sign-in properties for a user might not be as threatening as leaked credentials

for another user."

Modern Documentation: https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#investigate-risk
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Legacy Documentation: https://web.archive.org/web/20190419234045/https://docs.microsoft.com/en-us/azure/active-directory/reports-
monitoring/concept-risk-events
upvoted 9 times
© & stonwall12 4 months, 2 weeks ago

Answer: D, High

Reason: Leaked credentials are classified as a high-risk level in Azure AD Identity Protection because they indicate that valid username/password
combinations are available to malicious actors, posing a significant security threat to the organization.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#risk-levels
upvoted 1 times

E & Vaibhav39 5 months, 3 weeks ago

Selected Answer: D

Risk level define is high
upvoted 1 times

E & ITFranz 6 months ago

Selected Answer: D

To support the answer:
When a user has leaked credentials detected in Azure, the risk level is typically set to "High" in Conditional Access policies. This is because leaked

credentials pose a significant security threat, as they indicate that the user's valid credentials have been compromised and are potentially available to

unauthorized parties.
To configure a Conditional Access policy for leaked credentials:
In the Azure portal, navigate to Microsoft Entra ID > Security > Conditional Access.
Create a new policy or edit an existing one.
Under "Conditions", select "User risk".
Set "Configure" to "Yes".
Choose "High" as the risk level.
By setting the risk level to "High" for leaked credentials, you ensure that the policy takes immediate action when such a threat is detected, such as
requiring a password reset or multi-factor authentication
Answer =D
upvoted 1 times

E & Fal9911 9 months, 1 week ago

The risk level that should be configured for users that have leaked credentials in a conditional access policy is High.

When a user's credentials are leaked, it means that their username and password have been compromised and are potentially in the hands of an
attacker. This puts the user's account and the resources that they have access to at a high level of risk, making it important to apply strict access
controls and security measures.

By setting the risk level to High, conditional access policies can be configured to enforce stricter security measures, such as requiring multifactor
authentication or blocking access to certain resources entirely.
Therefore, the correct answer is D. High.

upvoted 2 times

B & zellck 9 months, 1 week ago

Selected Answer: D

D is the answer.

https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/security-operations-user-accounts#unusual-sign-ins
Leaked credentials user risk detection
- Risk Level: High

upvoted 1 times

B & xRiot007 11 months, 2 weeks ago
If your users credentials are leaked, you are yiffed, so it should always be the highest risk value, in this case "High"
upvoted 2 times
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& & Urglexandra 1 year, 9 months ago

Selected Answer: D

Yes, It's High!
upvoted 2 times

= & ESAJRR 1 year, 12 months ago
D. High
upvoted 2 times

& & Holii 2 years, 1 month ago
Someone confirm if these questions are still on the exam. These are no longer up to date, and now analyzed as Real-Time and Offline.
upvoted 3 times

= & Andre369 2 years, 2 months ago
The correct answer is D
upvoted 1 times

© & pekay 2 years, 3 months ago
High is the right answer
upvoted 2 times

© & majstor86 2 years, 4 months ago
D. High
upvoted 2 times

© & AZ5cert 2 years, 6 months ago
D: High
upvoted 1 times
& & salmantarik 2 years, 6 months ago
The question is outdated and not relevant now
upvoted 2 times

E & God2029 2 years, 7 months ago
Use logic and think like a security professional, users with Leaked credentials are always at high risk. Imagine the user is global admin. MFA is there,
but still it is high risk.
Nothing is secure and privacy is a myth before Advance Persistent Threat.
upvoted 2 times
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Question #7 Topic 1

You have been tasked with applying conditional access policies for your company's current Azure Active Directory (Azure AD).
The process involves assessing the risk events and risk levels.
Which of the following is the risk level that should be configured for sign ins that originate from IP addresses with dubious activity?

A. None
B. Low
C. Medium

D. High

Suggested Answer: C
Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

Community vote distribution
C (69%) B (31%)

O & ucy [TIIIERT) 3 years, 12 months ago

Correct Answer is B
IP addresses with suspicious/dubious activity risk level is LOW
upvoted 50 times

& & bur88 3 years, 3 months ago
Update: in 2022 it is C : Medium already
https://github.com/toddkitta/azure-content/blob/master/articles/active-directory/active-directory-identityprotection-risk-events-types.md#sign-
ins-from-ip-addresses-with-suspicious-activity
upvoted 26 times

B & koreshio 2 years, 8 months ago
I think this should be 'Medium' too considering the "Microsoft's recommendation" section under this doco:
https://learn.microsoft.com/sr-cyrl-rs/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-policies
upvoted 2 times

B & siecz 3 years, 3 months ago
This repo last commit if from 2016... is it u to date ???
upvoted 6 times

E & thienvupt [TITEEZL Y 3 years, 12 months ago
The same with Sign-ins from IP addresses with suspicious activity
so B is correct
upvoted 15 times

& & Knighthell 3 weeks, 1 day ago

Medium
upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: C

Answer: C, Medium

Reason: Sign-ins from IP addresses with suspicious activity are classified as medium-risk in Azure AD Identity Protection. It was consisted LOW, but
was updated a couple years back.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#risk-levels
upvoted 2 times

& & awfnewf1q243 9 months, 1 week ago

Selected Answer: C


https://www.examtopics.com/user/Ucy/
https://www.examtopics.com/user/Ucy/
https://www.examtopics.com/user/Ucy/
https://www.examtopics.com/user/bur88/
https://www.examtopics.com/user/bur88/
https://www.examtopics.com/user/bur88/
https://www.examtopics.com/user/koreshio/
https://www.examtopics.com/user/koreshio/
https://www.examtopics.com/user/koreshio/
https://www.examtopics.com/user/siecz/
https://www.examtopics.com/user/siecz/
https://www.examtopics.com/user/siecz/
https://www.examtopics.com/user/thienvupt/
https://www.examtopics.com/user/thienvupt/
https://www.examtopics.com/user/thienvupt/
https://www.examtopics.com/user/Knighthell/
https://www.examtopics.com/user/Knighthell/
https://www.examtopics.com/user/Knighthell/
https://www.examtopics.com/user/stonwall12/
https://www.examtopics.com/user/stonwall12/
https://www.examtopics.com/user/stonwall12/
https://www.examtopics.com/user/awfnewf1q243/
https://www.examtopics.com/user/awfnewf1q243/
https://www.examtopics.com/user/awfnewf1q243/

C. Medium
Note: It is very unlikely the Microsoft will require the memorization of specific risk levels given that they have changed the documentation.
Previously the risk levels were very well defined, however they now provide this very vague paragraph:

"Microsoft doesn't provide specific details about how risk is calculated. Each level of risk brings higher confidence that the user or sign-in is
compromised. For example, something like one instance of unfamiliar sign-in properties for a user might not be as threatening as leaked credentials
for another user."

Modern Documentation: https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#investigate-risk

Legacy Documentation: https://web.archive.org/web/20190419234045/https://docs.microsoft.com/en-us/azure/active-directory/reports-
monitoring/concept-risk-events
upvoted 9 times
E & ittchmh 9 months, 1 week ago
Latest information on MS Learn:
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks?source=recommendations#risk-levels

Risk levels
Identity Protection categorizes risk into three tiers: low, medium, and high. When configuring Identity protection policies, you can also configure it to
trigger upon No risk level. No Risk means there's no active indication that the user's identity has been compromised.

Microsoft doesn't provide specific details about how risk is calculated. Each level of risk brings higher confidence that the user or sign-in is
compromised. For example, something like one instance of unfamiliar sign-in properties for a user might not be as threatening as leaked credentials
for another user.

upvoted 5 times

E & MeisAdriano 9 months, 1 week ago

ChatGPT:
1) Low Risk Level:

Use this level if you believe the suspicious activity is low-risk or if you are conducting further investigations.
It may be appropriate for situations where the IP address is not well-known as a source of malicious activity.

2) Medium Risk Level:

This risk level is a common choice and represents a compromise between security and convenience.
It might be suitable for suspicious activities that have some level of risk but are not considered severe.

3) High Risk Level:

Use this level if you believe the suspicious activity represents a serious and immediate threat.
It may require additional authentication and security verification to mitigate the risk.
upvoted 1 times

E & Jimmy500 9 months, 1 week ago
Leaked Credentials = High
Impossible travel to atypical locations =Medium
Sign IN from infected device =Low
Sign-ins from anonymous Ip addresses = Medium
Sign-ins from Ip address with suspicious Activity = Medium
Sign-ins from unfamiliar locations = Medium
upvoted 2 times

B & WilianCArias 1 year, 6 months ago
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Answer is LOW
upvoted 3 times

& & flafernan 1 year, 6 months ago
This rating was upgraded in 2022 and went from low to medium.
upvoted 3 times

& & cometorule 1 year, 7 months ago
can you guys please stop asking ChatGPT for the answers? if you have answers based on Microsoft document, then state it in the comments,
otherwise stfu.
upvoted 6 times

& & JunetGoyal 1 year, 8 months ago
Its Low
upvoted 1 times

© & timHAG 1 year, 11 months ago
updated categorization
upvoted 1 times

= & ESAJRR 1 year, 11 months ago
C. Medium
upvoted 1 times

& & Khairulanuar 2 years, 1 month ago
correct asnwer is C
upvoted 1 times

& & slick_orange 2 years, 2 months ago
Correct Answer is C
Question outdated: It's C for now, only "Sign-ins from infected devices" is a "low" risk.
Check with the link: https://github.com/toddkitta/azure-content/blob/master/articles/active-directory/active-directory-identityprotection-risk-events-
types.md
upvoted 6 times

& & strive_for_greatness_kc 1 year, 5 months ago
Last update from this page is 2016, 9 years ago.
upvoted 1 times

© & Andre369 2 years, 2 months ago

Selected Answer: B

I'm going with B it seems to match the question best
upvoted 1 times


https://www.examtopics.com/user/flafernan/
https://www.examtopics.com/user/flafernan/
https://www.examtopics.com/user/flafernan/
https://www.examtopics.com/user/cometorule/
https://www.examtopics.com/user/cometorule/
https://www.examtopics.com/user/cometorule/
https://www.examtopics.com/user/JunetGoyal/
https://www.examtopics.com/user/JunetGoyal/
https://www.examtopics.com/user/JunetGoyal/
https://www.examtopics.com/user/timHAG/
https://www.examtopics.com/user/timHAG/
https://www.examtopics.com/user/timHAG/
https://www.examtopics.com/user/ESAJRR/
https://www.examtopics.com/user/ESAJRR/
https://www.examtopics.com/user/ESAJRR/
https://www.examtopics.com/user/Khairulanuar/
https://www.examtopics.com/user/Khairulanuar/
https://www.examtopics.com/user/Khairulanuar/
https://www.examtopics.com/user/slick_orange/
https://www.examtopics.com/user/slick_orange/
https://www.examtopics.com/user/slick_orange/
https://www.examtopics.com/user/Strive_for_greatness_kc/
https://www.examtopics.com/user/Strive_for_greatness_kc/
https://www.examtopics.com/user/Strive_for_greatness_kc/
https://www.examtopics.com/user/Andre369/
https://www.examtopics.com/user/Andre369/
https://www.examtopics.com/user/Andre369/

Question #8 Topic 1

You have been tasked with configuring an access review, which you plan to assigned to a new collection of reviews. You also have to make sure
that the reviews can be reviewed by resource owners.

You start by creating an access review program and an access review control.

You now need to configure the Reviewers.

Which of the following should you set Reviewers to?

A. Selected users.
B. Members (Self).
C. Group Owners.

D. Anyone.

Suggested Answer: C
In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their
own access. If the resource is a group, you can ask the group owners to review.

Reviewers
Reviewers I Group owners e
Group owners
Programs Selected users
Link to program e b

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review https:/docs.microsoft.com/en-us/azure/active-
directory/governance/manage-programs-controls

Community vote distribution
C (85%) A (15%)

& & ssidlabs 3 years, 8 months ago
"You also have to make sure that the reviews can be reviewed by resource owners.". If you see here it's talking about "resource owners" and it no
where in the question says that Access Review needs to be created for evaluation of groups. Hence the Answer C should be incorrect. Correct answer
should be A, because different resources may have different owners, hence you can select accordingly as reviewer.
upvoted 23 times

© & arseyam 3 years, 2 months ago
Because it's mentioned in the question "you start by creating an access review program” then it can't be used with ARM access reviews as
programs are used to review group memberships and application access only. Therefore the correct answer is "group owners"
upvoted 5 times

& & theOldOne 3 years, 8 months ago
| was thinking the same thing.
upvoted 2 times

& & mung 2 years, 7 months ago
| would definitely go with A.
upvoted 1 times

© & stonwall12 4 months, 2 weeks ago

Answer: C, Group Owners

Reason: When you want resource owners to review access, you should select "Group Owners" as the reviewer type. This ensures that the owners of
the resources can review and manage access to their resources directly.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/governance/create-access-review#select-reviewers
upvoted 1 times
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B & codeunit 8 months, 3 weeks ago
For configuring reviewers to ensure that reviews can be conducted by resource owners, you should set the Reviewers option to “Resource Owners” or
“Group Owners”, depending on the access review solution you're using.

In many access review tools, assigning the resource or group owners as reviewers allows them to evaluate and approve access rights to their
respective resources. This aligns with your requirement for resource owners to be the reviewers.

If the available options specifically include “Resource Owners”, that would be the correct choice.
upvoted 1 times

E & MeisAdriano 9 months, 1 week ago

| am not really sure about the answer.

The question says "the reviews can be reviewed by resource owners" not by "owner group"; "resource owners" should be different to "owner group
members"

Here:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
- Group owner(s): This option is only available when you do a review on a team or group.

| think the question is poorly phrased, | hope it won't be in exam worded like this.
upvoted 4 times

B & shashii82 9 months, 1 week ago
Based on the task of configuring an access review where you want resource owners to review the access, the most appropriate choice for setting the
Reviewers would be:

C. Group Owners.
Explanation:

"Group Owners" refers to the owners or administrators of the groups or resources being reviewed. These individuals typically have the necessary
permissions and authority to review and manage access to the resources.
By setting the Reviewers to "Group Owners", you ensure that the access review will be performed by those who are directly responsible for the
resources or groups being reviewed. This helps ensure that access permissions are accurately assessed and validated by the appropriate
stakeholders.

upvoted 2 times

& & 2dc6125 1 year ago
Are you sure? Be cause resource owner don't need to be a group owner which means a resource in a group can have an owner that is not a group
owner
upvoted 1 times

E & Jimmy500 1 year ago
You also have to make sure that the reviews can be reviewed by resource owners means Group owner .If we choose self we can chose someone who
is not owner of group but in the condition it says we have to make sure the reviewers can be review by resource owners.
upvoted 1 times

& & 2dc6125 1 year ago
Resource owner can be different from group owners. Example you can have vm assigned ownership to a user is not a group owner of where the
vm inside that group
upvoted 1 times

E & NotAChatBot 1 year, 6 months ago
B. Members (Self).
The question states" You also have to make sure that the reviews can be reviewed by resource owners." That implies that the review is a PIM review
not Identity governance one - witch could be group or application not a resource. The options for Reviewers are "Selected users or groups”,
"Members(self)" or "Managers". Only "Members (self)" from the list is available option in PIM.
upvoted 1 times

& & wardy1983 1 year, 7 months ago
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Answer: C
Explanation:

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own
access. If the resource is a group, you can ask the group owners to review
upvoted 1 times
© & ESAJRR 1 year, 10 months ago

C. Group Owners.
upvoted 3 times

© & ESAJRR 1 year, 12 months ago

C. Group Owners.
upvoted 2 times

E & JunetGoyal 2 years, 1 month ago
Let me Clear it: there are two types of access reviews: AD role and RBAC.
AD role access review are for just AD level and RBAC for resources(VM,storage, bla-bla).
As question says resources owner does not mean groups.
The correct ans is A.

upvoted 3 times

B & Andre369 2 years, 2 months ago

I am going with C thinking someone has to have posed this question to their lecturer/intelligent person and that's why it's most voted
upvoted 1 times

© & MeisAdriano 1 year, 8 months ago
Wif...
upvoted 2 times

B & majstor86 2 years, 4 months ago

Selected Answer: C

C. Group Owners.
upvoted 1 times
© & asaulu 2 years, 6 months ago

| think the correct answer is A, because the question doesn't say the review source is a Group or Application. Therefore, you can assign a specific

user for an application as a Reviewer while you can assign a Group Owner as a group resource. There is a little trick in the Q.
upvoted 2 times

B & koreshio 2 years, 8 months ago

bit confused about this one. there is an 'Access Reviews' option under PIM (Privileged Identity Management) and the options there for reviewers are:

Selected Users, Members (self), Manager

see (step 14) below:

https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-create-azure-ad-roles-and-resource-roles-review
upvoted 1 times

& & koreshio 9 months, 1 week ago

actually bit more digging below and this answers my question. so | agree it should be 'C - Group Owners'

Difference between Access Review in Identity Governance and Privileged Identity Management:
"Kind of the same thing, but not exactly. It's the same engine, but covers different objects. Access reviews under Identity Governance cover
Groups/Teams and application access, whereas Access reviews for admin roles is what PIM does. Refer to this article for comparison"

ref:
https://learn.microsoft.com/en-us/answers/questions/1036421/difference-between-access-review-in-identity-gover.html
upvoted 3 times

B & God2029 2 years, 7 months ago

Koreshio's explanation is correct. C is the answer
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upvoted 1 times
& & koreshio 2 years, 8 months ago
therefore should'nt this be B - Members (self) , based on above doco?
upvoted 2 times

& & Eltooth 3 years, 3 months ago

Selected Answer: C

C is correct answer.
upvoted 2 times

& & Chun 3 years, 3 months ago

Selected Answer: C

Correct
upvoted 2 times


https://www.examtopics.com/user/koreshio/
https://www.examtopics.com/user/koreshio/
https://www.examtopics.com/user/koreshio/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Chun/
https://www.examtopics.com/user/Chun/
https://www.examtopics.com/user/Chun/

Question #9 Topic 1

Your company recently created an Azure subscription. You have, subsequently, been tasked with making sure that you are able to secure Azure AD
roles by making use of Azure Active Directory (Azure AD) Privileged Identity Management (PIM).
Which of the following actions should you take FIRST?

A. You should sign up Azure Active Directory (Azure AD) Privileged Identity Management (PIM) for Azure AD roles.
B. You should consent to Azure Active Directory (Azure AD) Privileged Identity Management (PIM).
C. You should discover privileged roles.

D. You should discover resources.

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started

Community vote distribution
C (47%) D (37%) Other

& & Rume 4 years ago

"Consent to PIM" is deprecated. No more required.
So now only priv users needs to access/ visits PIM (Premium P2 is enabled") - Access will be provided automatically.

"When a user who is active in a privileged role in an Azure AD organization with a Premium P2 license goes to Roles and administrators in Azure AD
and selects a role (or even just visits Privileged Identity Management):

We automatically enable PIM for the organization
Their experience is now that they can either assign a "regular” role assignment or an eligible role assignment”
upvoted 46 times

& & Bjarki2330 3 years, 11 months ago
Yeah this question in particular is outdated.
upvoted 5 times

B & Hot_156 4 months ago
AOUTDATED

Prepare PIM for Microsoft Entra roles
Here are the tasks we recommend for you to prepare Privileged Identity Management to manage Microsoft Entra roles:

Configure Microsoft Entra role settings

Give eligible assignments

Allow eligible users to activate their Microsoft Entra role just-in-time

Prepare PIM for Azure roles

Here are the tasks we recommend for you to prepare Privileged Identity Management to manage Azure roles for a subscription:

Discover Azure resources

Configure Azure role settings

Give eligible assignments

Allow eligible users to activate their Azure roles just-in-time

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-getting-started#prepare-pim-for-azure-roles
upvoted 1 times
& & cris_exam 9 months, 1 week ago

Correct answer is D. First thing you do is Discover Azure resources.
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1. Discover Azure resources

2. Configure Azure role settings.

3. Give eligible assignments.

4. Allow eligible users to activate their Azure roles just-in-time.

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-getting-started#prepare-pim-for-azure-roles
upvoted 10 times

E & Jimmy500 1 year ago
Hi please read question carefully, it does not say Enable role for Azure subscription, Your solution is correct but it is for Azure Subscription not
Azure Roles. So since we are not talking about resources we must choose C. If in the condiition it says for Azure resource we must chose D in this
case - Discover Azure resources.
upvoted 6 times

B & Rednevi 3 months, 1 week ago
Actually according to Learn:
"Prepare PIM for Azure roles
Here are the tasks we recommend for you to prepare Privileged Identity Management to manage Azure roles for a subscription:
1) Discover Azure resources
2) Configure Azure role settings
3) Give eligible assignments
4) Allow eligible users to activate their Azure roles just-in-time"

D seems correct
upvoted 2 times

© & Agwuocha ([TELTIeY 2 weeks, 3 days ago

A year 2025 version of this questions would look like this:

Your company has an Azure subscription integrated with an Entra ID tenant. You need to secure Azure AD roles using Privileged Identity Management
(PIM), minimizing standing privileges and using just-in-time access where possible.

What is the first action you should take to prepare?

A. Discover existing Azure resource and Entra roles

B. Sign up for PIM in the Entra tenant

C. Consent to PIM from an Entra administrator account
D. Discover resources to protect with PIM

The correct answer would be B: Sign up for PIM in the Entra tenant

You must first enable the PIM service in Entra ID Governance or P2 license terms. This step appears when you first open the “Privileged Identity
Management” blade—essentially “turning on PIM” for your tenant.
Without doing this, no other PIM configuration (like discovering roles or resources) is available in the portal.

upvoted 1 times

E & Knighthell 3 weeks, 3 days ago
List who has privileged roles in your organization. Review the users assigned, identify administrators who no longer need the role, and remove them
from their assignments.
upvoted 1 times

B & a59¢97f 1 month, 1 week ago
Accoding to the MS Doc:
When you first set up Privileged Identity Management for Azure resources, you need to discover and select the resources you want to protect with
Privileged Identity Management.

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-resource-roles-discover-resources
upvoted 1 times
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E & cuongdo1793 1 month, 1 week ago

Selected Answer: D

D, no more https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-getting-started#prepare-pim-for-azure-roles
upvoted 1 times

E & mmmyo 1 month, 3 weeks ago

Selected Answer: A

The correct first step in securing Azure AD roles using Privileged Identity Management (PIM) is A. You should sign up for Azure AD Privileged Identity
Management (PIM) for Azure AD roles.

Here's why: Before you can manage and secure privileged roles with PIM, your organization must first activate PIM for Azure AD roles. This step
enables role assignments to be eligible, providing just-in-time access, approval workflows, and auditing capabilities for privileged roles.

Once PIM is enabled, the next logical steps would be:
Discover Privileged Roles (C) to identify which roles are currently assigned.
Consent to PIM (B) to ensure necessary permissions are in place.

Discover Resources (D) if you're expanding PIM governance beyond Azure AD into Azure resources.
upvoted 1 times

B & gauravwagh16193 2 months, 3 weeks ago

To secure Azure AD roles using Azure AD Privileged Identity Management (PIM), the first action you should take is to sign up for Azure AD Privileged
Identity Management (PIM) for Azure AD roles1. This step is crucial as it enables PIM for your tenant, allowing you to manage, control, and monitor
access to privileged roles.

Once PIM is enabled, you can proceed with discovering privileged roles and resources, configuring role settings, and assigning eligible users2.
upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: A

Answer: Question is outdated

Reason: Per current Microsoft documentation, with Microsoft Entra ID P2 or Microsoft Entra ID Governance license, PIM is automatically enabled for
the tenant and doesn't require sign-up or consent.

Reference: https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-getting-started#prerequisites
upvoted 1 times

B & Hot_156 4 months, 3 weeks ago

Selected Answer: A

To enable Azure AD Privileged Identity Management (PIM) for Azure AD roles, you can follow these steps:

Step 1: Sign Up for PIM
Go to the Azure portal.

In the left-hand navigation pane, select Azure Active Directory.
Under Manage, select Privileged Identity Management.

If this is your first time accessing PIM, click Sign up to enable it for your Azure AD directory.
upvoted 2 times

B & ndtmartin 5 months ago
Before you can manage and secure Azure AD roles using PIM, you need to sign up for PIM. This is the first step in enabling PIM for Azure AD roles,
after which you can configure role management, policies, and other settings.
upvoted 1 times
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B & AlaNaj003 5 months ago
https://learn.microsoft.com/en-us/training/modules/manage-authorization-microsoft-entra-id/15-configure-privileged-identity-management
upvoted 1 times

B & jamju 5 months, 2 weeks ago
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-getting-started#prepare-pim-for-azure-roles
upvoted 2 times

B & aocferreira 7 months, 3 weeks ago
As per the below site, the correct answer is C. Before implementing PIM for Entra or RBAC roles, the first step is to "discover and mitigate privileged
roles":

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-deployment-plan
upvoted 3 times

B & codeunit 8 months, 3 weeks ago
To secure Azure AD roles using Azure Active Directory Privileged Identity Management (PIM), the first action you should take is to enable Privileged
Identity Management (PIM) for Azure AD. This step is essential as it sets up PIM for your Azure AD environment, allowing you to manage and secure
privileged roles.

After enabling PIM, you can proceed with other tasks like assigning eligible roles, configuring role settings, and setting up just-in-time (JIT) access.
However, enabling PIM is the foundational step.
upvoted 1 times

B & purek77 9 months, 1 week ago
Yes, question is outdated (consent is no longer required), however looking at below link - it seems that you have to "Discover and mitigate privileged
roles” - therefore C is potentially correct answer nowadays.

https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan
upvoted 4 times

E & Andre369 9 months, 1 week ago
Before you can effectively manage and secure privileged roles in Azure AD using PIM, you need to discover the existing privileged roles in your Azure
subscription. This involves identifying the roles that have elevated permissions and need to be managed through PIM.

By discovering privileged roles, you gain visibility into the current role assignments and can determine which roles should be subject to PIM and
undergo the access review and just-in-time (JIT) activation process.
upvoted 3 times
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Question #10 Topic 1

You need to consider the underlined segment to establish whether it is accurate.

You have been tasked with creating a different subscription for each of your company's divisions. However, the subscriptions will be linked to a
single Azure Active

Directory (Azure AD) tenant.

You want to make sure that each subscription has identical role assignments.

You make use of Azure AD Privileged Identity Management (PIM).

Select "No adjustment required” if the underlined segment is accurate. If the underlined segment is inaccurate, select the accurate option.

A. No adjustment required
B. Azure Blueprints
C. Conditional access policies

D. Azure DevOps

Suggested Answer: A

The Azure AD Privileged Identity Management (PIM) service also allows Privileged Role Administrators to make permanent admin role
assignments.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-add-role-to-user

Community vote distribution
B (100%)

& & Rume 4 years ago

B. Azure Blueprints
upvoted 53 times

&) & kakakayayaya 3 years, 10 months ago
100% B
Blueprint Role Assignment (Subscription, Resource Group) - Add an existing user or group to a built-in role to make sure the right people always
have the right access to your resources. Role assignments can be defined for the entire subscription or nested to a specific resource group
included in the blueprint.
upvoted 15 times

& & ChinkSantana 3 years, 12 months ago
Yes Azure Blueprints
upvoted 11 times
B & adamsca [IIRLRL 3 3 years, 6 months ago

azure Blueprints
upvoted 8 times

© & stonwall12 4 months, 2 weeks ago

Answer: B, Azure Blueprints

Reason: When you need to replicate identical role assignments across multiple subscriptions, Azure Blueprints is the correct tool, not PIM. PIM
manages just-in-time access and role activation, while Azure Blueprints allows you to define and deploy consistent role assignments across multiple
subscriptions.

Reference: https://learn.microsoft.com/en-us/azure/governance/blueprints/overview

Note: Azure Blueprints will soon be called "Templates for Azure resource" but the functionality remains the same. (July 11, 2026)
upvoted 3 times

B & Vaibhav39 5 months, 3 weeks ago

Selected Answer: B
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Blue print
upvoted 1 times
E & Janmigs 9 months, 1 week ago
Blueprint Role Assignment (Subscription, Resource Group) - Add an existing user or group to a built-in role to make sure the right people always have
the right access to your resources. Role assignments can be defined for the entire subscription or nested to a specific resource group included in the
blueprint.
upvoted 3 times

E & Andre369 9 months, 1 week ago
To ensure that each subscription has identical role assignments, you should make use of Azure Blueprints. Azure Blueprints provide a declarative way
to orchestrate the deployment of various Azure resources, including role assignments, policies, and resource configurations.

By creating an Azure Blueprint that defines the desired role assignments, you can apply the same blueprint to each subscription, ensuring consistent
role assignments across all divisions.
upvoted 1 times

B & zellck 9 months, 1 week ago

Selected Answer: B

B is the answer.

https://learn.microsoft.com/en-us/azure/governance/blueprints/overview
Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:
- Role Assignments
- Policy Assignments
- Azure Resource Manager templates (ARM templates)
- Resource Groups
upvoted 1 times

B & 6od2029 9 months, 1 week ago
Reading the question again. Your Task is to create different subscriptions for each of your company's divisions. Can blue print be used to create new
subscriptions? | have been going through Microsoft docs but nowhere found that a new subscription can be created with blueprint. Once you create
subscription with PIM you can use blue print to assign various resources groups, into the subscription and add resources to resource group.

As you already have the PIM previlage go ahead create subscriptions and once it is created use blueprint to check if the resources/roles are identical.
But First go ahead and create subscriptions.

No adjustment required is the perfect answer in this context.
upvoted 4 times

& & fonte 2 years, 6 months ago
The way | read it is that the blueprints are going to be used to create the role assignments in each subscriptions, not to create the subscriptions.
upvoted 2 times

E & Mazhar1993 9 months, 1 week ago
i No adjustment required: Inaccurate because it overlooks the need for a solution to ensure consistent role assignments across subscriptions.
1 Azure Blueprints: Suitable as it enables the automated deployment of Azure resources with predefined configurations and role assignments,
ensuring consistency across subscriptions.
1 Conditional access policies: Not suitable as they focus on access controls based on conditions like user location or device compliance, rather than
ensuring identical role assignments.
1 Azure DevOps: Not suitable as it primarily facilitates software development processes and infrastructure management, lacking direct relevance to
ensuring consistent role assignments across subscriptions.

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-how-to-add-role-to-user
upvoted 3 times

E & xRiot007 11 months, 2 weeks ago
To make sure that all current and future subs are compliant, use Azure Blueprints (B). In the future, | think mid 2026, Blueprints will be deprecated, so
you should start migrating to Template Specs and Deployment Stacks.
upvoted 1 times
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& & ctlearn 1 year, 6 months ago
Azure Blueprints for ensuring identical role assignments across multiple subscriptions. PIM only manages, controls, and monitors access within a
subscription.
upvoted 2 times

& & ESAJRR 1 year, 10 months ago
B. Azure Blueprints
upvoted 1 times

& & vicwelly 1 year, 11 months ago
Answer is Azure Blueprints. ET sometimes give wrong answers on purpose to make sure we are not doing Parrot Learning.
upvoted 1 times

& & Andre369 2 years, 2 months ago
The answer is Azure Blueprints
upvoted 1 times

&) & majstor86 2 years, 4 months ago
B. Azure Blueprints
upvoted 2 times

&) & Brandonzzm 2 years, 4 months ago
Correct one is C. Azure Blueprints, Azure Blueprints can be used to create and manage resources across multiple subscriptions, ensuring that each
subscription has the same set of resources, policies, and roles. By creating a blueprint that includes the required roles and permissions, you can
ensure that each subscription has identical role assignments.
upvoted 1 times

& & Seelearndo 2 years, 5 months ago

Selected Answer: B

https://learn.microsoft.com/en-us/azure/governance/blueprints/overview
upvoted 1 times
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Question #11 Topic 1

Your company has an Azure Container Registry.

You have been tasked with assigning a user a role that allows for the uploading of images to the Azure Container Registry. The role assigned
should not require more privileges than necessary.

Which of the following is the role you should assign?

A. Owner
B. Contributor
C. AcrPush

D. AcrPull

Suggested Answer: C
Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

Community vote distribution
C (100%)

E & Rume TITTERIY 3 vears, 12 months ago
given answer is correct
upvoted 22 times

E & ech 3 years, 8 months ago

AcrPush role can push and pull image. https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles?tabs=azure-cli answer is
AcrPush
upvoted 10 times

& & D3D1997 2 years, 5 months ago
one more well named role by Microsoft
upvoted 6 times

E & stonwall12 4 months, 2 weeks ago

Answer: C, AcrPush

Reason: AcrPush role provides minimum required permissions to push/upload images to Azure Container Registry while following the principle of
least privilege. Owner and Contributor roles would grant excessive permissions, while AcrPull only allows downloading images.

Reference: https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
upvoted 3 times

B & Ruffyit 8 months, 2 weeks ago
The role you should assign is AcrPush. This role specifically grants the ability to push (upload) images to the Azure Container Registry, which is the
required permission for the user. Assigning the Owner role would provide excessive privileges, as it includes full control over the registry and all its
resources, which is not necessary for simply uploading images. The Contributor role also grants more privileges than needed, as it includes
permissions for creating, deleting, and modifying resources beyond just uploading images. The AcrPull role, on the other hand, grants permission to
pull (download) images from the registry, which is not relevant to the task described. Therefore, AcrPush is the most appropriate role that meets the
requirement of allowing image uploading without granting unnecessary privileges.
https://learn.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles?tabs=azure-cli

upvoted 1 times

E & Mazhar1993 9 months, 1 week ago
The role you should assign is AcrPush. This role specifically grants the ability to push (upload) images to the Azure Container Registry, which is the
required permission for the user. Assigning the Owner role would provide excessive privileges, as it includes full control over the registry and all its
resources, which is not necessary for simply uploading images. The Contributor role also grants more privileges than needed, as it includes
permissions for creating, deleting, and modifying resources beyond just uploading images. The AcrPull role, on the other hand, grants permission to
pull (download) images from the registry, which is not relevant to the task described. Therefore, AcrPush is the most appropriate role that meets the
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requirement of allowing image uploading without granting unnecessary privileges.
https://learn.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles?tabs=azure-cli
upvoted 3 times
&) & ESAJRR 1 year, 12 months ago
C. AcrPush
upvoted 1 times

& & zellck 2 years, 1 month ago

Selected Answer: C

C is the answer.

https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
upvoted 1 times

=) & MOIdFox 2 years, 3 months ago
C is correct
upvoted 2 times

© & majstor86 2 years, 4 months ago
C. AcrPush
upvoted 2 times

& & AZ5cert 2 years, 6 months ago
C. AcrPush
upvoted 2 times

& & God2029 2 years, 7 months ago
Voting for AcrPush
upvoted 1 times

© & Lutu 2 years, 9 months ago
C is correct
upvoted 2 times

& & Eltooth 3 years, 3 months ago
C is correct.
https://docs.microsoft.com/en-gb/learn/modules/enable-containers-security/6-enable-azure-container-registry-authentication
upvoted 4 times

& & DoctorCOmputer 3 years, 5 months ago
Pull is downloading and push is uploading !
Definitely answers are correct!

upvoted 3 times

© & Holii 2 years, 1 month ago
Note: ArcPush can also Pull/Download.
Uploading/Writing is normally a higher-security privilege, so a role that can upload can also (obviously) Download/Read as well.
upvoted 2 times

& & DarkCyberGhost 3 years, 5 months ago
| agree that the Glven answer here is the Correct Answer.
upvoted 1 times

& & rohitmedi 3 years, 7 months ago
correct answer
upvoted 1 times

& & PBA1211 3 years, 7 months ago
A, B and C are all 3 right,
D definitely NOT!
upvoted 1 times
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© & PBA1211 3 years, 7 months ago
My Mistake, they are all 3 correct, only the question states "not more rights then neccesary" that way the answer is correct.
upvoted 2 times
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Question #12 Topic 1

Your company has an Azure Container Registry.

You have been tasked with assigning a user a role that allows for the downloading of images from the Azure Container Registry. The role assigned
should not require more privileges than necessary.

Which of the following is the role you should assign?

A. Reader
B. Contributor
C. AcrDelete

D. AcrPull

Suggested Answer: A
Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

Community vote distribution
D (100%)

E & Lyonel (IR Y 9 months, T week ago
Question gives the condition, "The role assigned should not require more privileges than necessary."

Therefore, D (Acrpull) is CORRECT because it provides the least number of permissions required for downloading images from a Container Registry.
Answer A (Reader): provides at least two (2) permissions, which would be one (1) more than Acrpull allows for.

[Ref. https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles?tabs=azure-cli]
upvoted 81 times

& & ashxos 3 years, 7 months ago
Perfect!

upvoted 3 times

© & [Removed] 3 years, 7 months ago
correct
upvoted 1 times

© & ech 3 years, 8 months ago
agree read can Access Resource Manager and Pull, but AcrPull role is just for pulling the image.
upvoted 4 times

& & heatfan900 1 year, 9 months ago
CORRECT. NOT SURE Y EVERYONE THINKS YOU NEED THE READER ROLE FOR THIS SCENARIO.

FROM MICROSOFT:
Azure Resource Manager access is required for the Azure portal and registry management with the Azure CLI. For example, to get a list of
registries by using the az acr list command, you need this permission set.

upvoted 1 times

O & ucy CTITIERT) 3 years, 12 months ago
Answer is Wrong....
Correct answer is D AcrPull
upvoted 15 times

© & Sinemorec2024 2 months, 2 weeks ago

Reference: https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
upvoted 1 times

B & stonwall12 4 months, 2 weeks ago
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Selected Answer: D

Answer: D, AcrPull

Reason: AcrPull role provides minimum required permissions to pull/download images from Azure Container Registry while following the principle of
least privilege. Reader, Contributor, and AcrDelete either provide insufficient or excessive permissions.

Reference: https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
upvoted 1 times

B & Ruffyit 8 months, 2 weeks ago
Question gives the condition, "The role assigned should not require more privileges than necessary."

Therefore, D (Acrpull) is CORRECT because it provides the least number of permissions required for downloading images from a Container Registry.
Answer A (Reader): provides at least two (2) permissions, which would be one (1) more than Acrpull allows for.

[Ref. https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles?tabs=azure-cli]
upvoted 1 times

E & Janmigs 9 months, 1 week ago

Selected Answer: D

Therefore, D (Acrpull) is CORRECT because it provides the least number of permissions required for downloading images from a Container Registry.
Answer A (Reader): provides at least two (2) permissions, which would be one (1) more than Acrpull allows for.

[Ref. https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles?tabs=azure-cli]
upvoted 1 times

B & smilinghacker 9 months, 1 week ago
Question gives the condition, "The role assigned should not require more privileges than necessary."

Therefore, D (Acrpull) is CORRECT because it provides the least number of permissions required for downloading images from a Container Registry.
Answer A (Reader): provides at least two (2) permissions, which would be one (1) more than Acrpull allows for.

[Ref. https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles?tabs=azure-cli]
upvoted 2 times

B & amondal354 9 months, 1 week ago

Selected Answer: D

Question gives the condition, "The role assigned should not require more privileges than necessary."
Therefore, D (Acrpull) is CORRECT because it provides the least number of permissions required for downloading images from a Container Registry.

Answer A (Reader): provides at least two (2) permissions, which would be one (1) more than Acrpull allows for.
upvoted 1 times

B & Fal9911 9 months, 1 week ago
The role that should be assigned to allow for the downloading of images from the Azure Container Registry without granting unnecessary privileges is
"AcrPull".

The AcrPull role provides read-only permissions to pull images from the registry. This role is the minimum required permission to pull an image. It
does not allow pushing or modifying images or managing the registry itself.

The other options are not the best fit for this scenario:

The Reader role provides read-only access to all resources within a resource group, which includes the container registry. However, this role is too
broad and provides more access than needed for just pulling images.

The Contributor role provides the ability to manage all aspects of a resource, including creating, modifying, and deleting. This role is more
permissions than are necessary for just pulling images.
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The AcrDelete role provides the ability to delete repositories and images from the registry. This role is more permissions than are necessary for just
pulling images.
upvoted 2 times
B & xRiot007 11 months, 2 weeks ago
Wrong answer. Correct answer is D - AcrPull. Viewing the available images in the registry is not enough, you actually have to be able to download
(pull) them.
upvoted 1 times

B & Mazhar1993 1 year, 2 months ago
The role you should assign is AcrPull because it specifically grants the ability to pull (download) images from the Azure Container Registry, which is
the required permission for the user. Assigning the Reader role would provide broader access than necessary, as it includes permissions beyond
image pulling. Similarly, assigning the Contributor role would grant excessive privileges, as it includes permissions for creating, deleting, and
modifying resources, which are not required for simply downloading images. The AcrDelete role is also not suitable, as it specifically grants
permission to delete image data from the registry, which is not needed for the task described. Therefore, AcrPull is the most appropriate role that
meets the requirement of allowing image downloading without granting unnecessary privileges.
https://learn.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles?tabs=azure-cli

upvoted 1 times

E & TheFamousSpy 1 year, 3 months ago
Clearly stated in the reference
upvoted 1 times

B & kb1342 1 year, 4 months ago
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles?tabs=azure-cli
D. Arc Pull
Since Reader has more access than necessary
upvoted 2 times

E & codeunit 1 year, 7 months ago
Following and article from Microsoft, ArcPull role will provide the least privilege access: https://learn.microsoft.com/en-us/azure/container-
registry/container-registry-roles?tabs=azure-cli
upvoted 2 times

B & wardy1983 1 year, 8 months ago
Answer is ARCPULL
Arcpull can only pull and image
Reader can access access Resource Manager and PULL
Least access is ArcPull
case closed!!!
upvoted 1 times

E & 16116 1 year, 10 months ago
Most certainly agreed with the above statements.
Unless proven otherwise, the answer D is correct as pert MS documentation.
upvoted 1 times

B & ESAJRR 1 year, 12 months ago

D. ArcPull

upvoted 1 times
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Question #13 Topic 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result.
Establish if the solution satisfies the requirements.

Your Company's Azure subscription includes a virtual network that has a single subnet configured.

You have created a service endpoint for the subnet, which includes an Azure virtual machine that has Ubuntu Server 18.04 installed.

You are preparing to deploy Docker containers to the virtual machine. You need to make sure that the containers can access Azure Storage
resources and Azure

SQL databases via the service endpoint.

You need to perform a task on the virtual machine prior to deploying containers.

Solution: You create an application security group.

Does the solution meet the goal?

A. Yes

B. No

Suggested Answer: B

Community vote distribution
B (100%)

& & hillibarou 3 years, 6 months ago
So the question states "You need to make sure that the containers can access Azure Storage resources and Azure SQL databases via the service
endpoint". Since the containers are deployed inside a virtual machine the service endpoint will allow the virtual machine and anything hosted
inside(applications/containers) to access Azure services directly. So since the creation of the service endpoint allows access to Azure Storage and
Azure SQL databases there is no need to create an Application Security Group(ASG). B is the correct answer.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview

upvoted 60 times

E & God2029 2 years, 7 months ago
Well explained!
upvoted 2 times

B & 6od2029 2 years, 7 months ago
adding to the above. By default Azure has been configured with default route and so resource within the same virtual network can
communicate each other irrespective of subnet. But in prod we define custom subnet for security which will override azure default route, you
need to enable routing using network virtual appliance (NVA) in such scenario. Also ASG and ACL would be required to define more stringent
policy. We need to apply zero Trust principles and least privileges. Based on budget, can even go for microsegementaion for host/device based
access control.
upvoted 4 times

& & DarkCyberGhost 3 years, 5 months ago
This is Correct i need say no more. Thanks billibarou
upvoted 3 times

& & mT3 3 years, 10 months ago
answer is correct

upvoted 9 times

B & stonwall12 4 months, 2 weeks ago

Answer: B, No

Reason: Creating an application security group won't enable containers to use service endpoints.

Reference: https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview#limitations
upvoted 1 times
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E & Ruffyit 8 months, 2 weeks ago
So the question states "You need to make sure that the containers can access Azure Storage resources and Azure SQL databases via the service
endpoint". Since the containers are deployed inside a virtual machine the service endpoint will allow the virtual machine and anything hosted
inside(applications/containers) to access Azure services directly. So since the creation of the service endpoint allows access to Azure Storage and
Azure SQL databases there is no need to create an Application Security Group(ASG). B is the correct answer.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview

upvoted 1 times

& & wardy1983 9 months, 1 week ago
Answer: B
Explanation:
You need to make sure that the containers can access Azure Storage resources and Azure SQL databases via the service endpoint". Since the
containers are deployed inside a virtual machine the service endpoint will allow the virtual machine and anything hosted
inside(applications/containers) to access Azure services directly. So since the creation of the service endpoint allows access to Azure Storage and
Azure SQL databases there is no need to create an Application Security Group(ASG). B is the correct answe

upvoted 1 times

B & Mazhar1993 1 year, 2 months ago
NO

Creating an application security group on the virtual machine does not directly enable the containers to access Azure Storage resources and Azure
SQL databases via the service endpoint. Application security groups are used to define network security policies based on application workloads. To
ensure that the containers can access Azure Storage resources and Azure SQL databases via the service endpoint, you need to configure the
necessary network settings or firewall rules on the virtual machine itself.

upvoted 1 times

E & ErikPJordan 1 year, 9 months ago
Virtual Network (VNet) service endpoint provides secure and direct connectivity to Azure services over an optimized route over the Azure backbone
network. Endpoints allow you to secure your critical Azure service resources to only your virtual networks. Service Endpoints enables private IP
addresses in the VNet to reach the endpoint of an Azure service without needing a public IP address on the VNet.
upvoted 1 times

B & ESAJRR 1 year, 10 months ago

Selected Answer: B

B is the answer.
upvoted 1 times

B & DatBroNZ 2 years ago
Creating an application security group is not directly related to enabling container access to Azure Storage and Azure SQL databases. Application
security groups are used for network security purposes, such as defining network security group (NSG) rules.
upvoted 1 times

B & zellck 2 years, 1 month ago

Selected Answer: B

B is the answer.

https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview#configuration
upvoted 1 times

& & majstor86 2 years, 4 months ago

B. Answer is NO
upvoted 2 times

© & Bill831231 2 years, 8 months ago
Seems the answer is correct, but the explaination is not that correct, an ASG cannot bring more connectivity for a container inside a VM, but a CNI
could
upvoted 7 times

E & chamka 2 years, 9 months ago

Given answer is correct
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upvoted 1 times
& & Eltooth 3 years, 3 months ago
B is correct answer.
upvoted 1 times

= & yoton 3 years, 4 months ago
The creation of the service endpoint negates the need for an ASG.
upvoted 2 times

) & satishba 3 years, 6 months ago
Service End Point are configured in VNET settings and allow Subnet Traffic to the settings in a view it is more routing specific and not related to
Blocking , ASG and NSG are more from blocking perspective so do not apply here
upvoted 6 times

& & AbsG 3 years, 6 months ago
can someone explain why No.
upvoted 2 times

© & PhilMultiCloud 3 years, 6 months ago
You can simply look at what is the function of a ASG and you will understand why..
upvoted 1 times
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Question #14 Topic 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result.
Establish if the solution satisfies the requirements.

Your Company's Azure subscription includes a virtual network that has a single subnet configured.

You have created a service endpoint for the subnet, which includes an Azure virtual machine that has Ubuntu Server 18.04 installed.

You are preparing to deploy Docker containers to the virtual machine. You need to make sure that the containers can access Azure Storage
resources and Azure

SQL databases via the service endpoint.

You need to perform a task on the virtual machine prior to deploying containers.

Solution: You create an AKS Ingress controller.

Does the solution meet the goal?

A. Yes

B. No

Suggested Answer: B

Community vote distribution
B (100%)

© & dumdada 3 years, 10 months ago
Ingress Controller is used to establish a reverse proxy, so obviously answer is No
upvoted 13 times

& & PhilMultiCloud 3 years, 7 months ago
wth is that supposed to mean? reverse proxy is actually required here.
upvoted 1 times

B & cfsxtuv33 3 years, 6 months ago
Thats kinda what | was thinking.
upvoted 1 times

& & Patchfox 3 years, 5 months ago
Your are correct when you need AKS. But in this case you install only Docker Containers on Virtual Machines.
upvoted 6 times

B & stonwall12 4 months, 2 weeks ago

Answer: B, No

Reason: Creating an AKS Ingress controller is not relevant for standalone Docker containers on a VM. Ingress controllers are used in Kubernetes
(AKS) environments for managing inbound traffic, not for enabling container access to service endpoints.

Reference: https://learn.microsoft.com/en-us/azure/virtual-network/container-networking-overview
upvoted 3 times

B & Ruffyit 8 months, 2 weeks ago
No, the solution does not meet the goal.

Creating an AKS (Azure Kubernetes Service) Ingress controller is not necessary for enabling the Docker containers deployed on the virtual machine to
access Azure Storage resources and Azure SQL databases via the service endpoint. The AKS Ingress controller is specifically designed to manage
traffic routing for applications running on AKS clusters, not for individual virtual machines.

To enable access to Azure Storage resources and Azure SQL databases via the service endpoint from the virtual machine, you should ensure that the
necessary configurations are made within the virtual machine itself. This might involve configuring network settings or installing appropriate drivers
or libraries to facilitate communication with Azure services.
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Therefore, the proposed solution of creating an AKS Ingress controller does not align with the goal of enabling access to Azure Storage resources
and Azure SQL databases from the virtual machine.
upvoted 2 times
B & pentium75 11 months ago
No AKS here
upvoted 2 times

B & Mazhar1993 1 year, 2 months ago
No, the solution does not meet the goal.

Creating an AKS (Azure Kubernetes Service) Ingress controller is not necessary for enabling the Docker containers deployed on the virtual machine to
access Azure Storage resources and Azure SQL databases via the service endpoint. The AKS Ingress controller is specifically designed to manage
traffic routing for applications running on AKS clusters, not for individual virtual machines.

To enable access to Azure Storage resources and Azure SQL databases via the service endpoint from the virtual machine, you should ensure that the
necessary configurations are made within the virtual machine itself. This might involve configuring network settings or installing appropriate drivers
or libraries to facilitate communication with Azure services.

Therefore, the proposed solution of creating an AKS Ingress controller does not align with the goal of enabling access to Azure Storage resources
and Azure SQL databases from the virtual machine.
upvoted 4 times

E & ITFranz 1 year, 7 months ago
https://www.nginx.com/resources/glossary/kubernetes-ingress-controller/
Answer = no

upvoted 1 times

E & trashbox 1 year, 8 months ago
We need to be aware of the direction of accessing Storage Account and SQL Database "from" Container (Pod). Once you are aware of this, it is clear
that Ingress does not apply.
upvoted 2 times

© & ITFranz 1 year, 9 months ago
An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.
Kubernetes ingress resources are used to configure the ingress rules and routes for individual Kubernetes
upvoted 1 times

E & TheProfessor 1 year, 9 months ago

answer is B
upvoted 1 times

© & ESAJRR 1 year, 10 months ago

Selected Answer: B

B is the answer.
upvoted 1 times

© & DatBroNZ 2 years ago
Creating an AKS Ingress controller is specific to Azure Kubernetes Service (AKS) and is used for managing external access to services running on
AKS. It is not directly related to enabling container access to Azure Storage and Azure SQL databases on a virtual machine.
upvoted 1 times

B & zellck 2 years, 1 month ago

Selected Answer: B

Answer is B.

There is no AKS deployed, so no need for AKS ingress controller.
upvoted 2 times

B & majstor86 2 years, 4 months ago

Selected Answer: B
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B. Answer is NO
upvoted 4 times
E & rohitmedi 3 years, 7 months ago
correct answer
upvoted 3 times
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Question #15 Topic 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result.
Establish if the solution satisfies the requirements.

Your Company's Azure subscription includes a virtual network that has a single subnet configured.

You have created a service endpoint for the subnet, which includes an Azure virtual machine that has Ubuntu Server 18.04 installed.

You are preparing to deploy Docker containers to the virtual machine. You need to make sure that the containers can access Azure Storage
resources and Azure

SQL databases via the service endpoint.

You need to perform a task on the virtual machine prior to deploying containers.

Solution: You install the container network interface (CNI) plug-in.

Does the solution meet the goal?

A. Yes

B. No

Suggested Answer: A

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports both Linux and
Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network,
and connecting them directly to other containers and virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for
connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

Internet

jk Service Endpoints

Azure Services

On-premises

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

Community vote distribution
A (100%)

& & mT3 3 years, 10 months ago
answer is correct

upvoted 16 times

E & Duyons 2 months ago
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Hey folks, just wanted to clarify this one.
A lot of people are picking A. Yes because of the CNI docs, but this question is about a regular Ubuntu VM running Docker, not AKS or Kubernetes.

In this setup, Docker containers can already access Azure Storage and SQL via Service Endpoints as long as the VM is in the right subnet — which the
question says it is.

You don't need to install the CNI plugin for that.
So the correct answer here is B. No.

Hope that helps!
upvoted 8 times

& & Knighthell 3 weeks, 1 day ago

https://learn.microsoft.com/en-us/azure/virtual-network/vnet-integration-for-azure-services
upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Answer: A, Yes

Reason: Installing the Container Network Interface (CNI) plugin is the correct solution as it enables containers to use the host's networking
capabilities, including service endpoints configured on the VM's subnet.

Reference: https://learn.microsoft.com/en-us/azure/virtual-network/container-networking-overview
upvoted 1 times

B & Ruffyit 8 months, 2 weeks ago
Ais the answer.

Bring the rich set of Azure network capabilities to containers, by utilizing the same software defined networking stack that powers virtual machines.
The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in assigns IP addresses from a
virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them directly to other
containers and virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for connectivity, and provides the same performance
as virtual machines.

upvoted 3 times

B & zellck 9 months, 1 week ago

Selected Answer: A

Ais the answer.

https://learn.microsoft.com/en-us/azure/virtual-network/container-networking-overview
Bring the rich set of Azure network capabilities to containers, by utilizing the same software defined networking stack that powers virtual machines.
The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in assigns IP addresses from a
virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them directly to other
containers and virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for connectivity, and provides the same performance
as virtual machines.

upvoted 7 times

B & wardy1983 9 months, 1 week ago
Answer: A
Explanation:
The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports both Linux and
Windows platform.
The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and
connecting them directly to other containers and virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for connectivity,
and provides the same performance as virtual machines.
upvoted 2 times

E & Mazhar1993 1 year, 2 months ago
Yes, the solution meets the goal. By installing the container network interface (CNI) plug-in on the virtual machine, you enable the Docker containers
to be attached to the Azure virtual network and utilize the same network connectivity as the virtual machine. This allows the containers to access
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Azure Storage resources and Azure SQL databases via the service endpoint configured for the subnet. Therefore, the solution aligns with the
requirement of ensuring that the containers can access the specified Azure resources via the service endpoint.

https://learn.microsoft.com/en-us/azure/virtual-network/container-networking-overview
upvoted 1 times
B & ESAJRR 1 year, 10 months ago
Ais the answer.
upvoted 1 times

B & DatBroNZ 2 years ago
The container network interface (CNI) plug-in is responsible for providing network connectivity to containers running on a host. Answer is correct.
upvoted 2 times

E & JunetGoyal 2 years, 1 month ago
There are two ways to assign IPs to containers
Kubectl: It will create a new Vnet for cluster.
Azure CNI: It can either llow ypu to use existing vnet or create new vnet.
As per Q. Answer is YES, Coz CNI can allow you to give ip from exiting vnet(Subnet),As we already have Service endpoints configure, the Container
can directly talk to SQL, storage.
upvoted 3 times

B & sylar83 2 years, 2 months ago
Answer from GPT is no:
No, installing the CNI plug-in on the virtual machine will not achieve the goal.
The goal is to ensure that Docker containers deployed to the VM can access Azure Storage and SQL DB via the service endpoint configured on the
subnet.
Installing the CNI plug-in will create network interfaces for Docker containers and attach them to networks. However, it does not configure routing
rules to direct traffic to the service endpoint.
To meet the goal, you need to perform the following:
1. Install the Azure CLI on the Ubuntu VM
2. Install Docker on the VM
3. Restart the Docker service to pick up the environment variables
4. Add routing rules to direct traffic from containers to the subnet's service endpoint
5. Deploy containers and test access to Storage/SQL DB.
So in summary, installing the CNI plug-in alone will not configure the network routing needed for the containers to utilize the service endpoint.
Additional configuration using the Azure CLI is required.
Therefore, the solution does not meet the goal. The correct option is B - No.
upvoted 3 times

& & Holii 2 years, 1 month ago
Note: Using ChatGPT for cloud work provides me with the wrong answer 9 times out of 10. Since GPT doesn't have Azure access, and the
Microsoft stack is very intricate, please be wary when accepting these as answers without your own research.
upvoted 5 times

& & vicwelly 1 year, 11 months ago
When it comes to Azure! Chat GPT is garbage
upvoted 3 times

B & majstor86 2 years, 4 months ago

Selected Answer: A

A. Answer is YES
upvoted 3 times

B & Te2ya 2 years, 8 months ago
This is just a question about Linux / Docer rather than AKS. No need for CNI. 'No' is the answer.
upvoted 3 times

© & mung 2 years, 7 months ago
Any reference?
upvoted 1 times

& & OrangeSG 2 years, 5 months ago
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Enable containers to use Azure Virtual Network capabilities
https://learn.microsoft.com/en-us/azure/virtual-network/container-networking-overview

Using the plug-in

The plug-in can be used in the following ways, to provide basic virtual network attach for Pods or Docker containers:

« Virtual network attach for Docker containers in Azure: The plug-in can be used in cases where you don’t want to create a Kubernetes cluster, and
would like to create Docker containers with virtual network attach, in virtual machines

upvoted 1 times

B & TheLegendPasha 3 years, 2 months ago

Selected Answer: A

Answer is Yes because this is what container docker interface is used for

upvoted 2 times

B & TJ001 3 years, 5 months ago
perfect - correct answer
upvoted 1 times

E & ateeb 3 years, 7 months ago
given answer is correct
upvoted 3 times


https://www.examtopics.com/user/TheLegendPasha/
https://www.examtopics.com/user/TheLegendPasha/
https://www.examtopics.com/user/TheLegendPasha/
https://www.examtopics.com/user/TJ001/
https://www.examtopics.com/user/TJ001/
https://www.examtopics.com/user/TJ001/
https://www.examtopics.com/user/ateeb/
https://www.examtopics.com/user/ateeb/
https://www.examtopics.com/user/ateeb/

Question #16 Topic 1

You make use of Azure Resource Manager templates to deploy Azure virtual machines.

You have been tasked with making sure that Windows features that are not in use, are automatically inactivated when instances of the virtual
machines are provisioned.

Which of the following actions should you take?

A. You should make use of Azure DevOps.
B. You should make use of Azure Automation State Configuration.
C. You should make use of network security groups (NSG).

D. You should make use of Azure Blueprints.

Suggested Answer: B

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises VMs, Linux
machines, AWS VMs, and on-premises physical machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSC-Service so that target nodes
automatically receive configurations, conform to the desired state, and report back on their compliance. The built-in pull server in Azure
Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or physical Windows or Linux
machines, in the cloud or on-premises.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

Community vote distribution
B (100%)

E & adsdadasdad 3 years, 12 months ago
answer is correct
upvoted 16 times

© & Rume 4 years ago

B is correct.
upvoted 9 times

E & Ruffyit 2 months, 2 weeks ago

Reference: https://learn.microsoft.com/en-us/azure/automation/automation-dsc-overview
upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Answer: B, Azure Automation State Configuration

Reason: Azure Automation State Configuration allows you to define and maintain desired state configurations for VMs, including which Windows
features should be enabled or disabled automatically during and after provisioning.

Reference: https://learn.microsoft.com/en-us/azure/automation/automation-dsc-overview
upvoted 2 times

B & kosmaty 5 months, 2 weeks ago
Vote for B but still remember it will be retired:
Azure Automation State Configuration will be retired on September 30, 2027, please transition to Azure Machine Configuration by that date. For more
information, see the blog post announcement. The Azure Machine Configuration service combines features of DSC Extension, Azure Automation
State Configuration, and the most commonly requested features from customer feedback. Azure Machine Configuration also includes hybrid machine
support through Arc-enabled servers.
upvoted 6 times

© & Ruffyit 8 months, 2 weeks ago
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You should make use of Azure Automation State Configuration.

Azure Automation State Configuration allows for defining and enforcing the desired state of virtual machines, ensuring that Windows features are
configured correctly upon provisioning.

Azure DevOps is a continuous integration/continuous deployment (CI/CD) platform, which focuses on automating software delivery processes rather
than managing VM configurations.

Network security groups (NSGs) are used to control network traffic to/from Azure resources and wouldn't directly address the task of managing
Windows features on VMs.

Azure Blueprints provide a way to package templates, policies, role assignments, and resource groups into a single blueprint, but they do not
specifically address VM configuration management like Azure Automation State Configuration does.

https://learn.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
upvoted 4 times

E & Mazhar1993 9 months, 1 week ago
You should make use of Azure Automation State Configuration.

Azure Automation State Configuration allows for defining and enforcing the desired state of virtual machines, ensuring that Windows features are
configured correctly upon provisioning.

Azure DevOps is a continuous integration/continuous deployment (CI/CD) platform, which focuses on automating software delivery processes rather
than managing VM configurations.

Network security groups (NSGs) are used to control network traffic to/from Azure resources and wouldn't directly address the task of managing
Windows features on VMs.

Azure Blueprints provide a way to package templates, policies, role assignments, and resource groups into a single blueprint, but they do not
specifically address VM configuration management like Azure Automation State Configuration does.

https://learn.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
upvoted 4 times

B & ESAJRR 1 year, 10 months ago

B. You should make use of Azure Automation State Configuration.
upvoted 2 times

B & zellck 2 years, 1 month ago

B is the answer.

https://learn.microsoft.com/en-us/azure/automation/automation-dsc-overview
upvoted 2 times

B & majstor86 2 years, 4 months ago
B. You should make use of Azure Automation State Configuration.
upvoted 1 times

E & Eltooth 3 years, 3 months ago
B is correct answer.
upvoted 3 times

E & Chun 3 years, 3 months ago
B. is correct
upvoted 1 times

E & rohitmedi 3 years, 7 months ago
correct answer
upvoted 3 times
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Question #17 Topic 1

Your company's Azure subscription includes Windows Server 2016 Azure virtual machines.

You are informed that every virtual machine must have a custom antimalware virtual machine extension installed. You are writing the necessary
code for a policy that will help you achieve this.

Which of the following is an effect that must be included in your code?

A. Disabled
B. Modify
C. AuditlfNotExists

D. DeploylfNotExists

Suggested Answer: D

DeploylfNotExists executes a template deployment when the condition is met.
Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

Community vote distribution
D (100%)

© & Rume 4 years ago

D is correct.
upvoted 18 times

O & Ruffyit 2 months, 2 weeks ago

Reference: https://learn.microsoft.com/en-us/azure/governance/policy/concepts/effects#deployifnotexists
upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: D

Answer: D, DeploylfNotExists

Reason: DeploylfNotExists effect is required to automatically deploy the antimalware extension to VMs that don't have it installed. Audit/fNotExists
would only report non-compliance, while Disabled and Modify don't provide the required functionality.

Reference: https://learn.microsoft.com/en-us/azure/governance/policy/concepts/effects#deployifnotexists
upvoted 1 times

B & Mazhar1993 9 months, 1 week ago
You should include the effect "DeploylfNotExists" in your code.

The "DeploylfNotExists" effect ensures that the specified custom antimalware virtual machine extension is deployed if it doesn't already exist on the
Azure virtual machine.

"Disabled" is not suitable as it doesn't address the requirement of ensuring the presence of the antimalware extension.

"Modify" is not directly related to deploying extensions and wouldn't ensure the presence of the antimalware extension.

"AuditlfNotExists" is more focused on auditing the existence of resources rather than deploying them, which is not aligned with the task of installing
the antimalware extension.

https://learn.microsoft.com/en-us/azure/governance/policy/concepts/effect-basics
upvoted 4 times

E & TheProfessor 1 year, 9 months ago

Selected Answer: D

The answer is: D
upvoted 3 times

© & ESAJRR 1 year, 11 months ago
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D. DeploylfNotExists
upvoted 1 times
& & zellck 2 years, 1 month ago

Selected Answer: D

D is the answer.

https://learn.microsoft.com/en-us/azure/governance/policy/concepts/effects#deployifnotexists
Similar to AuditlfNotExists, a DeploylfNotExists policy definition executes a template deployment when the condition is met. Policy assignments with
effect set as DeploylfNotExists require a managed identity to do remediation.

upvoted 1 times

© & majstor86 2 years, 4 months ago
D. DeploylfNotExists
upvoted 1 times

© & dRealTony 2 years, 9 months ago
D is the correct answer
upvoted 2 times

= & ahmadmohdrudin 2 years, 9 months ago
D is correct
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
upvoted 2 times

& & Eltooth 3 years, 3 months ago
D is correct answer
upvoted 4 times

&) & AS179 3 years, 6 months ago
correct
upvoted 2 times

& & rohitmedi 3 years, 7 months ago
correct answer
upvoted 3 times
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Question #18 Topic 1

Your company makes use of Azure Active Directory (Azure AD) in a hybrid configuration. All users are making use of hybrid Azure AD joined
Windows 10 computers.

You manage an Azure SQL database that allows for Azure AD authentication.

You need to make sure that database developers are able to connect to the SQL database via Microsoft SQL Server Management Studio (SSMS).
You also need to make sure the developers use their on-premises Active Directory account for authentication. Your strategy should allow for
authentication prompts to be kept to a minimum.

Which of the following is the authentication method the developers should use?

A. Azure AD token.
B. Azure Multi-Factor authentication.

C. Active Directory integrated authentication.

Suggested Answer: C

Azure AD can be the initial Azure AD managed domain. Azure AD can also be an on-premises Active Directory Domain Services that is federated
with the Azure

AD.

Using an Azure AD identity to connect using SSMS or SSDT

The following procedures show you how to connect to a SQL database with an Azure AD identity using SQL Server Management Studio or SQL
Server Database

Tools.

Active Directory integrated authentication

Use this method if you are logged in to Windows using your Azure Active Directory credentials from a federated domain.

1. Start Management Studio or Data Tools and in the Connect to Server (or Connect to Database Engine) dialog box, in the Authentication box,
select Active

Directory - Integrated. No password is needed or can be entered because your existing credentials will be presented for the connection.

o¥ Connect to Server X
SQL Server

Servertype: \ Database Engine v

Server name: ‘ tedus database windows net v

Authentication: Active Directory - Integrated v

lUser name DOMAIN\username
Remember password
| Comect || Cancel | Hep | Options>>

2. Select the Options button, and on the Connection Properties page, in the Connect to database box, type the name of the user database you
want to connect to.
(The AD domain name or tenant ID2€ option is only supported for Universal with MFA connection options, otherwise it is greyed out.)

Community vote distribution
C (100%)

© & Mazhar1993 9 months, 1 week ago
The authentication method the developers should use is Active Directory integrated authentication.

Active Directory integrated authentication: Seamless integration with on-premises Active Directory, minimizing authentication prompts and ensuring


https://www.examtopics.com/user/Mazhar1993/
https://www.examtopics.com/user/Mazhar1993/
https://www.examtopics.com/user/Mazhar1993/

efficient user experience.
Azure AD token: Not suitable for on-premises Active Directory authentication in a hybrid environment.
Azure Multi-Factor authentication: Adds unnecessary complexity and authentication steps, not ideal for minimizing prompts.

https://learn.microsoft.com/en-us/sql/relational-databases/security/authentication-access/azure-ad-authentication-sql-server-overview?view=sql-
server-ver16#azure-active-directory-integrated
upvoted 8 times

B & zellck GITTALIE Y 2 years, 1 month ago
Selected Answer: C

C is the answer.

https://learn.microsoft.com/en-us/sql/relational-databases/security/authentication-access/azure-ad-authentication-sql-server-overview?view=sql-
server-ver16#azure-active-directory-integrated
When the Windows domain is synchronized with Azure AD, and a user is logged into the Windows domain, the user's Windows credentials are used
for Azure AD authentication.

upvoted 5 times

© & STC007 1 year, 9 months ago
Thanks for your explanation and for sharing the Azure lynk.
upvoted 1 times

& & Ash_B38 1 year, 6 months ago
Great explanation!
upvoted 1 times

E & Ruffyit 2 months, 2 weeks ago
https://learn.microsoft.com/en-us/sql/relational-databases/security/authentication-access/azure-ad-authentication-sql-server-overview?view=sql-
server-ver16#azure-active-directory-integrated

upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: C

Answer: C, Active Directory integrated authentication

Reason: This method allows seamless authentication using the developers' on-premises Active Directory accounts, which are synchronized with
Azure AD in the hybrid setup. It minimizes authentication prompts by leveraging the existing Windows login credentials on their hybrid Azure AD
joined Windows 10 computers.

Reference: https://learn.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-overview?view=azuresql#connecting-using-azure-ad-
identities
upvoted 1 times

© & Ruffyit 8 months, 2 weeks ago
The authentication method the developers should use is Active Directory integrated authentication.

Active Directory integrated authentication: Seamless integration with on-premises Active Directory, minimizing authentication prompts and ensuring
efficient user experience.

Azure AD token: Not suitable for on-premises Active Directory authentication in a hybrid environment.

Azure Multi-Factor authentication: Adds unnecessary complexity and authentication steps, not ideal for minimizing prompts.

https://learn.microsoft.com/en-us/sql/relational-databases/security/authentication-access/azure-ad-authentication-sql-server-overview?view=sql-
server-ver16#azure-active-directory-integrated
upvoted 2 times

© & ESAJRR 1 year, 11 months ago

Selected Answer: C

C. Active Directory integrated authentication.
upvoted 3 times

& & majstor86 2 years, 4 months ago

Selected Answer: C
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C. Active Directory integrated authentication.
upvoted 2 times
E & awron_durat 2 years, 6 months ago
C is correct.
upvoted 2 times

B & God2029 2 years, 6 months ago
It is correct. | am using the same config in Prod env.
upvoted 1 times

B & ahmadmohdrudin 2 years, 9 months ago
C is Correct, Tested in lab environment
upvoted 1 times

B & 9to5 2 years, 10 months ago
C is correct.
upvoted 2 times

& & Armanas 2 years, 10 months ago
Any link to verify that the answer is correct?
upvoted 1 times

B & coyoteee 2 years, 5 months ago
Its clearly C. Active Directory integrated authentication.
Other answers are wrong so no need to link to verify. Just think.
upvoted 1 times

E & Wis10 2 years, 5 months ago
https://learn.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-configure?view=azuresql&tabs=azure-powershell#using-an-
azure-ad-identity-to-connect-using-ssms-or-ssdt

upvoted 4 times
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Question #19 Topic 1

You have been tasked with enabling Advanced Threat Protection for an Azure SQL Database server.
Advanced Threat Protection must be configured to identify all types of threat detection.
Which of the following will happen if when a faulty SQL statement is generate in the database by an application?

A. A Potential SQL injection alert is triggered.
B. A Vulnerability to SQL injection alert is triggered.
C. An Access from a potentially harmful application alert is triggered.

D. A Brute force SQL credentials alert is triggered.

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview

Community vote distribution
B (63%) A (37%)

& & Rume 4 years ago

A possible vulnerability to SQL Injection

(SQL.VM_VulnerabilityToSqlinjection

SQL.DB_VulnerabilityToSqlInjection

SQL.MI_VulnerabilityToSglInjection

SQL.DW_VulnerabilityToSqlInjection)

An application has generated a faulty SQL statement in the database. This can indicate a possible vulnerability to SQL injection attacks. There are
two possible reasons for a faulty statement. A defect in application code might have constructed the faulty SQL statement. Or, application code or
stored procedures didn't sanitize user input when constructing the faulty SQL statement, which can be exploited for SQL injection. )

https://docs.microsoft.com/en-us/azure/security-center/alerts-reference#alerts-sql-db-and-warehouse
upvoted 52 times

E & MeisAdriano 1 year, 8 months ago
| agree: possibile
upvoted 2 times

© & NarenderSingh 3 years, 7 months ago

correct
upvoted 6 times

& & Knighthell 3 weeks, 1 day ago

https://learn.microsoft.com/en-us/azure/azure-sql/database/threat-detection-overview?view=azuresq|
upvoted 2 times

E & mmmyo 1 month, 3 weeks ago

Selected Answer: A

The correct answer is A. A Potential SQL injection alert is triggered.

Here's why: Azure SQL Database Advanced Threat Protection (ATP) includes built-in security monitoring for detecting potential SQL injection attacks,
which occur when an application generates faulty or suspicious SQL statements that could be exploited by attackers to manipulate database queries.
When ATP is enabled, it actively analyzes queries and flags anomalous patterns indicative of SQL injection attempts.

Option B (Vulnerability to SQL injection alert) is not correct, as this type of alert is raised when ATP detects misconfigurations or weak security
settings that could make the database susceptible to SQL injection—not when an actual faulty SQL statement is executed.

Option C (Access from a potentially harmful application alert) applies when an application known for malicious behavior tries to access the
database.
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Option D (Brute force SQL credentials alert) detects repeated authentication attempts trying to guess database credentials.
upvoted 2 times

B & eldoktor 2 months ago
this question is worded in weird way that makes you answer wrong
upvoted 1 times

B & Ruffyit 2 months, 2 weeks ago
https://docs.microsoft.com/en-us/azure/security-center/alerts-reference#alerts-sql-db-and-warehouse
upvoted 1 times

B & Fule 2 months, 3 weeks ago

Selected Answer: A

SQL Vulnerability Assessment - Identifies misconfiguration or weak points in your database

When Advanced Threat Protection (ATP) is enabled for an Azure SQL Database, it continuously monitors database activity and uses machine learning
and behavioral analysis to detect potential security threats.
upvoted 1 times

B & Paarth 3 months ago
If an application generates a faulty SQL statement, Azure ATP might detect it as a potential SQL injection attempt, especially if the statement appears
to be malformed or crafted to exploit vulnerabilities. For Option B: This alert is not triggered by an actual faulty SQL statement execution, but rather
by a security assessment scan that detects misconfigured security settings that make SQL injection possible.
upvoted 1 times

B & 9a0549a 3 months, 1 week ago

https://learn.microsoft.com/en-us/azure/azure-sql/database/threat-detection-overview?view=azuresql under "Explore detection of a suspicious

event"
upvoted 1 times

© & nahdft 3 months, 1 week ago
https://learn.microsoft.com/en-us/azure/azure-sql/database/threat-detection-overview?view=azuresql
upvoted 1 times

B & Saluk_DE 4 months ago
Reference: https://learn.microsoft.com/en-us/azure/azure-sql/database/threat-detection-overview?view=azuresql#advanced-threat-protection-alerts

It literally says in red on the screenshot seen in the link "Potential exploitation of application code - vulnerability to SQL Injection was detected.”" So B
is correct.

upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: A

Answer: A, Potential SQL injection alert is triggered.

Reason: Check the reference link and you'll see the system triggers a "Potential SQL injection" alert to notify administrators for this type of suspicious
acitivty.

Reference: https://learn.microsoft.com/en-us/azure/azure-sql/database/threat-detection-overview?view=azuresql#advanced-threat-protection-alerts
upvoted 1 times

& & Saluk_DE 4 months ago

It literally says on the screenshot seen in your link "Potential exploitation of application code - vulnerability to SQL Injection was detected." So B is
correct.
upvoted 1 times

B & Ruffyit 8 months, 2 weeks ago
b correct
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upvoted 1 times
B & Custodian 9 months, 1 week ago
What kind of alerts does Microsoft Defender for SQL provide?
Threat intelligence enriched security alerts are triggered when there's:

Potential SQL injection attacks - including vulnerabilities detected when applications generate a faulty SQL statement in the database

Anomalous database access and query patterns - for example, an abnormally high number of failed sign-in attempts with different credentials (a
brute force attempt)

Suspicious database activity - for example, a legitimate user accessing an SQL Server from a breached computer which communicated with a crypto-
mining C&C server

Alerts include details of the incident that triggered them, as well as recommendations on how to investigate and remediate threats.
upvoted 1 times

B & awfnewf1q243 9 months, 1 week ago

Selected Answer: B

A possible vulnerability to SQL Injection:

"An application has generated a faulty SQL statement in the database. This can indicate a possible vulnerability to SQL injection attacks. There are
two possible reasons for a faulty statement. A defect in application code might have constructed the faulty SQL statement. Or, application code or
stored procedures didn't sanitize user input when constructing the faulty SQL statement, which can be exploited for SQL injection."

https://learn.microsoft.com/en-us/azure/defender-for-cloud/alerts-reference#alerts-sql-db-and-warehouse
upvoted 2 times

E & Seelearndo 9 months, 1 week ago
Alert: A possible vulnerability to SQL Injection
Description: An application has generated a faulty SQL statement in the database. This can indicate a possible vulnerability to SQL injection attacks.
There are two possible reasons for a faulty statement. A defect in application code might have constructed the faulty SQL statement. Or, application
code or stored procedures didn't sanitize user input when constructing the faulty SQL statement, which can be exploited for SQL injection.
1 B is the correct answer since a faulty SQL statement will result in a possible vulnerability alert.

Alert: Potential SQL injection

Description: An active exploit has occurred against an identified application vulnerable to SQL injection. This means an attacker is trying to inject
malicious SQL statements by using the vulnerable application code or stored procedures.

1 Ais incorrect since a potential SQL injection alert is triggered when an active exploit is identified.

https://learn.microsoft.com/en-us/azure/defender-for-cloud/alerts-reference#alerts-sql-db-and-warehouse
upvoted 3 times

& & majstor86 9 months, 1 week ago

Selected Answer: B

B. Vulnerability to SQL injection - an alert is triggered when an application generates a faulty SQL statement in your SQL database

Potential SQL injection - This alert is triggered when the attacker is trying to inject malicious SQL statements using the vulnerable application code or
stored procedures.
upvoted 4 times
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Question #20 Topic 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result.
Establish if the solution satisfies the requirements.

You are in the process of creating an Azure Kubernetes Service (AKS) cluster. The Azure Kubernetes Service (AKS) cluster must be able to connect
to an Azure

Container Registry.

You want to make sure that Azure Kubernetes Service (AKS) cluster authenticates to the Azure Container Registry by making use of the auto-
generated service principal.

Solution: You create an Azure Active Directory (Azure AD) role assignment.

Does the solution meet the goal?

A. Yes

B. No

Suggested Answer: A

When you create an AKS cluster, Azure also creates a service principal to support cluster operability with other Azure resources. You can use
this auto-generated service principal for authentication with an ACR registry. To do so, you need to create an Azure AD role assignment that
grants the cluster's service principal access to the container registry.

Reference:

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks

Community vote distribution
B (77%) A (23%)

© & romaso82 3 years, 11 months ago
correct answer
upvoted 18 times

© & PKPKPK [ITEEZLT) 3 years, 6 months ago
i think its B as it wold need an RBAC role instead AAD role
upvoted 16 times

& & xRiot007 11 months, 2 weeks ago
The answer is B, but not because of that. The Microsoft Entra group will attach the AcrPull permission automatically, completing RBAC. The
reason why the answer is No is because the authentication is done automatically, you don't have to create any roles. You just need to attach the
service (AKS) to the container (ACR)
upvoted 7 times

B & chema77 8 months, 2 weeks ago
Sorry to dissagree:

The answer is B instead of A because of the Entra/RBAC thing. But we'd rather choose A when the option is RBAC (az-500 is about security):

"To avoid needing an Owner or Azure account administrator role, you can also manually configure a service principal to pull images from ACR.
For more information, see ACR authentication with service principals or Authenticate from Kubernetes with a pull secret. Alternatively, you can
use a managed identity instead of a service principal for easier management."

https://learn.microsoft.com/en-us/azure/aks/tutorial-kubernetes-deploy-cluster?tabs=azure-cli
upvoted 2 times

& & chema77 8 months, 2 weeks ago
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-auth-service-principal#when-to-use-a-service-principal
upvoted 1 times

© & Knighthell 3 weeks, 1 day ago

need AcrPull on Container Registry.
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upvoted 1 times

E & Duyons 2 months ago

Selected Answer: A

Hey everyone, just to clarify this question is correct as written.

AKS does not get AcrPull permission by default when using a service principal, unless you explicitly grant it.
This solution says:

"You create an Azure Active Directory (Azure AD) role assignment."

That means you manually assign the required role (like AcrPull) to the auto-generated service principal, so that AKS can pull images from the Azure
Container Registry.

So yes, this meets the goal.
Correct answer: A. Yes

Hope that helps!
upvoted 3 times

& & alber0077 1 month, 2 weeks ago
acrpull is not an azure ad role
upvoted 1 times

E & Ruffyit 2 months, 2 weeks ago
The answer is B, but not because of that. The Microsoft Entra group will attach the AcrPull permission automatically, completing RBAC. The reason
why the answer is No is because the authentication is done automatically, you don't have to create any roles. You just need to attach the service
(AKS) to the container (ACR)
upvoted 1 times

E & gauravwagh16193 2 months, 3 weeks ago

No, the solution does not meet the goal.

To ensure that the Azure Kubernetes Service (AKS) cluster can authenticate to the Azure Container Registry using the auto-generated service
principal, you need to assign the AcrPull role to the service principal associated with the AKS cluster. Creating an Azure Active Directory (Azure AD)
role assignment alone does not automatically configure the necessary permissions for the AKS cluster to pull images from the Azure Container
Registry.

upvoted 1 times

B & stonwall12 4 months, 2 weeks ago

Selected Answer: B

Answer: B, No

Reason: Creating an Azure AD role assignment alone does not enable AKS to authenticate to ACR using the auto-generated service principal. Instead,
you need to grant the AKS-generated service principal the appropriate permissions on the ACR using the AcrPull role. This allows AKS to pull images
from the ACR without additional configuration.

Reference: https://learn.microsoft.com/en-us/azure/aks/cluster-container-registry-integration?tabs=azure-cli#create-a-new-aks-cluster-with-acr-
integration
upvoted 1 times

B & AdityaGupta 5 months, 3 weeks ago

A service principal is recommended in several Kubernetes scenarios to pull images from an Azure container registry. With Azure Kubernetes Service
(AKS), you can also use an automated mechanism to authenticate with a target registry by enabling the cluster's managed identity.
upvoted 1 times

& & AdityaGupta 3 months, 1 week ago
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Correction: Answer is A.
Referring to question, we already have an auto-generated SPN the next task should be AAD role assignment to this SPN.

Explanation: -
When to Use Each?

Use SPN if:

AKS and ACR are in different subscriptions or different tenants.
You require manual control over credentials and role assignments.
You are using an automation system that depends on SPNs.

Use Managed Identity if:

You want passwordless authentication and automatic identity management.

AKS and ACR are in the same subscription.

You follow Azure best practices for security and identity management.
upvoted 1 times

E & Ruffyit 8 months, 2 weeks ago
b is correct
upvoted 1 times

B & forfuntwo2 9 months, 1 week ago
In Azure Active Directory (Azure AD), if another administrator or non-administrator needs to manage Azure AD resources, you assign them an Azure
AD role that provides the permissions they need. For example, you can assign roles to allow adding or changing users, resetting user passwords,
managing user licenses, or managing domain names.

This article lists the Azure AD built-in roles you can assign to allow management of Azure AD resources. For information about how to assign roles,
see Assign Azure AD roles to users. If you are looking for roles to manage Azure resources, see Azure built-in roles.
upvoted 1 times

E & Mazhar1993 9 months, 1 week ago
The answer is No.

When an AKS cluster is created, Azure automatically generates a service principal to facilitate interactions with other Azure resources, including ACR.
This auto-generated service principal can be directly used for authenticating the AKS cluster to the ACR registry.

Therefore, creating an additional Azure AD role assignment is unnecessary as the auto-generated service principal already fulfills the authentication
requirements.

The proposed solution of creating an Azure AD role assignment adds complexity without providing any additional benefit, making it unnecessary and
not meeting the goal efficiently.

https://learn.microsoft.com/bs-latn-ba/azure/aks/cluster-container-registry-integration?tabs=azure-cli
upvoted 5 times

E & pentium75 11 months ago
Why would the auto-generated service principal already have access to my ACR without me assigning a role for that?
upvoted 2 times

B & pentium75 11 months ago
Unless there's a typo in the question, B because it refers specifically to an "Azure AD role" which is not required here.
upvoted 1 times

B & fastline112003 11 months, 2 weeks ago
This should be usually done with Azure RBAC:
az aks update -n myAKSCluster -g myResourceGroup --attach-acr <acr-name>
upvoted 1 times

B & Atom270 1 year ago

Selected Answer: B

Obviously answer is B, why would anyone select A as it is related to role assigment
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upvoted 1 times
B & Slawekyo 1 year, 1 month ago
In Topic 3, question 16. You have the same question but to choose answer, there "Azure Active Directory (Azure AD) role assignment" is correct so
answer is def A
upvoted 3 times

& & Jkayx94 1 year, 4 months ago

Selected Answer: B

Requires ACR-Pull which is an Azure RBAC Built in Role: https://learn.microsoft.com/bs-latn-ba/azure/role-based-access-control/built-in-roles#acrpull

Answer is B
upvoted 1 times

B & [Removed] 1 year, 6 months ago
The AKS to ACR integration assigns the AcrPull role to the Microsoft Entra ID managed identity associated with the agent pool in your AKS cluster.

upvoted 2 times
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Question #21 Topic 1

Your company has an Azure subscription that includes two virtual machines, named VirMac1 and VirMac2, which both have a status of Stopped
(Deallocated).

The virtual machines belong to different resource groups, named ResGroup1 and ResGroup2.

You have also created two Azure policies that are both configured with the virtualMachines resource type. The policy configured for ResGroup1
has a policy definition of Not allowed resource types, while the policy configured for ResGroup?2 has a policy definition of Allowed resource types.
You then create a Read-only resource lock on VirMac1, as well as a Read-only resource lock on ResGroup?2.

Which of the following is TRUE with regards to the scenario? (Choose all that apply.)

A. You will be able to start VirMacT1.
B. You will NOT be able to start VirMac1.
C. You will be able to create a virtual machine in ResGroup2.

D. You will NOT be able to create a virtual machine in ResGroup2.

Suggested Answer: BC
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

Community vote distribution
BD (93%) 4%

© & sajjadKarim [TITREGLY 3 vears, 11 months ago
Correct answer is B and D,
When you will create a virtual machine in ResGroup? it will give you error
"The selected resource group is read only"
upvoted 75 times

© & dumdada 3 years, 10 months ago
correct
upvoted 5 times

& & [Removed] 3 years, 7 months ago
correct
upvoted 4 times

© & justjeroen 2 years, 1 month ago
But you dont crate virmac2, you only start virmac2. This should not be considered a change in the resource group.
upvoted 1 times

B & zellck 2 years, 1 month ago
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json#considerations-before-applying-
your-locks
A read-only lock on a resource group that contains a virtual machine prevents all users from starting or restarting a virtual machine. These
operations require a POST method request.

upvoted 11 times

© & Yiannisthe7th 3 years, 11 months ago
B and D for sure.
When you create a new VM and select a read-only resource group you get a "The selected resource group is read only"
upvoted 12 times

& & DarkCyberGhost 3 years, 5 months ago
but the Rrsource group is not set to read-only. Virmac1 and 2 is set to read-only, the resource group 2 in which virmac? sits has a policy of
resource is allowed. so machines can be created in the group. so to me the Answer is B and C
upvoted 3 times

& & Joshing 3 years, 4 months ago
Virmac1 is read-only and so is ResGroup2. You cannot start Virmac1 and cannot create a VM in ResGroup2.
upvoted 4 times
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© & Rednevi [ZELRI) 3 months, 1 week ago

Statement B is true: The Read-only lock on VirMac1 prevents it from being started.

Statement D's validity depends on the specific configuration of the Allowed resource types policy in ResGroup2. If virtual machines are not permitted
by the policy, then Statement D is true; otherwise, it is false.
upvoted 1 times

B & Ruffyit 8 months, 2 weeks ago
A read-only lock on a resource group that contains a virtual machine prevents all users from starting or restarting a virtual machine. These operations
require a POST method request
upvoted 2 times

E & 153a793 9 months, 2 weeks ago
Answer should be BD. if a resource group has a read-only lock, you won't be able to start a virtual machine (VM) that is in a Stopped (Deallocated)
state. A read-only lock prevents any changes to the resources within the resource group, including starting or stopping VMs.
upvoted 1 times

& & thatazureguy 9 months, 4 weeks ago
BandC
A Read only lock on RG doesn't prevent to create new resources
upvoted 1 times

E & xRiot007 11 months, 2 weeks ago
B - You cannot start Mac1 because starting a VM involves a POST request, which will not be done while the resource is Read-only
D - for the same reason.
upvoted 2 times

E & Data_Works 1 year ago
Read-only lock on a resource prevents all write operations, including changing the state of the VM (such as starting or stopping it)
upvoted 3 times

B & Jimmy500 1 year ago
For virtual machine Virmac1 we have read only lock which will not allow to start stop delete it so the answer for the VirMac1 will be B . For the
resource group - ResGroup2 we also have same Read only which basically will not allow to do anyything else besides current config then answer for
this will be D.
Correct answer will be here BD but keep in mind that question says Read Only lock there can be also CanNotDelete lock as well in the other question
then we can start machine for example but can not delete machine. Please refer this link for more information but here answer is BD.
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json

upvoted 2 times

B & Mazhar1993 1 year, 2 months ago
You will be able to start VirMac1.
TRUE: Read-only locks don't affect starting a virtual machine; they only prevent modifications or deletions.
You will NOT be able to start VirMac1.
NOT TRUE: Read-only locks don't restrict starting a virtual machine; they only prevent modifications or deletions.
You will be able to create a virtual machine in ResGroup2.
TRUE: The policy for ResGroup?2 allows virtual machine creation, and read-only locks only prevent modifications, not creations.
You will NOT be able to create a virtual machine in ResGroup2.
NOT TRUE: The policy for ResGroup2 permits virtual machine creation, and read-only locks only prevent modifications, not creations.

https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json#considerations-before-applying-your-
locks
upvoted 2 times

©) & Wezen 1 year ago
A read-only lock on a resource group that contains a virtual machine prevents all users from starting or restarting a virtual machine. These
operations require a POST method request
upvoted 1 times

B & Ruffyit 1 year, 3 months ago
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Correct answer is B and D,
When you will create a virtual machine in ResGroup? it will give you error
"The selected resource group is read only"

upvoted 1 times

B & b9e98e8 1 year, 4 months ago
Azure Policy focuses on pre-deployment compliance, while Resource Locks safeguard resources post-deployment against accidental changes.
Given a scenario where VM is allowed policy and resource lock both are working on RG level then according to pre deployment compliance you are
able to create a VM in that RG
but according to post deployment protection through resource lock you wont be able to make any write activity( restarting or changing disk etc ) on
existing VM in that RG.
upvoted 1 times

B & zied01 1 year, 7 months ago
i can't understand what is the relation here between the azure policy and azure locks ?!!! cause the question indicate two different things !
upvoted 1 times

B & Feraso 1 year, 8 months ago

Selected Answer: BD

| just tested in the lab and BD are the correct answers.

B:

You can't start the VM that has read only lock, you will be getting this error:

Failed to start virtual machine 'WinServer1'. Error: The scope 'WinServer1' cannot perform write operation because following scope(s) are locked:
'/subscriptions/be739432-1223-4cbf-bc85-1287e4269fe6/resourceGroups/TestLAB/providers/Microsoft. Compute/virtualMachines/WinServer1'.
Please remove the lock and try again.

D:
Setting the resource group to read only will prevent you from creating virtual machines.
You will get an error that the resource group is read only.

upvoted 7 times

E & MeisAdriano 1 year, 8 months ago

Selected Answer: BD

B: A read-only lock on a resource group that contains a virtual machine prevents all users from starting or restarting a virtual machine. These
operations require a POST method request

D: A read-only lock on a resource group prevents users from moving any new resource into that resource group.

https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json#considerations-before-applying-your-
locks
upvoted 1 times

© & ittchmh 1 year, 9 months ago

Selected Answer: BD

Mistyped, | can't remove or change my comments

I will go with BD
upvoted 1 times

B & ittchmh 1 year, 9 months ago

Selected Answer: BC

| will go with BC
upvoted 1 times
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Question #22 Topic 1

You have been tasked with delegate administrative access to your company's Azure key vault.

You have to make sure that a specific user can set advanced access policies for the key vault. You also have to make sure that access is assigned
based on the principle of least privilege.

Which of the following options should you use to achieve your goal?

A. Azure Information Protection B. RBAC
C. Azure AD Privileged Identity Management (PIM)

D. Azure DevOps

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

© & wallythebos 3 years, 9 months ago
For those that won't see it B is right in front of the option A.
upvoted 56 times

& & cfsxtuv33 3 years, 6 months ago
Ahh, thats funny, | kept seeing contributors saying B sits in front of A. i was like what the heck are they talking about!? Then | saw it....sitting in the
same row as "A." So yeah, option "B" RBAC is correct.
upvoted 4 times

E & somenick 2 years, 9 months ago
Admins please fix formatting so the option B is on the new line

upvoted 16 times

© & stonwall12 4 months, 2 weeks ago

Answer: It's cooked, the answer is B, RBAC

Reason: Role-Based Access Control (RBAC) in Azure allows you to assign specific permissions to users based on their roles, adhering to the principle
of least privilege. For managing advanced access policies in Azure Key Vault, the 'Key Vault Contributor' role provides the necessary permissions
without granting excessive access.

Reference: https://learn.microsoft.com/en-us/azure/key-vault/general/rbac-guide
upvoted 1 times

B & AdityaGupta 5 months, 2 weeks ago
It can be either RBAC or Access Policies. We have option B as RBAC.
upvoted 2 times

E & xRiot007 11 months, 2 weeks ago
You can't use PIM (C) for this scenario so go for RBAC (B).
In a real life scenario, the user would have a ticket on a backlog that he is required to complete after setting up. Then you de-assign the role from his
identity, to respect the least privilege principle, unless the user is explicitly required permanent access from then onwards.
upvoted 1 times

© & Mazhar1993 1 year, 2 months ago
The correct answer is RBAC.
RBAC allows you to assign specific roles like Key Vault Contributor, which grants the user the ability to set advanced access policies, ensuring access
based on the principle of least privilege.
Azure Information Protection focuses on data classification, labeling, and protection, not managing access to Azure Key Vault.
While Azure AD Privileged Identity Management offers time-based and approval-based role activation, it doesn't directly manage access to Azure Key
Vault or allow setting advanced access policies for it.
Azure DevOps is primarily a set of services for software development, not for managing access to Azure Key Vault.
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https://learn.microsoft.com/en-us/azure/key-vault/general/security-features
upvoted 3 times
B & Andre369 2 years, 1 month ago
B. RBAC (Role-Based Access Control)

RBAC allows you to grant specific permissions to users, groups, or service principals based on their roles. By assigning the appropriate RBAC role to
the specific user, you can grant them the necessary permissions to set advanced access policies for the Key Vault, while ensuring that they only have
the minimum privileges required for their tasks.

RBAC provides a granular level of control over access to Azure resources, allowing you to assign roles such as "Key Vault Contributor" or "Key Vault
Administrator" to the user, depending on the level of access needed. This ensures that the user has the necessary permissions to manage the Key
Vault without granting excessive privileges.

upvoted 4 times

B & FedericoBellotti 2 years, 1 month ago
the b is not visible
upvoted 1 times

B & zellck 2 years, 1 month ago
B is the answer.

https://learn.microsoft.com/en-us/azure/key-vault/general/rbac-migration
Azure role-based access control (Azure RBAC) is an authorization system built on Azure Resource Manager that provides fine-grained access
management of Azure resources. With Azure RBAC you control access to resources by creating role assignments, which consist of three elements: a
security principal, a role definition (predefined set of permissions), and a scope (group of resources or individual resource).

upvoted 2 times

E & Dinya_jui 2 years, 3 months ago
correct answer B
upvoted 1 times

B & majstor86 2 years, 4 months ago
B. RBAC
upvoted 2 times

E & brutananadilewski0000 2 years, 4 months ago
Just to notify you that the answer B is RBAC
upvoted 1 times

B & AZ5cert 2 years, 6 months ago
B: RBAC
upvoted 1 times

B & Irishtk 3 years, 2 months ago
Ans is B (RBAC)
"Authorization in Key Vault uses a combination of Azure role-based access control (Azure RBAC) and Azure Key Vault access policies”
https://docs.microsoft.com/en-us/azure/key-vault/general/security-features
upvoted 6 times

E & TheLegendPasha 3 years, 2 months ago
The answer is B but for some reason is BUGGED.
upvoted 2 times

B & in_da_cloud 3 years, 3 months ago
The answer is B:
The management plane uses RBAC - this is where you manage Key Vault itself which implies creating and deleting key vaults, retrieving Key Vault
properties, and updating access policies.

https://docs.microsoft.com/en-us/azure/key-vault/general/security-features#access-model-overview
upvoted 2 times

E & Eltooth 3 years, 3 months ago
B is correct answer.
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upvoted 1 times



Question #23 Topic 1

You have been tasked with delegate administrative access to your company's Azure key vault.

You have to make sure that a specific user is able to add and delete certificates in the key vault. You also have to make sure that access is
assigned based on the principle of least privilege.

Which of the following options should you use to achieve your goal?

A. A key vault access policy
B. Azure policy
C. Azure AD Privileged Identity Management (PIM)

D. Azure DevOps

Suggested Answer: A
Reference:
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

Community vote distribution
A (96%) 4%

© & SecurityAnalyst ([[TITIECLY 3 years, 4 months ago
#IN EXAM - 31/8/2021
upvoted 15 times

B & nexel (TNRLGL ] 3 years, 5 months ago

Ais correct
upvoted 13 times

© & stonwall12 4 months, 2 weeks ago

Answer: A, Key vault access policy

Reason: Key vault access policies allow you to grant specific permissions for managing certificates in Azure Key Vault. This method provides granular
control over actions like adding and deleting certificates, adhering to the principle of least privilege by granting only the necessary permissions to the
user.

Reference: https://learn.microsoft.com/en-us/azure/key-vault/general/assign-access-policy?tabs=azure-portal
upvoted 2 times

B & AdityaGupta 5 months, 2 weeks ago
Azure Key Vault Access Policies are used for granular control on key vault Keys, secrets, certificates.
upvoted 1 times

© & Ruffyit 9 months, 1 week ago
These operations are done on the key vault's data plane. The suitable built-in role would be a Key Vault Certificates Officer - able to perform any action
on the certificates of a key vault, except manage permissions.
upvoted 4 times

B & jacgs101 11 months, 1 week ago
Answer A is correct - RBAC gives you access to the vault (management plane), Key vault policies grants access to the data within the vault (data
plane)
upvoted 4 times

B & wardy1983 1 year, 1 month ago
Answer: A

Explanation:
These operations are done on the key vault's data plane. The suitable built-in role would be a Key Vault Certificates Officer - able to perform any action
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on the certificates of a key vault, except manage permissions.

Reference: https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault
upvoted 2 times

= & JunetGoyal 1 year, 2 months ago

KW has 2 models for access 1. RBAC 2. KW policy.

If you want more control one should go for KW policy

Ans a
upvoted 1 times

& & TheProfessor 1 year, 3 months ago
The answer is: A
upvoted 2 times

= & ESAJRR 1 year, 4 months ago
A. A key vault access policy
upvoted 1 times

& & zellek 1 year, 7 months ago

Ais the answer.

https://learn.microsoft.com/en-us/azure/key-vault/general/assign-access-policy
A Key Vault access policy determines whether a given security principal, namely a user, application or user group, can perform different operations on
Key Vault secrets, keys, and certificates. You can assign access policies using the Azure portal, the Azure CLI, or Azure PowerShell.

upvoted 2 times

& & Dinya_jui 1 year, 9 months ago
correct answer A
upvoted 1 times

© & majstor86 1 year, 10 months ago

Selected Answer: A

A. A key vault access policy
upvoted 2 times

© & AZ5cert 2 years ago
A. A key vault access policy
upvoted 1 times

& & jore041 2 years, 2 months ago

Ais correct
upvoted 1 times

& & us3r 2 years, 8 months ago

Selected Answer: A

vote A
upvoted 3 times

& & in_da_cloud 2 years, 9 months ago

Selected Answer: A

The answer is A:

These operations are done on the key vault's data plane. The suitable built-in role would be a Key Vault Certificates Officer - able to perform any action
on the certificates of a key vault, except manage permissions.

https://docs.microsoft.com/en-us/azure/key-vault/general/rbac-guide?tabs=azure-cli#azure-built-in-roles-for-key-vault-data-plane-operations
upvoted 5 times
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Question #24 Topic 1

You have an Azure virtual machine that runs Windows Server R2.
You plan to deploy and configure an Azure Key vault, and enable Azure Disk Encryption for the virtual machine.
Which of the following is TRUE with regards to Azure Disk Encryption for a Windows VM?

A. It is supported for basic tier VMs.
B. It is supported for standard tier VMs.
C. It is supported for VMs configured with software-based RAID systems.

D. It is supported for VMs configured with Storage Spaces Direct (S2D).

Suggested Answer: B
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-windows

Community vote distribution
B (100%)

O & cfsxtuv33 (TIIECLY 3 years, 6 months ago
The answer is correct. It seems there is quite a few Key Vault questions so far. There is a guy "John Savill" on Youtube who has an excellent "deep
dive" course on Azure Key Vault that is worth watching.
Link: https://www.youtube.com/results?search_query=john+savill+key+vault
upvoted 34 times

B & g2s 2 years, 9 months ago
| love his videos
upvoted 6 times

© & perkarelei 3 years, 12 months ago
Seems to be correct.

From the reference link, Unsupported scenarios:

- Encrypting basic tier VM or VMs created through the classic VM creation method.
- Encrypting VMs configured with software-based RAID systems.
- Encrypting VMs configured with Storage Spaces Direct (S2D)

This leaves us with only one option: B
upvoted 19 times

© & stonwall12 4 months, 2 weeks ago

Answer: B, standard tier VMs.

Reason: Azure Disk Encryption is supported for standard tier VMs running Windows Server. It is not supported for basic tier VMs, VMs configured
with software-based RAID systems, or VMs using Storage Spaces Direct (S2D). Standard tier VMs provide the necessary capabilities and performance
to support disk encryption without compromising functionality.

Reference: https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview#unsupported-scenarios
upvoted 2 times

B & cafisho 7 months, 2 weeks ago
B. All the others are not supported:
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-windows#restrictions
upvoted 2 times

E & ESAJRR 1 year, 10 months ago

Selected Answer: B

B. It is supported for standard tier VMs.
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upvoted 1 times
B & zellck 2 years, 1 month ago

Selected Answer: B

B is the answer.

https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-windows#unsupported-scenarios

Azure Disk Encryption does not work for the following scenarios, features, and technology:

- Encrypting basic tier VM or VMs created through the classic VM creation method.

- Encrypting VMs configured with software-based RAID systems.

- Encrypting VMs configured with Storage Spaces Direct (S2D), or Windows Server versions before 2016 configured with Windows Storage Spaces.
upvoted 2 times

B & majstor86 2 years, 4 months ago
B. It is supported for standard tier VMs.
upvoted 3 times

B & AldoM 3 years, 2 months ago
Supported VMs
Windows VMs are available in a range of sizes. Azure Disk Encryption is supported on Generation 1 and Generation 2 VMs. Azure Disk Encryption is
also available for VMs with premium storage.

Azure Disk Encryption is not available on Basic, A-series VMs, or on virtual machines with a less than 2 GB of memory. For more exceptions, see
Azure Disk Encryption: Unsupported scenarios.
upvoted 4 times

E & us3r 3 years, 2 months ago
standard it is
upvoted 2 times

B & Eltooth 3 years, 3 months ago
Supported VMs
Windows VMs are available in a range of sizes. Azure Disk Encryption is not available on Basic, A-series VMs, or on virtual machines with a less than
2 GB of memory.
Azure Disk Encryption is also available for VMs with premium storage.
Azure Disk Encryption is now available on Generation 2 VMs and Lsv2-series VMs.

Supported operating systems

Windows client: Windows 8 and later.

Windows Server: Windows Server 2008 R2 and later.
Windows 10 Enterprise multi-session.

https://docs.microsoft.com/en-gb/learn/modules/host-security/8-disk-encryption
upvoted 2 times

B & Eltooth 3 years, 3 months ago
B is correct answer
upvoted 2 times

B & rohitmedi 3 years, 7 months ago
correct answer
upvoted 3 times

E & Sumeetsingh555 3 years, 7 months ago
Azure Disk Encryption is not available on Basic, A-series VMs, or on virtual machines with a less than 2 GB of memory. For more exceptions, see
Azure Disk Encryption: Unsupported scenarios. https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview. Option
B is correct
upvoted 7 times


https://www.examtopics.com/user/zellck/
https://www.examtopics.com/user/zellck/
https://www.examtopics.com/user/zellck/
https://www.examtopics.com/user/majstor86/
https://www.examtopics.com/user/majstor86/
https://www.examtopics.com/user/majstor86/
https://www.examtopics.com/user/AldoM/
https://www.examtopics.com/user/AldoM/
https://www.examtopics.com/user/AldoM/
https://www.examtopics.com/user/us3r/
https://www.examtopics.com/user/us3r/
https://www.examtopics.com/user/us3r/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/Eltooth/
https://www.examtopics.com/user/rohitmedi/
https://www.examtopics.com/user/rohitmedi/
https://www.examtopics.com/user/rohitmedi/
https://www.examtopics.com/user/Sumeetsingh555/
https://www.examtopics.com/user/Sumeetsingh555/
https://www.examtopics.com/user/Sumeetsingh555/

Question #25 Topic 1

You have an Azure virtual machine that runs Ubuntu 16.04-DAILY-LTS.
You plan to deploy and configure an Azure Key vault, and enable Azure Disk Encryption for the virtual machine.
Which of the following is TRUE with regards to Azure Disk Encryption for a Linux VM?

A. It is NOT supported for basic tier VMs.
B. It is NOT supported for standard tier VMs.
C. 0S drive encryption for Linux virtual machine scale sets is supported.

D. Custom image encryption is supported.

Suggested Answer: A
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-linux

Community vote distribution
A (75%) D (25%)

E & azcourse [TIIIECLY 3 years, 8 months ago
option A is correct . you can find Unsupported scenarios
Azure Disk Encryption does not work for the following Linux scenarios, features, and technology:

Encrypting basic tier VM or VMs created through the classic VM creation method.
Disabling encryption on an 0S drive or data drive of a Linux VM when the OS drive is encrypted.
Encrypting the OS drive for Linux virtual machine scale sets.
Encrypting custom images on Linux VMs.
Integration with an on-premises key management system.
Azure Files (shared file system).
Network File System (NFS).
Dynamic volumes.
Ephemeral OS disks.
upvoted 17 times

5 & stonwall12 4 months, 2 weeks ago

Answer: A, NOT supported for basic tier VMs.

Reason: Azure Disk Encryption is not supported for basic tier VMs in Linux, just as with Windows VMs. It is supported for standard tier VMs. 0S drive
encryption for Linux virtual machine scale sets is not supported, and custom image encryption is also not supported for Linux VMs. These limitations
apply specifically to Linux VMs to ensure compatibility and performance.

Reference: https://learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-overview#unsupported-scenarios
upvoted 2 times

B & Andreas_Czech 7 months, 1 week ago

Option A is correct (It is NOT supported for basic tier VMs)

https://learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-linux?
tabs=azcliazure%2Cenableadecli%2Cefacli%2Cadedatacli#restrictions

regarding the Information in the upper Link:
Azure Disk Encryption does NOT work for the following Linux scenarios, features, and technology:

1. Encrypting basic tier VM or VMs created through the classic VM creation method.
2. Encrypting the 0S drive for Linux Virtual Machine Scale Sets.
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3. Encrypting custom images on Linux VMs.

1. is exactly A (It is NOT supported for basic tier VMs.)
2. permits C (OS drive encryption for Linux virtual machine scale sets is supported.)
3. permits D (Custom image encryption is supported.)

the Option A is exactly met
upvoted 1 times
E & Ruffyit 8 months, 2 weeks ago
A because ADE is not supported for Basic tier
Not D because ADE is not supported on Ubuntu 16
upvoted 1 times

E & pentium75 11 months ago
A because ADE is not supported for Basic tier
Not D because ADE is not supported on Ubuntu 16
upvoted 1 times

E & djiongocedrigue 11 months, 3 weeks ago
Azure Disk Encryption supports encryption of custom images for Linux VMs.
upvoted 1 times

& & cluqueg 9 months, 2 weeks ago
This case is in the list of scenarios that does NOT work:
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-linux
upvoted 2 times

B & JaridB 1 year, 1 month ago

Selected Answer: D

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-linux

Here is a quote from the document:

Azure Disk Encryption is supported on both basic and standard tier VMs.
The document also says that custom image encryption is supported.
Here is a quote from the document:

Custom image encryption is supported.

The answer is not A
Answer is D
upvoted 1 times

& & March2023 10 months ago
Ubuntu 16.xx is not a supported OS https://learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-overview#supported-vms-
and-operating-systems
upvoted 1 times

E & 2c7fd04 11 months, 3 weeks ago
This is not correct (https:/learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-overview); MS says this: Azure Disk
Encryption is also not available on Basic, A-series VMs, or on virtual machines that do not meet these minimum memory requirements....)
upvoted 2 times

& & Jimmy500 1 year ago
yes questions also says is not supported and you also same same but you choose D why answer is A
upvoted 1 times

© & ESAJRR 1 year, 10 months ago

A. Itis NOT supported for basic tier VMs.
upvoted 1 times

© & AzureAdventure 1 year, 11 months ago
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https://learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-
overview#:~:text=Azure%20Disk%20Encryption%20is%20als0%20not%20available%200n%20Basic%2C%20A%2Dseries%20VMs
upvoted 1 times

E & Sonall 2 years, 1 month ago
It feels like the question is specific towards the version of the Linux Distribution: Ubuntu 16.04-DAILY-LTS, which is not supported by Azure Disk
Encryption, based on this article:
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-overview
and according to the link, the lowest version supported is 18.04-DAILY-LTS.
upvoted 1 times

B & Andre369 2 years, 1 month ago

Selected Answer: D

D. Custom image encryption is supported.

With Azure Disk Encryption, you can encrypt the 0S and data disks of Linux virtual machines. It is supported for both basic tier and standard tier VMs.
upvoted 2 times

E & onewheelwheelie 1 year, 7 months ago
This is not correct, "Encrypting custom images on Linux VMs." is listed directly under the list of scnearios where a Linux VM can NOT be
encrypted.
upvoted 5 times

B & zellck 2 years, 1 month ago

Selected Answer: A

Ais the answer.

https://learn.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-linux#unsupported-scenarios
Azure Disk Encryption does not work for the following Linux scenarios, features, and technology:
- Encrypting basic tier VM or VMs created through the classic VM creation method.

upvoted 2 times

B & majstor86 2 years, 4 months ago
A. It is NOT supported for basic tier VMs.
upvoted 3 times

B & 003nickm 2 years, 4 months ago
On 2-March-2023, | passed AZ-500 with flying colur. Not direct question.
Asked about steps to configure Azure Disk Encryption using Keyvault
upvoted 4 times

B & Irishtk 3 years, 2 months ago
Answer is A.
Linux VMSS is not supported, so answer C is false.
"Azure Disk Encryption does not work for the following Linux scenarios, features, and technology: Encrypting basic tier VM or VMs created through
the classic VM creation method. Disabling encryption on an 0S drive or data drive of a Linux VM when the OS drive is encrypted. Encrypting the 0S
drive for Linux virtual machine scale sets."
see https://docs.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-linux
upvoted 1 times

E & MauricioBarrosP 3 years, 2 months ago

Selected Answer: A

Reference: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/disk-encryption-overview
upvoted 1 times

E & Eltooth 3 years, 3 months ago
A'is correct answer.

Azure Disk Encryption is not available on Basic, A-series VMs, or on virtual machines that do not meet these minimum memory requirements:

https://docs.microsoft.com/en-gb/learn/modules/host-security/8-disk-encryption
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upvoted 1 times



Question #26 Topic 1

You need to consider the underlined segment to establish whether it is accurate.

You have configured an Azure Kubernetes Service (AKS) cluster in your testing environment.

You are currently preparing to deploy the cluster to the production environment.

After disabling HTTP application routing, you want to replace it with an application routing solution that allows for reverse proxy and TLS
termination for AKS services via a solitary IP address.

You must create an AKS Ingress controller.

Select "No adjustment required” if the underlined segment is accurate. If the underlined segment is inaccurate, select the accurate option.

A. No adjustment required.
B. a network security group
C. an application security group

D. an Azure Basic Load Balancer

Suggested Answer: A

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes
services.

Reference:

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

Community vote distribution
A (76%) D (24%)

E & Lobe [TIEEEIY 3 years, 11 months ago

Answer is correct
upvoted 19 times

E & [Removed] 3 years, 8 months ago
Correct! Azure Ingress Controller is used to establish a reverse proxy
upvoted 7 times

B & stonwall12 4 months, 2 weeks ago

Answer: A, No adjustment required.

Reason: An AKS Ingress controller is indeed the correct solution for implementing reverse proxy and TLS termination for AKS services using a single
IP address. It provides a way to route traffic to multiple services within the Kubernetes cluster, handling TLS termination and acting as a reverse proxy,
which aligns with the requirements stated in the question.

Reference: https://learn.microsoft.com/en-us/azure/aks/ingress-basic?tabs=azure-cli
upvoted 1 times

B & Andreas_Czech 7 months, 1 week ago

Selected Answer: A

A. No adjustment required is correct

https://learn.microsoft