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Question #1 Topic 1

What are two reasons why perimeter-based network security is no longer sufficient? (Choose two.)

A. More users

B. More devices

C. More networks

D. More IT professionals

E. More vulnerabilities

Suggested Answer: BE

Community vote distribution
AB (100%)

B & Geneo 5 months, 4 weeks ago
A and B. More users and more devices!
upvoted 1 times

B & silencer 1 year, 8 months ago
A and B is the right answer
upvoted 1 times

B & jscosta 3 years, 5 months ago
A and B. More users and more devices!
upvoted 1 times

E & tDalt 3 years, 7 months ago
More users, more devices, more apps and more locations
upvoted 2 times
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Question #2 Topic 1

Which two Cisco products help manage data access policy consistently? (Choose two.)

A. Stealthwatch

B. pxGrid

C. Duo

D. AMP for Endpoints

E. Cloudlock

Suggested Answer: BE

Community vote distribution
BE (100%)

B & Gabranch 6 months, 2 weeks ago
Correct according to Video
upvoted 1 times

& & Silencer 8 months, 3 weeks ago
Correct Answer
upvoted 1 times

B & mladjo89 2 years, 2 months ago
B and E according
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=e02d6772-2e4b-4152-b99c-7aa75f995034
(24:00)
upvoted 2 times

& & Wattie 2 years ago
good one, the answer is in the training material above
upvoted 1 times

B & merkato 2 years, 9 months ago
Pxgrid and Cloudlock. (100%)
upvoted 2 times

B & Verde 3 years ago
StealthWatch not pxgrid
upvoted 2 times

&) & Verde 3 years ago
maybe even DUO but definitely not pxgrid
upvoted 3 times
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Question #3 Topic 1

How does SD-WAN protect network traffic from end-to-end?

A. Management
B. Automation
C. Segmentation

D. Analyzation

Correct Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #4 Topic 1

Which two loT environment layers are protected by Stealthwatch? (Choose two.)

A. Access Points
B. Endpoints

C. Internet/Cloud
D. Control Layer

E. Things

Suggested Answer: DE

Community vote distribution
DE (100%)

B & Gabranch 6 months, 2 weeks ago
@31:50 Security AM Module 5 and SE Module 7 loT Security
upvoted 1 times

B & silencer 8 months, 3 weeks ago
correct answer
upvoted 1 times

B & kakakayayaya 1 year, 10 months ago
Security_AM_Module_5_and_SE_Module_7_loT_Security_-_Video
31:45

upvoted 1 times
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Question #5 Topic 1

What are two key Cisco loT use cases? (Choose two.)

A. Industrial Security
B. Parks and Recreation
C. Connected Health
D. Financial Institutions

E. Mobile Utilities

Suggested Answer: AC

Community vote distribution
AC (100%)

B & Gabranch 6 months, 2 weeks ago

Selected Answer: AC

@15:27 Security AM Module 5 and SE Module 7 loT Security
Industrial Security, Smart Cities, Smart Grids, Connected Health, Smart Retail

upvoted 3 times
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Question #6 Topic 1

What are the main features of Umbrella for Cloud-Delivered Security?

A. Protect users against DDOS attacks
B. Handles 130B+ DNS requests daily with 99% uptime
C. Runs suspicious cloud applications in a sandbox environment

D. Blocks malware, C2 callbacks, & phishing over any port/protocol

Suggested Answer: D

Community vote distribution
D (100%)

B & smprr2 5 months ago

Selected Answer: D

D is correct
upvoted 1 times

E & Gabranch 6 months, 2 weeks ago

@34:00 Security SE Module 4 Network Security - Video
upvoted 2 times


https://www.examtopics.com/user/smprr2/
https://www.examtopics.com/user/smprr2/
https://www.examtopics.com/user/smprr2/
https://www.examtopics.com/user/Gabranch/
https://www.examtopics.com/user/Gabranch/
https://www.examtopics.com/user/Gabranch/

Question #7 Topic 1

What are two core functionalities of DNS-layer security? (Choose two.)

A. Live threat intelligence
B. Proxy and file inspection
C. URL filtering

D. Real-time sandboxing

E. Data analytics and monitoring

Suggested Answer: AB

Community vote distribution
AB (100%)

B & Gabranch 6 months, 2 weeks ago
@35:05 Security SE Module 2 Web and Email Security - Video
upvoted 2 times

B & ncuxea 7 months, 3 weeks ago
AB for sure
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=cc5daa26-92e1-4974-9d52-8aef1275dbfb @35:05
upvoted 1 times

E & thalt 2 years, 7 months ago
AB +1
upvoted 1 times

B & Coffee313 2 years, 10 months ago
CandD
https://salesconnect.cisco.com/open.html?c=cc5daa26-92e1-4974-9d52-8aef1275dbfb
upvoted 1 times

© & Coffee313 2 years, 10 months ago
Sorry, AB is correct
upvoted 1 times
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Question #8 Topic 1

Which two attack vectors are protected by Cyber Threat Defense & Network Analytics? (Choose two.)

A. Web

B. Cloud

C. Data Center
D. Email

E. Endpoints

Suggested Answer: BC

E & kakakayayaya 4 months, 1 week ago
Agree with @moma but video states 3 answers: Web, Cloud and Data center.
Security_AM_and_SE_Module_1_Threat_Landscape_and_Security_Issues_-_Video
16:45

So A,B and C - Correct answers.
upvoted 1 times

B & moma 5 months ago
Web and Cloud
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=f55c4c4e-26b2-4269-a211-0e22a0ae97a3 @16:37
upvoted 2 times
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Question #9 Topic 1

What are two ways that Cisco helps customers secure IoT deployments? (Choose two.)

A. limited access points

B. segmentation & visibility

C. cross-architecture automation
D. secure remote access

E. network analysis

Suggested Answer: BD

& & Silencer 2 months, 2 weeks ago
correct answer
upvoted 1 times

& & kakakayayaya 1 year, 4 months ago
11:45 Security_AM_Module_5_and_SE_Module_7_loT_Security
upvoted 3 times
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Question #10 Topic 1

Which two security risks are created by legacy approaches to networking? (Choose two.)

A. network downtime
B. user vulnerability
C. slow containment
D. access points

E. large attack surface

Suggested Answer: CE

Community vote distribution
CE (100%)

B & Gabranch 6 months, 3 weeks ago

Selected Answer: CE

Same as ncuxea, but at 3:10
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=ee712db8-94fa-4983-960b-2150c2fa745¢c @3:10
upvoted 2 times

B & ncuxea 7 months, 4 weeks ago
C and E, correct answer

https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=ee712db8-94fa-4983-960b-2150c2fa745¢c @3:01
upvoted 2 times
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Question #11 Topic 1

What are three security blind spots that must be addressed? (Choose three.)

A. Workloads
B. Data

C. Networks
D.IT

E. Applications
F. Email

Suggested Answer: BCE

Community vote distribution
ABE (100%)

© & enghashem 2 years, 7 months ago
Workloads + Data + Applications
upvoted 9 times

E & silencer [IELEIE) 1 month, 1 week ago
This is the correct answer
upvoted 2 times

& & Silencer 2 months, 2 weeks ago
Workloads, application and data
upvoted 1 times

B & younbenha 2 years, 4 months ago
the correct solution is Workload Data Application and Users
upvoted 2 times


https://www.examtopics.com/user/enghashem/
https://www.examtopics.com/user/enghashem/
https://www.examtopics.com/user/enghashem/
https://www.examtopics.com/user/Silencer/
https://www.examtopics.com/user/Silencer/
https://www.examtopics.com/user/Silencer/
https://www.examtopics.com/user/Silencer/
https://www.examtopics.com/user/Silencer/
https://www.examtopics.com/user/Silencer/
https://www.examtopics.com/user/younbenha/
https://www.examtopics.com/user/younbenha/
https://www.examtopics.com/user/younbenha/

Question #12 Topic 1

Which two loT environment layers are protected by ISE? (Choose two.)

A. Endpoints

B. Access Points
C. Control Layer
D. Things

E. Internet/Cloud

Suggested Answer: DE

Community vote distribution
DE (100%)

B & Gabranch 6 months, 2 weeks ago
@28:58 Security AM Module 5 and SE Module 7 loT Security - Video
upvoted 2 times

B & Silencer 7 months, 1 week ago
That's Right
upvoted 1 times

O & kakakayayaya 1 year, 10 months ago
Cisco checks if you watched video very carefully and have excellent memory. No logic, no reason, just to put you down during exam.
Security_AM_Module_5_and_SE_Module_7_loT_Security_-_Video
28:57
upvoted 4 times

B & smokey98 2 years, 10 months ago
How does ISE protect Cloud?
upvoted 3 times

& & Frikster 2 years, 8 months ago
RA Authentication.
upvoted 1 times

O & kakakayayaya 1 year, 10 months ago
+ Cloud Apps
upvoted 1 times
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Question #13 Topic 1

Which Cisco NGIPS capability provides control over users, applications, devices, threats, and provides insights to network vulnerabilities?

A. global threat intelligence
B. security automation
C. advanced threat protection and rapid remediation

D. contextual awareness

Suggested Answer: D

Community vote distribution
D (100%)

B & Gabranch 6 months, 2 weeks ago

Selected Answer: D

@39:58 Security SE Module 4 Network Security - Video
upvoted 2 times

E & Manlio81 1 year, 10 months ago
D is correct
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=02334fd9-88f3-4e78-9eec-3aead097e675 @ 39:56
upvoted 1 times
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Question #14 Topic 1

What does ThreatGrid integrate?

A. File reputation and behavioral indications of compromise
B. Malware analysis and threat intelligence
C. Threat intelligence and access control

D. File trajectory and time signatures

Suggested Answer: B

Community vote distribution
B (100%)

B & Gabranch 6 months, 3 weeks ago
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
Secure Malware Analytics (formerly Threat Grid) combines advanced sandboxing with threat intelligence into one unified solution to protect
organizations from malware.
upvoted 3 times
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Question #15 Topic 1

What are two steps customers can take to evolve to a trust-centric security philosophy? (Choose two.)

A. Block BYOD devices

B. Always verify and never trust everything inside and outside the perimeter.
C. Limit internal access to networks.

D. Only grant access to authorized users and devices.

E. Require and install agents on mobile devices.

Suggested Answer: BD

Community vote distribution
BD (100%)

B & Gabranch 6 months, 2 weeks ago

Selected Answer: BD

Correct answer
upvoted 1 times
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Question #16 Topic 1

Which feature of ISE provides role-based access control and command level authorization with logging for auditing?

A. Platform exchange grid
B. TACACS+ Device Administration
C. Context-aware access

D. Centralized policy management

Suggested Answer: B

Community vote distribution
B (100%)

B & redpassion 6 months ago
TACACS+
upvoted 1 times

E & Gabranch 6 months, 3 weeks ago
https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/data_sheet_c78-656174.html#Featuresandbenefits
The _Feature_ that provides these things is Device Admin

upvoted 2 times

E & Gabranch 6 months, 3 weeks ago

Selected Answer: B

TACACS+ / Device Admin provides CLI restrictions
upvoted 1 times

E & dragon64 2 years, 1 month ago
should be D - centralized policy management
upvoted 1 times
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Question #17 Topic 1

What are two result of utilizing a fragmented security model? (Choose two.)

A. Reduced malicious file risk through additional segmentation.

B. Decreased network accessibility through multiple applications.
C. Decreased visibility and limited understand of security coverage.
D. Increased identity controls

E. Individual components pieced together to meet requirements.

Suggested Answer: CE

Community vote distribution
CE (100%)

B & Gabranch 6 months, 2 weeks ago

Selected Answer: CE

Correct Answer
upvoted 1 times
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Question #18 Topic 1

Which feature of AnyConnect provides better access security across wired and wireless connections with 802.1X?

A. Flexible AAA Options
B. Trusted Network Detection
C. Secure Layer 2 Network Access

D. AnyConnect with AMP

Suggested Answer: C

E & Itachi_Uchiha 3 months, 2 weeks ago

The actual feature/component of the AC VPN is called Network Access Manager.

https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect43/administration/guide/b_AnyConnect_Administrator_Guide_4-
3/configure_nam.html

upvoted 1 times
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Question #19 Topic 1

Which two products are involved in granting safe access to apps? (Choose two.)

A.ISE
B. ACI
C. TrustSec
D. Duo

E. SD-Access

Suggested Answer: AD

Community vote distribution
AD (100%)

B & Gabranch 6 months, 2 weeks ago
@20:06 Security AM Module 6 and SE Module 8 Zero Trust - Video
Duo, ISE, StealthWatch, Tetration, Threat Response, ACI, DNA Center
upvoted 1 times
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Question #20 Topic 1

What are two solutions Cisco offers for email security? (Choose two.)

A. Tetration
B. Meraki

C. Cloudlock
D. Umbrella

E. AMP for Email Security

Suggested Answer: DE

Community vote distribution
DE (100%)

B & Gabranch 6 months, 3 weeks ago
Security AM Module 8 and SE Module 10 Cisco's Security Solutions Portfolio - Video
@5:24 under Solution Sets
upvoted 2 times

& & billy2334 8 months, 2 weeks ago
Is it possible because phishing attacks contain links that could be domains blocked by Umbrella if a user clicks?
upvoted 1 times

O & kakakayayaya 1 year, 10 months ago
Don't understand how someone considers connection between Umbrela and "email security”. ....
| see one reason, It was mentioned in one video Security_SE_Module_2_Web_and_Email_Security_-_Video.
upvoted 1 times
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Question #21 Topic 1

Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. AMP for Endpoints

B. Duo

C. Cisco Security Connector
D. pxGrid

E. Stealthwatch

Suggested Answer: AE

Community vote distribution
)

B & Gabranch 6 months, 2 weeks ago
@25:55 Security AM Module 6 and SE Module 8 Zero Trust - Video
AMP for Endpoints, Firepower, SD-WAN Security, StealthWatch, Threat Response
upvoted 2 times

B & kakakayayaya 1 year, 10 months ago
Security_AM_Module_6_and_SE_Module_8_Zero_Trust_-_Video.mp4
25:54

upvoted 2 times
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Question #22 Topic 1

Which two products empower customers to create secure next-gen networks? (Choose two.)

A. AMP

B. SD-Access
C. MFA

D. ISE

E. ACI

Suggested Answer: BE

Community vote distribution
BE (100%)

B & Gabranch 6 months, 3 weeks ago
@4:34-6:28
Security AM Module 7 and SE Module 9 Securing Next-Generation Networks - Video
ACI, SD-Access, SD-WAN
upvoted 3 times
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Question #23 Topic 1

What are two critical networking challenges? (Choose two.)

A. Threat protection
B. Orchestration

C. Automation

D. Access

E. Visibility

Suggested Answer: AE

Community vote distribution
)

B & Gabranch 6 months, 3 weeks ago

@7:09
Security AM Module 7 and SE Module 9 Securing Next-Generation Networks - Video

Visibility, Segmentation, Threat Protection
upvoted 2 times
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Question #24 Topic 1

What percent of threats did ASA with FilePOWER block that earned AMP the highest security effectiveness scores in third-party testing?

A.98.5%
B. 95.6%
C. 99.2%

D. 100%

Suggested Answer: C

Community vote distribution
C (100%)

B & ExamsAE 2 months, 4 weeks ago
C is correct.

https://blogs.cisco.com/security/cisco-amp-for-endpoints-excelling-in-av-comparatives-business-main-test-series
Over the course of two months, the products encountered 389 test cases. Of the 389 test cases, Cisco AMP For Endpoints has blocked all but
three while producing ZERO false alarms. Resulting in a 99.2% protection rate so far. Cisco AMP For Endpoints is only one of three products to
have zero false alarms. Others have already flagged up to 18 false alarms.

upvoted 1 times

E & Gabranch 6 months, 3 weeks ago
https://www.cisco.com/c/es_mx/products/security/asa-firepower-services/index.html#~stickynav=1
"This NGFW received the best safety efficacy ratings in third-party tests by NGIPS and AMP, blocking 99.4% and 99.2% of threats, respectively."
upvoted 2 times
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Question #25 Topic 1

Which two areas require secure access? (Choose two.)

A. Worktable
B. Workspace
C. Workloads
D. Workforce

E. Workflow

Suggested Answer: DE

Community vote distribution
CD (100%)

& & Verde 3 years, 7 months ago
3 possible answers are Wrokforce, Workloads, Workplace 2 of the options are listed Workforce and Workloads
upvoted 6 times

© & mhd96far [T 4 months ago

WORKFORCE AND WORKLOADS
upvoted 1 times

E & Gabranch 1 year ago

Putting a Vote to the answers already here.
upvoted 1 times

B & Silencer 1 year, 2 months ago
workload and workforce
upvoted 1 times

E & bananebl 2 years, 7 months ago
WorkForce and WorkLoads
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=e02d6772-2e4b-4152-b99c-7aa75f995034 @ 05:59
upvoted 2 times

E & B0012345 2 years, 11 months ago
According to the transcript, it's Workforce and the Workplace
https://www.cisco.com/c/en/us/products/collateral/security/amp-appliances/datasheet-c78-733182.html
upvoted 1 times

& & Kirya 1 year, 8 months ago
Workplace is not listed in the possible answers
upvoted 1 times

& & tusharbangia 3 years, 5 months ago
Workload and Workforce should be the answer...Workload for Server & Workforce for Users.
upvoted 3 times

E & enghashem 3 years, 7 months ago
Workload + Workplace
upvoted 1 times

& & Kirya 1 year, 8 months ago
Workplace is not listed in the possible answers
upvoted 1 times
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Question #26 Topic 1

Which two attack vectors are protected by Web Security? (Choose two.)

A. Web

B. Cloud

C. Voicemail
D. Data Center

E. Email

Suggested Answer: AB

Community vote distribution
AB (100%)

B & Gabranch 6 months, 2 weeks ago
@12:16 - Security AM and SE Module 1 Threat Landscape and Security Issues - Video
Mobile, Cloud, Web, Endpoints, Campus+Branch, IOT Devices, Data Center, Corporate WAN

AB and D are all viable here. Sticking with Cloud and Web since they each have their own box in the video, where Data Center is lumped in with
the enterprise network
upvoted 1 times

& & Silencer 8 months, 2 weeks ago
Web and Cloud is correct
upvoted 1 times

B & Verde 3 years ago
web and email
upvoted 1 times

© & kemalmalke 2 years, 11 months ago
| think email is not the answer Verde.
Email protected by Cisco email security (CES).
cmiiw

upvoted 3 times
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Question #27 Topic 1

What are two key capabilities of Meraki? (Choose two.)

A. identity-based and device-aware security
B. application visibility and control

C. device profiling

D. contextual awareness

E. security automation

Suggested Answer: AB

Community vote distribution
AB (100%)

B & Gabranch 6 months, 2 weeks ago
ncuxea's link shows A+B
upvoted 1 times

B & ncuxea 7 months, 3 weeks ago
AB are correct.
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=02334fd9-88f3-4e78-9eec-3aead097e675 @37:05

upvoted 2 times
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Question #28 Topic 1

What is a key feature of Duo?

A. Provides SSL VPN
B. Supports pxGrid
C. Authenticates user identity for remote access

D. Automates policy creation for IT staff

Correct Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #29 Topic 1

Which feature of AnyConnect provides customers the ability to monitor endpoint application usage to uncover potential behavior anomalies?

A. Differentiated Mobile Access
B. Secure Layer 2 Network Access
C. Trusted Network Detection

D. Network Visibility Module

Suggested Answer: D

Community vote distribution
D (100%)

B & Gabranch 6 months, 3 weeks ago
https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-mobility-client-
ds.html#PostureforSecureFirewall

ctrl-f
"application usage"
upvoted 2 times
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Question #30 Topic 1

Which feature of StealthWatch aggregates and normalizes NetFlow data?

A. Netflow analytics
B. Forensic investigation
C. Advanced malware protection

D. FlowCollector

Suggested Answer: D

Community vote distribution
D (100%)

B & Gabranch 6 months, 2 weeks ago
https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/datasheet-c78-739398.html#Keybenefits
Other choices are not components of Stealthwatch

upvoted 2 times
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Question #31 Topic 1

What does remote access use to verify identity?

A. Agents
B. MFA
C. Remote Access VPN

D. AMP for Endpoints

Suggested Answer: B

Community vote distribution
B (100%)

B & mhd96far 4 months ago
Selected Answer: B
the correct one is MFA
upvoted 1 times

E & smprr2 11 months, 1 week ago
B is the correct answer
upvoted 1 times

E & Gabranch 1 year ago
B - Why aren't voting answers showing up?
upvoted 2 times

E & silencer 1 year, 1 month ago
MFA is the accurate answer
upvoted 1 times

E & Silencer 1 year, 2 months ago
MFA is the correct Answer
upvoted 1 times

B & bananebl 2 years, 7 months ago

FA

https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=364c7df6-4a03-45e1-9d5b-128385¢c38b00 @ 51:18
upvoted 2 times

=<

B & mlse1212 2 years, 10 months ago
B- MFA
upvoted 1 times

& & anonymonkey 3 years ago
MFA, "verify identity" you verify via another factor of authentication.
upvoted 1 times

E & abdullah210500 3 years, 4 months ago
| think its MFA
upvoted 2 times

B & Markop86 3 years, 5 months ago
| thinks that it is MFA
upvoted 2 times

E & tusharbangia 3 years, 5 months ago
It should be MFA..Cisco offers it via Cisco DUO solution
upvoted 3 times
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E & Rex2020 3 years, 5 months ago
MFA is the correct answer
upvoted 3 times

B & Verde 3 years, 7 months ago
Remote Access uses MFA to verify Identity, DEVICE HEALTH is verified with an agent or agentless method.
upvoted 4 times

E & enghashem 3 years, 7 months ago
MFA or Remote Access VPN
upvoted 3 times
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Question #32 Topic 1

What are two common seller obstacles? (Choose two.)

A. Seller competition

B. Overcrowded portfolios

C. Fragmented solutions

D. Unresponsive potential customers

E. Complexity of solution components

Suggested Answer: BE

Community vote distribution
BE (100%)

B & Gabranch 6 months, 3 weeks ago
@23:09 Security AM and SE Module 1 Threat Landscape and Security Issues - Video
Overcrowded portfolios, Complexity of solution components, Unclear product values
upvoted 2 times

B & Kirya 1 year, 1T month ago

Verified via Cisco material
upvoted 2 times
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Question #33 Topic 1

What is one of the key features of Cognitive Intelligence?

A. Allows visibility into anonymous and encrypted communications
B. It enables greater threat intelligence with entity modeling
C. It enables safe email usage with event analytics

D. It enhances anonymity with URL filtering

Suggested Answer: A

Community vote distribution
A (100%)

B & Gabranch 6 months, 2 weeks ago
@16:56 Security AM Module 7 and SE Module 9 Securing Next-Generation Networks
upvoted 1 times

E & Silencer 8 months, 1 week ago
Alis correct.
upvoted 1 times

E & mladjo89 2 years, 2 months ago
B is the correct answer
upvoted 1 times

B & boraestudapo 2 years, 9 months ago
Using machine learning and a statistical modeling of networks, Cognitive Intelligence creates a baseline of normal activity and identifies
anomalous traffic occurring within your network. It analyzes device behavior and web traffic to pinpoint command-and-control communications
and data exfiltration.
upvoted 2 times

B & Verde 3 years ago
visibility is a benefit but Entity modeling is a feature
upvoted 2 times
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Question #34 Topic 1

Which two attack vectors are protected by Malware Protection? (Choose two.)

A. Voicemail
B. Web

C. Mobile

D. Email

E. Data Center

Suggested Answer: BD

E & Gabranch 6 months, 2 weeks ago
All but Voicemail, according to
@18:29 - Security AM and SE Module 1 Threat Landscape and Security Issues - Video
upvoted 1 times

E & ncuxea 7 months, 3 weeks ago
B and D are correct
https://salesconnect.cisco.com/sc/apex/scormanywhere__SCORM_Player?courseld=a1m8c00000niOgDAAU

upvoted 2 times
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Question #35 Topic 1

What are three key benefits of Cisco NGFW? (Choose three.)

A. Reduces throughput

B. Increases traffic latency

C. Detects and remediates threats faster
D. Identifies anomalous traffic

E. Prepares defenses

F. Reduces complexity

Suggested Answer: CDF

Community vote distribution
CEF (100%)

© & Coffee313 2 years, 10 months ago
CEF is correct answer
https://salesconnect.cisco.com/open.html?c=02334fd9-883-4e78-9eec-3aead097e675
upvoted 6 times

& & mladjo89 2 years, 2 months ago
Agree with you
upvoted 1 times

& & bananebl 2 years, 1 month ago
At 4:13 no doubt
upvoted 1 times

© & Gabranch 6 months, 3 weeks ago
Echoing Codffee313/bananebl's comments with a vote.
upvoted 1 times

& & Silencer 8 months, 2 weeks ago
CEF is the correct answer
upvoted 1 times

E & boraestudapo 2 years, 9 months ago
Reduce complexity, prepare defenses and ultimately get the most out of their network.prepare defenses and ultimately get the most out of their
network.
upvoted 1 times
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Question #36 Topic 1

What are two features of Advanced Malware Protection (AMP)? (Choose two.)

A. File Retrospection and Trajectory
B. Dynamic Malware Analysis

C. Local Threat Intelligence

D. Automated Policy Management

E. Automatic Behavioral Authorization

Correct Answer: AB

Currently there are no comments in this discussion, be the first to comment!



Question #37 Topic 1

What is a continuous protection feature of Advanced Malware Protection?

A. File Reputation
B. Behavioral Indicators of Compromise
C. Global Threat Intelligence

D. Sandboxing File Analysis

Suggested Answer: B

Community vote distribution
B (100%)

B & smprr2 5 months ago
Behavioral Indicators of Compromise
https://salesconnect.cloudapps.cisco.com/vid/index.html?cid=65b63cc4-07fd-48be-85ca-ec473d47da5h @15:26
upvoted 1 times


https://www.examtopics.com/user/smprr2/
https://www.examtopics.com/user/smprr2/
https://www.examtopics.com/user/smprr2/

Question #38 Topic 1

Which feature of ISE has the capability to encounter a device new on the market, and correctly profile it to onboard it quickly and easily?

A. Device profiling
B. Centralized policy management
C. Context-aware access

D. Platform exchange grid

Correct Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #39 Topic 1

What are two features provided by ISE? (Choose two.)

A. Device Firewalling

B. Guest Management

C. DDOS attack prevention

D. Centralized policy management

E. Network visibility

Suggested Answer: BD

Community vote distribution
BD (100%)

B & Gabranch 6 months, 2 weeks ago
@25:43 Security SE Module 5 Visibility and Enforcement - Video
upvoted 1 times

B & ltachi_Uchiha 2 years, 3 months ago
B,D are the answers:
ISE does not actively provides visibility: its AMP4N and AMP4E with NGFW/IPS that provides visibility into the network. ISE is used for policy on
who and how an identity will access the system and what access levels will be granted.
upvoted 1 times

B & securex 2 years, 5 months ago
| think B E because ISE provide visibility for us.
upvoted 1 times

& & Seawanderer 2 years, 2 months ago
| think "Network Visibility" means network status while ISE provide visibility on WHO is on the network and what they do
upvoted 2 times
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