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Question #1 Topic 1

The current status of a given pool is offline (red). Which condition could explain that state? Assume the descriptions below include all monitors
assigned for each scenario.

A. No monitors are currently assigned to any pool, member or node.
B. The pool has a monitor assigned to it, and none of the pool members passed the test.
C. The pool has a monitor assigned to it, and only some of the pool's members passed the test.

D. A monitor is assigned to all nodes and all nodes have passed the test. The pool's members have no specific monitor assigned to them.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #2 Topic 1

You need to terminate client SSL traffic at the BIG-IP and also to persist client traffic to the same pool member based on a BIG IP supplied cookie.
Which four are profiles that would normally be included in the virtual server's definition? (Choose four.)

A.TCP

B. HTTP

C. HTTPS

D. ClientSSL
E. ServerSSL

F. CookieBased Persistence

Suggested Answer: ABDF

Community vote distribution
ABDF (67%) BDEF (33%)

E & zoltar 8 months, 2 weeks ago
You do need TCP profile. E is not necessary, as SSL is terminated at the Virtual server. If it is not mentioned, then it is not reencrypted.
upvoted 2 times

E & monkemann21 8 months, 2 weeks ago
You are rigth, thanks for correcting
upvoted 1 times

© & monkemann21 8 months, 3 weeks ago
There is no such thing as HTTPS profile (C), also you do not need TCP profile (A).
It is not specified if the traffic should be reencrypted on its way to backend but we still need to choose a 4th answer so | would go with E
upvoted 1 times

& & seemsaam 1 year, 4 months ago
B is not correct
upvoted 1 times

& & AgustD 1 year, 1 month ago
hi! is this 101 practice exam questions or 201 exam practice questions? im confused
upvoted 1 times

B & alanlau 1 year, 6 months ago
Why B is one of the correct answer?
upvoted 1 times
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Question #3 Topic 1

A site needs to terminate client HTTPS traffic at the BIG-IP and forward that traffic unencrypted. Which two are profile types that must be
associated with such a virtual server? (Choose two.)

A.TCP

B. HTTP

C. HTTPS
D. ClientSSL

E. ServerSSL

Suggested Answer: AD

Community vote distribution
AD (67%) BD (33%)

B & zoltar 8 months, 2 weeks ago
You do need a TCP profile and ClientSSL. In this case you do not need an HTTP profile.
upvoted 2 times

© & monkemann21 8 months, 2 weeks ago
Again thank you for correcting me, HTTP profile would be only necessary if we apply persistence (cookie, hash etc)
upvoted 1 times

© & monkemann21 8 months, 3 weeks ago
You do not need a TCP profile (A) for this. There is no such thing as HTTPS profile (C). As the traffic goes unecrypted towards the backends you do
not need ServerSSL profile (E) either.
upvoted 1 times
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Question #4 Topic 1

Which three statements describe a characteristic of profiles? (Choose three.)

A. Default profiles cannot be created or deleted.

B. Custom profiles are always based on a parent profile.

C. A profile can be a child of one profile and a parent of another.

D. All changes to parent profiles are propagated to their child profiles.

E. While most virtual servers have at least one profile associated with them, it is not required.

Suggested Answer: ABC

Community vote distribution
ABC (100%)

© & monkemann21 8 months, 3 weeks ago

Selected Answer: ABC

Ais correct

B even a custom profile "b" that is under another custom profile "a" still has a parent profile "a" so it is correct

Cis correct.

D is not true, you can select which attributes of a child profile are not the same as its parent
E does not make sense as an answer
upvoted 1 times

B & andyto 1 year, 1 month ago
B is correct
upvoted 1 times

B & andyto 1 year, 3 months ago
B is wrong. Custom profile can be build not only on a parent profile but on a custom profile as well.
upvoted 1 times

B & Enfore3r 2 years, 3 months ago
B is wrong, as you can choose used parent profile. I'd change B to E.
upvoted 1 times
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Question #5

connection?

A virtual server is defined using a source address based persistence profile. The last five connections were A, B, C, A, C . Given the conditions
shown in the graphic, if a client with IP address 205.12.45.52 opens a connection to the virtual server, which member will be used for the

Al entries for the one virtual server and pool
Parsistence values| Member | Age (Seconds)
200.10.0.0 10.10.20.1:80 63
201.12.0.0 10.10.20.3:80 43
153.15.0.0 10.10.20.2:80 76
205.12.0.0 10.10.20.4:E0 300
195.64.0.0 10.10.20.3:80 22
198.22.0.0 10.10.20.5:80 176
214.77.0.0 10.10.20.1:80 43
Web_Pool Statistics
Qutstanding
Member]Member| Layer? [Connection
Member Ratio | Priority | Requests Count Status
A 10.20.20.1:80 3 5 & 18 Avallable
B: 10.10.20.2:80 3 3 & 12 Available
C: 10.10.20.3:80 =3 5 12 5 Disabled
0 10.10.20.4:80] 1 1 g i9 Offline
E: 10.10.20.5:80 3 1 a k] Available

Virtual Server, Pool and Persistence Profile Setting:

W5_Web_Pool Settings Web_Pool Settings Source Persist Settings
Destination]| 172.160.22.3:80] | Load Balancing | Least Connectons| | Made |Source Address
Profile{s) TCP Priority Activation Less than 2 Netmask | 255.255.0.0

Pool Web Pool Mantitor Done Timeout 360 seconds
iRules None
Persistence] Source Persist
A.10.10.20.1:80
B.10.10.20.2:80
C.10.10.20.3:80
D.10.10.20.4:80
E.10.10.20.5:80
Suggested Answer: B
Community vote distribution
B (100%)

© & 4£237f0 7 months, 3 weeks ago

| did thatin a lab - it is B. The reason is that once member 4 goes offline, persistance records are removed, so it will not go to disabled member, but

per prio group 5 and least connections LB which in this case is B

upvoted 1 times

=) & monkemann21 8 months, 3 weeks ago

Selected Answer: B

Not 100% sure but

by default it would be load balanced to .4 but it is offline. .3 is disabled. Priority is 5:1 for .1 and .2, and according to the # of connections it should
still go to either .1 or .2. 10.10.20.2 has less connecitons so according to the least connections setting it will go to .2.

upvoted 2 times

& & monkemann21 8 months, 2 weeks ago

| was wrong. IP is 205.12.45.52, mask is 255.255.0.0. Persistence timeout is 360s, upper table shows that the connection is connected to the pool
member for 300s. Pool member .3 may be disabled but persistent connections still go through it. Therefore i would choose node 10.10.20.3.

upvoted 1 times
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Question #6

How is persistence configured?

Persistence Table
Al entries for the one virtual server and pool
persistence Values | Member |Age (Seconds)
200.10.0.0 10.10.20.1;:80 63
201,12.0.0 10.10.20.3:80 43
153.15.0.0 10.10.20.2:80 76
205.12.0.0 10.10.20.4:80 300
195.64.0.0 10.10.20.3:80 22
198.22.0.0 10.10.20.5:80 176
214.77.0.0 10.10.20.1:80 43
‘Web Pool Statistics
Outstanding
Mamber | Member Layer7 Connaciion
Member Ratio | Priority | Requests Count Status
10.10.20.1:80 3 5 & 13 Availabie]
10.10.20.2:80 5 & 12 Available]
10.10.20.3:80 3 5 12 5 Disabled
10.10.20.4:30 1 1 13 Offline
10.10.20.5:80 1 1 9 Available)
Virtual Server, Pool and Persistence Profile Settings
V5 _Web Pool Settings ‘Web_Pool Settings Source Persist Settings
Destination] 172.160.22.3:80 Load Balancing | Least Connections tode | Source Address
Profile(s) TCR Priority Activation Less than 2 MNetmask] 255.255.0.0
Poal Web Pool Montitor Done Timeout| 360 seconds
iRules None
Persistence] Source Persist

A. Persistence is an option within each pool's definition.
B. Persistence is a profile type; an appropriate profile is created and associated with virtual server.
C. Persistence is a global setting; once enabled, loadbalancing choices are superceded by the persistence method that is specified.

D. Persistence is an option for each pool member. When a pool is defined, each member's definition includes the option for persistence.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #7 Topic 1

Which cookie persistence method requires the fewest configuration changes on the web servers to be implemented correctly?

A.insert
B. rewrite
C. passive

D. session

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #8 Topic 1

Which statement is true concerning cookie persistence?

A. Cookie persistence allows persistence independent of IP addresses.
B. Cookie persistence allows persistence even if the data are encrypted from client to pool member.
C. Cookie persistence uses a cookie that stores the virtual server, pool name, and member IP address in clear text.

D. If a client's browser accepts cookies, cookie persistence will always cause a cookie to be written to the client's file system.

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #9 Topic 1

Assume a virtual server has a ServerSSL profile. What SSL certificates are required on the pool members?

A. No SSL certificates are required on the pool members.
B. The pool members.SSL certificates must only exist.
C. The pool members.SSL certificates must be issued from a certificate authority.

D. The pool members.SSL certificates must be created within the company hosting the BIGIPs.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #10 Topic 1

When configuring a Virtual Server to use an iRule with an HTTP_REQUEST event, which lists required steps in a proper order to create all necessary
objects?

A. create profiles, create the iRule, create required pools, create the Virtual Server
B. create the Virtual Server, create required pools, create the iRule, edit the Virtual Server
C. create a custom HTTP profile, create required pools, create the Virtual Server, create the iRule

D. create required pools, create a custom HTTP profile, create the iRule, create the Virtual Server

Suggested Answer: B

© & BlackDealth [TITIECLY 1 year, 5 months ago
**Answer:** The correct sequence is:

**D.** Create the required pools, create a custom HTTP profile, create the iRule, create the Virtual Server.

**Explanation:**
1. **Create the required pools:** Pools should be created first because the Virtual Server will reference these pools for traffic load balancing.

2. **Create a custom HTTP profile:** A custom HTTP profile helps tailor specific HTTP settings, which can be crucial for how the Virtual Server
handles incoming HTTP requests.

3. **Create the iRule:** An iRule is a piece of TCL code that is used to control the behavior of traffic flowing through the Virtual Server. It's created
next to ensure it can be applied to the Virtual Server.

4. **Create the Virtual Server:** The Virtual Server should be created last to reference and combine the pools, profiles, and iRule in a single logical
entity.
upvoted 7 times

O & ac89l [TELZE) 1 vear, 1 month ago
why not A?

upvoted 1 times

& & monkemann21 8 months, 3 weeks ago
A is missing HTTP profile ( you cant use HTTP_REQUEST irule without an http profile )
upvoted 1 times

E & monkemann21 8 months, 3 weeks ago
Although it says "custom”.. does not have to be a custom one.
upvoted 1 times
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Question #11 Topic 1

Which process or system can be monitored by the BIG-IP system and used as a failover trigger in a redundant pair configuration?

A. bandwidth utilization
B. duplicate IP address
C. CPU utilization percentage

D. VLAN communication ability

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #12 Topic 1

Assuming there are open connections through an active system's NAT and a fail over occurs, by default, what happens to those connections?

Vs Web Pool Settings Weh Pool Parameters
Destination: |10.10.20.100:80 | |Lead BalancingiLeast Connections
Priority Group
Profiles: TCP, HTTPR fActivation: Less Than 2
iRules: None Monitor: Custom_HTTP
Default Pool:Web Pool
Persistence: |None

Web ool Member Statistics and Settings
Member |Member {Dutstanding fCurrent

Member Ratio Priprity  |Reguests Connections | Status

A 172.16.20.1:80 3 5 4 56 Unavailable
B: 172.156.20.2:80 3 4 4 42 Availabla
C: 172.16.20.3:80 3 5 4 54 Unavailabla
D: 172.16.20.4:80 3 3 1 22 Available
E: 172.16.20.5:80 1 1 1 18 Available

A. All open connections will be lost.

B. All open connections will be maintained.

C. The "Mirror" option must be chosen on the NAT and the setting synchronized prior to the connection establishment.

D. Longlived connections such as Telnet and FTP will be maintained while shortlived connections such as HTTP will be lost.

E. All open connections are lost, but new connections are initiated by the newly active BIG IP, resulting in minimal client downtime.

Suggested Answer: B

Community vote distribution
A (100%)

B & 4£237f0 7 months, 3 weeks ago
Selected Answer: A
Itis A, by default they are lost, Connection Mirroring needs to be ticket to change this default behavior
upvoted 1 times

B & zoltar 8 months, 2 weeks ago

Selected Answer: A

The questions says "by default", that is without connection mirroring active, all connections will be dropped in case of a failover.
upvoted 1 times

B & redSTORM 9 months, 2 weeks ago

Selected Answer: A

ChatGpt says A
upvoted 1 times

E & DIG_Tofu 1 year, 1 month ago
Doubt between A and C, in facts both are rights.

Maybe a KB from F5 could clarify this question.
upvoted 1 times

B & ravichint 1 year, 10 months ago
by default all open connections will be lost, so correct answer has to
be A
upvoted 3 times

B & ravichint 1 year, 10 months ago
should be C
upvoted 1 times
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Question #13 Topic 1

A virtual server is defined per the charts. The last five client connections were to members C, D, A, B, B. Given the conditions shown in the above
graphic, if a client with IP address 205.12.45.52 opens a connection to the virtual server, which member will be used for the connection.

VS_Web_Pool Settings Web_Pool Parametrs

Destination: | 10.10.20.100:80 | Load [ Least Connections
Balancing:

Profiles: TCP, HTTP Prionity Group | Less Than 2
Activation:

1Rules: None Monitor: Custom_HTTP

Default Pool: | Web_Pool B

Persistence: None

Web_Pool Member Statistic and Settings

Member Member | Member | Outstanding | Current Status
Ratio Prionty | Requests Connections
A:172.16.20.1:80 3 5 - 56 Unavailable
B: 172.16.20.2:80 3 4 B 42 Available
C:172.16.20.3:80 3 5 4 54 Unavailable
D:172.16.20.4:80 1 3 1 22 Available
E: 172.16.20.5:80 1 1 1 18 Available

A.172.16.20.1:80
B.172.16.20.2:80
C.172.16.20.3:80
D.172.16.20.4:80
E. 172.16.20.5:80

Suggested Answer: £

Community vote distribution
D (100%)

E & Colam 8 months, 2 weeks ago

Selected Answer: D

Based on the information provided in the image and the question, if a client with IP address 205.12.45.52 opens a connection to the virtual server, the

member that will be used for the connection is:

D. 172.16.20.4:80

This conclusion is drawn from the following observations:

The load balancing method is set to "Least Connections" as shown in the VS_Web_Pool Settings table.

The Web_Pool Member Statistic and Settings table shows the current status and connections for each member.

Among the available members (B, D, and E), member D (172.16.20.4:80) has the least number of current connections at 22.

Although member E has fewer connections (18), its priority is lower (1) compared to D's priority (3).


https://www.examtopics.com/user/Colam/
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https://www.examtopics.com/user/Colam/

Member B has more connections (42) than D, so it wouldn't be chosen under the least connections method.

Therefore, given the least connections load balancing method and the current state of the pool members, the connection would be directed to
member D (172.16.20.4:80).
upvoted 2 times
& Clxxcv420 1 year ago
Correct Answer is D - which is 172.16.20.4

Explanation:
5 the group fell, remained 4 - 3 - 1
there are 2 servers missing in the 4th group, the next one is activated, the 3rd group = number of servers < 2? No, they are equal, which means the 1st
group will not be used
Tested in the lab
upvoted 3 times
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Question #14 Topic 1

Under what condition must an appliance license be reactivated?

A. Licenses only have to be reactivated for RMAs no other situations.
B. Licenses generally have to be reactivated during system software upgrades.
C. Licenses only have to be reactivated when new features are added (IPv6, Routing Modules, etc) no other situations.

D. Never. Licenses are permanent for the platform regardless the version of software installed.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #15 Topic 1

Which three methods can be used for initial access to a BIG-IP system? (Choose three.)

A. CLI access to the serial console port
B. SSH access to the management port
C. SSH access to any of the switch ports
D. HTTP access to the management port
E. HTTP access to any of the switch ports
F. HTTPS access to the management port

G. HTTPS access to any of the switch ports

Suggested Answer: ABF

Currently there are no comments in this discussion, be the first to comment!



Question #16 Topic 1

What is the purpose of provisioning?

A. Provisioning allows modules that are not licensed to be fully tested.
B. Provisioning allows modules that are licensed be granted appropriate resource levels.
C. Provisioning allows the administrator to activate modules in nonstandard combinations.

D. Provisioning allows the administrator to see what modules are licensed, but no user action is ever required.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #17 Topic 1

Which three properties can be assigned to nodes? (Choose three.)

A. ratio values

B. priority values

C. health monitors
D. connection limits

E. loadbalancing mode

Suggested Answer: ACD

Currently there are no comments in this discussion, be the first to comment!



Question #18 Topic 1

Where is the loadbalancing mode specified?

A. within the pool definition
B. within the node definition
C. within the virtual server definition

D. within the pool member definition

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #19 Topic 1

Which statement accurately describes the difference between two loadbalancing modes specified as "member” and "node"?

A. There is no difference; the two terms are referenced for backward compatibility purposes.
B. When the loadbalancing choice references "node", priority group activation is unavailable.
C. Loadbalancing options referencing "nodes" are available only when the pool members are defined for the "any" port.

D. When the loadbalancing choice references "node", the addresses' parameters are used to make the loadbalancing choice rather than the
member's parameters.

Suggested Answer: B

Community vote distribution
D (100%)

© & Enforc3r [TIRECLY 2 years, 3 months ago
Correct answer is D
upvoted 7 times

© & BlackDealth 11 months, 3 weeks ago
D. When the loadbalancing choice references "node”, the addresses' parameters are used to make the loadbalancing choice rather than the member's
parameters.: In load balancing modes that reference "node," the decision is based on the node's IP address parameters. This means that the load
balancing algorithm considers the overall usage of the node's IP address across all ports. In contrast, when the load balancing mode references
"member," it considers the specific IP address and port combination (the pool member), thus making decisions based on the individual service on that
node.
upvoted 5 times

& & Colam 8 months, 2 weeks ago

D. When the loadbalancing choice references "node”, the addresses' parameters are used to make the loadbalancing choice rather than the member's
parameters.

Here's the reasoning:

"Member" in F5 load balancing refers to the individual server or machine in the pool, and the load balancing decision is based on the parameters
specific to the member itself (such as the health, connections, or other member-specific metrics).

"Node" refers to the IP address of the server, without considering individual port-level details. When you reference a "node" for load balancing, F5 will
make the decision based on the node's parameters (like its IP address), not the specific ports or services (members) tied to that node.
upvoted 2 times
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Question #20 Topic 1

Which two can be a part of a virtual server's definition? (Choose two.)

A. rule(s)

B. pool(s)

C. monitor(s)

D. node address(es)

E. loadbalancing method(s)

Suggested Answer: AB

Currently there are no comments in this discussion, be the first to comment!



Question #21 Topic 1

Assume a BIG-IP has no NATs or SNATs configured. Which two scenarios are possible when client traffic arrives on a BIG-IP that is NOT destined
to a self-IP? (Choose two.)

A. If the destination of the traffic does not match a virtual server, the traffic will be discarded.
B. If the destination of the traffic does not match a virtual server, the traffic will be forwarded based on routing tables.
C. If the destination of the traffic matches a virtual server, the traffic will be processed per the virtual server definition.

D. If the destination of the traffic matches a virtual server, the traffic will be forwarded, but it cannot be loadbalanced since no SNAT has been
configured.

Suggested Answer: AC

Currently there are no comments in this discussion, be the first to comment!



Question #22 Topic 1

When configuring a pool member's monitor, which three association options are available? (Choose three.)

A. inherit the pool's monitor

B. inherit the node's monitor

C. configure a default monitor

D. assign a monitor to the specific member

E. do not assign any monitor to the specific member

Suggested Answer: ADE

Currently there are no comments in this discussion, be the first to comment!



Question #23 Topic 1

The current status of a given pool member is unknown. Which condition could explain that state?

A. The member has no monitor assigned to it.
B. The member has a monitor assigned to it and the most recent monitor was successful.
C. The member has a monitor assigned to it and the monitor did not succeed during the most recent timeout period.

D. The member's node has a monitor assigned to it and the monitor did not succeed during the most recent timeout period.

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #24 Topic 1

The ICMP monitor has been assigned to all nodes. In addition, all pools have been assigned custom monitors. The pool is marked available. If a
pool is marked available (green) which situation is sufficient to cause this?

A. All of the pool member nodes are responding to the ICMP monitor as expected.
B. Less than 50% of the pool member nodes responded to the ICMP echo request.
C. All of the members of the pool have had their content updated recently and their responses no longer match the monitor.

D. Over 25% of the pool members have had their content updated and it no longer matches the receive rule of the custom monitor. The other
respond as expected.

Suggested Answer: D

E & Bolaji2001 1 year, 4 months ago
answer is B
upvoted 1 times

B & Juniefer2023 2 years, 3 months ago
If you have at least 1 pool member marked available, the pool will inherit the "AVAILABLE" mark.
upvoted 1 times
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Question #25 Topic 1

Generally speaking, should the monitor templates be used as production monitors or should they be customized prior to use.

A. Most templates, such as http and tcp, are as effective as customized monitors.
B. Monitor template customization is only a matter of preference, not an issue of effectiveness or performance.
C. Most templates, such as https, should have the receive rule customized to make the monitor more robust.

D. While some templates, such as ftp, must be customized, those that can be used without modification are not improved by specific changes.

Suggested Answer: C

E & Juniefer2023 1 year, 3 months ago
Answer is C. It is better if you customized based on your application requirements.
upvoted 1 times
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Question #26 Topic 1

You have a pool of servers that need to be tested. All of the servers but one should be tested every 10 seconds, but one is slower and should only
be tested every 20 seconds. How do you proceed?

A. It cannot be done. All monitors test every five seconds.
B. It can be done, but will require assigning monitors to each pool member.
C. It cannot be done. All of the members of a pool must be tested at the same frequency.

D. It can be done by assigning one monitor to the pool and a different monitor to the slower pool member.

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



Question #27 Topic 1

When can a single virtual server be associated with multiple profiles?

A. Never. Each virtual server has a maximum of one profile.
B. Often. Profiles work on different layers and combining profiles is common.
C. Rarely. One combination, using both the TCP and HTTP profile does occur, but it is the exception.

D. Unlimited. Profiles can work together in any combination to ensure that all traffic types are supported in a given virtual server.

Suggested Answer: B

E & Juniefer2023 1 year, 3 months ago
Different layer of profiles can be combine. It always depends on your requirements.
Application services, L4 protocols, Authentication, Persistence, Optimization, SSL etc.
upvoted 1 times
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Question #28 Topic 1

A site needs a virtual server that will use an iRule to parse HTTPS traffic based on HTTP header values. Which two profile types must be
associated with such a virtual server? (Choose two.)

A.TCP
B. HTTP
C. HTTPS

D. ServerSSL

Suggested Answer: AB

Currently there are no comments in this discussion, be the first to comment!



Question #29 Topic 1

You have created a custom profile named TEST2. The parent profile of TEST2 is named TEST1. If additional changes are made to TEST1, what is
the effect on TEST2?

A. All changes to TEST1 are propagated to TEST2.
B. Some of the changes to TEST1 may propagate to TEST2.
C. Changes to TEST1 cannot affect TEST2 once TEST2 is saved.

D. When TESTT1 is changed, the administrator is prompted and can choose whether to propagate changes to TEST2.

Suggested Answer: B

B & Juniefer2023 1 year, 3 months ago
If both used default layer of profile, yes it will inherit those default.
upvoted 1 times

E & khainguyen 1 year, 5 months ago
Chose B
upvoted 1 times
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Question #30 Topic 1

If a client's browser does not accept cookies, what occurs when the client connects to a virtual server using cookie persistence?

A. The connection request is not processed.
B. The connection request is sent to a pology server.
C. The connection request is loadbalanced to an available pool member.

D. The connection request is refused and the client is sent a "server not available" message.

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #31 Topic 1

What is the purpose of MAC masquerading?

A. to prevent ARP cache errors
B. to minimize ARP entries on routers
C. to minimize connection loss due to ARP cache refresh delays

D. to allow both BIGIP devices to simultaneously use the same MAC address

Suggested Answer: C

Community vote distribution
D (100%)

E & BlackDealth 11 months, 3 weeks ago

Selected Answer: D

D. to allow both BIGIP devices to simultaneously use the same MAC address

MAC masquerading is primarily used in contexts where multiple devices (such as in a redundant or high-availability setup) need to present the same
MAC address to the network. This is typically done to ensure seamless failover and to maintain network stability when one device takes over the role
of another without necessitating ARP cache updates on other network devices. This helps to avoid disruption in network connectivity and minimizes
connection loss due to ARP cache refresh delays.

upvoted 1 times

B & Juniefer2023 1 year, 9 months ago
HA feature
upvoted 1 times
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Question #32 Topic 1

The incoming client IP address is 195.64.45.52 and the last five connections have been sent to members A, C, E, D and B. Given the virtual server,
pool, and persistence definitions and statistics shown in the above graphic, which member will be used for the next connection?

Persistence Table
All entries for the one virtual server and pool
Persistence Values Member Age (Seconds)
200.10.0.0 10.10.20.1:80 63
201.12.0.0 10.10.20.3:80 43
153.15.0.0 10.10.20.2:80 76
205.12.0.0 10.10.20.4:80 300
1956400 10.10.20.3:80 22
198.22.0.0 10.10.20.5:80 176
214.77.0.0 10.10.20.1:80 43
Web_Pool Statistics
Outstanding
Member Member | Member | Layer 7 Connection
Ratio Priority | Requests Count Status
10.10.20.1:80 S 5 6 18 Available
10.10.20.2:80 3 5 6 12 ° Available
10.10.20.3:80 3 5 12 5 Disabled
10.10.20.4:80 1 1 3 19 Offline
10.10.20.5:80 1 1 4 9 Available

Virtual Server, Pool and Persistence Profile Settings
VS_Web_Pool Setungs Web_Pool Settings Source Persist Setungs
Destination | 172.160.22.3:80 | Load balancing | Least Connections | Mode Source Address
Profile(s) | TCP Prionity Less than 2 Netmask | 255.255.0.0
Activation
Pool Web_Pool Montitir Done Timeout | 360 seconds
1Rules None
Persistence | Source_Persist

A.10.10.20.1:80
B.10.10.20.2:80
C.10.10.20.3:80
D. 10.10.20.4:80
E. 10.10.20.5:80

F. It cannot be determined with the information given.

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #33 Topic 1

Assume a virtual server has a ServerSSL profile. What SSL certificates are required on the BIG-1P?

A. No SSL certificates are required on the BIG-IP.
B. The BIG-IP's SSL certificates must only exist.
C. The BIG-IP's SSL certificates must be issued from a certificate authority.

D. The BIG-IP's SSL certificates must be created within the company hosting the BIG-IPs.

Suggested Answer: A

E & Juniefer2023 1 year, 9 months ago

SSL Certs are only needed either by Client only, or both Client and Server. BIG-IP is not an option.
upvoted 1 times

& & andyto 1 year, 1 month ago

Be aware that BIG-IP acts as a client on the server side. In case the servers to which BIG-IP makes request do not require client authentication
(most cases) there is no need to use a certificate in server SSL profile. The option is NONE.
upvoted 2 times
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Question #34 Topic 1

Assume a virtual server is configured with a ClientSSL profile. What would the result be if the virtual server's destination port were not 443?

A. SSL termination could not be performed if the virtual server's port was not port 443.
B. Virtual servers with a ClientSSL profile are always configured with a destination port of 443.
C. As long as client traffic was directed to the alternate port, the virtual server would work as intended.

D. Since the virtual server is associated with a ClientSSL profile, it will always process traffic sent to port 443.

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #35 Topic 1

Which statement is true concerning SSL termination?

A. Avirtual server that has both ClientSSL and ServerSSL profiles can still support cookie persistence.
B. Decrypting traffic at the BIG-IP allows the use of iRules for traffic management, but increases the load on the pool member.
C. When any virtual server uses a ClientSSL profile, all SSL traffic sent to the BIG-IP is decrypted before it is forwarded to servers.

D. If a virtual server has both a ClientSSL and ServerSSL profile, the pool members have less SSL processing than if the virtual server had only
a ClientSSL profile.

Suggested Answer: A

Community vote distribution
A (100%)

E & monkemann21 8 months, 2 weeks ago
C is wrong because not ALL traffic sent to the bigip is decrypted. Only the traffic heading to the virtual server with clientssl profile.
upvoted 1 times

B & andyto 1 year, 1 month ago
A is obvious, we can use cookies in this case.
C says about decrypting traffic with ClientSSL profile - that is true. We do not have information what is happening later. Is there ServerSSL profile
used? It might be the case. Therefore the answer is conditional.
upvoted 2 times

E & Juniefer2023 1 year, 9 months ago
Answer should be C.

SSL Termination = Client SSL
upvoted 1 times

E & Juniefer2023 1 year, 9 months ago
SSL Termination = Client SSL
upvoted 1 times

B & Arifianto 1 year, 11 months ago
| think the answer C, ssl termination / ssl offload
upvoted 1 times
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Question #36 Topic 1

A site wishes to perform source address translation on packets from some clients but not others. The determination is not based on the client's IP
address, but on the virtual servers their packets arrive on. What could best accomplish this goal?

A. A SNAT for all addresses could be defined, and then disable the SNAT processing for select VLANSs.
B. Some virtual servers could be associated with SNAT pools and others not associated with SNAT pools.
C. The decision to perform source address translation is always based on VLAN. Thus, the goal cannot be achieved.

D. The decision to perform source address translation is always based on a client's address (or network). Thus, this goal cannot be achieved.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #37 Topic 1

Assume a client's traffic is being processed only by a NAT; no SNAT or virtual server processing takes place. Also assume that the NAT definition
specifies a NAT address and an origin address while all other settings are left at their defaults. If a client were to initiate traffic to the NAT
address, what changes, if any, would take place when the BIG-IP processes such packets?

A. The source address would not change, but the destination address would be translated to the origin address.
B. The destination address would not change, but the source address would be translated to the origin address.
C. The source address would not change, but the destination address would be translated to the NAT's address.

D. The destination address would not change, but the source address would be translated to the NAT's address.

Suggested Answer: A

© & Enfore3r 1 year, 3 months ago
That answer is wrong, as NAT will change source address, not it's destination address.
upvoted 1 times

& & samqq 11 months, 2 weeks ago
no, NAT will change the destination address, SNAT will change source address
upvoted 3 times
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Question #38 Topic 1

A standard virtual server is defined with a pool and a SNAT using automap. All other settings for the virtual server are at defaults. When client
traffic is processed by the BIG-IP, what will occur to the IP addresses?

A. Traffic initiated by the pool members will have the source address translated to a self-IP address but the destination address will not be
changed.

B. Traffic initiated to the virtual server will have the destination address translated to a pool member address and the source address
translated to a self-IP address.

C. Traffic initiated by selected clients, based on their IP address, will have the source address translated to a self-IP address but the
destination will only be translated if the traffic is destined to the virtual server.

D. Traffic initiated to the virtual server will have the destination address translated to a pool member address and the source address
translated to a self-IP address. Traffic arriving destined to other destinations will have the source translated to a self-IP address only.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #39 Topic 1

Which VLANs must be enabled for a SNAT to perform as desired (translating only desired packets)?

A. The SNAT must be enabled for all VLANSs.
B. The SNAT must be enabled for the VLANs where desired packets leave the BIG-IP.
C. The SNAT must be enabled for the VLANs where desired packets arrive on the BIG-IP.

D. The SNAT must be enabled for the VLANs where desired packets arrive and leave the BIG-IP.

Suggested Answer: C

Currently there are no comments in this discussion, be the first to comment!



Question #40 Topic 1

A BIG-IP has a virtual server at 150.150.10.10:80 with SNAT automap configured. This BIG-IP also has a SNAT at 150.150.10.11 set for a source
address range of 200.200.1.0 / 255.255.255.0. All other settings are at their default states. If a client with the IP address 200.200.1.1 sends a
request to the virtual server, what is the source IP address when the associated packet is sent to the pool member?

A.200.200.1.1
B. 150.150.10.11
C. Floating self IP address on VLAN where the packet leaves the system

D. Floating self IP address on VLAN where the packet arrives on the system

Suggested Answer: C

© & BlackDealth 11 months, 3 weeks ago
C. Floating self IP address on VLAN where the packet leaves the system

Explanation: When SNAT automap is configured, it will automatically use the floating self IP address of the VLAN where the traffic leaves the system
as the source IP address. This ensures proper return routing for the response packets. The specific SNAT at 150.150.10.11 will not be applied in this
case because the automap SNAT takes precedence for traffic arriving at the virtual server.

upvoted 2 times
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Question #41 Topic 1

Which IP address will the client address be changed to when SNAT automap is specified within a Virtual Server configuration?

A. The floating self-IP address on the VLAN where the packet leaves the system.
B. The floating self-IP address on the VLAN where the packet arrives on the system.

C. It will alternate between the floating and non floating self-IP address on the VLAN where the packet leaves the system so that port
exhaustion is avoided.

D. It will alternate between the floating and non floating self-IP address on the VLAN where the packet arrives on the system so that port

exhaustion is avoided.

Suggested Answer: A

Currently there are no comments in this discussion, be the first to comment!



Question #42 Topic 1

A virtual server at 10.10.1.100:80 has the rule listed below applied. when HTTP_REQUEST { if {{HTTP::uri] ends_with "htm" } { pool pool1 } else if
{[HTTP::uri] ends_with "xt" } { pool pool2 }
If a user connects to http://10.10.1.100/foo.txt which pool will receive the request?

A. pooll
B. pool2
C. None. The request will be dropped.

D. Unknown. The pool cannot be determined from the information provided.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #43 Topic 1

Which statement is true concerning iRule events?

A. All iRule events relate to HTTP processes.
B. All client traffic has data that could be used to trigger iRule events.
C. All'iRule events are appropriate at any point in the clientserver communication.

D. If an iRule references an event that doesn't occur during the client's communication, the client's connection will be terminated prematurely.

Suggested Answer: B

Currently there are no comments in this discussion, be the first to comment!



Question #44 Topic 1

Which three iRule events are likely to be seen in iRules designed to select a pool for load balancing? (Choose three.)

A. CLIENT_DATA

B. SERVER_DATA

C. HTTP_REQUEST

D. HTTP_RESPONSE

E. CLIENT_ACCEPTED

F. SERVER_SELECTED

G. SERVER_CONNECTED

Suggested Answer: ACE

Currently there are no comments in this discussion, be the first to comment!



Question #45 Topic 1

Which event is always triggered when a client initially connects to a virtual server configured with an HTTP profile?

A. HTTP_DATA

B. CLIENT_DATA

C. HTTP_REQUEST

D. CLIENT_ACCEPTED

Suggested Answer: D

Currently there are no comments in this discussion, be the first to comment!



