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Question #1 Topic 1

10.10.13.10/25

Rl#sh ip ro
Gateway of last resort is 10.10.10.18 to network 0.0.0.0

10.0.0.0/8 is wariably subnetted, 4 subnets, 3 masks
10.10.10.0/30 is directly connected, FastEthernet0/1
10.10.13.0/25 [110/6576] wvia 10.10.10.1, 06:58:21, FastEthernet0/1
10.10.10.16/30 is directly connected, FastEthernet0/24
10.10.13.144/28 [110/110] wvia 10.10.10.1, 06:58:21, FastEthernet(/1

* 0.0.0.0/0 [20/0] wvia 10.10.10.18, 01:17:58

HonOon

Refer to the exhibit. Which type of route does R1 use to reach host 10.10.13.10/32?

A. default route
B. network route
C. host route

D. floating static route

Suggested Answer: B

Community vote distribution
B (97%)

© & sasquatchshrimp [ITRLGL S 3 years, 3 months ago
| would have to guess that B is correct, here is why. Remember, when you set up a route, if you can do a route summary. For example, if you have a

router connected to a bunch of other routers with 10.1.1.0/24, 10.1.2.0/24, 10.1.3.0/24 and so on, you could just set one route to 10.1.0.0/16, and
the router will forward all traffic that is 10.1.X.X /X to that location. Since the route table shows a /25 network that is 10.10.13.X/25 that is the route
it goes to. That route is discoverd by OSPF, a network protocol, aka, the answer is a network path. Hope this clears up some confusion. | did some

serious study before looking at this, and CCNA is really just trying to screw with us.
upvoted 16 times

O & 9506k TITTERLY 1 year, 2 months ago

Greetings everyone

I would like to extend my sincerest gratitude to each and every one of you in this group for your invaluable contributions and unwavering support. | am
thrilled to announce that | have just successfully passed my CCNA examination, | got 3 Sims,2 of them were from here the third one was new. 90% of

the questions were from here

Once again thank you for everyone's contributions in the discussion section & & & &

upvoted 10 times

O & Aashraful [[TEIERE) 1 month, 2 weeks ago
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Network Router
upvoted 1 times
& & Lalindu911 1 month, 3 weeks ago
The destination is explicitly written as 10.10.13.10/32.
That’s a single host IP, not an entire subnet.

upvoted 1 times

= & CypherBoy1999 2 months, 1 week ago

Selected Answer: B
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& & aljofer 2 months, 2 weeks ago

Selected Answer: B
| choice B
upvoted 1 times

& & Sinyabe 3 months, 2 weeks ago

Selected Answer: B
i chose B
upvoted 1 times

& & Eng_Ayman 3 months, 2 weeks ago

Selected Answer: B

The correct answer is B
upvoted 1 times

& & SrikanthGaddam 5 months, 1 week ago
Selected Answer: B
Host NW is advanced with the help of OSPF.
upvoted 1 times

= & Blessiq 7 months ago

Selected Answer: B
The correct answer is B.
upvoted 1 times

& & Blessiq 7 months ago

Selected Answer: B
The correct answer is B.
upvoted 1 times

& & SDU2025 7 months ago
Selected Answer: B
The routing table includes a route to 10.10.13.0/25.
upvoted 1 times

=) & MeNDdvil 8 months, 2 weeks ago
Selected Answer: B

s! This is legit. | saw this on my exam
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& & CiscoDiscoMonkey 8 months, 3 weeks ago
Selected Answer: B
The Destination IP is included in the learned route 10.10.13.0/25
upvoted 1 times

= & anoop4487 8 months, 4 weeks ago

Selected Answer: B
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010.10.13.0/25 [110/6576] via 10.10.10.1, 06:58:21, FastEthernet0/1: This entry in the routing table indicates that the network 10.10.13.0 with a
subnet mask of /25 is reachable via the next hop address 10.10.10.1 using interface FastEthernet0/1.
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Since 10.10.13.10 falls within the range of 10.10.13.0/25, this route will be used to reach host 10.10.13.10.

Type of Route: The type of route used here is an OSPF network route (indicated by the "0" in the routing table entry).
upvoted 2 times

& sandesh44 1 year ago

b. Network route
upvoted 2 times

& hadi_dlz 1 year, 1 month ago

Selected Answer: A

The correct router type configured to reach the internet, as shown in the exhibit, is:

A. default route
Explanation:

A default route is a route that is used to forward packets when the destination network is not explicitly known in the routing table.
In this context, the default route would be used to send traffic to the internet, as it's typically represented by the route 0.0.0.0/0, indicating all
networks that are not directly connected or otherwise configured.

Other options:

Network route is used to route traffic to a specific network.

Host route is for a specific single host (e.g., /32 route).

Floating static route is a static route with a higher administrative distance, used as a backup.
upvoted 1 times


https://www.examtopics.com/user/sandesh44/
https://www.examtopics.com/user/sandesh44/
https://www.examtopics.com/user/sandesh44/
https://www.examtopics.com/user/hadi_dlz/
https://www.examtopics.com/user/hadi_dlz/
https://www.examtopics.com/user/hadi_dlz/

Question #2 Topic 1

2
10.10.11.0/30 —
S el &
10.10.10.0/28 — i _
N £==7g
.2110.10.12.0/30 Routerd 4
Switch1 Host A

10.10.13.214

Routeri#show ip route
Gateway of last resort is 10.10.11.2 to network 0.0.0.0

209.165.200.0/27 is subnetted, 1 subnets
209.165.200.224 [20/0] via 10.10.12.2, 03:22:14

209.165.201.0/27 is subnetted, 1 subnets
209.165.201.0 [20/0] via 10.10.12.2, 02:26:33

209.165.202.0/27 is subnetted, 1 subnets
209.165.202.128 [20/0] via 10.10.12.2, 02:26:03

10.0.0.0/8 is variably subnetted, & subnets, 4 masks
10.10.10.0/28 is directly connected, GigabitEthernet0/0
10.10.11.0/30 is directly connected, FastEthernet2/0
10.10.12.0/30 is directly connected, GigabitEthernet0/1
10.10.13.0/25 [110/2] via 10.10.10.1, 00:00:04, GigabitEthermnet0/0
10.10.13.128/28 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet(0/0
10.10.13.144/28 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet(0/0
10.10.13.160/29 [110/2] via 10.10.10.1, 00:00:04, GigabitEthermnet(0/0
10.10.13.208/29 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet(0/0

5% 0000/0[10]via10.10.11.2

oCoCoCoOO0O0 m m @™

Refer to the exhibit. Which prefix does Router1 use for traffic to Host A?

A.10.10.10.0/28
B. 10.10.13.0/25
C.10.10.13.144/28
D. 10.10.13.208/29

Suggested Answer: D
The prefix with a€longest prefixa€ will be matched first, in this case is 229/€a€.

Community vote distribution
D (100%)

© & mikachuu85 3 years, 10 months ago
10.10.13.208/29 gives .208 for network, hmin 209, hmax 214, bcast 215. The correct answer will be D as this route gives the correct range.
upvoted 23 times

E & zumy CTITIEET) 4 years, 7 months ago
D is correct:
*Router selects longest Prefix path from routing table.
upvoted 15 times

& & ZUMY 2 years, 11 months ago
It's a trick question but the obvious answer is D. In order to reach Host A, you need to be in its network.
upvoted 4 times

B & aljofer [TELTENE) 2 months, 2 weeks ago

| choice D
upvoted 1 times

=) & BoboMbatheni 3 months, 3 weeks ago

Selected Answer: D
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network 10.10.13.208/29 has got 6 usable IPs hence the host 10.10.13.214 is part of that subnet.
upvoted 1 times
E & Alisame 5 months, 1 week ago
Selected Answer: A
The host is in the network 10.10.13.208/29 (Network: 10.10.13.208, usable 10.10.13.209 -10.10.13.2014, broadcast: 10.10.13.2015)
upvoted 1 times

E & JSMM 6 months, 3 weeks ago
/29 means 3 hosts bits ](243)-2]=6 hosts.
upvoted 1 times

E & SDU2025 7 months ago
10.10.13.208/29
upvoted 1 times

E & anoop4487 8 months, 4 weeks ago
Host A has the IP address 10.10.13.214.
The routing table in the exhibit shows different prefixes. The goal is to find the most specific (longest prefix match) route that includes 10.10.13.214.
The routing table includes the following relevant prefixes:

10.10.13.0/25 - Covers 10.10.13.0 to 10.10.13.127 (Host A 10.10.13.214 is NOT in this range).
10.10.13.128/28 - Covers 10.10.13.128 to 10.10.13.143 (Host A 10.10.13.214 is NOT in this range).
10.10.13.144/28 - Covers 10.10.13.144 t0 10.10.13.159 (Host A 10.10.13.214 is NOT in this range).
10.10.13.208/29 - Covers 10.10.13.208 to 10.10.13.215 (Host A 10.10.13.214 IS in this range).
The best route is always the most specific match (longest subnet mask).
10.10.13.208/29 (Subnet mask: 255.255.255.248) is the most specific route that includes 10.10.13.214.
This means Router1 will forward traffic to 10.10.13.214 using the 10.10.13.208/29 prefix.

upvoted 4 times

B & divine_love 1 year, 1 month ago

D. 10.10.13.208/29

Explanation:
Router1 uses the most specific prefix that matches the IP address of Host A, which is 10.10.13.214. The most specific prefix listed in the routing
table that includes this IP address is 10.10.13.208/29. This subnet includes addresses from 10.10.13.208 to 10.10.13.215, which encompasses the
IP address of Host A.

upvoted 2 times

E & smashwell 1 year, 1 month ago
A.10.10.10.0/28: This entry represents a directly connected network but doesn't include the network where Host A (10.10.13.214) resides.

B. 10.10.13.0/25: This entry represents a subnet that includes Host A's IP address. Router1 can reach this subnet via GigabitEthernet0/0, so it's a
viable option.

C. 10.10.13.144/28: This entry represents another subnet but doesn't include the IP address of Host A.
D. 10.10.13.208/29: Similar to option C, this entry represents a subnet that doesn't include Host A's IP address.

From the provided options, the most appropriate prefix that Router1 uses for traffic to Host A (10.10.13.214) is B. 10.10.13.0/25 since Host A's IP
address falls within that subnet range, and there's a specific route entry for it in Router1's routing table.

Therefore, the correct answer is option B.
upvoted 2 times

E) & otonielsantos 1 year, 8 months ago

Selected Answer: D

D - Router ospf 10.10.13.208/29
208 - network
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209-214 - host
215 - broadcat
upvoted 1 times
B & fanagebregergs 1 year, 9 months ago
I couldn't access the rest of the questions if someone pls help me.?
upvoted 1 times

B & Jacky2020 1 year, 10 months ago
10.10.13.208/29 and the entire IP acts as a Network ID, so the first IP is: 10.10.13.209, the last IP is: 10.10.13.214 and this last IP would be assigned
to Host A, therefore, the router will go through 10.10.13.208/29 to reach to Host A.
Hence, the answer must be D
upvoted 1 times

B & AceRizzla 1 year, 11 months ago
if we consider /29, and quickly subnet we got next result
Network D : 10.70.13.208
First host :10.10.13.209
Last host:10.10.13.214
Broadcast :10.10.13.215
Next subnet 10.10.13.216
so the correct answer is "D"
upvoted 2 times

B & EkaRulez 2 years ago
D is the correct answer. The range of network
10.10.13.208/29 includes the ip address 10.10.13.214
upvoted 2 times

B & Goosaar 2 years ago
The correct answer will be D because the route gives correct range
upvoted 1 times

E & duongcena 2 years, 1 month ago
select D, because 10.10.13.214 is a subnetwork of 10.10.13.208/29
upvoted 1 times
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Question #3 Topic 1

DRAG DROP -

Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.
Select and Place:

Answer Area
provides reliability when loading an I0S image FTP
upon boot up
does not require user authentication
uses port 69
uses ports 20 and 21
TFTP
uses TCP
uses UDP
Suggested Answer:
Answer Area
provides reliability when loading an I0S image FTP
upon boot up
uses ports 20 and 21
does not require user authentication
provides reliability when loading an 10S image
upon boot up
uses port 69
uses TCP
uses ports 20 and 21
TFTP
uses TCP uses port 69
uses UDP does not require user authentication
uses UDP

© & Request7108 ([[TITRRZL Y 1 year, T month ago
The current ordering is incorrect. The correct answers are:
FTP uses ports 20 and 21 over TCP by default and is more reliable for loading 10S images
TFTP uses port 69 and UDP by default and does not require user credentials

TFTP is aptly named for being trivial to configure and use. It is less reliable and you may often see failures or bad hashes when loading files or
images instead of using FTP.
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upvoted 15 times
B & Alis26 [TITIECLY 4 years, 10 months ago
Correct.
upvoted 12 times

© & DenaMA [IEIZZNE) 3 months, 4 weeks ago

TFTP provides reliability when loading an 10S image upon boot up. FTP can be used for 10S image transfers after the device has booted.
upvoted 1 times

B & duongccna 2 years, 1 month ago
FTP: PROVIDE REALIBILITY, PORT 20 21, TCP
TFTP: DOESN'T AUTHEN, PORT 69, UDP
FTP: - PORT 20 :create connect to client, receive request client
- PORT 21: transfer data to client
upvoted 2 times

& & sasasach 1 year, 1 month ago
yes this correct! | googled it.
upvoted 1 times

E & Rramos37 4 years ago

Y como sabe el software si estdn o no en orden las respuestas?... Creo que lo importante es la respuesta o respuestas y no el orden de las mismas
upvoted 2 times

B & Apmgoqi 4 years, 1 month ago
Answers are incorrect! ND: the Answers has to be in the correct order otherwise the system will mark you incorrect
upvoted 3 times

B & Jay2782 4 years, 2 months ago
Do the answers have to be in a specific order to be considered correct?
upvoted 1 times

E & ZUMY 4 years, 7 months ago
Correct Answer
upvoted 4 times
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Question #4 Topic 1

A frame that enters a switch fails the Frame Check Sequence. Which two interface counters are incremented? (Choose two.)

A. input errors
B. frame

C. giants

D. CRC

E. runts

Suggested Answer: AD

Whenever the physical transmission has problems, the receiving device might receive a frame whose bits have changed values. These frames
do not pass the error detection logic as implemented in the FCS field in the Ethernet trailer. The receiving device discards the frame and counts
it as some kind of input error.

Cisco switches list this error as a CRC error. Cyclic redundancy check (CRC) is a term related to how the FCS math detects an error.

The a€input errorsa€ includes runts, giants, no buffer, CRC, frame, overrun, and ignored counts.

The output below show the interface counters with the aéshow interface s0/0/02€ command:
Router#show interface s@/a/@
Seriale/e/e iz up, line protecel is up
Hardware is M4aT
Description: Link te R2
Internet address is 18.1.1.1/3@
MTU 1588 bytes, BW 1544 Kbit, DLY 20880 usec,
reliability 255/255, txload 1/255, rxload 1/255
--output omitted--
5 minute output rate @ bits/sec, 9@ packets/sec
268 packets input, 24889 bytes, @ no buffer
Received @ broadcasts, @ runts, © giants, @ throttles
@ input errors, ® CRC, @ frame, @ overrun, @ ignored, @ abort
251 packets output, 23498 bytes, @ underruns
@ output errors, @ collisions, @ interface resets
@ output buffer failures, @ output buffers swapped out
@ carrier transitions DCD=up DSR=up DTR=up RTS=up CTS=up

Community vote distribution
AD (100%)

© & DatBroNZ [[ITTERL Y 1 year, 1 month ago
input errors: total of many counters, including all below
frame: Frames on illegal format. Can be caused by collisions
giants: Frames that exceeded the maximum size (1518 bytes)
CRC: Received frames that did not pass the FCS math
runts: Frames that did not meet the minimum size (64 bytes). Can be caused by collisions

Therefore CRC and INPUT ERRORS will be increased.
upvoted 32 times

G & zumy TIITEEEY 4 vears, 7 months ago
AD is correct.
upvoted 14 times

© & stevenseagal100 2 months ago

After reviewing it would make sense for Input Errors and CRC would be the likely indicators of the problem

upvoted 1 times

B & aljofer 2 months, 2 weeks ago

Selected Answer: D

Correct answer is D
upvoted 1 times

B & jat1 3 months, 3 weeks ago
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A AND D IS CORRECT ANSWER

upvoted 1 times

& & SrikanthGaddam 5 months, 1 week ago
Input errors and CRC
upvoted 1 times

= & anoop4487 8 months, 4 weeks ago

Input Errors — This counter tracks errors in incoming frames, including CRC errors and other physical layer issues.

CRC - A CRC (Cyclic Redundancy Check) error indicates that the frame has failed the FCS validation.
upvoted 2 times

= & EdgingTheCCNA 10 months, 3 weeks ago
When a frame enters a switch and fails the Frame Check Sequence (FCS), it means that the integrity of the frame has been compromised, usually due
to data corruption during transmission. The FCS is a checksum value included in the frame to detect errors. If the calculated FCS does not match the
one in the frame, the switch will discard the frame to prevent forwarding potentially corrupted data. A CRC (Cyclic Redundancy Check) error occurs
when the FCS does not match the calculated value, indicating data corruption in the frame. The CRC counter specifically tracks these types of errors,
which happen when the FCS mismatch occurs.
upvoted 2 times

& & divine_love 1 year, 1 month ago

Selected Answer: AD

Explanation

When a frame fails the Frame Check Sequence (FCS), it indicates that there has been a data transmission error. This typically increments the input
errors counter and the Cyclic Redundancy Check (CRC) counter on the interface of the switch where the frame was received. The input errors counter
is incremented for any errors at the input, and the CRC counter specifically tracks errors detected by the FCS.

upvoted 2 times

& & otonielsantos 1 year, 8 months ago
aandd
upvoted 1 times

&) & EkaRulez 2 years ago
Input errors and CRC will be increased
upvoted 1 times

& & duongccna 2 years, 1 month ago
a frame that enters a sw fails the FCS, -> FRAME, CRC
upvoted 1 times

& & kilticespi 2 years, 6 months ago
It is correct
upvoted 2 times

& & Kkilticespi 2 years, 6 months ago
It is correct
upvoted 1 times

& & jonathan126 2 years, 6 months ago
A and D is correct
upvoted 1 times

= & diegoherreras 2 years, 8 months ago

opciones ay d
upvoted 1 times


https://www.examtopics.com/user/SrikanthGaddam/
https://www.examtopics.com/user/SrikanthGaddam/
https://www.examtopics.com/user/SrikanthGaddam/
https://www.examtopics.com/user/anoop4487/
https://www.examtopics.com/user/anoop4487/
https://www.examtopics.com/user/anoop4487/
https://www.examtopics.com/user/EdgingTheCCNA/
https://www.examtopics.com/user/EdgingTheCCNA/
https://www.examtopics.com/user/EdgingTheCCNA/
https://www.examtopics.com/user/divine_love/
https://www.examtopics.com/user/divine_love/
https://www.examtopics.com/user/divine_love/
https://www.examtopics.com/user/otonielsantos/
https://www.examtopics.com/user/otonielsantos/
https://www.examtopics.com/user/otonielsantos/
https://www.examtopics.com/user/EkaRulez/
https://www.examtopics.com/user/EkaRulez/
https://www.examtopics.com/user/EkaRulez/
https://www.examtopics.com/user/duongccna/
https://www.examtopics.com/user/duongccna/
https://www.examtopics.com/user/duongccna/
https://www.examtopics.com/user/kilticespi/
https://www.examtopics.com/user/kilticespi/
https://www.examtopics.com/user/kilticespi/
https://www.examtopics.com/user/kilticespi/
https://www.examtopics.com/user/kilticespi/
https://www.examtopics.com/user/kilticespi/
https://www.examtopics.com/user/jonathan126/
https://www.examtopics.com/user/jonathan126/
https://www.examtopics.com/user/jonathan126/
https://www.examtopics.com/user/diegoherreras/
https://www.examtopics.com/user/diegoherreras/
https://www.examtopics.com/user/diegoherreras/

& & JORGED 2 years, 9 months ago
A,D options
upvoted 1 times
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Question #5 Topic 1

DRAG DROP -
Drag and drop the IPv4 network subnets from the left onto the correct usable host ranges on the right.
Select and Place:

Answer Area
172.28.228 144/18 172.28.228.1 - 172.28.229.254
172.28.228.144121 172.28.224.1 - 172.28.231.254
172.28.228.144/23 172.28.228.129 - 172.28.228.254
172.28.228.144/25 172.28.228.145 - 172.28.228.150
172.28.228.144/29 172.28.192.1 - 172.28.255.254

Suggested Answer:

Answer Area
172.28 228 144/18 172.28.228.144/23
172.28.228.144/21 172.28.228.144/21
172.28.228.144/23 172.28.228.144/25
172.28.228.144/25 172.28.228.144/29
172.28.228 144/29 172.28.228 144/18

This subnet question requires us to grasp how to subnet very well. To quickly find out the subnet range, we have to find out the increment and
the network address of each subnet. Let's take an example with the subnet 172.28.228.144/18:

From the /18 (= 1100 0000 in the 3rd octet), we find out the increment is 64. Therefore the network address of this subnet must be the greatest
multiple of the increment but not greater than the value in the 3rd octet (228). We can find out the 3rd octet of the network address is 192
(because 192 = 64 * 3 and 192 < 228) -

> The network address is 172.28.192.0. So the first usable host should be 172.28.192.1 and it matches with the 5th answer on the right. In this
case we don't need to calculate the broadcast address because we found the correct answer.

Let's take another example with subnet 172.28.228.144/23 -> The increment is 2 (as /23 = 1111 1110 in 3rd octet) -> The 3rd octet of the
network address is 228

(because 228 is the multiply of 2 and equal to the 3rd octet) -> The network address is 172.28.228.0 -> The first usable host is 172.28.228.1. It
is not necessary but if we want to find out the broadcast address of this subnet, we can find out the next network address, which is 172.28.(228
+ the increment number).0 or

172.28.230.0 then reduce 1 bit -> 172.28.229.255 is the broadcast address of our subnet. Therefore the last usable host is 172.28.229.254.

© & paniaguavo [[IIRECLY 3 vears, 2 months ago
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Subnet / Usable IPs
172.28.228.144/18 - 172.28.192.1 - 172.28.255.254

172.28.228.144/21-172.28.224.1 - 172.28.231.254
172.28.228.144/23 - 172.28.228.1 - 172.28.229.254
172.28.228.144/25-172.28.228.129 - 172.28.228.254

172.28.228.144/29 - 172.28.228.145 - 172.28.228.150
upvoted 30 times

© & Garfieldcat 3 years ago

The question is somehow misleading. On the left hand side, those IP are addresses instead of subnet numbers.
upvoted 5 times

©) & Request7108 2 years, 10 months ago
It is poorly worded and should be what network range would be if it were in a /18, /21, etc. For example, if 172.28.228.144 were an IP in a classful
/21, what would the usable network range be and the answer would be 172.28.224.1-172.28.231.254
upvoted 3 times

B & jasubae 2 months ago
that’s why i am so confused why i am getting an incorrect range of that/18, and even more confused that the answers are different networks.
thanks!!
upvoted 1 times

© & anoop4487 8 months, 4 weeks ago
Given Subnet Matching Usable Host Range
172.28.228.144/18 172.28.192.1 - 172.28.255.254
172.28.228.144/21 172.28.224.1 - 172.28.231.254
172.28.228.144/23 172.28.228.1 - 172.28.229.254
172.28.228.144/25 172.28.228.129 - 172.28.228.254
172.28.228.144/29 172.28.228.145 - 172.28.228.150
upvoted 2 times

E & jhhhrwy 1 year, 2 months ago
my way is to count the host qty, e.g. /29 has 2*3-2=6 hosts, so it maps to 172.28.228.145 - 172.28.228.150
upvoted 1 times

B & ExG2 1 year, 10 months ago
| think the best way to do these questions is count the difference between the given range that is 172.28.228.129 - 172.28.228.254. So only last
octate is changing and it is changing by 128 numbers. Now 2*7 is 128 hence the answer will be 172.28.228.144/25 because 32-7 is 25.
upvoted 3 times

B & duongccna 2 years, 1 month ago
all bit host = 0 > all bit host = 1
bit host = 32 - subnet mask

upvoted 1 times

E & stingVN 2 years, 4 months ago
172.28.228.144/18:172.28.192.1. - 172.28.255.254
172.28.228.144/21:172.28.224.1 - 172.28.231.254
172.28.228.144/23 : 172.28.228.1 - 172.28.229.254
172.28.228.144/25 :172.28.228.129 - 172.28.228.254
172.28.228.144/29 : 172.28.228.145 - 172.28.228.150

upvoted 1 times

B & Zafferano 2 years, 6 months ago
DR
1=52=23=14=35=4
upvoted 1 times
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Question #6 Topic 1

How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses the three-way handshake, and UDP does not guarantee message delivery.
B. TCP uses synchronization packets, and UDP uses acknowledgment packets.
C. UDP provides reliable message transfer, and TCP is a connectionless protocol.

D. UDP uses SYN, SYN ACK, and FIN bits in the frame header while TCP uses SYN, SYN ACK, and ACK bits.

Suggested Answer: A

Community vote distribution
A (100%)

© & zZumy 4 years, 7 months ago
A'is correct

upvoted 15 times

O & jat1 3 months, 3 weeks ago

A is the correct answer
upvoted 2 times

E & nickc2na555 3 months, 3 weeks ago

Ais correct
upvoted 1 times

B & SrikanthGaddam 5 months, 1 week ago
A. TCP uses the three-way handshake, and UDP does not guarantee message delivery.
upvoted 1 times

B & EkaRulez 1 year, 1 month ago
Alis correct
upvoted 4 times

B & duongccna 2 years, 1 month ago
A correct, TCP: syn, ack, syn-ack,
UDP doesnt guarantee message delivery
upvoted 2 times

B & Hanagaki_Shinjiro 2 years, 2 months ago
Definitely A
upvoted 1 times

E & tester_20252 2 years, 3 months ago
Alis correct
upvoted 1 times

E & Mgardini 2 years, 6 months ago

Ais correct
upvoted 2 times

E & Bilal1992 2 years, 10 months ago
Alis right
upvoted 1 times

B & Masquerade 2 years, 10 months ago
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The correct answer is A. TCP uses the three-way handshake, and UDP does not guarantee message delivery.

TCP and UDP are two different transport layer protocols that are commonly used in computer networks. Both protocols are used to establish a
connection between two endpoints, but they differ in the way that they establish and maintain that connection.
upvoted 4 times

E & Ali526 4 years, 10 months ago
Ais correct.
upvoted 3 times
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Question #7 Topic 1

Which 802.11 frame type is Association Response?

A. management
B. protected frame
C. action

D. control

Suggested Answer: A

There are three main types of 802.11 frames: the Data Frame, the Management Frame and the Control Frame. Association Response belongs to
Management

Frame. Association response is sent in response to an association request.

Reference:

https://en.wikipedia.org/wiki/802.11_Frame_Types

Community vote distribution
A (100%)

© & Alizadeh 2 years, 10 months ago
Answeris: A
The Association Response frame is a type of management frame in the 802.11 wireless networking standard. It is used to respond to an Association
Request frame that is sent by a client device during the association process.

The Association Response frame is sent by the access point (AP) and contains information about the status of the association request, as well as
any additional parameters that are required for the client to connect to the network. If the association request is successful, the Association
Response frame will include the association ID (AID) that is assigned to the client device, as well as the supported rates and other relevant
information. If the association request is unsuccessful, the Association Response frame will contain an error code indicating the reason for the
failure.

The Association Response frame is an important part of the 802.11 association process, which is used to establish a connection between a client
device and an AP. It is used to confirm that the client device is allowed to join the network and to provide the necessary information for the client to
communicate with the AP.

upvoted 11 times

© & Agustd 5 years, 2 months ago
The answer is management if i'm not wrong
upvoted 6 times

B & jat1 3 months, 3 weeks ago

management is the correct answer
upvoted 1 times

B & TomGreen41 7 months, 1 week ago
Management
-There [E] frames types
[ Management: Establish & maintain connections
>>>je, Beacon, Probe Request/Response, Association Request/Response, Authentication

[ Control: Assist indelivery, I,e, ACK, RTS

>>>le,. ACK, RTS, CTS, BPDU
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[E) Data: carry out data

>>>ie,. IP, TCP, application data, user data.

upvoted 3 times
© & Life_ls_Hard 7 months, 1 week ago

1.Management Frame:

+) Beacon Frame

+) Authencation Frame

+) Association Frame

2.Control Frame

+)RTS (Request to Send)

+)CTS (Clear to Send)

+)ACK (Acknowledgement)

3.Data Frame

+) Transmit packet between devices
upvoted 4 times

© & HAOHA0_0306 10 months ago
Association is management type
upvoted 1 times

E & divine_love 1 year, 1 month ago
A. management
Explanation:
The Association Response frame is a type of management frame in the 802.11 WLAN protocols. It is used by an access point to respond to an
association request from a station (client device). Management frames facilitate the establishment, maintenance, and control of communication
between devices.
upvoted 2 times

B & AbdullahMohammad251 1 year, 11 months ago
There are three types of 802.11 frames: management, control, and data

Encrypted 802.11 frames are called protected.

Association request/response is a type of management frames
Action is a type of management frames

upvoted 3 times

© & AbdullahMohammad251 1 year, 11 months ago
Ais the correct answer
upvoted 2 times

B & duongccna 2 years, 1 month ago
A correct
https://en.wikipedia.org/wiki/802.11_Frame_Types
upvoted 1 times

B & Tester_2025 2 years, 3 months ago
"A"is correct
upvoted 1 times

& & nuridelon 2 years, 8 months ago
A'is correct
upvoted 1 times

E & Masquerade 2 years, 10 months ago
The correct answer is A. management.

In the 802.11 wireless networking standard, there are several different frame types that can be used for different purposes. The Association
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Response frame is a type of management frame, which is used for managing the basic operations of the wireless network.

Management frames are used for a variety of purposes, including association, authentication, and power management. Association Response frames
are used to respond to an Association Request frame from a client device, indicating whether the device is allowed to join the network.
upvoted 2 times
B & HansZ 3 years, 3 months ago
Alis correct
upvoted 1 times

B & ScorpionNet 3 years, 6 months ago
Management
upvoted 2 times

B & Ayie 4 years, 3 months ago
management
upvoted 2 times

E & ZUMY 4 years, 7 months ago
Alis correct
upvoted 2 times

© & ZUMY 4 years, 7 months ago
802.11 is wireless specification of IEEE.
A mac frame consist of several fields.
Frame control is one of the feild
Under frame control there are other fields such as protocol versions, type, subtype etc
Under Subtype, 2bit protocol versions subtype attributes set to 0 all ways
Attributes are
01 Management - Association Response
02 control
03 Data
04 Extensions
upvoted 6 times
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Question #8 Topic 1

In which way does a spine-and-leaf architecture allow for scalability in a network when additional access ports are required?

A. A spine switch and a leaf switch can be added with redundant connections between them.
B. A spine switch can be added with at least 40 GB uplinks.
C. A leaf switch can be added with connections to every spine switch.

D. A leaf switch can be added with a single connection to a core spine switch.

Suggested Answer: C

Spine-leaf architecture is typically deployed as two layers: spines (such as an aggregation layer), and leaves (such as an access layer). Spine-
leaf topologies provide high-bandwidth, low-latency, nonblocking server-to-server connectivity.

Leaf (aggregation) switches are what provide devices access to the fabric (the network of spine and leaf switches) and are typically deployed
at the top of the rack. Generally, devices connect to the leaf switches. Devices can include servers, Layer 4-7 services (firewalls and load
balancers), and WAN or Internet routers.

Leaf switches do not connect to other leaf switches. In spine-and-leaf architecture, every leaf should connect to every spine in a full mesh.
Spine (aggregation) switches are used to connect to all leaf switches and are typically deployed at the end or middle of the row. Spine switches
do not connect to other spine switches.

Reference:

https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/qguide-c07-733228.html

Community vote distribution
C (95%) 5%

O & zumy CZITEEETT) 4 years, 7 months ago
Cis correct!
In Spine Leaf architecture...
# To increase performance(bandwidth) - Add Spine switch connects to every Leaf Switch
# To Increase Access switch ports count - Add leaf switch and connects to every Spine switch
upvoted 23 times

© & Masquerade [TITREGLY 1 year, 1 month ago

CORRECTION:
Answer: C. A leaf switch can be added with connections to every spine switch.
This allows for scalability in a network when additional access ports are required because each leaf switch can be connected to each spine switch,
providing additional capacity and redundancy. This gives the network more flexibility in terms of scalability, making it easier to add more ports and
expand the network as needed.

upvoted 5 times

O & jat1 3 months, 3 weeks ago

c is the correct answer
upvoted 1 times

B & Omooba_Adeposi 1 year ago
Official Cert Guide: CCNA 200-301 _ Wendell ODOM - Volume 2 - GLOSSARY: page 523 -

"spine-leaf network A single-site network topology in which endpoints connect to leaf switches, leaf switches connect to all spine switches (but not to
other leaf switches), and spine switches connect to all leaf switches (but not to other spine switches). The resulting topology results in predictable
switching paths with three switches between any two endpoints that connect to different leaf switches. "

Going by this, "C. A leaf switch can be added with connections to every spine switch" is the correct answer.
upvoted 1 times

B & divine_love 1 year, 3 months ago

Selected Answer: C
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Explanation:
A leaf switch can be added with connections to every spine switch. This is a fundamental principle of the spine-and-leaf architecture, which is
designed to be a scalable, high-bandwidth, low-latency network topology. By connecting each new leaf switch to every spine switch, the architecture
maintains consistent performance and ensures that any device connected to a leaf switch is at most two hops away from any other device in the
network.

upvoted 2 times

E & mamamamamammaa232414 1 year, 8 months ago

Answeris C

upvoted 1 times

B & Hanagaki_Shinjiro 2 years, 2 months ago
Cis correct
upvoted 1 times

B & Mgardini 2 years, 6 months ago
answer is ¢

upvoted 3 times

B & Masquerade 2 years, 10 months ago

Selected Answer: A

The correct answer is A. A spine switch and a leaf switch can be added with redundant connections between them.

In a spine-and-leaf architecture, the network is organized into two layers: the spine layer and the leaf layer. The spine layer consists of one or more
core switches, which are connected to each other and form the backbone of the network. The leaf layer consists of access switches, which are
connected to the spine switches and provide connectivity to end devices.

When additional access ports are required in a spine-and-leaf architecture, the network can be easily scaled by adding a new spine switch and a new
leaf switch. The new spine switch is connected to the existing spine switches with redundant links, and the new leaf switch is connected to the new
spine switch. This allows the network to accommodate more devices without disrupting the existing network.

upvoted 2 times

E & SamuelSami 3 years, 4 months ago
A spine switch and a leaf switch can be added with redundant connections between them
upvoted 1 times

E & Jberggddfhh 3 years, 6 months ago
"The leaf layer consists of access switches that connect to devices such as servers."

More leaf switches = more access switches = more access ports

https://www.cisco.com/c/en/us/products/collateral/switches/nexus-7000-series-switches/white-paper-c11-737022.html
upvoted 2 times

E & SollyMalwane 3 years, 9 months ago
Is correct
upvoted 1 times

& & chosenone 5 years ago
When a new leaf switch is added it will have connection to every spine switch
So the option (C) is the correct answer
upvoted 3 times

E & AgustD 5 years, 2 months ago
Answer should be option A i think, if i make any mistakes pls correct me i'm a newbie :)
upvoted 4 times

& & Enycon 5 years, 1 month ago
I think you dont use lacp between spine and leaf but Im a newbie myself
upvoted 2 times

& & pokemonmoon 5 years, 1 month ago
0CG doesnt say anything about it
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upvoted 2 times
& & ScorpionNet 3 years, 6 months ago
The answer is C because you can only connect leaf switches to more spine switches. Spine switches does the same but completely opposite
upvoted 2 times
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Question #9 Topic 1

What identifies the functionality of virtual machines?

A. The hypervisor communicates on Layer 3 without the need for additional resources.
B. Each hypervisor supports a single virtual machine and a single software switch.
C. The hypervisor virtualizes physical components including CPU, memory, and storage.

D. Virtualized servers run efficiently when physically connected to a switch that is separate from the hypervisor.

Suggested Answer: C

Community vote distribution
C (100%)

© & shomkin 3 years, 9 months ago
just me or is the question supposed to be "check the the most correct statement regarding hypervisors"?
upvoted 17 times

& & sasquatchshrimp 3 years, 3 months ago
At this point | feel like | am just picking an answer that is not wrong, but also has nothing to do with the question.
upvoted 2 times

B & fh8c9bb 7 months ago
It's pretty straightforward.
upvoted 1 times

© & Masquerade 2 years, 10 months ago
The hypervisor virtualizes physical components including CPU, memory, and storage. The hypervisor is a software layer that sits between the physical
hardware of a computer and the operating system. It virtualizes physical components such as CPU, memory, and storage, allowing for multiple
operating systems to run on a single physical machine. This allows for improved scalability, flexibility, and resource utilization.
upvoted 8 times

O & jat1 3 months, 3 weeks ago

c is the correct answer
upvoted 1 times

B & Alisame 5 months, 1 week ago

Selected Answer: C

The hypervisor, either Type 1 or 2 visualizes the resources to the VMs.
upvoted 1 times

B & TomGreen41 7 months, 1 week ago

Selected Answer: C

Hypervisor does not do any Iv3 communication
upvoted 1 times

E) & MSTAHIR 2 years, 3 months ago
Correct Answer is C Hypervisor
upvoted 2 times

B & Mgardini 2 years, 6 months ago

Selected Answer: C

Answer is C
upvoted 1 times

E & namyou 2 years, 7 months ago

I think it's ¢
upvoted 1 times
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© & ZUMY 2 years, 11 months ago
Cis ok
upvoted 1 times

) & DARKEDGE 3 years, 8 months ago

Selected Answer: C

C is the right answer
upvoted 2 times

& & Eric852 3 years, 8 months ago

It's C
upvoted 1 times

= & SollyMalwane 3 years, 9 months ago

Selected Answer: C

| agree with you
upvoted 1 times
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Question #10 Topic 1

Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?

A. ipv6 address dhcp
B. ipv6 address 2001:DB8:5:112::/64 eui-64
C. ipv6 address autoconfig

D. ipv6 address 2001:DB8:5:112::2/64 link-local

Suggested Answer: C

The a€ipv6 address autoconfiga€ command causes the device to perform IPv6 stateless address auto-configuration to discover prefixes on the
link and then to add the EUI-64 based addresses to the interface. Addresses are configured depending on the prefixes received in Router
Advertisement (RA) messages. The device will listen for RA messages which are transmitted periodically from the router (DHCP Server). This
RA message allows a host to create a global IPv6 address from:

a€¢ Its interface identifier (EUI-64 address)

a€¢ Link Prefix (obtained via RA)

Note: Global address is the combination of Link Prefix and EUI-64 address

Community vote distribution
B (67%) C (30%)

B & Wissha [TITIECLY 5 vears, 5 months ago
The needed is an IPv6 address generated from a specified prefix and not from a delegated one, so | think that B is the right answer
upvoted 55 times

& & Kawan_Ali 3 years, 10 months ago
| think its B because it says "specified IPv6 prefix"
upvoted 16 times

& & JoJoRa33it 3 years, 11 months ago
Implementing IPv6 Addressing on Routers

ipv6 address address/prefix-length: Static configuration of a specific address
ipv6 address prefix/prefix-length eui-64: Static configuration of a specific prefix and
prefix length, with the router calculating the interface ID using EUI-64 rules
ipv6 address dhcp: Dynamic learning on the address and prefix length using DHCP
ipv6 address autoconfig: Dynamic learning of the prefix and prefix length, with the router
calculating the interface ID using EUI-64 rules (SLAAC)

upvoted 26 times

E & JWMcInSC 5 years, 4 months ago
EUI-64 (Extended Unique Identifier) is a method we can use to automatically configure IPv6 host addresses. An IPv6 device will use the MAC
address of its interface to generate a unique 64-bit interface ID. However, a MAC address is 48 bit and the interface ID is 64 bit.
upvoted 10 times

E & matass_md 1 year, 3 months ago
yes , but the EUI64 ADDS FFFE in the middle and flips the 7th bit . That's why the MAC 48bit + 16bit from FFFE (Thex = 4bits) = 64 bits .
upvoted 2 times

& & Thodoris85 5 years, 4 months ago
The simplest method is to enable stateless autoconfiguration on the interface. Enabling stateless autoconfiguration on the interface configures
IPv6 addresses based on prefixes received in Router Advertisement messages. A link-local address, based on the Modified EUI-64 interface ID, is
automatically generated for the interface when stateless autoconfiguration is enabled. To enable stateless autoconfiguration, enter the following
command:

hostname(config-if)# ipvé address autoconfig
upvoted 18 times

& & iRodimusPrime 5 years, 4 months ago
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That's as may, but the question states automatically I.E. upon entering the command the address is added without the need for further
information to be acquired first.
upvoted 6 times

& & khalid8é 5 years, 1 month ago
Answer is B
upvoted 10 times

© & mars2damax ([TELeae) 1 month, 3 weeks ago

The question asks for a SPECIFIED IPv6 address AND mac address. EUl is needed for both. Make sure to read the questions carefully!
upvoted 1 times

& & Portcullis 2 months, 3 weeks ago

Selected Answer: B

It is asking for a command with a *specified* prefix, meaning you must specify the prefix.

Answer C does not *specify* a prefix.
upvoted 1 times

& & jat1 3 months, 3 weeks ago

Answer is the B.
upvoted 1 times

& & Rado_Piatek 3 months, 4 weeks ago

Selected Answer: B

Idk who answered anything but B. Question specifically says "prefix + MAC address" which is how eui-64 works.
upvoted 1 times

& & RedYellow 4 months, 2 weeks ago

Selected Answer: B

and MAC address of an interface

Thus, the answer is B
upvoted 1 times

E & Jojo223 4 months, 3 weeks ago

Selected Answer: C

Its a simple question : Which command automatically generate ipv6 address. There is a one answer - C
upvoted 1 times

& & GGojo 4 months, 4 weeks ago
Which command automatically generates an IPv6 address?
if this is the question, answer would be C (ipv6 address autoconfig)
upvoted 1 times

& & nkempeter 7 months ago

Selected Answer: B

The EUI-64 (Extended Unique Identifier) method is used to automatically generate the interface identifier (last 64 bits of an IPv6 address) from the
MAC address of the network interface. The command:

bash

Copy

Edit

ipv6 address 2001:DB8:5:112::/64 eui-64

Assigns an IPv6 address using the 2001:DB8:5:112::/64 prefix.

The EUI-64 process takes the MAC address (48 hits), inserts FFFE in the middle, and flips the 7th bit to form the 64-bit interface identifier.
upvoted 1 times

&) & TomGreen41 7 months, 1 week ago
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C: autoconfig without prefix
D: it ste the connection as the determined address, has nothing to do with MAC
upvoted 1 times
B & g_mindset 1 year, 1 month ago
The answer is B:

As per OCG, you can use the 2 methods to configure a stable ipvé address using the ipv6 address command.
1. ipv6 address [full 128bit address] command statically configures your desired 128bit address.

2. ipv6 address [prefix::/64] EUI-64 command allows the engineer to configure the 64-bit ipv6 prefix for the interface and lets the router automatically
generate a unique interface ID.

This 2nd command answers the question because after you provide the 64bit prefix the router automatically generates the final part of the ipvé
address using the MAC address of the interface or a MAC address that you specify.
upvoted 1 times

© & g_mindset 3 years, 3 months ago
Also, take note that [ipv6 address autoconfig] is not an auto-generated ip address but rather a dynamically assigned ip address.
upvoted 2 times

E & Ciscoman021 1 year, 1 month ago

Selected Answer: B

The command "ipv6 address 2001:DB8:5:112::/64 eui-64" automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of
an interface using the EUI-64 method. The EUI-64 method uses the MAC address of the interface to create an interface identifier (IID) that is used to
complete the IPv6 address.

Option A ("ipv6 address dhcp") configures an interface to obtain an IPv6 address through DHCPv6.

Option C ("ipv6 address autoconfig") configures an interface to automatically obtain an IPv6 address using Stateless Address Autoconfiguration
(SLAAC).

Option D ("ipv6 address 2001:DB8:5:112::2/64 link-local") configures an IPv6 link-local address on the interface.
upvoted 1 times

© & crOminus 1 year, 1 month ago
You are correct that the "ipvé address autoconfig" command enables automatic configuration of the IPv6 address using the SLAAC mechanism, which
generates an IPv6 address based on the prefix information advertised by the router. So, in a sense, this command does generate an IPv6 address
automatically.

However, it is important to note that the IPv6 address generated using SLAAC is not based on the MAC address of the interface, unlike the IPv6
address generated using the "ipv6 address 2001:DB8:5:112::/64 eui-64" command.

So, to answer your question, if the requirement is to generate an IPv6 address based on the MAC address of an interface, then the correct command
would be "ipv6 address 2001:DB8:5:112::/64 eui-64". On the other hand, if the requirement is to enable automatic configuration of the IPv6 address
using the router-advertised prefix information, then the correct command would be "ipv6 address autoconfig".

upvoted 6 times

& & JulesAZ 1 year, 10 months ago
This is where it clicked. Thanks for explaining in a way that matches my thinking.
upvoted 1 times

E & bymrdas 1 year, 1 month ago

ipv6 address eui-64

Use ipv6 address eui-64 to configure an EUI-64 IPv6 address for an interface.

Use undo ipv6 address eui-64 to remove the EUI-64 IPv6 address of the interface.
Syntax
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ipv6 address { ipv6-address prefix-length | ipv6-address/prefix-length } eui-64

undo ipv6 address [ ipv6-address prefix-length | ipv6-address/prefix-length | eui-64
Default

No EUI-64 IPv6 address is configured for an interface.
upvoted 2 times
B & administrator 1 year, 1 month ago
EUI-64 (Extended Unique Identifier) is a method we can use to automatically configure IPv6 host addresses. An IPv6 device will use the MAC address
of its interface to generate a unique 64-bit interface ID. However, a MAC address is 48 bit and the interface ID is 64 bit.
upvoted 1 times

E & 7d040c6 1 year, 3 months ago
Generated from a MAC address automatically... This does not refer to an IPv6 address provided by autoconfiguration, rather using EUI-64, so B is the
answer
upvoted 2 times

& & 7d040c6 1 year, 3 months ago
Having reviewed SLAAC, | see that SLAAC also generates the address based on the host's MAC address. With this question's wording, it seems
that B or C could be correct.
upvoted 1 times
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Question #11 Topic 1

When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two.)

A.2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Suggested Answer: DE

When an interface is configured with IPv6 address, it automatically joins the all nodes (FF02::1) and solicited-node (FF02::1:FFxx:xxxx)
multicast groups. The all- node group is used to communicate with all interfaces on the local link, and the solicited-nodes multicast group is
required for link-layer address resolution.

Routers also join a third multicast group, the all-routers group (FF02::2).

Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/xe-3s/ipv6-xe-36s-book/ip6-multicast.html

Community vote distribution
DE (100%)

B & Gelo29 5 years, 1 month ago
Multicast - FF

Global Unicast - 2/3

Unique Local - FC/FD

Link Local - FE80
upvoted 43 times

& & Demi_UY_Scuti 5 years ago
Global unicast includes all prefixes unless reserved for other purposes. Although 2 & 3 fall in that range, they are not the only assignable global
unicast addresses.
upvoted 4 times

& & mazintaha 5 years, 4 months ago
All-nodes link-local multicast group FF02::1
All-routers link-local multicast group FF02::2

upvoted 25 times

B & jat1 3 months, 3 weeks ago

multicast ip address
upvoted 1 times

E & TomGreen41 7 months, 1 week ago
FF starting is the Muticast
upvoted 1 times

B & LSVII 1 year ago
Multi cast FF
Global unicast 2000
Unique local FC FD
Link local FE80

upvoted 1 times

B & MSTAHIR 2 years, 3 months ago
DE Selected FF is link-local multicast group
upvoted 1 times

& & Pupettolo9 2 years, 4 months ago
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Selected Answer: DE

All-nodes link-local multicast group FF02::1
All-routers link-local multicast group FF02::2
upvoted 1 times

& ricky1802 2 years, 9 months ago

D. FF02::1 - This is the all-nodes multicast address. It is used to reach all devices on a local-link (same subnet).
E. FF02::2 - This is the all-routers multicast address. It is used to reach all routers on a local-link.

A.2000::/3 and C. FC00::/7 are not multicast addresses, 2000::/3 is an unicast address range, FC00::/7 is an unique-local address range, both are
unicast address ranges. B. 2002::5 is not a multicast address either, it's an unicast address.

It's important to note that multicast addresses are used to reach a group of devices instead of a single device, unlike unicast addresses.
upvoted 2 times

& Masquerade 2 years, 10 months ago
Answer: D. FF02::1 and E. FF02::2
Explanation: IPv6 multicast groups are joined when configuring IPv6 on an interface. The two IPv6 multicast groups that are joined are FF02::1 and
FF02::2. FF02::1 is the all-nodes multicast group and FF02::2 is the all-routers multicast group.
upvoted 2 times

& cormorant 3 years ago

FF02::1 - all nodes/hosts

FF02::2 - all routers
upvoted 2 times

& Bram99 3 years ago
DE correct answer
upvoted 1 times

& ZUMY 4 years, 6 months ago
When configure Ipv6 the interface will join multicast groups as follows
as per answer
If its a node :FF02::1
If its a router :FF02::2
upvoted 7 times

& felixedmund 4 years, 11 months ago
For router to act like IPv6 router (to get it joined to FF02::2 is all-routers multicast group), we need to issue "ipv6 unicast-routing" command. That
means configuring only interface with IPv6 address does not mean it will definitely join FF02::2 group unless you add "ipvé unicast-routing" command
on global config mode

upvoted 5 times

© & Omooba_Adeposi 1 year ago
Thanks for adding this helpful configuration critical information.
upvoted 1 times
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Question #12 Topic 1

DRAG DROP -

[root@HostTest ~]# ip route

[rootRHostTest ~]# ip addr show ethl
ethl: mtu 1500 gdisc pfifo fast glen 1000

valid 1ft forever preferred 1lft forever

default via 192.168.1.193 dev ethl proto static
192.168.1.0/26 dev ethl proto kernel scope link

link/ether 00:0C:22:83:79:A3 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.200/26 brd 192.168.1.255 scope global ethl
inet6 feB80::20c:29ff:fe89:79b3/64 scope link

src 192.168.1.200

metric 1

Refer to the exhibit. Drag and drop the networking parameters from the left onto the correct values on the right.

Select and Place:

Answer Area
default gateway 00:0C:22
host IP address 00:0C22:83.79A3
NIC MAC address 192.168.1.193
NIC vendor OUI 192.168.1.200
subnet mask 255255255192
Suggested Answer:
Answer Area
default gateway NIC vendor OUI
host IP address NIC MAC address
NIC MAC address default gateway
NIC vendor QUI host IP address
subnet mask subnet mask

The a€ip routea€ and a€ip addr show eth1a€ are Linux commands.
a ¢€a€ip routea€: display the routing table

a ¢€a€ip addr show eth1a€: get depth information (only on eth1 interface) about your network interfaces like IP Address, MAC Address

information

& & shorttopic 7 months, 3 weeks ago
Default gateway 192.168.1.193
Host IP address 192.168.1.200
NIC MAC address 00:0C:22:83:79:A3
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NIC Vendor OUI 00:0C:22
Subnet mask 255.255.255.192
upvoted 3 times
B & Kikakiko92 8 months, 2 weeks ago
Which one host IP, default gateway, | am confused... ? 192.168.1.200, 192.168.1.193?
upvoted 1 times

& & Alisame 5 months, 1 week ago
192.168.1.200 is the default gateway.
upvoted 1 times

B & Kikakiko92 8 months, 4 weeks ago
NIC MAC address ->00:0C:22:83:79:A3?
upvoted 1 times

E & Agribaba 1 year, 5 months ago
Given anaswers are correct
upvoted 1 times

B & KuyaErik101 1 year, 7 months ago
Correct
upvoted 1 times

E & sirpsionics 2 years, 2 months ago
How do you tell the difference between the host ip and default gateway in this question???
upvoted 4 times

& & christian321 2 years, 2 months ago
The "ip route" command tells us the default gateway whereas the "ip addr show" command shows us the configs of the interface. Both commands
are used on a host. So the ip of the host's interface is the host ip.
upvoted 8 times

E & mamamamamammaa232414 1 year, 8 months ago
Thank you! i had same question.
upvoted 1 times

B & Omooba_Adeposi 1 year ago
Here above, the host refers to Linux as this is what the question presents.

The equivalent of these commands in a Windows environment is

ipconfig /all

which provides both the Gateway address and the Physical (MAC) Address.
upvoted 1 times

& & malaaak13 1 year, 3 months ago
via something , means this thing is the gateway
upvoted 4 times
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Question #13 Topic 1

What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC address is received?

A. The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table.
B. The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.
C. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.

D. The Layer 2 switch drops the received frame.

Suggested Answer: C

If the destination MAC address is not in the CAM table (unknown destination MAC address), the switch sends the frame out all other ports that
are in the same

VLAN as the received frame. This is called flooding. It does not flood the frame out the same port on which the frame was received.

Community vote distribution
C (100%)

© & therandman 5 years, 4 months ago
Sometimes called BUM traffic - Broadcast, Unknown Unicast, Multicast. These forms of traffic are "flooded" out all ports except the port the packet
was received on.
upvoted 28 times

G & zumy TINTERIY 4 vears, 6 months ago
C is correct.
Whenever a switch receive a frame, it look f MAC address table for a matching entry and if not found ,switch will forward to (Flood) all the ports in the
switch except the port that received.
upvoted 17 times

E & TomGreen41 7 months, 1 week ago
Selected Answer: C
Cis correct
upvoted 1 times

E & Lao_zhao 7 months, 3 weeks ago
L2 switch flooding
upvoted 1 times

B & Ginzo 7 months, 3 weeks ago
C, but the wording should be "frame" and not "Packet". Frames are layer 2 and packets are layer 3.
upvoted 1 times

& & alylong 11 months, 1 week ago
C is correct. It will flooded the frame out all ports except the port the packet was received on.
upvoted 1 times

B & Trainee1 1 year, 4 months ago
C is correct and there is STP that helps to send the packets in designated ports to avoid
collusions in the vlan.
upvoted 1 times

& & KuyaErik101 1 year, 7 months ago
Correct
upvoted 1 times

B & pumaa 1 year, 8 months ago
C is definitely wrong............... if you are not studying well.
upvoted 1 times
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E & duongcena 2 years, 1 month ago
C, flood all port, except port was received
upvoted 1 times

B & Hanagaki_Shinjiro 2 years, 2 months ago
C is corect, it can cause flooding
upvoted 1 times

E & MSTAHIR 2 years, 3 months ago
Selected Answer C, unknown destination address, switch flood the frame to its all ports except the received one in the same VLAN.
upvoted 1 times

E & [Removed] 2 years, 10 months ago

Selected Answer: C

Ref: Introduction to Networks Companion Guide (CCNAv7)

“Chapter 7
Ethernet Switching

The MAC Address Table
Find the Destination MAC Address

If the destination MAC address is a unicast address, the switch looks for a match between the destination MAC address of the frame and an entry in
its MAC address table. If the destination MAC address is in the table, the switch forwards the frame out the specified port. If the destination MAC
address is not in the table, the switch forwards the frame out all ports except the incoming port. This is called an unknown unicast.

”

upvoted 3 times

& & Omooba_Adeposi 1 year, 9 months ago
Helpful share, thanks
upvoted 1 times

E & Masquerade 2 years, 10 months ago
Answer is C. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN. When a Layer 2 switch receives a frame with
an unknown destination MAC address, it will flood the frame to all ports in the same VLAN, except for the port from which the frame was received.
This is done so that the destination device can receive the frame and respond with its MAC address.
upvoted 1 times

E & msomali 3 years, 6 months ago
Switches Flood traffic with unknown destination MAC Address out all ports apart from the one it received, They do not forward. They will only forward
if the destination MAC Address is in the CAM Table.

So from the question the keyword is "UNKNOWN MAC ADDRESS" and Letter C has the Keyword "FLOOD" thus C is the correct answer
upvoted 1 times

© & npettijohn 3 years, 11 months ago
| would also like to add that if the source MAC address is not in the CAM table, then it will be added.
upvoted 1 times

© & DatBroNZ 5 years ago
Option C. When there is no matching entry in the MAC address table, switches forward the frame out all interfaces (except the incoming interface)
using a process called flooding.
upvoted 3 times
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Question #14 Topic 1

An engineer must configure a /30 subnet between two routes. Which usable IP address and subnet mask combination meets this criteria?

A. interface e0/0 description to XX-AXXX:XXXXX ip address 10.2.1.3 255.255.255.252

B. interface e0/0 description to XX-AXXX:XXXXX ip address 192.168.1.1 255.255.255.248
C. interface e0/0 description to XX-AXXX:XXXXX ip address 172.16.1.4 255.255.255.248

D. interface e0/0 description to XX-AXXX:XXXXX ip address 209.165.201.2 225.255.255.252

Suggested Answer: D

Community vote distribution
D (100%)

© & rugginic 5 years, 4 months ago
answer is D. The up in A is a broadcast

upvoted 60 times

& & dendio 3 years, 9 months ago
Right, A is the broadcast address - it is explained in better detail here:
upvoted 4 times

© & r8derfan33 5 years, 5 months ago
Wait? What? Did you look at the subnet mask? 225.255.255.252?
upvoted 29 times

& & Tengereni 4 years, 5 months ago
thats a typo
upvoted 3 times

& & Ali526 4 years, 10 months ago
There is typo in D; should be 255.255.255.252.
Having said that, it's the correct answer.
upvoted 5 times

B & kyo2025 [TELENE) 1 month, 2 weeks ago

There is no correct answer. A is the broadcast address. The subnet mask is wrong because it starts with 225 instead of 255. A will be accurate if the
address was 10.2.1.1 or 10.2.1.2 (network 10.2.1.0 and broadcast 10.2.1.3
upvoted 1 times

B & NIXA123_Engineer 1 month, 3 weeks ago

Selected Answer: A

D is incorrect because subnet is wrong
upvoted 2 times

& & rouan2300 1 month ago
No D is the correct answer with the correct mask
upvoted 1 times

B & jat1 3 months, 3 weeks ago

Selected Answer: D

D is the correct answer
upvoted 1 times

B & Pirito 3 months, 3 weeks ago

Selected Answer: D

The subnet mask of D thst is incorrect
upvoted 1 times

B & certBroAll 5 months ago

Selected Answer: D
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ChatGpt said A then on it's own corrected itself while it was breaking it down.
upvoted 1 times
E & Alisame 5 months, 1 week ago
D is correct, A it is a broadcast address which makes it unusable, B & C are not point to point subnets, they have 6 usable IPs per subnet.
upvoted 1 times

B & user8889 5 months, 4 weeks ago
dis correct
upvoted 1 times

© & Baracky 7 months, 1 week ago
NONE of the options are fully correct — but if option A had used 10.2.1.1 or 10.2.1.2 instead of .3, it would be right and if Option D had used a correct
subnet mask (255.255.255.252), it would be correct too.
upvoted 1 times

E & Gold_rar 8 months, 4 weeks ago
Answer D is not good. You have subnetmask 225.255.255.252. Why on first you have 225?
upvoted 2 times

& & alylong 11 months, 1 week ago
D is the answer. The first subnet of 209.165.201.x / 30, is 209.165.201.0-209.165.201.3. Hence, 209.175.201.2 is a host in this range.
upvoted 1 times

E & 3040636 1 year, 1 month ago
Ais the answer
upvoted 1 times

B & Santini 1 year, 4 months ago
The answer is A. Yes it it a board cast address but it's also a point to point link, which doesn’t need to utilize the broadcast IP. So we can assignitto a
device instead. Plus the scenario doesn't mention using public IP addresses go a routers to communicate. It's could be a vpn connection for all we
know.
upvoted 2 times

& & santini 1 year, 4 months ago
Ohh another thing. Only switches broadcast and routers drop broadcast traffic by default. So all the broadcast discussion is non-sense.
upvoted 2 times

& & xtraMiles 1 year, 3 months ago
Agree! No broadcast in P2P. A is correct.
upvoted 1 times

E & KuyaErik101 1 year, 7 months ago
Correct
upvoted 2 times

© & IU1CYF 1 year, 11 months ago
i think that there is also a typo in the question..."routes" instead of "router"...
upvoted 1 times

B & doctot_tlc 1 year, 11 months ago
The Answers B and C are out because their submask have the prefix /29, in A the 10.2.1.3 is the broadcast of 10.2.1.0 network. The answer correct is
D because 209.165.201.2 is the 2nd available IP for 209.165.201.0 network.
upvoted 4 times
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Question #15 Topic 1

Which network allows devices to communicate without the need to access the Internet?

A.172.9.0.0/16

B. 172.28.0.0/16
C.192.0.0.0/8

D. 209.165.201.0/24

Suggested Answer: B

This question asks about the private ranges of IPv4 addresses. The private ranges of each class of IPv4 are listed below:
Class A private IP address ranges from 10.0.0.0 to 10.255.255.255

Class B private IP address ranges from 172.16.0.0 to 172.31.255.255

Class C private IP address ranges from 192.168.0.0 to 192.168.255.255

Only the network 172.28.0.0/16 belongs to the private IP address (of class B).

Community vote distribution
B (100%)

E & Samitha 5 years, 4 months ago
Private Address Ranges

Class A 10.0.0.0 to 10.255.255.255
Class B 172.16.0.0 to 172.32.255.255
class C 192.168.0.0 to 192.168.255.255

S0 172.28.0.0/16 in the range of Private IPs in Class B.
Answer is B.
upvoted 35 times

&) & Sr_Moe 5 years ago
Class B should be 172.16.0.0 to 172.31.255.255
upvoted 26 times

& & iRodimusPrime 5 years, 4 months ago
This question is really badly worded, it's asking what type of address SHOULD you use if you're not connecting to the internet I.E. to save on IPv4
addresses. Therefore the only private address is correct.
upvoted 25 times

O & jat1 3 months, 3 weeks ago
B is the correct answer
upvoted 1 times

B & Alisame 5 months, 1 week ago
B is correct (172.16.0.0 - 172,31.254.255) is private IPs locally net-workable. A, C & D are Public IPs.
upvoted 1 times

B & TomGreen41 7 months, 1 week ago
Class A 10.0.0.0 to 10.255.255.255
**Class B 172.16.0.0 to 172.31.255.255
class C 192.168.0.0 to 192.168.255.255

upvoted 1 times

B & Orson_TheOne 1 year, 3 months ago
B is the correct answer
upvoted 1 times
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E & somaforever 1 year, 11 months ago
Class B 172.16.0.0 to 172.32.255.255
upvoted 1 times

E & duongcena 2 years, 1 month ago
private range
class A:10.0.0.0 - 10.255.255.25510.0.0.0 /8
class B: 172.16.0.0 - 172.31.255.2551 172.16.0.0 / 12
class C: 182.168.0.0 - 192.168.255.255 | 192.168.0.0/16
upvoted 1 times

E & MSTAHIR 2 years, 3 months ago
B Class-B Private address
upvoted 1 times

E & ismatdmour 3 years, 8 months ago
This is surely the kind of question which one has to think further and try to predict what the intention behind it actually is. Surely, any network if
working isolated from the internet can work with any IP addresses whether private or public. If you will connect this isolated network later to the
Internet, if private you will need a NAT and if public (and not assigned to you) you will encounter problems. In any case you can have as well any
public ip addresses behind a a NAT as long as the NAT will translate them to a valid public addresses (assigned to you). Unfortunately, poorly written
questions are copied from one web site to another. | like about this site that they give the opportunity to vote and discuss the questions. | wonder if
CISCO itself had cases of poor questions. Any cases or experiences reported?

upvoted 8 times

B & ZUMY 4 years, 6 months ago
Private IP Address Range by IETF
Class A 10.0.0.0-10.255.255.255
Class B 172.16.0.0 - 172.31.255.255
Class C 192.168.0.0 - 192.168.255.255

upvoted 3 times

B & rlelliott 4 years, 9 months ago
ALL of the answers are correct for what this question ACTUALLY asks, however | believe what they are meaning to ask is which network belongs in
the private address range and therefore CANNOT communicate across the internet. Therefore the answer is B. 172.28.0.0/16 which is the only private
address range presented.
upvoted 8 times

E & admin1982 4 years, 9 months ago
Definitely B
upvoted 3 times

B & dcouch 5 years, 1T month ago
why wouldn't C work?
upvoted 1 times

& & Benonie 5 years, 1 month ago
in the class C private range start with 192.168 and not 192.0. This is why C wouldn't work
upvoted 2 times

B & JWMclInSC 5 years, 4 months ago
| agree with the 172.28 being a defined range in 1918, that does not mean the other addresses couldn't work | assure you. That question is not what is
a valid 1918 range, the question is which would work if we didn't need public access and they all would.
upvoted 3 times

E & Marcelious 5 years, 5 months ago
this doesn't make sense to me and | cannot find anything when googling it, as far as | am aware any local network will work so unsure on why the
answer is B?
upvoted 2 times

© & simonver 5 years, 5 months ago
172.28.0.0/16 is the only subnet part of the private address-range defined in RFC 1918. The private addresses are:
10.0.0.0/8
172.16.0.0/12
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192.168.0.0/16
https://en.wikipedia.org/wiki/Private_network
upvoted 16 times

E & Boot20 4 years, 11 months ago
Using a private address doesn’t mean The device “doesn’t need to access the internet “ - You can still use NAT. this question Is poorly written
upvoted 1 times
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Question #16 Topic 1

Router (confiqg) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Refer to the exhibit. Which statement explains the configuration error message that is received?

A. It belongs to a private IP address range.
B. The router does not support /28 mask.
C. Itis a network IP address.

D. Itis a broadcast IP address.

Suggested Answer: D

Community vote distribution
D (100%)

G & zumy CITEZETT) 4 years, 6 months ago
For /28 network, There (2*4)=16 Subnets with each having (2*4-2)=14 host (14 +1 Network ID+ 1Broadcast ID)=16
Subnets are
192.168.16.0
192.168.16.16
192.168.16.128
192.168.16.144 (Above this network ID there will be address 192.168.16.143 which is a broadcast ID of Network 192.168.16.128
upvoted 35 times

E & ZUMY 4 years, 6 months ago
Shortcut to find
1.First calculate subnets (barrowed 4 bits 2*4=16 subnets) or 256-240 (16)
2. Then do a math (256/16)=16 subnets, if so (144/16)=9 subnets
s0 144 is a subnet address and 143 is a broadcast address of previous network ID (128)
it means (128+16)144
upvoted 21 times

& & customexit [[TITEECLY 3 years ago

For anyone still confused, | break it down a bit easier:

grab 192.168.16.143/28

10001111 is 143 in binary (the last octet is all we're worried about since it's /28).
Draw your line at /28,1000 | 1111.

You remember how to get your network/broadcast, first/last?

Notice all 1's at the right of the line. That usually means that's your broadcast right?
And all 0's is your network.

So we can see that this is actually a broadcast.
upvoted 30 times

& & pud 2 years, 1 month ago
thx, that's really smart thinking. when all host bits are 1s means broadcast.
upvoted 4 times

B & jat1 3 months, 3 weeks ago

D is the correct answer
upvoted 1 times

E & TomGreen41 7 months, 1 week ago

Selected Answer: D

X.X.X.143 is the last address of the subnet range, It is reseved for broadcast purpose.
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upvoted 1 times
B & nadamos 9 months, 3 weeks ago
The network ID marks the beginning of a subnet and is always even.
The broadcast ID marks the end of a subnet and is always odd.
upvoted 1 times

& & alylong 11 months, 1 week ago
D is correct. 192.168.16.143/28 is a broadcast IP for 192.168.16.128/28 subnet.
upvoted 1 times

E & gten111 1 year ago
143=10001111,240=11110000
1111=last address in the subnet=broadcast
upvoted 1 times

B & tannuc 1 year, 1 month ago
1. Find the network address of 192.168.16.143 /28
-240=(128643216)8421=128+64+32+16
-> binary of 255.255.255.240: 1111 0000 (240)
->binary of 192.168.16.143: 1000 1111 (143 =128 + 8 + 4 +2 41)
-> network address in binary: 7000 0000 (128)
-> network address: 192.168.16.128
2. Find the range:
-/28: 240 in subnet -> 255 - 240 = 15 hosts
-range of hosts: 192.168.16.128 to 192.168.16.143
- first usable: 192.168.16.129 and last usable: 192.168.16.142
->192.168.16.143 is a broadcast -> bad mask error
Now practice together guys, please solve this
10.10.10.130 /27 is the bad mask
1. find the subnet mask
2. find the network address (find binary of 10.10.10.130 and /27)
3. find range, first usable, and last usable
upvoted 6 times

& & Laziz$S 1 year, 8 months ago
-224 = (128+64+32)16 8 4 2= 128+64+32
- binary of 255.255.255.224: 1110 0000(224)
- binari of 10.10.10.130: 1000 0010
- network address 128
-255-224 = 31 hosts
-range of hosts - 10.10.10.128 to 10.10.10.158
-10.10.10.129 first usable address
-10.10.10.159 broadcast address
upvoted 2 times

B & starlord2535 2 years ago
during the test do we have to do this calculation in our head or will they give us calculator.
upvoted 1 times

E & MSTAHIR 2 years, 3 months ago
Selected D
upvoted 1 times

O & tonyisabel 3 years, 7 months ago
subnet address=192.168.16.128
Host address range = 192.168.16.129-192.168.16.142
broadcast address=192.168.16.143
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upvoted 6 times
B & DatBroNZ 3 years, 7 months ago
D is correct

Network: 192.168.16.128/28

Broadcast: 192.168.16.143

Usable IPs: 192.168.16.129 - 192.168.16.142
upvoted 4 times

B & __sh 3 years, 8 months ago
Not A: it's possible to configure a private IP address on an interface
Not B: /28 is a prefix not a mask, and all routers support them
Not C: network addresses are always even numbers (host part all 0's)
D: broadcast addresses are always odd numbers (host part all 1's)
upvoted 8 times

B & Kalistro 3 years, 9 months ago
According to the mask 255.255.255.240 we take the last octet as reference and subtract to see the subnet increment: 256-240= 16. Then a multiple
of 16 close to 143 is searched, in this case it is 144 which would be the following address of network and therefore 143 would be a broadcast
address.
upvoted 3 times

E) & aman87 4 years, 1 month ago
D is correct
upvoted 2 times

B & Shaz313 4 years, 3 months ago
D is definitely correct.
upvoted 4 times

E & Micah_TENGWA 4 years, 5 months ago
D is correct because the next subnet address is 192.168.16.144
upvoted 7 times
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Question #17 Topic 1

Which IPv6 address type provides communication between subnets and cannot route on the Internet?

A. link-local
B. unique local
C. multicast

D. global unicast

Suggested Answer: B

A IPv6 Unique Local Address is an IPv6 address in the block FC00::/7. It is the approximate IPv6 counterpart of the IPv4 private address. It is
not routable on the global Internet.

Note: In the past, Site-local addresses (FEC0::/10) are equivalent to private IP addresses in IPv4 but now they are deprecated.

Link-local addresses only used for communications within the local subnet. It is usually created dynamically using a link-local prefix of
FE80::/10 and a 64-bit interface identifier (based on 48-bit MAC address).

Community vote distribution
B (100%)

c & Zumy 4 years ago

B is correct
upvoted 10 times

E & Alizadeh 2 years, 4 months ago
An IPv6 address type that provides communication between subnets and cannot route on the Internet is a link-local address. Link-local addresses are
used for communication within a single network segment or link, such as between devices on a local area network (LAN). They are not intended to be
routable over the Internet and are not assigned to devices that need to communicate with devices on other networks.

Link-local addresses are identified by the prefix "FE80::/10" and are automatically generated by the device when it is connected to a network. They are
usually used in conjunction with other types of IPv6 addresses, such as global unicast addresses, which are used for communication over the
Internet.

It's important to note that link-local addresses are not the same as loopback addresses, which are used for communication between a device and
itself and are identified by the prefix "::1/128". Loopback addresses are not used for communication with other devices.
upvoted 8 times

& & VincentJC 8 months ago
How is Unique-local the right answer when you are saying that Link-local is the right one?
upvoted 4 times

B & TedM10 2 months, 2 weeks ago
Exactly. | think he just copied and pasted text from Google.
upvoted 1 times

E & shorttopic 7 months, 3 weeks ago
link local is wrong because link-local (fe80::/10) addresses are used for communication only within the same link (same subnet). They cannot
communicate across different subnets.
upvoted 3 times

O & jat1 3 months, 3 weeks ago

B is the correct answer.
upvoted 2 times

B & TomGreen41 7 months, 1 week ago

B UNIQUE LOCAL IS COORECT

upvoted 1 times
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B & yonachimodzi 1 year ago
The IPv6 address type that provides communication between subnets but cannot route on the Internet is the Unique Local Address (ULA). The ULA
range is defined in RFC 4193 and is reserved for private use within an organization or site. It is similar to IPv4's private IP address ranges (e.g.,
10.0.0.0/8, 192.168.0.0/16) and is not globally routable on the public Internet. The ULA range uses the fc00::/7 prefix and allows organizations to
create their own private addressing scheme for internal network communication while ensuring uniqueness within their own network.
upvoted 3 times

E & mbrionesm 1 year, 6 months ago
CCNA offical Cert Guide Vol 1, page 542, work more like a IPv4 private addresses
upvoted 1 times

B & pud 1 year, 7 months ago
ChatGPT says it's Unique Local (whereas | thought it should be LinkLocal).
upvoted 4 times

& & fb8c9bb 6 months, 3 weeks ago
Link local only communicates within the same subnet.
upvoted 1 times

E & Vlad_Is_Love_ua 2 years, 7 months ago
Unique local unicast addresses are analogous to private IPv4 addresses in that they are used for local communications, intersite VPNs, and so on,
except for one important difference - these addresses are not intended to be translated to a global unicast address. They are not routable on the
internet without IPv6 NAT, but they are routable inside a limited area, such as a site.
upvoted 2 times

B & Jackie_Manuas12 3 years, 1 month ago
"A IPv6 Unique Local Address is an IPv6 address in the block FC00::/7"
| thought unique local addresses began with FD, not FC?
upvoted 1 times

E & Dante_Dan 3 years, 3 months ago

Selected Answer: B

For the people asking about the link-local address. Extracted from Official Cert Guide CCNA 200-301 Volume 1 page 566:

IPv6 defines rules so the packets sent to any link-local addresses should not be forwarded by any router to another subnet...
upvoted 6 times

& & shakyak 3 years, 5 months ago
Keyword
Global-Public IP
Local-Private IP
upvoted 3 times

B & dave1992 3 years, 8 months ago
why is A not the right answer? link local, isnt routable, unique local routable within the lan.
upvoted 1 times

B & Coffeezw 3 years, 7 months ago
From my understanding, unique local is routable (inter-vlan) not across the internet.
upvoted 1 times

& & ProgSnob 3 years, 5 months ago
A'is not the right answer because link local addresses do not communicate with other subnets. They only communicate with devices on their local
link. B is correct as it is similar to the private addresses in IPv4. They can be routed internally but not across the Internet.
upvoted 8 times

& & Jonasye 4 years, 2 months ago
so link local address can be routed to internet? why?
upvoted 3 times

& & Jonfernz 4 years ago
Link local addresses cannot be routed to the Internet but they cannot communicate beyond their own subnet.
upvoted 5 times

© & Bubu3k 4 years, 2 months ago
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no it doesn't, but the question asks about routing between subnets as well
upvoted 5 times

& & hippyjm 4 years, 3 months ago
B is correct
upvoted 4 times
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Question #18 Topic 1

Which IPv6 address block sends packets to a group address rather than a single address?

A.2000:/3
B. FC00::/7
C. FE80::/10
D. FF00::/8

Suggested Answer: D

FF00::/8 is used for IPv6 multicast and this is the IPv6 type of address the question wants to ask.

FE80::/10 range is used for link-local addresses. Link-local addresses only used for communications within the local subnetwork (automatic
address configuration, neighbor discovery, router discovery, and by many routing protocols). It is only valid on the current subnet. It is usually
created dynamically using a link-local prefix of FE80::/10 and a 64-bit interface identifier (based on 48-bit MAC address).

Community vote distribution
D (100%)

& & Samitha 5 years, 4 months ago
IPV6
1.Unicast
2.Any Cast
3.Multicast(FF00::/8)

Uni-cast

i.Global Uni cast (Public IPs 2000::/3)
ii.Unique Local (Private IPs FD00::/8)
iii.Link Local (FE08::10)

group address means one to many(Multicast).
Answer is D
upvoted 34 times

& & Delajan 4 years, 6 months ago
Actually Unique Local: Assigned from the FC00::/7 range
upvoted 1 times

© & therandman [IIAEELY 5 years, 4 months ago
Somehow the FF seemed to be a hint.
upvoted 15 times

O & jat1 3 months, 3 weeks ago

Answer is D.
upvoted 1 times

B & alylong 11 months, 1 week ago

Selected Answer: D

D multicast address
upvoted 1 times

B & sabsyed 1 year, 7 months ago
itisrightd
upvoted 1 times

E & cormorant 3 years ago


https://www.examtopics.com/user/Samitha/
https://www.examtopics.com/user/Samitha/
https://www.examtopics.com/user/Samitha/
https://www.examtopics.com/user/Delajan/
https://www.examtopics.com/user/Delajan/
https://www.examtopics.com/user/Delajan/
https://www.examtopics.com/user/therandman/
https://www.examtopics.com/user/therandman/
https://www.examtopics.com/user/therandman/
https://www.examtopics.com/user/jat1/
https://www.examtopics.com/user/jat1/
https://www.examtopics.com/user/jat1/
https://www.examtopics.com/user/alylong/
https://www.examtopics.com/user/alylong/
https://www.examtopics.com/user/alylong/
https://www.examtopics.com/user/sabsyed/
https://www.examtopics.com/user/sabsyed/
https://www.examtopics.com/user/sabsyed/
https://www.examtopics.com/user/cormorant/
https://www.examtopics.com/user/cormorant/
https://www.examtopics.com/user/cormorant/

FC00::/7 - private networks (intranet)
FE80::/10 - private networks (intranets)
FF00::/8 - multicast

upvoted 1 times

B & Vlad_Is_Love_ua 3 years, 1 month ago
The following figure illustrates the format of an IPv6 multicast address. An IPv6 multicast address defines a group of devices known as a multicast
group. IPv6 multicast addresses use the prefix ff00::/8, which is equivalent to the IPv4 multicast address 224.0.0.0/4.
upvoted 1 times

E & Hodicek 3 years, 11 months ago
FF AS MULTICAST
upvoted 3 times

B & Shamwedge 4 years, 4 months ago
| read the question as in block i.e. prevent
Do do that
upvoted 2 times
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Question #19 Topic 1

What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two.)

A. when Carrier Sense Multiple Access/Collision Detection is used

B. when one side of the connection is configured for half-duplex

C. when the sending device waits 15 seconds before sending the frame again
D. when a collision occurs after the 32nd byte of a frame has been transmitted

E. when the cable length limits are exceeded

Suggested Answer: BE

A late collision is defined as any collision that occurs after the first 512 bits (or 64th byte) of the frame have been transmitted. The usual
possible causes are full- duplex/half-duplex mismatch, exceeded Ethernet cable length limits, or defective hardware such as incorrect cabling,
non-compliant number of hubs in the network, or a bad NIC.

Late collisions should never occur in a properly designed Ethernet network. They usually occur when Ethernet cables are too long or when there
are too many repeaters in the network.

Reference:

https://www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1904.html

Community vote distribution
BE (90%) 10%

© & John248 5 years, 3 months ago
Directly from a Cisco article.

What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two)
A. when the sending device waits 15 seconds before sending the frame again
B. when the cable length limits are exceeded
C. when one side of the connection is configured for half-duplex
D. when Carrier Sense Multiple Access/Collision Detection is used
E. when a collision occurs after the 32nd byte of a frame has been transmitted
Answer: B, C
A late collision is defined as any collision that occurs after the first 512 bits (or 64th byte) of the frame have Been transmitted. The usual possible
causes are full-duplex/half-duplex mismatch, exceeded Ethernet cable length limits, or defective hardware such as incorrect cabling, non-compliant
number of hubs in the network, or
a bad NIC. Late collisions should never occur in a properly designed Ethernet network. They usually occur when Ethernet cables are too long or when
there are too many repeaters in the network.
Reference: https://www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1904.html
upvoted 28 times

& & dendio 3 years, 10 months ago
This is correct, but the answers have been moved around
upvoted 6 times

B & zZumy 4 years, 6 months ago
Given Answer B & E are correct!

*kkkkkk
A late collision is defined as any collision that occurs after the first 512 bits (or 64th byte) of the frame have Been transmitted. The usual possible
causes are full-duplex/half-duplex mismatch, exceeded Ethernet cable length limits, or defective hardware such as incorrect cabling, non-compliant
number of hubs in the network, or
a bad NIC. Late collisions should never occur in a properly designed Ethernet network. They usually occur when Ethernet cables are too long or when
there are too many repeaters in the network.

upvoted 9 times

B & jat1 3 months, 3 weeks ago

correct answer


https://www.examtopics.com/user/John248/
https://www.examtopics.com/user/John248/
https://www.examtopics.com/user/John248/
https://www.examtopics.com/user/dendio/
https://www.examtopics.com/user/dendio/
https://www.examtopics.com/user/dendio/
https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/jat1/
https://www.examtopics.com/user/jat1/
https://www.examtopics.com/user/jat1/

upvoted 1 times
© & bymrdas 1 year, 4 months ago
Correct
upvoted 1 times

B & Nmk173 1 year, 11 months ago
Correct is B and E.
B . If you use Half -Dublex it cause collusion. It doesnt matter both side is half-dublex. If it is full dublex than no collusion.
E. This is clear. If cable is long than limit, it cause late collision.

Why not A? Because CSMA/CD is not cause. It is for to stop collusion. It is the reason..
upvoted 1 times

B & vuhidus 3 years, 3 months ago
The answer is BE
upvoted 1 times

E & whojabagooya 3 years, 4 months ago
I'm going to have to agree with the cited cisco literature. They specifically site long cables and repeaters which are half duplex.
upvoted 2 times

E & lohaN73 3 years, 4 months ago
CSMA/CD happens before any collision,not after. So,option A can be kicked out at first glance... option B & E are valid
upvoted 1 times

B & illuded03jolted 3 years, 5 months ago
B and E are correct options.
upvoted 1 times

E & lock12333 3 years, 5 months ago

Selected Answer: AE

aande
upvoted 1 times

B & Hodicek 3 years, 11 months ago
B- E is the correct answer, search on google on the 2 reasons that cause late collision
B- E is the correct answer 100%
upvoted 3 times

B & Shaz313 4 years, 3 months ago
Late Collision is a collision on an Ethernet network that is detected late in the transmission of the packet. Late collisions can result from defective
Ethernet transceivers, from having too many repeaters between stations, or from exceeding Ethernet specifications for maximum node-to-node
distances
the right answer is B_E
upvoted 3 times

B & admin1982 4 years, 9 months ago
Definitely B and E
upvoted 3 times

E & Lakshmi_200_301 4 years, 10 months ago
| think questions B and E are correct answers
upvoted 3 times

& & jowill 4 years, 10 months ago
B is not a correct answer because at CSMA/CD mode, end points cannot send and receive frames at the same time. Therefore end points(NIC) have
to be in half-duplex mode. B is not a cause of late collision. But A can detect collision but also not the cause of late collision. All in all there is issue
in the description of the question itself.
upvoted 2 times

B & siva_13 4 years, 10 months ago
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BandE
upvoted 2 times

B & daslux4 4 years, 11 months ago
B and E certainly
upvoted 2 times
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Question #20 Topic 1

What is a benefit of using a Cisco Wireless LAN Controller?

A. It eliminates the need to configure each access point individually.
B. Central AP management requires more complex configurations.
C. Unique SSIDs cannot use the same authentication method.

D. It supports autonomous and lightweight APs.

Suggested Answer: A

Community vote distribution
A (100%)

O & Samitha ([[TITRERL S 4 vears, 10 months ago
A wireless LAN (or WLAN) controller is used in combination with the Lightweight Access Point Protocol (LWAPP) to "manage light-weight access
points in large quantities" by the network administrator or network operations center.
upvoted 15 times

& & zZumy 4 years ago

A'is correct:
D could also be correct if there is no autonomous wording. Autonomous doesn't support LWAPP protocol ( Autonomous Ap's are standalone Ap's
which does not support CAPWAP/LWAPP) that Wireless Lan Controller uses)

upvoted 15 times

O & jat1 3 months, 3 weeks ago

Ais the correct answer.
upvoted 1 times

B & JulesAZ 1 year, 2 months ago
If its not A we are all doomed
upvoted 1 times

B & MSTAHIR 1 year, 9 months ago
Ais Correct answer. It is the advantage of using CISCO controller.
upvoted 1 times

E & awashenko 3 years, 3 months ago
A'is correct. That is one of the biggest benefits of using a controller.
upvoted 1 times

B & ragekod 3 years, 7 months ago
Aincorect
upvoted 1 times

B & nav2802 4 years, 2 months ago
Option A & D seems to be correct But
for Option D :- Wireless LAN Controller not associated with Autonomous ( Meaning of Autonomous is "Standalone access point are known as
Autonomous Access Point")
Keyword Lightweight is correct
WLC supports Lightweight but not autonomous

So "A"is correct
upvoted 6 times

B & klaku1212 4 years, 2 months ago
Q. Can | connect an autonomous AP to a wireless LAN controller (WLC) and expect the AP to work?
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A. No, only LAPs work when they are connected to a WLC. Autonomous APs do not understand the Lightweight AP Protocol (LWAPP) or the CAPWAP
protocol that the WLC uses. In order to connect an autonomous AP to a WLC, you must first convert the autonomous AP to lightweight mode.
upvoted 3 times
B & ZayaB 4 years, 3 months ago
A and D are both correct. if there was option to select 2 answers, A and D would be correct. However, the best answer for this question I think, is
option A.
upvoted 2 times

& & Request7108 2 years, 4 months ago
D is not correct because autonomous APs can't connect to a WLC
upvoted 1 times

E & DatBroNZ 4 years, 6 months ago
Easy one, option A
upvoted 3 times

B & AgustD 4 years, 6 months ago
Option D is the answer
upvoted 1 times

B & sarsat 4 years, 9 months ago
answer is correct
upvoted 4 times
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Question #21 Topic 1

Which action is taken by switch port enabled for PoE power classification override?

A. If a monitored port exceeds the maximum administrative value for power, the port is shutdown and err-disabled.
B. When a powered device begins drawing power from a PoE switch port, a syslog message is generated.
C. As power usage on a PoE switch port is checked, data flow to the connected device is temporarily paused.

D. If a switch determines that a device is using less than the minimum configured power, it assumes the device has failed and disconnects it.

Suggested Answer: A

PoE monitoring and policing compares the power consumption on ports with the administrative maximum value (either a configured maximum
value or the port's default value). If the power consumption on a monitored port exceeds the administrative maximum value, the following
actions occur:

- A syslog message is issued.

- The monitored port is shut down and error-disabled.

- The allocated power is freed.

Reference:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/power_over_ethernet.pdf

Community vote distribution
A (100%)

& & John248 5 years, 3 months ago
PoE monitoring and policing compares the power consumption on ports with the administrative
maximum value (either a configured maximum value or the port’s default value). If the power
consumption on a monitored port exceeds the administrative maximum value, the following actions
occur:
« A syslog message is issued.
+ The monitored port is shut down and error-disabled.
« The allocated power is freed.
upvoted 37 times

B & jat1 3 months, 3 weeks ago

The answer is A.
upvoted 1 times

B & kminh9999 4 months, 3 weeks ago

Selected Answer: A

It is the only consequence of overpower
upvoted 1 times

B & JNE17 6 months, 1 week ago

Selected Answer: A

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/power_over_ethernet.pdf - Page 4

Wording/Attention check. In this case you need to focus on the answers and how they are worded. (question is a distraction)
upvoted 1 times

E & CollabGuru 7 months, 2 weeks ago
According to chat GPT the answer is D. ChatGPT explains why A is NOT the answer as follows:
"This is a possible outcome, but it applies to situations where the power exceeds the maximum configured value, not specifically to power
classification override behavior."
upvoted 1 times

E & nebacudnezzer 12 months ago
The correct action taken by a switch port enabled for PoE power classification override is:
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D. If a switch determines that a device is using less than the minimum configured power, it assumes the device has failed and disconnects it.

This feature allows for better management of power distribution on PoE ports by ensuring that only devices drawing an adequate amount of power
remain connected.
upvoted 1 times
B & dorian81 1 year, 7 months ago
Power classification override : https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/15-
4SY/config_guide/sup6T/15_3_sy_swcg_6T/power_over_ethernet.html#80693
upvoted 1 times

E & PaddyInNZ 1 year, 11 months ago
None of the answers are correct.
Option 'a' is definitely NOT correct.
The device isn't configured for PoE monitoring and policing mode - we are told it is configured for power classification override.
As such, the switch is configured to ignore the power consumption information provided by the PD and instead allocate a fixed amount of power to
the port.
This is not the outcome described in the option.
upvoted 2 times

& & syougun200x 1 year, 10 months ago
| suppose A is the correct answer if the port in question has NOT Classification Override enabled.

| found the article below in various Cisco pages but coulnt tell what exaclty enabling Classification Override does and confirm what you shared
here.
Inline Power IEEE Power Classification Override

At this point, Im wondering if the question has a flaw in the sentence.
upvoted 3 times

B & Alsaher 4 years, 6 months ago
Alis correct
upvoted 2 times
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Question #22 Topic 1

What occurs to frames during the process of frame flooding?

A. Frames are sent to all ports, including those that are assigned to other VLANSs.
B. Frames are sent to every port on the switch that has a matching entry in MAC address table.
C. Frames are sent to every port on the switch in the same VLAN except from the originating port.

D. Frames are sent to every port on the switch in the same VLAN.

Suggested Answer: C

Community vote distribution
)

B & zZumy 4 years, 6 months ago
Given answer C is correct

upvoted 19 times

E & kminh9999 [IEIERIE) 4 months, 3 weeks ago
The switch floods all ports except the incoming port. In case of VLAN, it floods all ports of that VLAN except the incoming port.
upvoted 2 times

E & bymrdas 1 year, 4 months ago

Selected Answer: C

Correct
upvoted 1 times

B & yonachimodzi 1 year, 6 months ago
During the process of frame flooding, frames are replicated and forwarded to all ports on a network switch, except the port from which the frame was
received. This technique is commonly used in Ethernet networks when the destination MAC address of a frame is unknown or if the frame needs to be
broadcasted to multiple devices on the network.
Therefore answer is C.
upvoted 2 times

& & JhinTonic 1 year, 9 months ago
Cis correct.
upvoted 1 times

E & duongcena 2 years, 1 month ago
C, all port except original port
upvoted 1 times

B & Shamwedge 3 years, 10 months ago
D is correct.

FF00::/8 and FF00::/10 are both multicast addresses.

upvoted 1 times

& & Jay1324 3 years, 9 months ago
No C is correct, you provided IPV* multicast addresses which operate at layer 3 and are known as packets. The question states layer 2 frames
meaning mac addresses.
upvoted 3 times

B & Wong93 4 years, 2 months ago
Cis correct
upvoted 3 times
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© & nav2802 4 years, 8 months ago
Ansis C
upvoted 4 times
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Question #23 Topic 1

Which function does the range of private IPv4 addresses perform?

A. allows multiple companies to each use the same addresses without conflicts
B. provides a direct connection for hosts from outside of the enterprise network
C. ensures that NAT is not required to reach the Internet with private range addressing

D. enables secure communications to the Internet for all external hosts

Suggested Answer: A

Community vote distribution
A (100%)

& & zZumy 4 years, 6 months ago
Ais correct!

upvoted 15 times

B & kyo2025 [TELZENE) 1 month, 2 weeks ago
Ais correct, a private address can be used by multiple organizations internally without conflicts. C is the opposite! Need NAT to reach the Internet
upvoted 1 times

B & jat1 3 months, 3 weeks ago

Selected Answer: A

answer is A.
upvoted 1 times

B & ALANI_1 5 months, 2 weeks ago
Correct
upvoted 1 times

B & Laziz$ 1 year, 2 months ago
i think A and C is correct because NAT is does not require internet
upvoted 2 times

B & yass40 1 year, 11 months ago
A seems correct
upvoted 1 times

E & duongcena 2 years, 1 month ago
C correct, A incorrect, dont allow multiple companies to each same address,
C (NAT network address translation) Private not routable to the nnetwork. example PCs 1,2,3,4,5 (private) -> connect to ServerA -> NAT (Network) ->
internet
upvoted 2 times

& & geniusmsi 1 year, 3 months ago
private ip's has nothing to do with internet connection
upvoted 2 times

B & Bhrino 2 years, 5 months ago
Since the traffic doesn't traverse the internet there shouldn't be any confit with multiple companies have the same private ips in different networks
upvoted 2 times

E & Alokbhai580 2 years, 6 months ago
Option A is incorrect because the range of private IPv4 addresses is specifically designed to prevent conflicting IP addresses within a single company
or organization. If multiple companies were to use the same private IP addresses, conflicts would arise.

Therefore, the correct answer is option C, which states that the range of private IPv4 addresses ensures that NAT (Network Address Translation) is
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not required to reach the Internet with private range addressing. This is because private IP addresses are not routable on the public Internet, so NAT
is required to translate between private and public IP addresses. By using private IP addresses within an organization, NAT can be avoided for internal
communication, which can reduce network complexity and improve security.

upvoted 1 times

& & PaddyInNZ 1 year, 10 months ago
Nope.
RFC1918 reserves these IP addresses for companies to use "internally".
Therefore, every company can use these addresses - they will not conflict because there's no direct connectivity between the companies.
Don't get me wrong - they *can* have connectivity, however that will be via NAT/PAT.
upvoted 3 times

B & arjune 2 years, 7 months ago
A'is Correct.This is where NAT is used also.
upvoted 1 times

B & Bilal1992 2 years, 10 months ago
Alis correct.
upvoted 1 times

B & Crazey 5 years ago
Repeating question
upvoted 1 times
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Question #24 Topic 1

Which action must be taken to assign a global unicast IPv6 address on an interface that is derived from the MAC address of that interface?

A. explicitly assign a link-local address
B. disable the EUI-64 bit process
C. enable SLAAC on an interface

D. configure a stateful DHCPv6 server on the network

Suggested Answer: C

Community vote distribution
)

© & dave1992 4 years, 2 months ago
i love how you can literally click for the correct answer but theres still people that come here and leave a comment saying,’ C is the correct answer”

upvoted 28 times

& & GangsterDady 4 years ago
they leave correct answer comment cause some question's answers on this website are wrong.
upvoted 32 times

& & maw619 4 years, 2 months ago
The more people agreeing with the answer helps me sleep better at night.
upvoted 108 times

& & ciscodj 3 years, 7 months ago
you must be new to these types of questions and answers. The reason it's done is because some answers can be incorrect and the more ppl input
you get a better idea if the answer is valid or not.
upvoted 29 times

B & Scalibur 1 year, 9 months ago
Also, if you see different answers from different people, you will try to research, investigate, and then give a good opinion and feedback to

upvoted 3 times

& & Brocolee 2 years, 3 months ago
For anyone that read @dave1992 comment, don't worry! The reason people doing it is because there is a lot of INCORRECT answer especially from
#423 - #1057 ( | haven't check anything after that yet).
So the more people COMMENTING it, the more it help others validate the answer so when you sit on the actual exam you know you got it right.
this user @dave1992 here is just being a Smart As*.
the saying goes: if you can't contribute positively, then just shut the F up.
upvoted 37 times

G & zumy CZITEEETT) 4 years, 6 months ago
C is the answer
upvoted 13 times

B & jat1 3 months, 3 weeks ago

Answer is the C.
upvoted 1 times

© & ElieAC 1 year, 10 months ago
So how do we know the actual correct answer now? because i thought B is the Correct answer, and it made sense for me. Can someone Clarify?

upvoted 1 times

& & 7d040c6 1 year, 3 months ago
The EUI-64 process performs the action required, so disabling it would certainly not achieve the outcome - whereas SLAAC does a similar thing,
automatically, so it is the only possible correct answer.
upvoted 1 times
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B & ciscopue 1 year, 10 months ago
B. Disable the EUI-64 bit process. The EUI-64 process automatically modifies the interface identifier portion of the IPv6 address based on the MAC
address. By disabling the EUI-64 process, you can use other methods for generating the interface identifier, such as manual configuration or DHCPv6.
upvoted 1 times

E & oranjo 2 years ago
Correct answer is B
upvoted 1 times

& & oranjo 2 years ago
By default, when generating an IPv6 address from a MAC address, the EUI-64 process is used. This process involves taking the 48-bit MAC
address and inserting "FFFE" in the middle, resulting in a 64-bit interface identifier. However, this method can potentially compromise privacy, as
the MAC address can be easily traced back to the device.
upvoted 1 times

& & rhylos 2 years, 4 months ago
C is correct.
upvoted 1 times

B & Da_Costa 2 years, 5 months ago
Enable Stateless Address Auto-Configuration (SLAAC)
upvoted 2 times

B & dsolaide 2 years, 5 months ago
SLAAC is designed to be a simple, automatic approach to assigning IPv6 addresses. It is defined in RFC4862 and is specifically used to assign only a
global unicast IPv6 address, an IPv6 prefix length, and, optionally, a default router.
upvoted 2 times

& & syougun200x 1 year, 10 months ago
Thanks for the comment. Followed the below Cisco article and other no Ciscos but could not gererate a global address automatically. | will
stopped there cause fixation doesnt help.

IPv6 Stateless Autoconfiguration
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_basic/configuration/xe-3se/5700/ip6-statlss-auto-xe.html
upvoted 1 times

& & Nicocisco 3 years, 9 months ago
Cis right
upvoted 1 times

E & MD100MD101FUCKER 5 years ago
Correct Answer: C
upvoted 2 times

B & Crazey 5 years ago
Repeating question
upvoted 1 times
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Question #25 Topic 1

Several new coverage cells are required to improve the Wi-Fi network of an organization. Which two standard designs are recommended? (Choose
two.)

A. 5GHz provides increased network capacity with up to 23 nonoverlapping channels.
B. 5GHz channel selection requires an autonomous access point.

C. Cells that overlap one another are configured to use nonoverlapping channels.

D. Adjacent cells with overlapping channels use a repeater access point.

E. For maximum throughput, the WLC is configured to dynamically set adjacent access points to the channel.

Suggested Answer: CE

Community vote distribution
AC (52%) CE (47%)

© & Raymond9 [[TTTRZREY 4 years, 11 months ago
If I have understood correctly, C and E have somehow the same meaning: avoid signal overlapping, since E separate the channel to avoid using the
same channel and having signal collision. See "Dynamic Channel Assignment" in https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-
5/config-guide/b_cg85/radio_resource_management.html

A and B are kind of tricky to mention 5GHz, which must have non-overlapping channels, and actually accomplish what C/E have done, but they're
saying incorrect stuff.

For A: 2.4GHz has 11 Channels, 5GHZ has 45 Channels

For B: There are two types of APs: autonomous AP/controllerless AP/"Fat AP" and lightweight AP/AP with Controller.
Ref:https://stormwindstudios.com/wireless-access-points/

And lightweight AP can be applied to 2.4GHz and 5Hz (there's command for both in cisco lightweight AP, just google it....

For D: | think the repeater cannot solve the problem of "overlapping channels" since it just re-transmit or "repeat" the signal, aka the overlapping
channels will still be overlapping!
upvoted 32 times

& & iGlitch 3 years, 6 months ago

A-C the correct answers based on the ccna 200-301 official cert guide volume 1 page 627, they mentioned 5GHz channels briefly but clearly with
figure 26-22 lists all 23 non-overlapping channels (36,40,44,48,52,56,60,64,100,104,108,112,116,120,124,128,132,136,140,149,153,157,161).

That's according to the official guide of the CCNA and | don't care about any other resources.
upvoted 29 times

E & jamesps [TELEate) 1 month, 1 week ago

This is tricky one. | went with A and C
Of course 5GHz has been around for a while, but it's still mentioned in many sources as providing extra network capacity by offering an alternative to
the "crowded" 2.4GHz range.

C is obviously correct because adjacent APs should use non-overlapping channels to avoid interference.

E could be correct, but | find the wording doesn't make sense.

" configured to dynamically set adjacent access points to the channel."

Which channel are they talking about? Maybe they mean the same channel which is definitely wrong.
upvoted 1 times

& & migi1836 1 month, 2 weeks ago

KZIICLETT
upvoted 1 times
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& & croftg1 2 months ago
This is the tricky thing about this question. In Europe 24 non overlapping channels, in the US its 23. The question also doesn't specify autonomous or
lightweight, were E implies a WLC
upvoted 1 times

B & staiizeot 3 months, 2 weeks ago

Selected Answer: CE

C,E seems correct, since they both are not incorrect, and the question asks about ‘designs'

upvoted 1 times

B & jat1 3 months, 3 weeks ago

Selected Answer: AC

AC is the correct answer.

upvoted 2 times

B & VellcomSpeke 7 months, 4 weeks ago

Selected Answer: AC

answer is Aand C

upvoted 2 times

B & TT2215 8 months, 1 week ago

Selected Answer: AC

A. 5GHz provides increased network capacity with up to 23 nonoverlapping channels.

C. Cells that overlap one another are configured to use nonoverlapping channels.
upvoted 2 times

E & Ashutosh_Joshi 10 months ago

5GHz band provides a larger number of non-overlapping channels

upvoted 1 times

E & AdmiralGimme 11 months ago
I think C and E. Initially | was A and C, but A is factually wrong (23 channels, when there are 24 but maybe that is a typo) but A is more pointing out
the existence and not providing a solution as the question is asking for.
The standard designs we should suggest companies implement are WLC and Cells that overlap one another are configured not to use same same
channels.
upvoted 3 times

& & Omooba_Adeposi 1 year ago
The question did not specify whether the existing network design operates on a 2.4GHz or a 5GHz frequency band standard. We are to define based
on a suitable choice.

The tone of this question is focused on proposing a workable standard based on your comprehension of the workings of either of both standards and
then selecting the option that best fits the problem.

A and C are the right answers because:

1. The 5GHz frequency band possesses 23 non-overlapping frequency channels:
(36,40,44,48,52,56,60,64,100,104,108,112,116,120,124,128,132,136,140,149,153,157,161).
[ccna 200-301 official cert guide volume 1 page 627] < iGlitch

2. Neighbouring or overlapping cells must operate on different channels to avoid interference CSMA/CA (Carrier Sense Multiple Access with Collision
Avoidance, found more in Wireless communication IEEE 802.11 standard; applied to enforce collision avoidance).
upvoted 1 times

B & Joshua25 1 year ago
My answer is CE
The question clearly asks about extending an existing network. It's not building a new network. If the existing network has only 2.4G, you can't "add"
5G signal. Therefore A is not realistic, plus 5G has not only 23 channels.

C is not limiting to any frequency band. It's correct.
E leaves the job with the controller, achieving the same effect as C.
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upvoted 1 times

&) & Omooba_Adeposi 1 year ago
The question did not specify whether the existing network design operates on a 2.4GHz or a 5GHz frequency band standard. We are to define
based on a suitable choice.

The tone of this question is focused on proposing a workable standard based on your comprehension of the workings of either of both standards
and then selecting the option that best fits the problem.

A and C are the right answers because:

1. The 5GHz frequency band possesses 23 non-overlapping frequency channels:
(36,40,44,48,52,56,60,64,100,104,108,112,116,120,124,128,132,136,140,149,153,157,161).

2. Neighbouring or overlapping cells must operate on different channels to avoid interference CSMA/CA (Carrier Sense Multiple Access with
Collision Avoidance, found more in Wireless communication IEEE 802.11 standard; applied to enforce collision avoidance).
upvoted 2 times

E & Doman01 1 year, 2 months ago

Selected Answer: CE

5GHz has 24 nonoverlapping channels NOT 23

This is why C and E
upvoted 3 times

B & croftg1 2 months ago
This is the tricky thing about this question. In Europe 24 non overlapping channels, in the US its 23. The question also doesn't specify autonomous
or lightweight, were E implies a WLC
upvoted 1 times

E & 7d040c6 1 year, 3 months ago
C&E.
Ais not a design, it is a fact.
upvoted 2 times

B & xtraMiles 1 year, 3 months ago

Selected Answer: CE

While A may be stating a fact, it is simply that - a statement, NOT an action. Meanwhile, C and E is actually about "configuring" and making changes
to IMPROVE the network.
upvoted 4 times

& & Orson_TheOne 1 year, 3 months ago
In Wi-Fi networking, the 5GHz band typically provides up to 24 nonoverlapping channels. However, the statement provided in option A mentioning 23
nonoverlapping channels is likely a typo or a slight variation from the standard understanding, but it still generally aligns with the concept of having
numerous noninterfering channels in the 5GHz spectrum.

So, the correct answers considering the options provided are:

A. 5GHz provides increased network capacity with up to 23 nonoverlapping channels.

C. Cells that overlap one another are configured to use nonoverlapping channels.

Option A's mention of 23 channels is considered acceptable as it aligns with the intent of providing information about the 5GHz band's capability to

support multiple nonoverlapping channels, despite the standard typically stating up to 24 channels.
upvoted 1 times
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Question #26 Topic 1

How do TCP and UDP differ in the way they provide reliability for delivery of packets?

A. TCP does not guarantee delivery or error checking to ensure that there is no corruption of data, UDP provides message acknowledgement
and retransmits data if lost.

B. TCP provides flow control to avoid overwhelming a receiver by sending too many packets at once, UDP sends packets to the receiver in a
continuous stream without checking.

C. TCP is a connectionless protocol that does not provide reliable delivery of data; UDP is a connection-oriented protocol that uses
sequencing to provide reliable delivery.

D. TCP uses windowing to deliver packets reliably; UDP provides reliable message transfer between hosts by establishing a three-way
handshake.

Suggested Answer: B

Community vote distribution
B (100%)

& & zZumy 4 years ago

B is correct
upvoted 12 times

S & splashy (TTIRERL ) 2 years, 6 months ago
B is 50% correct, udp sends packets individually not as a stream, fix your effing answers cisco...

upvoted 6 times

E & Afons02407 9 months, 1 week ago
This is kinda dumb but in my head | just think UDP is fast and dumb, tcp is good/strong, always work for me, always get this right
upvoted 3 times

E & Andu93 1 year, 3 months ago
Bitis.
upvoted 1 times
& & rarehunter5 2 years, 10 months ago
why not c?
upvoted 2 times

& & Shanku97 1 year, 10 months ago
tep is a connection-oriented protocol
upvoted 2 times

B & Knobbler 3 years, 2 months ago
A little bit confusing.....in a later question it becomes clear that TCP sends as a stream....not UDP.
upvoted 2 times

E & nuggetbutts 3 years, 8 months ago
This is a question directly from the official Cisco review book "Do | know this already" section. Unlikely an actual exam question.
upvoted 4 times

E) & Crazey 4 years, 6 months ago
Repeating question
upvoted 1 times

© & Shamwedge 3 years, 10 months ago
different answers
upvoted 3 times

& & jerry19 3 years, 11 months ago
Repeating response.
upvoted 6 times
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Question #27 Topic 1

What are two differences between optical-fiber cabling and copper cabling? (Choose two.)

A. ABNC connector is used for fiber connections

B. The glass core component is encased in a cladding
C. The data can pass through the cladding

D. Light is transmitted through the core of the fiber

E. Fiber connects to physical interfaces using RJ-45 connections

Suggested Answer: BD

Community vote distribution
BD (100%)

© & Raymond9 ([[FIEECLY 4 years, 11 months ago
For lazy people who hate this kind of stupid question in CCNA but has a heart of curiosity, | do some simple research for you. Please correct me if any
incorrect stuffy

1.There are 3 kind of wiring mainly when we talk about networking: Fiber, Coaxial cable, twisted pair. The last 2 are Copper wiring
2. BNC Connector is for Coaxial Cable, so A is wrong
3.the structure of fiber is: Jacket encase Buffer, Buffer encase Cladding, Cladding encase core. We uses light to transmit data through the core.
Therefore B and D are right, C is wrong
4. RJ45 is a connector is for twisted pair, so E is wrong
upvoted 86 times

& & Ali526 4 years, 10 months ago
You are right; good research.
upvoted 4 times

© & XBfoundX 4 years, 10 months ago
Thanks for this responses, that's help me and yes we hate this type of questions because they are meaning less. | think you do to ;) Many thanks
btw
upvoted 6 times

©) & NICE_ANSWERS 2 years, 5 months ago
Thank you very much Raymond.. Very helpful &
upvoted 1 times

& & Portcullis 2 months, 3 weeks ago
The question is incredibly stupid because it asks for differences between fiber and copper cabling, but none of the answers make any comparison.
Despite that, the two most correct answers are:
B. The glass core component is encased in a cladding - a key structural feature of fiber optics, and
D. Light is transmitted through the core of the fiber - which highlights how fiber transmits data (unlike copper, which uses electrical signals).
The other options are incorrect because BNC and RJ-45 connectors are used with copper, not fiber, and data does not pass through the cladding.
upvoted 1 times

B & xtraMiles 1 year, 3 months ago
What are two characteristics of fiber optic cables?
Answers: B &D
upvoted 2 times

B & benz12 1 year, 11 months ago

BD is the answer
upvoted 1 times

& & tigertoo 2 years, 5 months ago
the question makes no sense. They are not differences but features of Optical fibre cabling
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upvoted 4 times
B & Smaritz 2 years, 8 months ago
B and D.

This is not a difficult question, but it is rather poorly worded.
upvoted 1 times

© & BakedPotato 2 years, 8 months ago
While B is a correct statement, it is not a "difference" between copper and fiber. Someone with an elementary education wrote this question.
upvoted 2 times

B & leafy 4 years, 1 month ago
I thought C because current passes through the outer conductor in a coaxial cable but | guess that doesn't count as cladding
upvoted 1 times

B & ZUMY 4 years, 6 months ago
B & D are correct
upvoted 4 times

) & SUKABLED 4 years, 9 months ago
i guess all OSI layeres are covered....) Answers are correct here!
upvoted 2 times

B & Futchihoore 4 years, 11 months ago
Yes it is, | had this question last time
upvoted 2 times
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Question #28 Topic 1

How does CAPWAP communicate between an access point in local mode and a WLC?

A. The access point must not be connected to the wired network, as it would create a loop
B. The access point must be connected to the same switch as the WLC
C. The access point must directly connect to the WLC using a copper cable

D. The access point has the ability to link to any switch in the network, assuming connectivity to the WLC

Suggested Answer: D

Community vote distribution
D (100%)

© & Shamwedge 4 years, 4 months ago
A, B, and C all are connection related. D is the only answer that relates to "communication"
upvoted 20 times

© & Ciscoman021 [[TITRERLY 2 years, 7 months ago
the correct answer is option D: "The access point has the ability to link to any switch in the network, assuming connectivity to the WLC." The AP can
be connected to any switch in the network, as long as the switch has connectivity to the WLC. The AP and the WLC exchange CAPWAP messages
over IP, using UDP port 5246 or 5247, depending on whether the messages are encrypted.
upvoted 14 times

E & jamesps [ZETRIEY 1 month, 1 week ago

Communication between AP and WLC is done through tunnels. So as long as there is IP connectivity, the WLC could be located anywhere in the
network. Doesn't need to be directly connected or on the same L2 network.
upvoted 1 times

E & Cyber15 1 year, 1 month ago
D. The access point has the ability to link to any switch in the network, assuming connectivity to the WLC.

Option A is incorrect because the access point needs to be connected to the wired network to establish CAPWAP communication with the WLC.

Option B is incorrect because the access point doesn't necessarily have to be connected to the same switch as the WLC. It can be connected to any
switch within the network infrastructure, as long as there is connectivity between the access point and the WLC.

Option C is incorrect because the access point does not typically require a direct copper cable connection to the WLC. The communication between
the access point and the WLC is achieved through the existing network infrastructure, not through a direct point-to-point connection.

Therefore, option D is the correct answer. The access point has the flexibility to link to any switch in the network, as long as there is connectivity to
the WLC, allowing for CAPWAP communication between the access point and the WLC.
upvoted 3 times

B & Alokbhai580 2 years, 6 months ago
"B" seems correct. For option "D" on the other hand, access point does not have the ability to link to any switch in the network assuming connectivity
to the WLC. CAPWAP communication between an access point in local mode and a WLC typically occurs over the wired network infrastructure using
the CAPWAP protocol. The access point must be able to reach the WLC's IP address, which can be configured statically or obtained dynamically
through DHCP. The access point and WLC must be on the same IP subnet or have Layer 3 connectivity between their subnets.
upvoted 5 times

B & ismatdmour 3 years, 8 months ago

Selected Answer: D

D is most correct and is the general case.
upvoted 2 times

B & ostralo 4 years, 1 month ago
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Cisco AP Modes.

m Local: The default lightweight mode that offers one or more functioning BSSs on a specific channel. During times that it is not transmitting, the AP
will scan the other channels

to measure the level of noise, measure interference, discover rogue devices, and match

against intrusion detection system (IDS) events.

m FlexConnect: An AP at a remote site can locally switch traffic between an SSID and a
VLAN if its CAPWAP tunnel to the WLC is down and if it is configured to do so.

| think this question should be asking the FlexConnect mode not the Local mode. In this sense, D is not really right but the other options are totally
wrong.
upvoted 5 times

B & dave1992 4 years, 2 months ago
CAPWAP doesnt communicate, the communcation is called CAPWAP. its a tunnel from the core layer that terminates on the access layer.
upvoted 5 times

E & Nhan 4 years, 8 months ago
This is split-Mac address topic
upvoted 3 times

B & martco 4 years, 8 months ago
Answer D
seems to be best answer here
the Control And Provisioning of Wireless Access Points is a point to point tunnel between the AP's you deploy out in the office space and the central
WLC device sitting in your datacentre
upvoted 6 times

© & LTTAM 4 years, 10 months ago
Is this topic relevant in the CCNA? No where can | find CAPWAP (in detail) in the CCNA study material. Unless if this is new material added to the
CCNA.
upvoted 3 times

& & dave1992 4 years, 2 months ago
if you are reading the study material, you will 100% read the CAPWAP section in detail. refer to Wireless Lans chapter. all of it is in there. theres no
way you can read the material without seeing this.
upvoted 3 times

E & Raymond9 4 years, 11 months ago
not found direct reference to support answer D, but reference to reject B, see the topology of, which has one layer-2 and one layer-3 switches between
WLC and AP
upvoted 2 times

E & sandha 5 years, 1 month ago
i need the reference for capwap
upvoted 2 times
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Question #29 Topic 1

Which IPv6 address block forwards packets to a multicast address rather than a unicast address?

A.2000:/3
B. FC00::/7
C. FE80::/10
D. FF00::/12

Suggested Answer: D

Community vote distribution
D (100%)

& & marcojmnez 3 years, 8 months ago
FF <- easiest way to remember multicast.
upvoted 51 times

& & cormorant 2 years ago
'FF <- easiest way to remember multicast.

i'm putting this on a shirt
upvoted 13 times

© & boghota 3 years, 11 months ago
Multicast: FF00/8 -- FFOO:: - FFFF::

Global Unicast: 2000::/3, 2001::/3, 2002::/4, 2001:db8::/32
Link Local Unicast: FE80::/10 - FE80:: - FEBF::

Unique Local Unicast: FC00::/7 - FC0O0:: - FDFF::
Loopback: ::1/128

Correct Answer: C
upvoted 25 times

© & boghota 3 years, 11 months ago
A) Global Unicast
B) Unique Local Unicast
C) Link Local Unicast
D) Multicast
upvoted 7 times

& & boghota 3 years, 11 months ago
Sorry | mean Correct Answer: D
upvoted 8 times

© & ciscopue 10 months, 4 weeks ago
D. FF00::/12 - This block of IPv6 addresses is reserved for multicast, meaning that addresses within this range are used to send packets to multiple
recipients simultaneously.
upvoted 1 times

& & PaddyInNZ 11 months, 1 week ago
The IANA have reserved all IPv6 multicast addresses with a prefix of FF00::/8. Within this range, FF02::/16 is reserved for local-scope multicast
addresses. The “FF” defines the destination as a multicast, the ‘0" is within the organisation, and the final 2’ defines the multicast as having a scope
of Link-Local.
upvoted 1 times

& & ciscoman021 1 year, 7 months ago

Selected Answer: D

In IPv6, multicast addresses are used to send a single packet to multiple hosts simultaneously. The IPv6 address block that forwards packets to a
multicast address rather than a unicast address is the FF00::/8 address block. Therefore, the correct answer is option D.
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upvoted 1 times
& & Kane4555 2 years, 9 months ago
D is correct. Don't get thrown off by the /12 prefix, that's FFO0-FFOF, which are valid multicast addresses.
upvoted 3 times

& & il_pelato_di_casalbruciato 3 years, 6 months ago
All nice, but we want visual feedback
upvoted 2 times

& & Bibi20 2 years, 1 month ago
Belnome @ &

upvoted 2 times

& & ZUMY 3 years, 6 months ago
D is correct
upvoted 3 times

& & dave369 4 years, 4 months ago
| understand Timothyng's confusion but on the exam | took, it had a /12 mask as is shown here on examtopics.
upvoted 5 times

& & Pras86 4 years, 2 months ago
so which is the correct ans?
upvoted 2 times

& & Timothyng 4 years, 4 months ago
The answer should be changed to FF00::/8. FF0O is correct.
upvoted 10 times
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Question #30 Topic 1

What is the difference regarding reliability and communication type between TCP and UDP?

A. TCP is reliable and is a connectionless protocol; UDP is not reliable and is a connection-oriented protocol.
B. TCP is not reliable and is a connectionless protocol; UDP is reliable and is a connection-oriented protocol.
C. TCP is not reliable and is a connection-oriented protocol; UDP is reliable and is a connectionless protocol.

D. TCP is reliable and is a connection-oriented protocol; UDP is not reliable and is a connectionless protocol.

Suggested Answer: D

Community vote distribution
D (100%)

B & stevenseagal100 2 months ago
This question in particular is definitely basic Tech knowledge
upvoted 1 times

B & shellfighter 6 months, 4 weeks ago
Answer D is the correct one
upvoted 1 times

B & Flsheatvege 1 year, 2 months ago
TCP: Talk Clearly, Please; UDP: UnReliable, Dropped Packets
upvoted 3 times

B & Hanagaki_Shinjiro 2 years, 2 months ago
There's no doubt about D is correction
upvoted 2 times

B & Hanagaki_Shinjiro 2 years, 2 months ago
There's no doubt about D is correction
upvoted 1 times

E & Abdulrahman94 2 years, 4 months ago
d is the right answer
upvoted 1 times

B & braeiv123 3 years, 1 month ago
D is correct
upvoted 2 times

B & Hansain 3 years, 1 month ago

Selected Answer: D

D is correct
upvoted 3 times

B & Kaizer5 3 years, 4 months ago

Selected Answer: D

D is correct
upvoted 2 times

© & kentsing 3 years, 5 months ago
D is correct
upvoted 2 times

E & DARKK 3 years, 5 months ago

Selected Answer: D

D is correct
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upvoted 1 times
& & Nebulise 3 years, 9 months ago
D is correct
upvoted 1 times

= & ragekod 4 years ago
D is correct
upvoted 1 times

& & Giuseppe_001 4 years, 5 months ago
D is correct
upvoted 1 times

© & ZUMY 4 years, 6 months ago
D is correct
upvoted 1 times
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Question #31 Topic 1

What are two descriptions of three-tier network topologies? (Choose two.)

A. The distribution layer runs Layer 2 and Layer 3 technologies

B. The network core is designed to maintain continuous connectivity when devices fail
C. The access layer manages routing between devices in different domains

D. The core layer maintains wired connections for each host

E. The core and distribution layers perform the same functions

Suggested Answer: AB

Community vote distribution
AB (100%)

B & alexiro IIIALCL ) 5 years, 2 months ago

Access: Provides a connection point (access) for end-user devices. Does not forward frames between two other access switches under normal
circumstances.

Distribution: Provides an aggregation point for access switches, providing connectivity to the rest of the devices in the LAN, forwarding frames
between switches, but not connecting directly to end-user devices.

The distribution layer is where redistribution of routing protocols should be performed. It should never be performed at the core or access layer.

Core: Aggregates distribution switches in very large campus LANSs, providing very high forwarding rates for the larger volume of traffic due to the size
of the network.
Only switching between campus (distribution) switches should be performed at the core layer. Nothing should be done to slow down forwarding of
traffic, such as using ACLs, supporting clients, or routing between VLANs
Core layer switches are commonly set up in a star topology. This is because core layer switches connect multiple campuses via distribution layer
switches

upvoted 34 times

© & Aritra09 1 year, 8 months ago
Answer is AB
upvoted 2 times

& & Ali526 4 years, 10 months ago
You have written a long story, but no answer.
AB is correct.
upvoted 52 times

S & netlol 3 years, 9 months ago
A correct because distribution layer has multilayer switches (L2 and L3 technologies)
B correct oore provides reliability
C incorrect because it must be core layer, not access
D incorrect because it must be access layer, not core
E incorrect because core & distribution only perform same functions in 2-tier model (since they are aggregated)
upvoted 19 times

O & LazizS ([TEINE) 1 year, 2 months ago
three-tire network topology it is relable. scalable . high performans
1. Core level
2. Distribution level
3. Acses level
upvoted 2 times

E & emredemircio 1 year, 5 months ago

Selected Answer: AB

what else could it be
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upvoted 1 times
B & Andu93 1 year, 9 months ago
Aand B
upvoted 1 times

B & duongccna 2 years, 1 month ago
https://media.fs.com/images/community/upload/kindEditor/202105/25/distribution-layer-diagram-1621937301-ES7wiU19cL.jpg
core layer is Switch layer connect to Switch Layer3 with 2 cable or more-> design to maintain continous conectivity when devices fail -> this is backup

- Distribution runs layer 2 and layer 3 such as (router and switch) -> this is Switch Layer3
Choose answer A and B
upvoted 1 times

E & Ciscoman021 2 years, 7 months ago
The correct answers are A and B.
upvoted 1 times

B & MSTAHIR 2 years, 9 months ago
AB correct.
upvoted 1 times

B & Vile_Yogabear 2 years, 11 months ago
| was confused with this one because | don't normally use L3 switches at the distribution layer. However, what layer 3 function would run on the
distribution layer. The routing usually happens that the core layer.
upvoted 2 times

E & keokkeo_123 3 years ago
AB is the answer
upvoted 1 times

E & Bram99 3 years ago
AB Is correct
upvoted 1 times

& & Xcape 3 years, 4 months ago
AB IS THE BEST CHOICE
upvoted 1 times

E & LingLingW 3 years, 10 months ago
Is that mean even the core are down but the connectivity are still flowing for statement B?
upvoted 1 times

B & ZUMY 4 years, 6 months ago
A&B are ok.
Core: Aggregates distribution switches in very large campus LANSs, providing very high forwarding rates for the larger volume of traffic due to the size
of the network.
Only switching between campus (distribution) switches should be performed at the core layer. Nothing should be done to slow down forwarding of
traffic, such as using ACLs, supporting clients, or routing between VLANs
Core layer switches are commonly set up in a star topology. This is because core layer switches connect multiple campuses via distribution layer
switches
upvoted 5 times

E & marcojmnez 4 years, 8 months ago
The Distribution Layer (1.1.2.3)
The distribution layer aggregates the data received from the access layer switches before it is transmitted to the core layer for routing to its final
destination. In Figure 1-6, the distribution layer is the boundary between the Layer 2 domains and the Layer 3 routed network.

The core should be highly available and redundant. The core aggregates the traffic from all the distribution layer devices, so it must be capable of
forwarding large amounts of data quickly.

upvoted 3 times
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Question #32 Topic 1

Which type of IPv6 address is publicly routable in the same way as IPv4 public addresses?

A. multicast
B. unique local
C. link-local

D. global unicast

Suggested Answer: D

Community vote distribution
D (100%)

O & shaz313 [TIIIECL ) 4 years, 3 months ago
Global unicast addresses (GUAs), also known as aggregatable global unicast addresses, are globally routable and reachable in the IPv6 Internet. They
are equivalent to public IPv4 addresses. They play a significant role in the IPv6 addressing architecture
upvoted 13 times

© & gugugulo [TITTEEEY 1 year, 1 month ago
The type of IPv6 address that is publicly routable in the same way as IPv4 public addresses is D. global unicast.

Global unicast addresses are similar to public IPv4 addresses in that they are globally unique and can be routed on the public Internet. They are the
equivalent of public IPv4 addresses and are assigned to organizations by Regional Internet Registries (RIRs). Global unicast addresses begin with the
prefix 2000::/3 and are the most commonly used type of IPv6 address on the Internet.

Multicast addresses are used for one-to-many communication and are not routable in the same way as unicast addresses. Unique local addresses
(ULA) are used for local communication within an organization and are not meant to be routed on the public Internet. Link-local addresses are used
for communication within a local network segment and are not meant to be routed outside of the segment.

upvoted 5 times

© & Alizadeh [TEIE1e) 1 year, 1 month ago
The type of IPv6 address that is publicly routable in the same way as IPv4 public addresses is a global unicast address. Global unicast addresses are
unique, globally reachable addresses that are assigned to devices that need to communicate with other devices over the Internet. They are similar to
IPv4 public addresses in that they can be used to reach devices on other networks, but they are structured differently and use a different address
space.

Global unicast addresses are identified by the prefix "2000::/3" and are assigned to devices by their network administrator or by an Internet service
provider (ISP). They are used for communication between devices on different networks, such as between a device on a LAN and a device on the
Internet.

It's important to note that global unicast addresses are not the same as link-local addresses, which are used for communication within a single
network segment or link and are not intended to be routable over the Internet. Link-local addresses are identified by the prefix "FE80::/10" and are
automatically generated by the device when it is connected to a network.

upvoted 2 times

B & duongccna 2 years, 1 month ago
public routable in IPv6j is Global Unicast Address
upvoted 1 times

B & ED0243 2 years, 2 months ago
D is a correct answer
upvoted 1 times

B & Lego_Las 2 years, 6 months ago

Selected Answer: D

what?! yessirr
upvoted 1 times
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= & MSTAHIR 2 years, 9 months ago
D is correct
upvoted 1 times

=) & ScorpionNet 3 years, 6 months ago
| agree because Global Unicast is similar to Public IPv4 addresses because they are in the same page like 2001::/64 and 209.165.202.0/30
upvoted 2 times

= & ragekod 4 years ago
D is correct
upvoted 1 times

& & kadamske 4 years, 1 month ago
Correct answer "D"
upvoted 1 times

& & Harry0210 4 years, 3 months ago
D is correct
upvoted 1 times

© & ZUMY 4 years, 6 months ago
D is correct
upvoted 1 times

& & marcojmnez 4 years, 8 months ago
Global unicast: A routable address in the IPv6 Internet, similar to a public IPv4 address.
upvoted 3 times

© & Ali526 4 years, 10 months ago
D is correct.
upvoted 4 times
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Question #33 Topic 1

What is the expected outcome when an EUI-64 address is generated?

A. The interface ID is configured as a random 64-bit value
B. The characters FE80 are inserted at the beginning of the MAC address of the interface
C. The seventh bit of the original MAC address of the interface is inverted

D. The MAC address of the interface is used as the interface ID without modification

Suggested Answer: C

Community vote distribution
C (94%) 6%

& & zZumy 4 years ago

Cis correct!
EUI-64 Process

01.Split Mac Address in to two ( 00:BB:CC | DD:11:22)

02. Insert FFFE Hexa in the middle

Eg: 00:BB:CC:DD:11:22 --> 02BB:CCFF:FEDD:1122

03.Invert the 7th Bit of the MAC address (0 to 1)
upvoted 39 times

© & Shaz313 3 years, 9 months ago
EUI-64 (Extended Unique Identifier) is a method we can use to automatically configure IPv6 host addresses. An IPv6 device will use the MAC address
of its interface to generate a unique 64-bit interface ID. However, a MAC address is 48 bit and the interface ID is 64 bit. What are we going to do with
the missing bits?

IPv6 MAC address vs Interface ID
Here's what we will do to fill the missing bits:

We take the MAC address and split it into two pieces.
We insert “FFFE” in between the two pieces so that we have a 64 bit value.
We invert the 7th bit of the interface ID.

upvoted 7 times

& & Belinda 3 years, 1 month ago
Thanks for the expanciation.
upvoted 2 times

E & ciscopue [TELEAIE) 1 year, 4 months ago
C. The seventh bit of the original MAC address of the interface is inverted.
In the process of generating an EUI-64 address, the 48-bit MAC address of the interface is taken, 16 bits are inserted (usually zeros), and then the
seventh bit is inverted. This results in a 64-bit EUI-64 address used in IPv6 for interface identification.
upvoted 1 times

B & duongccna 1 year, 7 months ago
C is correct
seventh bit inverted
upvoted 2 times

B & ajuniad 1 year, 8 months ago
C IS CORRECT
upvoted 1 times

B & rick0813 2 years, 7 months ago

Selected Answer: C
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a is wrong because its not random, its based on the MAC address
b is wrong because FF:FE is inserted in the middle
cis correct
upvoted 2 times
& & Hansain 2 years, 7 months ago
C is correct
upvoted 2 times

& & Vlad_ls_Love_ua 2 years, 8 months ago
The EUI-64 format interface ID is derived from the 48-bit MAC address by inserting the hexadecimal number fffe between the upper 3 bytes (OUI field)
and the lower 3 vendor assigned bytes of the MAC address. Then, the seventh bit of the first octet is inverted. (In a MAC address, this bit indicates
the scope and has a value of 1 for global scope and 0 for local scope; it will be 1 for globally unique MAC addresses. In the EUI-64 format, the
meaning of this bit is opposite, so the bit is inverted.)
C- correct
upvoted 1 times

& & vuhidus 2 years, 9 months ago

Selected Answer: C

C is the answer
upvoted 2 times

& & GohanF2 2 years, 9 months ago
It can't be B due that the value that it's inserted in the Mac address is : FFFE. not FF80.
We use FF80 when we want to create a multicast address.
upvoted 1 times

& & hardwiredman 2 years, 9 months ago

Selected Answer: C

FFFE goes in the middle, then the 7th bit is inverted
upvoted 1 times

& & saeed_huhu 2 years, 9 months ago
EUI-64
upvoted 1 times

& & onikafei 3 years, 3 months ago
C is correct
upvoted 1 times

= & nenotronix 4 years, 1 month ago
Thanks "examcol"
upvoted 2 times

& & ZayaB 4 years, 3 months ago
Thanks
upvoted 2 times
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Question #34 Topic 1

A corporate office uses four floors in a building.
= Floor 1 has 24 users.

= Floor 2 has 29 users.

Floor 3 has 28 users.

= Floor 4 has 22 users.
Which subnet summarizes and gives the most efficient distribution of IP addresses for the router configuration?

A.192.168.0.0/24 as summary and 192.168.0.0/28 for each floor
B. 192.168.0.0/23 as summary and 192.168.0.0/25 for each floor
C. 192.168.0.0/25 as summary and 192.168.0.0/27 for each floor

D. 192.168.0.0/26 as summary and 192.168.0.0/29 for each floor

Suggested Answer: C

Community vote distribution
C (100%)

© & customexit (TITIEGLY 3 years ago

write this down first thing in the exam:

/321
/312
/304
/29 8
/2816
/27 32
/26 64
/25128
/24 256
/23 512
/221024
/212048
upvoted 71 times

O & flash93933 2 years, 10 months ago
love you
upvoted 7 times

) & NICE_ANSWERS 2 years, 5 months ago
please, what's it's significance?
upvoted 3 times

B & hayo 2 years, 5 months ago
Number of addresses per subnet
upvoted 6 times

& & Bne_Pradhan 4 years, 4 months ago
network summary each floor,
max user to each floor=30<=2"H-2
H=5, will give N=3 therefore /27

For Network Summary,
Total Users,= 103
103<=2"H-2

H=7
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will give N=1
Therefore/25,,, i hope u got ans in short, thtis C
upvoted 34 times

& & Danielki 3 years, 6 months ago
Where did N came from? I'm lost....
upvoted 2 times

B & ScorpionNet 3 years, 6 months ago
N is the Network, U is the usable host, H is the host
upvoted 2 times

© & Hanagaki_Shinjiro 2 years, 2 months ago
8-7=1 BRO
upvoted 1 times

© & croftgl 2 months ago

Max users for each subnet is the 32 bit delta. 2 power of 5 = 32 max ips. The 32 hit delta = /27. (32 - 5, or 24 + 3).
4 subnets to be summarized, 2 to the power of 2 = 4. 2 bits needed to summarize. 2 - 27 = 25
upvoted 1 times

E & kminh9999 4 months, 3 weeks ago
calculate the required bits each floor 2*n - 2 > users -> n = 5 -> subnet each floor /27
upvoted 1 times

B & CollabGuru 7 months, 2 weeks ago
According to ChatGPT the answer is B. It explains why like this:
B. 192.168.0.0/23 as summary and 192.168.0.0/25 for each floor:
A /23 subnet provides 512 IP addresses (510 usable IPs), which can cover multiple /25 subnets.
A /25 subnet provides 128 IP addresses (126 usable IPs), which is more than enough for any of the floors.
This option allows for efficient use of IP addresses, providing enough space for each floor and a summary network that covers them all.
upvoted 2 times

E & Orson_TheOne 1 year, 3 months ago
C is the one believe me :)
upvoted 1 times

5 & Andu93 1 year, 9 months ago
2 to the power of 5is 32 address . 32 -2 ( Network add and broadcast add ) = 30 on subnet
- that's hosts on subnet. We need 3 bits for netw and 5bits for host - thats /27
upvoted 1 times

B & ale72949 1 year, 11 months ago
Can we keep tables during the exam?
upvoted 1 times

B & oranjo 2 years ago
before the exam this should be in your head
group size 128, 64, 32,16, 8,4, 2,1
subnet 128, 192, 224, 240, 248, 252, 254, 255
CIDR /25 /26 /27 /28 /29 /30 /31 /32
e.g 10.1.1.55/28 from the table above the subnet is 255.255.255.240
the ip add has a group size of 16 usable ip add is the group size you subtract 2 {16-2}

correct answer is C
upvoted 1 times

B & duongccna 2 years, 1 month ago
max = 29 =>2*5-2=30 => borrow 5 bit => 32-5 = 27
therefore /27 is corect
upvoted 1 times
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= & habbey2080 2 years, 1 month ago
The answeris ¢
upvoted 1 times

=) & MSTAHIR 2 years, 9 months ago
total user 103, must be /25 Mask as for all floors, /27 Mask for each floor, refer to 2*5 = 32 - NW ID and Broad cast address, total usable IP 30.
upvoted 3 times

& & keokkeo_123 3 years ago
CCCCCCCCCCCCCCeee
upvoted 2 times

& & lock12333 3 years, 4 months ago
CCCCCCCCCCeeee
upvoted 1 times

& & kentsing 3 years, 5 months ago
16 addresses per floor is not enough so 32 per floor is needed
simply count from /32=1/31=2 /30=4....../27=32
/27 per floor is the answer
upvoted 6 times

& & DaveDaSpade 3 years, 4 months ago
That's how | got the answer quickly :)
upvoted 2 times

&) & Shamwedge 3 years, 12 months ago
Subnet Mask: 128 192 224 240
Hosts: 128 64 3216
/Cider 2526 27 28

/27 is the smallest number that will meet the number of hosts required for all the floors
upvoted 4 times

© & Alibaba 4 years, 6 months ago
here should be add vlan also, in this situation question was a little misunderstand, but its cisco tricky question
upvoted 2 times
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Question #35 Topic 1

T T T 7

10.10.225.0/28 10.10.225.16/28 10.10.225.64/26 20 Hosts

Refer to the exhibit. An engineer must add a subnet for a new office that will add 20 users to the network. Which [Pv4 network and subnet mask
combination does the engineer assign to minimize wasting addresses?

A.10.10.225.48 255.255.255.240
B. 10.10.225.32 255.255.255.240
C.10.10.225.48 255.255.255.224
D. 10.10.225.32 255.255.255.224

Suggested Answer: D

Community vote distribution
D (100%)

G & zumy CITEEETT) 4 years, 6 months ago
D is correct!

Find the subnet mask

*To have 20 User in a subnet We have to use /27 prefix

* So Host count for /27 prefix is (2*5-2)=30

* Subnet Mask for /27 prefix is (sum of Network bits (128+64+32)=224 , so 255.255.255.224

Find the network ID

*As per the /27 prefix each subnet has 30 host and 32 including network ID & Broadcast ID
* 5o first network ID is 10.10.255.0 and the second will be 10.10.255.32
upvoted 58 times

& & suriyaprakash 3 years, 8 months ago
Thank you
upvoted 1 times

O & diudiuQldama 2 years, 10 months ago
I think there is a gap between the second and the third subnets, so we use .32 for the required network id, if more than 30, we need to use .64 as
there are more space
upvoted 1 times

B & diudiuQldama 2 years, 10 months ago
Sorry .128
upvoted 1 times

© & soheil721 [IELEENEY 1 vear, 3 months ago

D is correct!
upvoted 1 times

© & Orson_TheOne 1 year, 3 months ago
Cis a host address we can't use it as a subnet but D is the network address So we can use it
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upvoted 2 times
B & BYP 1 year, 8 months ago
/27 =32 host
/27 magic number 256-224= 32
10.10.225.0
10.10.225.32
10.10.225.64

upvoted 2 times

B & Zaidan 1 year, 9 months ago
Why D is currect answer because /27 networks = 2*3 = 8 networks
So because the /27 more than the maximum /24

We must divided the 256 over the number of networks 256/8=32
32-2 =30 ip for each network
upvoted 1 times

E & Nmk173 1 year, 11 months ago

Selected Answer: D

i found this info about Spine and Leaf
In this two-tier topology, everything is one hop from everything else.

And leaf switches have no link between them.. but with spine swithc..
upvoted 1 times

B & pud 2 years, 1 month ago
Talking about last octet here. Need 5 host bits to fit the desired usable IPs. Therefore, CIDR=/27 (32-5) which is dotted-decimal 224. Since 5 host bits
are needed, that leaves the first 3 bits for network, so can fit only the 32 value (as the 48 value takes up 4 bits).
upvoted 1 times

B & eng_sakher 2 years, 3 months ago
D CORRECT:)
BLOCKS SIZE = 2*#0F ZEROS IN WORK OCTET 2"5=32
10.10.225.0 / 10.10.225.32 / 10.10.225.64/ 10.10.225.96 >>> ETC >>>>
upvoted 3 times

B & hoisin 2 years, 9 months ago
That is a good explanation for this question.
upvoted 1 times

E & HeinyHo 3 years, 1 month ago

Selected Answer: D

Definitely D
upvoted 2 times

B & taku03 3 years, 11 months ago
It is quite confusing especially if you are not really careful 10.10.225.48 is a host in network 10.10.225.32-10.10.225.63 as broadcast
upvoted 4 times

B & dave1992 4 years ago
The keyword is which “network” technically C is a host ip and D is the network id so D is correct
upvoted 3 times

© & SUKABLED 4 years, 9 months ago
Simple maths - D!
upvoted 2 times

E & BurekMaster1 4 years, 9 months ago
Why not C?
upvoted 3 times

& & Roberts132 4 years, 3 months ago
It is not valid because by vism they are subnetting from 28 bit to 28 bit leaving a 27 bit network and finally using a 26 bit network.
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upvoted 2 times
© & BurekMaster1 4 years, 9 months ago
got it!
upvoted 2 times

& & rlelliott 4 years, 9 months ago
Because 10.10.225.48 255.255.255.224 is not a valid network ID. the valid network IDs for a /27 network are 0, 32, 64, 96, 128 etc in the 4th octet.
upvoted 12 times

B & Ali526 4 years, 10 months ago
D is correct.
upvoted 4 times
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Question #36 Topic 1

What is a characteristic of spine-and-leaf architecture?

A. Each link between leaf switches allows for higher bandwidth.
B. It provides greater predictability on STP blocked ports.
C. It provides variable latency.

D. Each device is separated by the same number of hops.

Suggested Answer: D

Community vote distribution
D (89%) 1%

B & liptechBR 12 months ago

D. Each device is separated by the same number of hops.

In spine-and-leaf architecture, all connected devices are a fixed number of hops away from any other device on the network.
This design is a fundamental feature of the spine-and-leaf architecture, as it provides low latency and predictability in communication between
devices, regardless of where they are connected on the network.

upvoted 1 times

E & squagmire 1 year, 8 months ago
D is indeed correct
upvoted 1 times

B & JunsK1e 2 years ago

Agree with jonathan126
upvoted 3 times

E & NewJeans 2 years ago
While it's true that spine-and-leaf architecture can provide higher bandwidth, it's not because of the links between leaf switches. The higher
bandwidth is achieved through multiple active links between the leaf and spine switches.
upvoted 1 times

B & fjori 2 years ago
In a spine-and-leaf network architecture, each link between leaf switches typically allows for higher bandwidth.
D is not entirely correct as it idoes not depend from the number of hops
upvoted 1 times

© & 6dcf910 1 year, 10 months ago
Leaf switches cannot connect directly to other leaf switches. Leaves (leafs?) can only connect to Spines and End Devices.
upvoted 2 times

E & pud 2 years, 1 month ago
Leaf cannot be connected to another leaf; spine cannot be connected to another spine. Therefore, leaves will always connect to the same number of
spines and vice versa, meaning equal hops for each.
upvoted 2 times

& & ajuniad 2 years, 2 months ago
A. Each link between leaf switches allows for higher bandwidth.
The spine-and-leaf architecture is a network topology commonly used in data centers to provide high bandwidth, low latency, and scalability. In this
architecture, network switches are organized into two layers: the spine layer and the leaf layer.

In a spine-and-leaf architecture, each leaf switch is connected to every spine switch, and the connections between these switches provide high
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bandwidth. This is in contrast to traditional network topologies like hierarchical designs, where not all devices are directly connected to each other.

The statement "Each link between leaf switches allows for higher bandwidth" is correct because every leaf switch is connected to every spine switch,
forming multiple parallel paths for data to travel between devices. This arrangement ensures that the available bandwidth is effectively aggregated
and distributed across all the links, resulting in increased overall network capacity.

upvoted 2 times

E & Ryan2theGuy 2 years, 4 months ago

From what | understand A) but I'm open to opinions
Spine-and-leaf architecture is a type of network topology in which switches are arranged in a leaf layer that connects to a spine layer. The spine layer
acts as the core of the network, while the leaf layer provides access to endpoints such as servers or storage devices. A characteristic of this
architecture is that it allows for high bandwidth and low latency, as well as scalability and flexibility in adding or removing leaf switches.

upvoted 1 times

E & jonathan126 2 years, 6 months ago
A - Incorrect since leaf switches do not connect to each other
B - Incorrect. It might help a bit on the port role due to uniform structure, but the blocked ports still depends on the MAC address, so different MAC
address will affect the blocked ports -> not predictable
C - incorrect. | think the latency would be quite predictable as the hop count is uniform. The latency will also affect by the transmission medium and
has nothing to do with the LAN architecture.
D - Each "end" device is separated by the same number of hops would be better, as hop count between leaf switch is 2 but hop count between |eaf
and spine switch is 1.
Correct me if | am wrong..
upvoted 4 times

B & MankKilla 4 years, 2 months ago
D is the answer because Leaf switches do not connect each other
upvoted 2 times

B & Shaz313 4 years, 3 months ago
A solution that has been proposed is a spine and leaf topology, a topology that ensures that all devices are the same number of network hops away,
thereby providing predictable and consistent network latency.
upvoted 4 times

B & ZUMY 4 years, 6 months ago
D is correct!

Find the subnet mask

*To have 20 User in a subnet We have to use /27 prefix

* So Host count for /27 prefix is (2*5-2)=30

* Subnet Mask for /27 prefix is (sum of Network bits (128+64+32)=224 , so 255.255.255.224

Find the network ID

*As per the /27 prefix each subnet has 30 host and 32 including network ID & Broadcast ID
* so first network ID is 10.10.255.0 and the second will be 10.10.255.32
upvoted 4 times

& & IxlJustinlxl 4 years, 5 months ago
A for Q35
upvoted 2 times

& & ZUMY 4 years, 6 months ago
Moderator Please delete this comment.
upvoted 11 times

B & admin1982 4 years, 9 months ago
D is correct.
upvoted 3 times

© & jasten 4 years, 10 months ago
There are no direct links between leaf nor between spine
upvoted 3 times
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B & Miskoolak 5 years, 2 months ago
Correct answer is "A"
bc. of absence of stp all links are active and pass the traffic .
upvoted 1 times

& & smote 5 years, 1 month ago
But there are no direct links between leaf switches, so D is correct.
upvoted 8 times

& & Chenet 4 years, 1 month ago
no, you are wrong mate
upvoted 1 times
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Question #37 Topic 1

An office has 8 floors with approximately 30-40 users per floor. One subnet must be used. Which command must be configured on the router
Switched Virtual
Interface to use address space efficiently?

A. ip address 192.168.0.0 255.255.0.0
B. ip address 192.168.0.0 255.255.254.0
C. ip address 192.168.0.0 255.255.255.128

D. ip address 192.168.0.0 255.255.255.224

Suggested Answer: B

Community vote distribution
B (89%) 1%

& & [Removed] 3 years, 5 months ago
8 floors and 40 user per floor means 320 users (approx.). How many bits do you need to have 320 IP addresses?

8 bits = (28 - 2) =254 IP addresses, and it's not enough.
9 bits = (2*9 - 2) = 510 IP addresses, and this is enough.

You have a class C subnet (192.168.0.0). This means a subnet mask like this:
255.255.255.0

But you need 9 bits for the hosts, so you've got left with a subnet mask like this:
255.255.1111111x.xxxxxxxx =255.255.254.0

This means you will use VLSM subnetting.
Answer B is correct.
upvoted 83 times

& & re__roy 3 years, 1 month ago
Well explained brother
upvoted 3 times

© & HMaw 3 years ago
Reading your explain make me hearing Jeremy voice saying "Save the hosts". Nicely done.
upvoted 12 times

& & bikila123 2 years, 3 months ago
very good explanation!!!
upvoted 6 times

© & AKA1987 4 years, 2 months ago
40*8<=2"H-2, will give H=9 which is a /23 OR 255.255.254.0 = Answer B
upvoted 10 times

& & HakamCnna 3 years, 5 months ago
how you give H=9 .?
upvoted 2 times

O & kminh9999 [IEIERRE) 4 months, 3 weeks ago

maximum total users = 40 * 8 = 320 users.
Therefore, required host bits = 9 -> /23 subnet -> 255.255.254.0
upvoted 1 times
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& & snowy23 7 months, 3 weeks ago
The answer is B since 8x40=320
For supporting 320, you'd need to use the remaining host bits formula, 2*9 - 2 = 510
this will give you enough hosts, any less than that is not enough. then you will skip the 4th octet since you borrowed 9 host bits and not any less than
8.. that means you'd go for the 3rd octet, only 1 answer has changes made to 3rd octet, so B is your answer.
upvoted 1 times

© & snowy23 7 months, 3 weeks ago
sorry, option A has changes made to 3rd octet too but it goes 0 and only B goes for 254 which is exactly leaving the last bit off for the 3rd octet
and that would be borrowing 9 bits :D
upvoted 1 times

B & liptechBR 12 months ago

Selected Answer: C

The correct answer is:
C. ip address 192.168.0.0 255.255.255.128

With a subnet mask of 255.255.255.128 (or /25), we have 128 addresses per subnet, of which 126 can be assigned to devices.
This mask is enough to accommodate between 30 and 40 users on each of the 8 floors, totaling up to 320 users, and also saves address space.
upvoted 1 times

B & c49555¢ 11 months, 3 weeks ago
your chatgpt generated answer is wrong, you would have realized it yourself if you just read what you copy pasted
upvoted 4 times

B & Ineedicecreamdaily 1 year, 1 month ago
40 cannot fit in 32 so it must fit in the 64, therefor you know that you need (64 addresses) * 8 (floors) = 512 addresses.

You know that /23 contains 512 addresses and the subnet mask is 255.255.254.0.

Thank you, and sorry for my english.
upvoted 3 times

E) & Agribaba 1 year, 5 months ago
Calculating Total Users:
Minimum number of users: 8 floors * 30 users = 240 users
Maximum number of users: 8 floors * 40 users = 320 users
To ensure there is enough space for growth and network devices (such as printers, IP phones, and other equipment), it is best to choose a subnet that
can accommodate more than the maximum number of users.

Choosing the Subnet Mask:

A /23 subnet provides 512 IP addresses (510 usable).

This will accommodate up to 510 devices, which is sufficient for the current and future needs of the office.
upvoted 4 times

B & KnackerTopf1 1 year, 8 months ago
literally none of these commands would actually work
upvoted 1 times

& & Toga 1 year, 10 months ago
Convert IP address and subnet mask to binary:
IP address: 10.10.225.48 becomes 00001010.00001070.11111111.00110000
Subnet mask: 255.255.255.224 becomes 11111111.11111111.11111111.11100000
Compare the first 27 bits:

Align the two binary strings and check if the first 27 bits (from left to right) are identical:

00001010.00001010.11111111.00110000 (IP address)
11111111.11111111.11111111.11100000 (Subnet mask)
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The first 27 bits (highlighted) match perfectly.
upvoted 1 times

& & 2488fcf 1 year, 5 months ago
| would reread your book, mate. This is the weirdest gibberish | have ever read. You need 8 floors times 40 people that is 320 in total and the
question is to use one subnet for the whole building so 320 hosts are needed in the subnet. /23 is 510 hosts /24 is 254 hosts so answer is /23 or
B.
upvoted 2 times

B & ciscopue 1 year, 10 months ago
The option is B. ip address 192.168.0.0 255.255.254.0. Explanation: An office has 8 floors with approximately 30 to 40 users per floor. They make a
total of 320 users, a mask of 255.55.255.0 only fits 254 users, which is not enough, so the next largest mask would be: 255.255.254.0.
upvoted 2 times

B & duongccna 2 years, 1 month ago
B correct, ~40 x 8 = 320 user
249-2 =510 >320 (ok)
2"8-2=254 < 320
therefore borrow 9 bit, choose B
upvoted 1 times

& & Freitas512 2 years, 1 month ago
To get a subnet to support 40 users we need at least 6 bits. 32-6 = /26
but we want to be able to get 8 different subnets so we need 3 more bits.
/26-3=/23 .
We just need to find the subnet mask of /23
upvoted 3 times

B & blackeisco 2 years, 3 months ago
B is correct because i quote "One subnet must be used" one subnet is needed for all 8 floors and only A and B provide this with B uses must less
address space
upvoted 1 times

B & Naetan0809 2 years, 6 months ago
8 FLOORS = 8 SUBNET
"APPROX" 30-40 USERS = HOST NEEDED
192.168.0.0 = Old Subnet Mask =/24

8 SUBNET=2,4,8 = 3 BITS BORROWED
NewSubnetMask= 0ldSubnetMask + BITS BORROWED = 24+3 = 27
USABLE HOST = 2(32-NSM)- 2 =2A(32-27) - 2 = 30 USABLE HOST

With “192.168.0.0 255.255.255.224" we have 8 subnets:

« + First subnet: 192.168.0.0 to 192.168.0.31

+ + Second subnet: 192.168.0.32 to 192.168.0.63

+ + Third subnet: 192.168.0.64 to 192.168.0.95

+ + Fourth subnet: 192.168.0.96 to 192.168.0.127

« + Fifth subnet: 192.168.0.128 to 192.168.0.159

+ + Sixth subnet: 192.168.0.160 to 192.168.0.191

+ + Seventh subnet: 192.168.0.192 to 192.168.0.223

« + Eighth subnet: 192.168.0.224 to 192.168.0.255
upvoted 1 times

B & timtgh 2 years, 8 months ago
They most likely meant one subnet per floor, not just one big subnet for the whole office. It's a judgement call. They didn't say "per floor," but they
often word things poorly, and that is probably what they meant. If the whole office is one subnet, then it's a flat network and no subnetting is needed
at all, and the mask doesn't matter.
upvoted 1 times


https://www.examtopics.com/user/2488fcf/
https://www.examtopics.com/user/2488fcf/
https://www.examtopics.com/user/2488fcf/
https://www.examtopics.com/user/ciscopue/
https://www.examtopics.com/user/ciscopue/
https://www.examtopics.com/user/ciscopue/
https://www.examtopics.com/user/duongccna/
https://www.examtopics.com/user/duongccna/
https://www.examtopics.com/user/duongccna/
https://www.examtopics.com/user/Freitas512/
https://www.examtopics.com/user/Freitas512/
https://www.examtopics.com/user/Freitas512/
https://www.examtopics.com/user/blackcisco/
https://www.examtopics.com/user/blackcisco/
https://www.examtopics.com/user/blackcisco/
https://www.examtopics.com/user/Naetan0809/
https://www.examtopics.com/user/Naetan0809/
https://www.examtopics.com/user/Naetan0809/
https://www.examtopics.com/user/timtgh/
https://www.examtopics.com/user/timtgh/
https://www.examtopics.com/user/timtgh/

& & oatmealturkey 2 years, 8 months ago
But subnetting is still needed if they want only one subnet, because with their allocated Class C address that we can see in the answer choices,
they do not have enough space for that many hosts on a single subnet.
upvoted 2 times

E & Maycao 2 years, 9 months ago
Correct
upvoted 1 times

B & Vile_Yogabear 2 years, 11 months ago
I managed to solve it by | didn't like the way | did it.

8 x 40 = 320 hosts
I manually tried to find which subnet can support this many hosts.

512,254,128, 64,32,16,8,4,2,1
If a /24 can support 254 - 2 hosts then
/23 can support 512 - 2 hosts so its must be a /23 network.
| just counted the subnet my memorizing the numbers
128, 192, 224,240,248, 252,254, 255
/17,718, /19, /20,/21,/22, /23, /24
So the subnet mask for /23 is 255.255.254.0
upvoted 3 times
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Question #38 Topic 1

DRAG DROP -
Drag and drop the descriptions of IP protocol transmissions from the left onto the IP traffic types on the right.

—
—

Select and Place:

Suggested Answer:

© & Racaine [TITTERL 4 years, 10 months ago
error on the answer, transmits a packets as a stream is UDP fonction not TCP
upvoted 55 times

& & ProgSnob 3 years, 11 months ago
If you've ever used Wireshark you would know that viewing a TCP stream is an important part of troubleshooting.
upvoted 6 times

& & rlelliott 4 years, 9 months ago
"Stream Versus Packet — TCP/IP is a stream-oriented protocol, while UDP is a packet-oriented protocol. This means that TCP/IP is considered to
be a long stream of data that is transmitted from one end of the connection to the other end, and another long stream of data flowing in the
opposite direction."
upvoted 26 times

& & HippoMonarch 2 years, 1 month ago
TCP indeed transmits data as an ordered, flow-controlled "stream," whereas UDP sends each data packet individually and without sequencing,
more like a "stream" of independent packets rather than a true "stream."
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upvoted 3 times
© & AbdullahMohammad251 1 year, 11 months ago
Answers are correct!
upvoted 3 times

S & snowy23 ([IEIZEEREY 7 months, 3 weeks ago
the stream word confuses me since it describes from UDP than TCP. i did read some discussions and now know the answer. But how we always learn
that UDP keeps on going and doesn't wait for confirmation, etc. sounds more like a "stream"
upvoted 1 times

& & snowy23 7 months, 3 weeks ago
and it doesn't definitely sound anything like "individual”
upvoted 1 times

B & Joshua25 1 year ago
This type of questions help learners nothing with gaining networking skills. It's just a language game, and very subjective. The answer purely depends
on how you define the word 'stream’. A series of UDP packets and a series of TCP packets both can be consideed as a stream.
upvoted 3 times

E & xtraMiles 1 year, 3 months ago
Transmission Control Protocol

TCP provides a different service than UDP. TCP offers a connection-
oriented byte stream, instead of a connectionless datagram delivery
service.

upvoted 1 times

E & JulesAZ 1 year, 8 months ago
The answers are correct imo.

pumped some questions into Copilot and was happy with the results

1-1s tcp or udp transmitted as a stream?
2 - Does TCP or UDP transmit in sequence?

Cheers
upvoted 1 times

B & ciscopue 1 year, 10 months ago
Sends transmissions in sequence - TCP
Transmissions include an 8-byte header - UDP
Transmits packets as a stream - UDP
Transmits packets individually - TCP
Uses a higher transmission rate to support latency-sensitive applications - UDP
Uses a lower transmission rate to ensure reliability - TCP
upvoted 2 times

& & ciscopue 1 year, 10 months ago
sends transmissions in sequence - TCP
transmissions include an 8-byte header - UDP
transmits packets as a stream - TCP
transmits packets individually - UDP
uses a higher transmission rate to support latency-sensitive applications - UDP
uses a lower transmission rate to ensure reliability - TCP
upvoted 2 times

© & PaddyInNZ 1 year, 11 months ago
Yes, the answers are correct.
The difficult question is the "stream" vs. "individually".
Here (probably) is where they sourced this question:
upvoted 1 times
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E & AbdullahMohammad251 1 year, 11 months ago
The answers are correct!
The size of the UDP header is 8 bytes
The size of the TCP header is 24 bytes
TCP reads data as byte streams and transmits messages to segment boundaries.
UDP uses individually sent packets (also called datagrams) with defined boundaries and checks for integrity on receipt.
TCP guarantees reliability, and UDP guarantees low latency by avoiding sending data in sequence and receiving acks.
upvoted 3 times

B & JunsK1e 2 years ago
Check the question #26
upvoted 1 times

B & itsmeJB 2 years, 2 months ago
Do we really need to answer it in this order?
upvoted 1 times

B & aymanmk 2 years, 3 months ago
stream it was for udp
upvoted 1 times

E & MadKisa 2 years, 3 months ago
It is not, read previous comments
upvoted 2 times

B & Shabeth 2 years, 4 months ago
this is the answer from question#26., its just confusing
B. TCP provides flow control to avoid overwhelming a receiver by sending too many packets at once, UDP sends packets to the receiverin a
continuous stream without checking.
upvoted 1 times

E & Dunedrifter 2 years, 4 months ago
Given answers are correct.
upvoted 1 times

& & no_blink404 2 years, 4 months ago
TCP/IP is a stream-oriented protocol, while UDP is a packet-oriented protocol. Suggested Answer is correct.
upvoted 2 times

B & ProgSnob 2 years, 10 months ago
TCP is considered a stream. It does send packets individually but it sends them continually until the stream of data is completed. UDP sends packets
individually in an unorganized manner while a stream is a continuous flow. | don't think of a flow when | think of UDP.
upvoted 1 times

B & Dante_Dan 3 years, 9 months ago
For the TCP/UDP - stream discussion:
Extracted directly from the Official Cert Guide CCNA 200-301 Volume 2 Page 7 Table 1-2:
It mentions some of the features that TCP has:
Ordered data transfer and data segmentation.- Continuous stream of bytes from an upper-layer process that is "segmented” for transmission and
delivered to upper-layer processes at the receiving device, with the bytes in the same order
upvoted 2 times
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Question #39 Topic 1

A device detects two stations transmitting frames at the same time. This condition occurs after the first 64 bytes of the frame is received. Which
interface counter increments?

A. runt
B. collision
C. late collision

D. CRC

Suggested Answer: C

Community vote distribution
C (80%) B (20%)

E & Raooff ([[TITEEZLY 4 vears, 10 months ago
Cisright
Collision happens after 512 bits =64 byte =late collision
upvoted 39 times

& & initialdg 2 years, 3 months ago
Thanks for confirming
upvoted 1 times

& & oooMooo 4 years, 6 months ago
Collision occurs in the first 64 bytes
A late collision occurs after the 512th hit (64th byte) of a frame has been transmitted by a device.
Anything under 64byte frame is considered a runt.
upvoted 25 times

& & MinSun600 ([T 1 year, 5 months ago
C s correct

When a collision is detected by a station after it has sent the 512th bit of its frame, it is counted as a late collision.
you can find it here exactly

https://www.cisco.com/c/en/us/support/docs/interfaces-modules/port-adapters/12768-eth-collisions.html#topic4
upvoted 1 times

E & vktsupport 1 year, 9 months ago
Answer: C
"The two devices that cause the late collision never see that each sends until after it puts the entire packet on the network. Late collisions are not
detected by the transmitter until after the first 64 byte slot time. This is because they are only detected in transmissions of packets longer than 64
bytes."
upvoted 2 times

B & Josie0_o 1 year, 11 months ago

Selected Answer: C

In Ethernet networks, a late collision occurs when a collision is detected after the first 64 bytes of a frame have been transmitted. Late collisions
often indicate issues with the network configuration or cabling. The interface counter that typically increments in response to late collisions is the
"late collision" counter. Therefore, the correct answer is C. late collision.

upvoted 4 times

B & Cyber15 1 year, 11 months ago

Selected Answer: C

C. late collision

Explanation:


https://www.examtopics.com/user/Raooff/
https://www.examtopics.com/user/Raooff/
https://www.examtopics.com/user/Raooff/
https://www.examtopics.com/user/initialdg/
https://www.examtopics.com/user/initialdg/
https://www.examtopics.com/user/initialdg/
https://www.examtopics.com/user/oooMooo/
https://www.examtopics.com/user/oooMooo/
https://www.examtopics.com/user/oooMooo/
https://www.examtopics.com/user/MinSun600/
https://www.examtopics.com/user/MinSun600/
https://www.examtopics.com/user/MinSun600/
https://www.examtopics.com/user/vktsupport/
https://www.examtopics.com/user/vktsupport/
https://www.examtopics.com/user/vktsupport/
https://www.examtopics.com/user/JosieO_o/
https://www.examtopics.com/user/JosieO_o/
https://www.examtopics.com/user/JosieO_o/
https://www.examtopics.com/user/Cyber15/
https://www.examtopics.com/user/Cyber15/
https://www.examtopics.com/user/Cyber15/

In networking, a late collision occurs when a collision is detected after the first 64 bytes of a frame have been transmitted. Late collisions are
typically indicative of a problem in the network, and they can lead to performance issues and frame loss.

The other options are not applicable in the context described:
A. runt

Runt frames are frames that are too short to be valid. They are typically less than 64 bytes.
B. collision

Collisions typically occur during the initial part of the frame transmission. In Ethernet, collisions should be detected and handled within the first 64
bytes of a frame.
D. CRC

The CRC (Cyclic Redundancy Check) is a method used for error checking in frames. It is not directly related to the detection of collisions or late
collisions.
upvoted 6 times
B & duongccna 2 years, 1 month ago
B correct....
Runt: - < 64 byte
CRC: cyclic redundancy check: crc errors increment the crc counter, but not increment collsion
Late Collision: if transmit same time, and the collision not detected until after the 64 bytes of frames transmited
so B correct
upvoted 1 times

B & picho707 2 years, 2 months ago
late collisions are not about detecting collisions after receiving a specific amount of data within a frame, but rather about detecting collisions that
occur after a certain time has passed since the start of the frame transmission.
upvoted 2 times

E & Dunedrifter 2 years, 4 months ago
A late collision is a collision that occurs after the first 64 bytes of the frame have been transmitted. Late collisions typically indicate a problem with
the network, such as excessive cable length or a misconfiguration. However, In this scenario, the collision is detected after the first 64 bytes of the
frame have been received, not transmitted. Therefore, it is not considered a late collision.
upvoted 4 times

B & mda2h 2 years, 4 months ago
C is right.

"To allow collision detection to work properly, the period in which collisions are detected is restricted (512 bit-times). For Ethernet, this is 51.2us
(microseconds), and for Fast Ethernet, 5.12us. For Ethernet stations, collisions can be detected up to 51.2 microseconds after transmission begins,
or in other words up to the 512th bit of the frame.

When a collision is detected by a station after it has sent the 512th bit of its frame, it is counted as a late collision."

https://www.cisco.com/c/en/us/support/docs/interfaces-modules/port-adapters/12768-eth-collisions.html#topic4
upvoted 2 times

B & dsolaide 2 years, 5 months ago
Ethernet interfaces often have a general collision counter that increments whenever collisions are detected. This collision counter tracks the total
number of collisions that occur during the transmission of frames. It does not differentiate between early collisions (which occur at the beginning of
frame transmission) and late collisions (which occur after a specific point).
upvoted 1 times

B & Alizadeh 2 years, 10 months ago

Selected Answer: C

If a device detects two stations transmitting frames at the same time after the first 64 bytes of the frame is received, this is an indication of a
collision on the network. When a collision occurs, the device's interface counter for collisions will increment.
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The collision counter is a metric that is used to track the number of collisions that occur on a network interface. It is one of several counters that can
be used to monitor the performance of a network interface and identify potential problems. Other counters that may be used to monitor the
performance of a network interface include counters for transmitted and received frames, errors, and discards.

If the collision counter is consistently high, it may indicate that there is a problem with the network, such as a high level of contention for network
resources or a configuration issue. In this case, it may be necessary to troubleshoot the issue and take steps to reduce the number of collisions on
the network. This could involve optimizing network configuration, adding additional network resources, or implementing other strategies to improve
network performance.
upvoted 2 times
B & Japucip12 4 years, 1 month ago
Hate this question, since a spanish native speaker | am, always get confuse with "after” and "before" - that leads me to give the wrong answer &

upvoted 7 times

& & AiR1994 2 years, 1 month ago
As a spanish native speaker that happens to me as well. Just think on what happens when a party ends? yes, the AFTER-party ... lol

upvoted 2 times

& & aferiver 2 years, 4 months ago
Think about "Afterhour" xD
upvoted 2 times

& & mariodesa 3 years, 9 months ago
Whenever you come across this, remember Adobe's "After Effects" post-production software. It is used "after" the video is recorded, not "before".
)
upvoted 4 times
B & ZUMY 4 years, 6 months ago
C is correct
upvoted 3 times

B & AvalOn1 4 years, 8 months ago
Cis correct
upvoted 4 times

E & Raymond9 4 years, 11 months ago
"If the distance between two transmitting stations exceeds the particular Ethernet specification, the stations might not become aware soon enough
that another station already has control of the wire. The resulting collision of signals results in a data packet that is more than 64 bytes in length,
which is allowable but which contains cyclical redundancy check (CRC) errors, resulting in unreliable communication.”

So it seems to have CRC incremented as well?
upvoted 4 times
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Question #40 Topic 1

Switch1

VLAN 200 VLAN 200

Refer to the exhibit. Which outcome is expected when PC_A sends data to PC_B after their initial communication?

A. The source MAC address is changed.
B. The destination MAC address is replaced with ffff.ffff.ffff.
C. The source and destination MAC addresses remain the same.

D. The switch rewrites the source and destination MAC addresses with its own.

Suggested Answer: C

Community vote distribution
)

© & cyberops [[TITEERL ) 3 years, 5 months ago
key work is after their initial communication

upvoted 32 times

& & laurvy36 3 years, 5 months ago
good point noted
upvoted 2 times

& & xtraMiles 1 year, 3 months ago
That key word got me. | need to be more careful next time. Thanks for point it out.
upvoted 1 times

5 & pud 2 years, 1 month ago
Language aims to trick rather than test knowledge imo.

upvoted 7 times

& & ¢9957e3 1 year, 3 months ago
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Yes, it's mostly gotcha questions aimed at confusing people.
upvoted 1 times

B & 21c069a [ZELERIEY 1 year, 2 months ago
They must stay the same after the initial communication. C
upvoted 1 times

E & Belachew 1 year, 9 months ago
The switch never alters the source and destination MAC addresses within the frame.
C is the correct choice.
upvoted 2 times
B & Omooba_Adeposi 1 year, 9 months ago

By "after intial communication”, 'intial comm." here refers to the initial ARP (Address Resolution Protocol) connection.

ARP Request message is sent by PC A by sending a frame (layer 2 datagram) to PC B via the switch. Since PC A does not know the MAC address of
PC B, but only the latter's ip address; the Switch receives the frame (source MAC address known, destination MAC address unknown) from PC A and
in turn floods out a broadcast message to all its remaining ports on the same VLAN as the received frame.

upvoted 2 times

B & duongccna 2 years, 1 month ago
after their initial communication
-> before answer is B

after answeris C

C correct
upvoted 6 times

& & syougun200x 1 year, 10 months ago
Thank you for sharing, brief and to the point. Good to know that someone is sharing what | was thinking.
upvoted 1 times
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Question #41 Topic 1

Using direct sequence spread spectrum, which three 2.4-GHz channels are used to limit collisions?

A.56,7
B.1,2,3
C.1,6,11
D.1,510

Suggested Answer: C

Community vote distribution
)

© & 1234Rob5678 ([TIIECL Y 4 years, 7 months ago
C. 1,6,11 is correct. Question poorly worded, collisions happen in a wired network, congestion happens in a wireless network.
upvoted 17 times

O & Ali526 ([TITEERL) 4 years, 10 months ago
Cis correct. 1,6,11 don't overlap.
upvoted 9 times

O & Alizadeh [IEIRR0) 1 year, 1 month ago

In the 2.4 GHz frequency band, the three channels that are commonly used to limit collisions when using direct sequence spread spectrum (DSSS) are
channels 1, 6, and 11. These channels are spaced far enough apart in the spectrum to minimize the likelihood of interference between devices
operating on different channels.

DSSS is a spread spectrum technique that is used to reduce the impact of interference on wireless communication. It involves spreading the data
signal over a wide frequency band by modulating the data with a high-frequency code, or "chipping" code. This chipping code is used to spread the
signal over a wide frequency range, making it less vulnerable to interference and more resistant to noise.

By using DSSS and selecting channels 1, 6, and 11, it is possible to limit collisions and improve the performance of the wireless network. It's
important to note, however, that other factors, such as the number of devices on the network, the type of devices, and the distance between devices,
can also impact the performance of the network and may require additional strategies to optimize network performance.

upvoted 4 times

B & Orson_TheOne 1 year, 4 months ago
Cis the one.
upvoted 1 times

© & habbey2080 2 years, 1 month ago
1,6,11
upvoted 3 times

B & eng_sakher 2 years, 3 months ago
1+6+11:) »
C IS CORRECT
upvoted 2 times

B & cormorant 3 years ago
2.4 Ghz uses 5-hop metrics for limiting collisions
upvoted 3 times

B & keokkeo_123 3 years ago

ccceecce

upvoted 1 times

B & ZUMY 3 years, 6 months ago
1,6,11 is correct
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upvoted 1 times
&) & Gaurabdon 3 years, 6 months ago
Depends on the region/country where you are residing but most commonly itis 1, 6 and 11.
upvoted 1 times

= & 1234Rob5678 4 years, 7 months ago
congestion and interference happen in a wireless network
upvoted 2 times

=) & marcojmnez 4 years, 8 months ago
1,6,1
upvoted 3 times
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Question #42 Topic 1

How do TCP and UDP differ in the way they guarantee packet delivery?

A. TCP uses retransmissions, acknowledgment, and parity checks, and UDP uses cyclic redundancy checks only
B. TCP uses two-dimensional parity checks, checksums, and cyclic redundancy checks, and UDP uses retransmissions only
C. TCP uses checksum, acknowledgements, and retransmissions, and UDP uses checksums only

D. TCP uses checksum, parity checks, and retransmissions, and UDP uses acknowledgements only

Suggested Answer: C

Community vote distribution
)

B & Kwitonda 7 months, 1 week ago

Selected Answer: C

C is the right answer
upvoted 1 times

B & keokkeo_123 2 years, 6 months ago

Selected Answer: C

cccecceccce
upvoted 4 times

& & Jackie_Manuas12 3 years, 1 month ago
C is the only answer that makes sense. "Parity checks" isn't mentioned in the OCG.
upvoted 3 times

B & reagan_donald 3 years, 3 months ago

Selected Answer: C

100% is correct
upvoted 2 times

B & ZUMY 4 years ago
Cis correct
upvoted 3 times

E & AvalOn1 4 years, 2 months ago
Cis right.
upvoted 3 times

© & dave1992 3 years, 6 months ago
C. TCP uses checksum, acknowledgements, and retransmissions, and UDP uses checksums only

explain yourself.
upvoted 2 times
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Question #43 Topic 1

A wireless administrator has configured a WLAN; however, the clients need access to a less congested 5-GHz network for their voice quality.
Which action must be taken to meet the requirement?

A. enable Band Select
B. enable DTIM
C. enable RX-SOP

D. enable AAA override

Suggested Answer: A

Community vote distribution
A (100%)

5 & kalistro 3 years, 9 months ago
Alis correct,
upvoted 6 times

© & syougun200x 1 year, 10 months ago

Thank you for sharing, the photos of the actual GUI helps picture how the setup can be done.
upvoted 2 times

B & dorjster [TEIE) 11 months ago

correct

upvoted 1 times

B & Goh0503 3 years ago
A'is Correct
upvoted 3 times

E & Kalistro 3 years, 9 months ago
reewrewrwe

upvoted 3 times
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Question #44 Topic 1

DRAG DROP -
Drag and drop the application protocols from the left onto the transport protocols that it uses on the right.

Select and Place:

DHCP TCcp
FTP
SMTP
SSH
UDP
SNMP
TETP
DHCP TCcp
FTP
FTP
SMTP
SMTP
SSH
SSH
Suggested Answer:
UDP
SNMP
DHCP
TFTP
SNMP
TFTP

© & Mani_Baarathi 4 years, 3 months ago
FTP-TCP 20,21
SSH - TCP 22
SMTP - TCP 25
TFTP - UDP 69
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SNMP - UDP 161
DHCP - UDP 67
upvoted 42 times
B & 21c069a [TELEAIe) 1 year, 2 months ago
The answer is correct
upvoted 2 times

B & ciscopue 1 year, 10 months ago
TCP: FTR, SMTPR, SSH
UDP: DHCP, SNMP, TFTP
upvoted 1 times

B & gnaix 2 years ago
given answer is correct
upvoted 1 times

B & Luinus 2 years, 11 months ago
Coorect
upvoted 3 times

& & creaguy 3 years ago
This was an actual question on my test. but DHCP was replaced with RIP and SSH was replaced with telnet
upvoted 2 times

& & Cabassi 2 years, 8 months ago
In that case, RIP and SSH what did you do? .
Thanks in advance!!
upvoted 4 times

& & john1247 2 years, 6 months ago
RIP-UDP-520.Telnet-TCP-23.
upvoted 2 times

& & NICE_ANSWERS 2 years, 5 months ago
Please must you specify the port number?
upvoted 2 times

B & dabears 3 years, 10 months ago
Do the answers have to be in a specific order to be considered correct?
upvoted 2 times

&) & SasithCCNA 3 years, 10 months ago
Nope, it can be in any order.
upvoted 5 times

B & ZUMY 4 years, 6 months ago
Given answers are correct
upvoted 3 times

& & wirlernenman 4 years, 8 months ago
Correct
upvoted 3 times

B & Ali526 4 years, 10 months ago
This is correct.
upvoted 3 times
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Question #45 Topic 1

What is the destination MAC address of a broadcast frame?

A. 00:00:0c:07:ac:01
B. ff:ff:ff:ff:ff.ff

C. 43:2e:08:00:00:0c
D. 00:00:0c:43:2e:08
E. 00:00:0c:ff:ff:ff

Suggested Answer: B

Community vote distribution
B (100%)

O & Ali526 [TITIECLY 4 years, 10 months ago
This is correct.
upvoted 10 times

© & nebacudnezzer ([TEeaae) 12 months ago
Broadcasts... Layer 2 broadcast frames have a destination Media Access Control (MAC) address of FF:FF:FF:FF:FF:FF and Layer 3 broadcast
addresses have a destination Internet Protocol (IP) address that is set for the broadcast of that particular network (the address varies, so don't
always assume that an IP address ending with 255 is the broadcast address).
upvoted 1 times

E & abdelkader163 2 years, 4 months ago
Answer BBBBBBB
upvoted 1 times

E & keokkeo_123 3 years ago

BBBBBBBBBBB
upvoted 3 times

B & ZUMY 4 years, 6 months ago
Correct Answer
upvoted 4 times
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Question #46 Topic 1

For what two purposes does the Ethernet protocol use physical addresses?

A. to uniquely identify devices at Layer 2

B. to allow communication with devices on a different network

C. to differentiate a Layer 2 frame from a Layer 3 packet

D. to establish a priority system to determine which device gets to transmit first
E. to allow communication between different devices on the same network

F. to allow detection of a remote device when its physical address is unknown

Suggested Answer: AE

Community vote distribution
AE (100%)

© & Nhan [TTEERL) 4 years, 9 months ago
Physical address is MAC address
upvoted 20 times

B & zZumy 4 years, 6 months ago
A & E are correct
upvoted 14 times

© & nebacudnezzer ([TELT1) 12 months ago
important to identify devices in layer 2, and for the purpose of communicating
upvoted 1 times

E & virab4 2 years, 6 months ago
how shall i know what i need to choose 2 answers?
upvoted 1 times

& & moooosi 2 years, 2 months ago
It*s written in the question. Choose two
upvoted 2 times

& & ViShawnn 2 years, 5 months ago
That's the fun part, you don't 3)
upvoted 5 times

B & daddydagoth 2 years, 8 months ago
Specify that we need to choose 2, thank you
upvoted 2 times

B & jossyda 3 years, 5 months ago
Are correct
upvoted 3 times

E & ian77ex 3 years, 8 months ago
A and E are correct but the question doesn't specify "Select two answers"

A. to uniquely identify devices at Layer 2
- This is the most Accurate answer

E. to allow communication between different devices on the same network
- This is OK, but physical addresses is just the FIRST thing needed, not the ONLY thing needed to allow communication in the same broadcast
network.
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So if the question does not specify "select two answers" | would go with A.
upvoted 5 times

© & Tunz 3 years, 5 months ago
The questions says for what two purpose
So that's saying select two
upvoted 4 times

E & youtri 4 years, 6 months ago

I think (F) is incorrect, because remote device means it belongs to other network, please correct me if someone knows thank you
upvoted 5 times

B & ZayaB 4 years, 9 months ago
F is not correct. F states that when physical address (MAC address) is not known, it use broadcast address of all Fs. Correct answers are AE as MAC
addr are used on L2 and used for communication within the network (LAN).
upvoted 4 times

B & Ali526 4 years, 10 months ago
AF is also correct. In a way, this Q has 3 answers: AEF
upvoted 3 times

& & sinear 4 years, 9 months ago
Don't think so. F describes the ARP protocol.
upvoted 3 times
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Question #47 Topic 1

DRAG DROP -
Drag and drop the networking parameters from the left on to the correct values on the right.
Select and Place:

SMTP Connection Oriented
SNMP
TFTP
VolP
Connectionless
SSH
FTP
Suggested Answer:
SMTP Connection Oriented
SMTP
SNMP
SSH
TFTP
FTP
VolP
Connectionless
SSH SNMP
FTP TFTP
VolP

SSH uses TCP port 22 while SNMP uses UDP port 161 and 162.

© & Tengereni {TIIIEGLY 1 year, 1 month ago
generally if you know the protocols used by TCP and UDP this question should not be difficult for you

its the same question asked in a different format
upvoted 20 times

© & Tiessenvolk 2 years ago
Remark: There is no VolIP protocol, VolP uses typicall RTP (UDP) for media and SIP (TCP) for signaling

upvoted 7 times

B & 21c069a [TELTEY 1 vear, 2 months ago
Given answers are correct. Connection oreinted = TCP. Connectionless = UDP.
upvoted 1 times

& & BlackO 3 years, 11 months ago
literally UDP and TCP protocol grouping
upvoted 2 times
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& & MMAXY 4 years, 6 months ago
yea correct
upvoted 3 times

E & ZUMY 4 years, 6 months ago
Given answer is correct
upvoted 4 times

© & Ali526 4 years, 10 months ago
This is correct.
upvoted 3 times
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Question #48 Topic 1

Which component of an Ethernet frame is used to notify a host that traffic is coming?

A. start of frame delimiter
B. Type field
C. preamble

D. Data field

Suggested Answer: C
Preamble is a 7 Byte field in the Ethernet frame which helps to receiver to know that it is an actual data (Ethernet Frame) and not some random
noise in the transmission medium. It acts like a doorbell telling about the incoming data.

Community vote distribution
C (92%) 8%

B & Alizadeh 2 years, 4 months ago
The component of an Ethernet frame that is used to notify a host that traffic is coming is the preamble. The preamble is a sequence of bits that is
transmitted at the beginning of an Ethernet frame and is used to alert the receiving host that a frame is about to be transmitted.

The preamble consists of a series of alternating 1s and 0s, followed by a start-of-frame delimiter (SFD). The SFD is a unique pattern of bits that
indicates the start of the frame and allows the receiving host to synchronize its clock with the sender's clock. The preamble and SFD together make
up the preamble field of the Ethernet frame.

After the preamble, the Ethernet frame consists of several other fields, including the destination and source MAC addresses, the type field, and the
data field. The data field contains the payload of the frame, which can be a variety of different types of data, such as IP packets or application data.

The preamble is important because it allows the receiving host to prepare for the arrival of the frame and ensures that the frame is properly received
and processed. Without the preamble, the receiving host may not be aware that a frame is being transmitted, which could result in lost or corrupted
data.

upvoted 18 times

E & ajuniad [TITTESEY 1 year, 8 months ago
Imagine you have a special code that you want to send to your friend using a walkie-talkie. Before you start talking in your code, you want to make
sure your friend is listening and ready to hear your message. So, you and your friend decide on a special clapping pattern that you'll do before you
start talking.

In the same way, in a computer network, before sending important information, devices use a special pattern of signals called a "preamble." This
preamble works like the clapping pattern. It helps the devices get ready to listen to the upcoming message and understand it correctly. It's like a little
signal that says, "Hey, get ready, some important stuff is about to come!"

upvoted 10 times

O & ajuniad [TELEENEY 1 vear, 8 months ago

C. Preamble

The preamble is a sequence of alternating ones and zeros that serves as a synchronization signal at the beginning of an Ethernet frame. It notifies a
host that traffic is coming and helps the receiving device synchronize its clock with the sender's clock. This synchronization is essential for correctly
interpreting the subsequent data in the frame.

upvoted 1 times

© & Dutch012 2 years, 2 months ago
If it says the "actual” traffic is coming the answer would be "A".
otherwise is C.
upvoted 1 times

E & iMo7ed 2 years, 3 months ago

Selected Answer: C
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C is correct
upvoted 2 times
= & ProgSnob 2 years, 4 months ago
For a bit | thought it could possibly be A but the correct answer is C. All the SFD does is let the destination device know the important part of the
frame is about to begin. The Preamble is when it actually starts receiving the frame so it known something is about the come.
upvoted 1 times

© & Panda_man 2 years, 4 months ago
C is correct
upvoted 1 times

E & loannis_Vos 2 years, 4 months ago
The Preamble (7 bytes) and Start Frame Delimiter (SFD), also called the Start of Frame (1 byte), fields are used for synchronization between the
sending and receiving devices. These first eight bytes of the frame are used to get the attention of the receiving nodes. Essentially, the first few bytes
tell the receivers to get ready
to receive a new frame.
This is from netacad. Propably the correct answer is C.
upvoted 1 times

© & Panda_man 2 years, 5 months ago
C is correct
upvoted 2 times

B & keokkeo_123 2 years, 6 months ago
PREEEEE
upvoted 2 times

B & seeemo 2 years, 8 months ago
PRE (Preamble) indicates the receiver that frame is coming and allow the receiver to lock onto the data stream before the actual frame begins.
upvoted 2 times

B & Hodicek 3 years, 5 months ago
PREAMBLE IS THE CORRECT ANSWER 100% ,SORRY FOR CONFUSION
upvoted 3 times

& & ProgSnob 3 years, 5 months ago
The Preamble is 7 bytes and provides synchronization. The SFD is 1 byte and supposedly lets the user know that data is incoming. That's what | read.
upvoted 4 times

& & Hodicek 3 years, 5 months ago
A'is correct
upvoted 1 times

E & DonnerKomet 3 years, 8 months ago
According to CISCO preamble is 8 Bytes
upvoted 1 times

& & Godfather2022 2 years, 6 months ago
7 bytes and not 8
upvoted 1 times

B & cormorant 2 years, 6 months ago
you mean it's 7 bytes + 1 byte from the SFD
upvoted 1 times

B & ZUMY 4 years ago
Cis correct
upvoted 4 times

B & ZayaB 4 years, 3 months ago
This might help to understand Ethernet frame:
upvoted 3 times
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Question #49 Topic 1

You are configuring your edge routers interface with a public IP address for Internet connectivity. The router needs to obtain the IP address from
the service provider dynamically.
Which command is needed on interface FastEthernet 0/0 to accomplish this?

A. ip default-gateway
B. ip route

C. ip default-network
D. ip address dhcp

E. ip address dynamic

Suggested Answer: D

Community vote distribution
D (100%)

O & xsp [TITEEEIT) 4 years, 8 months ago
D is correct, means that the router will act as a DHCP client.
Should a router be set as a DHCP server commands are as follows:
conf t
service dhcp
ip dhcp pool <pool name>
network <network to be use as pool>
default-router <default gateway or the ip address of the ethernet interface facing the host>
dns-server <ip add of your dns server, say: 8.8.8.8 which is a google dns>
exit
upvoted 21 times

& & Jacob_Davis18 4 years, 8 months ago
Not correct, review again. The answer is C.
R1(config)#int Gi0/0
R1(config-if)#ip address dhcp

upvoted 3 times

& & Snellers 4 years, 7 months ago
think you may have misjudged where your answers are. ip address dhcp is answer D.
upvoted 7 times

B & zZumy 4 years, 6 months ago
D is the answer
R1(config)#int Gi0/0
R1(config-if)#ip address dhcp
upvoted 7 times

& & nebacudnezzer ([TRLRRe) 12 months ago

D is correct, that would mean router need to put its interface in client mode for DHCP.
upvoted 1 times

B & 21c¢069a 1 year, 2 months ago
Agree. D is correct.
upvoted 1 times

© & ajuniad 2 years, 2 months ago
D. ip address dhcp

To obtain an IP address dynamically from a service provider for Internet connectivity, you would use the "ip address dhcp" command on the interface.
This command tells the router to request an IP address from a DHCP (Dynamic Host Configuration Protocol) server, which is usually provided by the
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Internet service provider (ISP). DHCP is a method for devices to automatically receive network configuration settings, including IP addresses, from a
central server.
upvoted 1 times
B & MrBadger 3 years, 7 months ago
| am sure | have seen "ip address dynamic or negotiate” somewhere? Anyway | picked dhcp which is correct.
upvoted 1 times

© & BlackO 3 years, 11 months ago
right answer
upvoted 1 times

B & Ali526 4 years, 10 months ago
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book/config-dhcp-client.html
upvoted 2 times

B & Ali526 4 years, 10 months ago
D is correct.
upvoted 2 times
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Question #50 Topic 1

Which two statements about the purpose of the 0SI model are accurate? (Choose two.)

A. Defines the network functions that occur at each layer
B. Facilitates an understanding of how information travels throughout a network
C. Changes in one layer do not impact other layer

D. Ensures reliable data delivery through its layered approach

Suggested Answer: AB

Community vote distribution
AB (100%)

© & Dante_Dan [TIIREZL Y 4 years, 3 months ago
A & B are correct

C is incorrect because changes in one layer definitely affects others; imagine affecting layer 1 (disconnect a cable, plug it incorrectly, administer the
incorrect amount of voltage, etc), it would affect other layers.
D is incorrect because OSI model is not meant to ensure anything, it simply explains some of the features of each layer it defines.

upvoted 40 times

© & Belinda 3 years, 7 months ago
Thanks
upvoted 4 times

& & mamamamamammaa232414 1 year, 8 months ago
thank you
upvoted 1 times

E & Joe_Q 4 years, 7 months ago
The keyword is "Purpose”.
upvoted 8 times

© & Portcullis 2 months, 3 weeks ago
Ais correct because the 0SI model breaks down network functions into seven standardized layers, each with specific roles.
B is correct because the 0S| model helps visualize and understand the flow of data across a network.

C is misleading. while the model promotes layer independence, in practice, changes in one layer can affect others. (Remember: the 0SI model is not
used in actual networks!)
D is incorrect. the OSI model itself doesnt guarantee reliable delivery; that's a function of protocols like TCP at Layer 4.

upvoted 1 times

E & dsmitd33 7 months, 1 week ago
For me, A seems wrong since you are not defining network functionality at layers 1 and 2. D on the other hand ensures reliable data is being
transmitted since you are troubleshooting through the different layers. Strange question.
upvoted 1 times

B & nebacudnezzer 12 months ago

Selected Answer: AB

Unsure about option C as it definitely impacts another layer .
upvoted 1 times

& & mamamamamammaa232414 1 year, 8 months ago
D is not corect because not always reliable
upvoted 1 times

E & Dutch012 2 years, 8 months ago
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B is wrong, it does not tell us how are packets and frames forwarded by using a router and switch.
| believe A & C are right.
upvoted 4 times

& & CheMetto 2 years, 4 months ago
Yes me too. Changes, i think they are talking about protocol, doesn't affect other layers. That is one of the purpose of the layer
upvoted 3 times

& & oranjo 2 years ago
Changes in one layer can impact other layers, especially in terms of compatibility and interoperability.
upvoted 1 times

E & timtgh 2 years, 8 months ago
C is correct. People are misinterpreting it. Yes, if a layer has a failure, this will definitely break all of the layers above it. But all documentation of the
0SI model tells you that a primary goal of using the model is that change at one layer (meaning change in specs, not a broken cable in your network)
does not affect other layers. The URL below is just one example. It says "The layers of isolation concept means that changes made in one layer of the
architecture generally don't impact or affect components in other layers: the change is isolated to the components within that layer..." Most likely that
is what the question is referring to.
upvoted 3 times

& & Getange 1 year, 4 months ago
0S| Model is just a reference model..
upvoted 1 times

B & Anyc 3 years, 2 months ago
This question is quite confusing. There is too much ambiguity about the word "change". The official definition of this word refers to a modification, a
replacement, a substitution and not to something broken, deteriorated, damaged or incorrectly made. Moreover "Changes in one layer do not impact
other layer" is not only written in netacad courses but it is a very strong message taught in all good courses on the CCNA exam. If this assertion is
correct, it risks concealing that one of the fine qualities of the 0SI model is to allow changes in one layer without impacting the other layers. We must
also come back to the definition of the word "impact". Impact does not necessarily imply shutdown, failure or any other negative event.
upvoted 2 times

& & Nicocisco 3 years, 8 months ago
In my netacad courses i have:
These are the benefits of using a layered model to describe network protocols and operations:

-Assisting in protocol design because protocols that operate at a specific layer have defined information that they act upon and a defined interface to
the layers above and below

-Fostering competition because products from different vendors can work together

-Preventing technology or capability changes in one layer from affecting other layers above and below

-Providing a common language to describe networking functions and capabilities

So i don't know if it can be A and C

upvoted 2 times

& & ismatdmour 3 years, 8 months ago
Answer C says "Changes in one layer do not impact other layer" is incorrect, for example a broken wire (physical layer disconnected) will result in
Data-link layer protocol to be down (down down state) and no communication at all layers will occur. This means that a change in one layer
impacts other layers and C is incorrect.
At the same time, this does not contradict with that in your course:"Preventing technology or capability changes in one layer from affecting other
layers above and below". For example, for the same leased line (physical layer) they came up with many data link layer protocols, e.g HDLC and
PPP. As another example, the Ethernet (which spans over physical and data-link layers) started with 10BaseT, with IP, ARP, IGMP and ICMP
protocols on top at layer3. However, later on, the Ethernet Protocol continued to evolve with many variants, e.g. 100BaseT, 1000BaseT, Fuber
Ethernet of many variants and so on while the L3 Protocols of IP and its colleagues remain untouched.
Hence, the answer (C) talks about operational changes while the Netacademy talks about design changes. I hope this clarified the difference.

upvoted 1 times

B & chr 4 years, 6 months ago
B. Facilitates an understanding of how information travels throughout a network
Because it is a conceptual tool used to understand networking.
C. Changes in one layer do not impact other layer.
Each layer provides services to the layer above. Changes within a layer should therefore not impact the layer above (ie the same service is provided to
the layer above though it may be performed in a different way if the layer is changed).
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upvoted 4 times
B & ZUMY 4 years, 6 months ago
A & B are correct
0SI model is an structure for Both TCP and UDP. So it doesn't ensure reliabile delivery always (For UDP)
upvoted 5 times

B & Claudiu1 4 years, 7 months ago
"C. Changes in one layer do not impact other layer " | also find this true, as, for example, L2 Ethernet protocol can support both IPv4 and IPv6
protocols without changes to its structure. However, this is why layered models exist in general, it is not particular to OSI, nor it defines its purpose.
I'd say AB are correct
upvoted 5 times

E & ronanncirl 4 years, 8 months ago
Not D as its not always reliable delivery
upvoted 3 times

B & ZayaB 4 years, 9 months ago
Yes, | also see D is also somehow right. But best and relevant answer is AB
upvoted 2 times

B & Ali526 4 years, 10 months ago
AB is good, D maybe.
upvoted 2 times
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Question #51 Topic 1

Which three statements about MAC addresses are correct? (Choose three.)

A. To communicate with other devices on a network, a network device must have a unique MAC address
B. The MAC address is also referred to as the IP address
C. The MAC address of a device must be configured in the Cisco 10S CLI by a user with administrative privileges

D. A MAC address contains two main components, the first of which identifies the manufacturer of the hardware and the second of which
uniquely identifies the hardware

E. An example of a MAC address is 0A:26:B8:D6:65:90

F. A MAC address contains two main components, the first of which identifies the network on which the host resides and the second of which
uniquely identifies the host on the network

Suggested Answer: ADE

Community vote distribution
ADE (100%)

B & Alis26 [TITIECLY 4 years, 10 months ago
ADE are the answers.
upvoted 16 times

E & TomGreen41 7 months ago
MAC address is preassigned shouldn't be modified for most case and it is switch layer information, IP/network is Router layer information.
upvoted 1 times

E & nebacudnezzer 12 months ago
this is the most closest of answers you can get for the mac address definition.
A. To communicate with other devices on a network, a network device must have a unique MAC address
D. A MAC address contains two main components, the first of which identifies the manufacturer of the hardware and the second of which uniquely
identifies the hardware
E. An example of a MAC address is 0A:26:B8:D6:65:90
upvoted 1 times

B & Laziz$ 1 year, 2 months ago
0A:26:88:D6:65:90
a mac address first componet identifies the manufacture of the hardware 0A:26:B8
second componet is the uniquely idetifies the hardware :D6:65:90
upvoted 1 times

B & 21c069a 1 year, 2 months ago
Correct!
upvoted 1 times

E & duongcena 2 years ago
A. To communicate with other devices on a network, a network device must have a unique MAC address Most Voted
-> true it can communicate with other divices
B. The MAC address is also referred to as the IP address/
->no, IP Layer3
C. The MAC address of a device must be configured in the Cisco 10S CLI by a user with administrative privileges
-> no because it's unique
D. A MAC address contains two main components, the first of which identifies the manufacturer of the hardware and the second of which uniquely
identifies the hardware Most Voted
-> 1- manuafactory, 2 - identify devices
E. An example of a MAC address is 0A:26:B8:D6:65:90 Most Voted
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-> yes example: 00-B0-D0-63-C2-26.
F. A MAC address contains two main components, the first of which identifies the network on which the host resides and the second of which
uniquely identifies the host on the network
-=>wrong , 1 manuafactory, 2 identify device
upvoted 4 times
&) & Hanagaki_Shinjiro 2 years, 1 month ago
So easy
upvoted 1 times

& & keokkeo_123 3 years ago
ADE is coorrect ans
upvoted 3 times

= & WINDSON 3 years, 5 months ago
| agree ADE are correct. But why C is wrong ?
upvoted 1 times

© & Dezun 3 years, 4 months ago
administrator cannot assign mac address.
upvoted 1 times

© & Adaya 4 years, 4 months ago
Yes correct answers
upvoted 3 times

© & ZUMY 4 years, 6 months ago
ADE are correct!
upvoted 4 times
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Question #52 Topic 1

Which technique can you use to route IPv6 traffic over an IPv4 infrastructure?

A. NAT
B. 6 to 4 tunneling
C. L2TPv3

D. dual-stack

Suggested Answer: B

Community vote distribution
B (100%)

& & zZumy 4 years, 6 months ago
B is correct!
Overlay tunneling encapsulates IPv6 packets in IPv4 packets for delivery across an IPv4 infrastructure (a core network or the figure below). By using
overlay tunnels, you can communicate with isolated IPv6 networks without upgrading the IPv4 infrastructure between them. Overlay tunnels can be
configured between border devices or between a border device and a host; however, both tunnel endpoints must support both the IPv4 and IPv6
protocol stacks. IPv6 supports the following types of overlay tunneling mechanisms:

1 Manual

2 Generic routing encapsulation (GRE)

3 IPv4-compatible

4 6to4

5 Intrasite Automatic Tunnel Addressing Protocol (ISATAP)
upvoted 34 times

© & virab4 2 years, 6 months ago
yes inner and outer ip addresses
upvoted 2 times

© & ajuniad 2 years, 2 months ago
B. 6 to 4 tunneling
Imagine you have two groups of friends, one group that talks using a secret code with letters and numbers (IPv6), and another group that talks using
regular words (IPv4). But you want these two groups to talk to each other, even though they use different ways of talking.

Now, think of a big tunnel that connects these two groups. When someone from the first group wants to send a message to someone in the second
group, they put their message in a special envelope and send it through the tunnel. When the message comes out of the tunnel on the other side, it
looks like a message from the second group, even though it started with the first group's way of talking.

In the same way, 6 to 4 tunneling helps the two different ways of talking, IPv6 and IPv4, to understand each other. It wraps the IPv6 message in an
IPv4 wrapper and sends it through a tunnel. This way, they can communicate even though they use different codes.
upvoted 13 times

© & Porteullis 2 months, 3 weeks ago
The correct answer is B. 6 to 4 tunneling. This technique allows IPv6 packets to be encapsulated inside IPv4 packets so they can be routed over an
IPv4-only infrastructure, enabling communication between IPv6 networks across an IPv4 backbone. While NAT and L2TPv3 are used for different
purposes (address translation and Layer 2 tunneling, respectively), and dual-stack allows devices to run both IPv4 and IPv6 simultaneously, 6to4
tunneling specifically addresses routing IPv6 over IPv4.
upvoted 1 times

B & duongcena 2 years ago
6 to 4 tunnel
upvoted 1 times

E & marcojmnez 4 years, 8 months ago
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An automatic 6to4 tunnel allows isolated IPv6 domains to be connected over an IPv4 network to remote IPv6
networks

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/interface/configuration/xe-3s/ir-xe-3s-book/ip6-6to4-tunls-xe.pdf
upvoted 4 times

E & echarles10 4 years, 10 months ago
B is the correct answer... 6 to 4
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/interface/configuration/15-mt/ir-15-mt-book/ip6-ipoverip6-
tunls.html#:~:text=Generic%20routing%20encapsulation%20(GRE)%201Pv4,%2Dto%2Dpoint%20encapsulation%20scheme.
upvoted 4 times
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Question #53 Topic 1

Refer to the exhibit. A network technician is asked to design a small network with redundancy. The exhibit represents this design, with all hosts
configured in the same VLAN. What conclusions can be made about this design?

4, Host 5 L%
Host 4 Host 6

A. This design will function as intended.

B. Spanning-tree will need to be used.

C. The router will not accept the addressing scheme.
D. The connection between switches should be a trunk.

E. The router interfaces must be encapsulated with the 802.1Q protocol.

Suggested Answer: C

Each interface on a router must be in a different network. If two interfaces are in the same network, the router will not accept it and show error
when the administrator assigns it.

Community vote distribution
C (100%)

O & agazi 3 years, 8 months ago

I think we should reveal the designer name for future references. He has done terrible job in designing like this. Just to lighten up the mood.
on serious not what if we have switch interface (SVI) on the router it could work but not as intended
upvoted 18 times

G & zumy TINTERIT) 4 vears, 6 months ago
C is correct!
Each router interface Must be in different network.
upvoted 17 times

& & Fakecon 3 months, 2 weeks ago

Tested in packet tracer

Router(config)#int g0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

int g0/1

Router(config-if)#ip address 192.168.1.2 255.255.255.0

% 192.168.1.0 overlaps with GigabitEthernet0/0
upvoted 1 times

B & JSMM 7 months, 1 week ago
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Router interfaces should be configured with IP address from different networks. 192.168.1.1/24 and 192.168.1.2/24 belongs to the same network
upvoted 2 times
E & cCNaKicker 7 months, 3 weeks ago
why it's C and not B?
upvoted 2 times

& & Pierre_Mon_Frere 2 months ago
Spanning-Tree Protocol (STP) is used to stop Layer 2 loops (Switch loops) so that you don't get things like broadcast storms taking down your
network. In the diagram there is one link going between the two switches, so there is not a switch loop. Do not be confused because of the router
being in the diagram. Routers operate on layer 3 and utilize IP addresses to make forwarding decisions.
upvoted 1 times

B & nebacudnezzer 12 months ago
Based on the drawing it seems they are L2 switches so yeah router wont accept as it would need minimum 2 subnets to be able to differentiate WAN
from LAN
upvoted 2 times

B & SherifAbdelHameed 1 year, 1 month ago
I mean yeah C is correct, but why isn't B also correct?
upvoted 1 times

& & SherifAbdelHameed 1 year, 1 month ago
my bad, i read it as "STP will not needed to be used"
upvoted 1 times

B & Laziz$ 1 year, 2 months ago
i tried router is didnt accept the ip address. Error is (ip and mask overlaps with interface )
upvoted 1 times

E & Omooba_Adeposi 1 year, 9 months ago
The two switch ought to model the spine-leaf network architecture to create a redundant network; that is, every host must have one connection to
each switch, in case one of the switch goes inactive the other takes the relay.
upvoted 1 times

B & Dp0G65000 1 year, 10 months ago
why in packet tracer a router accepts 192.168.1.1 /24 in one interface and 192.168.1.2 in another interface?
And, the switches are connected toghether... so, if there was 2 different subnets this link were nonsese... | don't understand...
upvoted 1 times

& & D0G5000 1 year, 10 months ago
ok, i tried better now, the router doesn't accept the ip when the interface is not shutdowned
upvoted 1 times

& & D0G5000 1 year, 10 months ago
this comment can be eliminated, now it's ok
upvoted 1 times

B & fjori 2 years ago
to avoid ambiguity in the routing
upvoted 1 times

& & timtgh 2 years, 8 months ago
Badly worded question. Not enough info is given. If these are L2 switches, then C is correct. That was probably the author's intention. However, if they
are L3 switches, then C would be wrong, so D would be the answer. | think C is the answer they want.
upvoted 2 times

& & megaa 2 years, 3 months ago
By the switch diagram, it is clear as L2 switch, if it is an L3 switch you would find the icon of multilayer switch.
upvoted 2 times

& & elixirwell 2 years, 7 months ago
If it was an L3 SW why would they show a router? | guess it was safe to assume.
upvoted 1 times
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E & ECisco 2 years, 3 months ago
also L3 switch has a different icon used by Cisco so
upvoted 1 times

B & ScorpionNet 3 years, 6 months ago
C is right because Routers are meant to route through different networks
upvoted 2 times

B & CISC02022 4 years, 5 months ago
will not work. one vlan, no STP needed router stop broadcast. need router on stick and 2 vlan to work. C is correct.
upvoted 5 times

E & marcojmnez 4 years, 8 months ago
Both Rs interfaces overlaping.
upvoted 4 times

B & sinear 4 years, 9 months ago
Why not also B ? STP is needed as there are 2 SW no ?
upvoted 2 times

& & Chun9 4 years, 9 months ago
| believe L2 switches with different IP subnet can't create the link and they don't know how to route.
upvoted 2 times

& & ZayaB 4 years, 9 months ago
The network needs to be designed properly before STP (PVST+ or other) can be used. According to the diagram, best answer that fits is C as
router will not accept multiple IPs from the same subnet.
upvoted 2 times

& & lordnano 4 years, 8 months ago
STP is needed to avoid packet loops on layer 2. The router does not forward layer 2 broadcast on routed interfaces, so there is no loop created,
which would makes STP necessary.
upvoted 12 times

B & pianetaperez 4 years, 10 months ago
ip address overlaps
upvoted 3 times
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Question #54 Topic 1

Which two statements are true about the command ip route 172.16.3.0 255.255.255.0 192.168.2.4? (Choose two.)

A. It establishes a static route to the 172.16.3.0 network.

B. It establishes a static route to the 192.168.2.0 network.

C. It configures the router to send any traffic for an unknown destination to the 172.16.3.0 network.

D. It configures the router to send any traffic for an unknown destination out the interface with the address 192.168.2.4.
E. It uses the default administrative distance.

F. It is a route that would be used last if other routes to the same destination exist.

Suggested Answer: AE

Community vote distribution
AE (100%)

B & Alis26 [TITIECLY 4 years, 4 months ago
AE are correct.
upvoted 9 times

O & ajuniad [[TITEEZLY 1 vear, 8 months ago

correct answer is A&D
A. The command "ip route 172.16.3.0 255.255.255.0 192.168.2.4" establishes a static route to the 172.16.3.0 network. This means that the router
knows how to reach the devices in the 172.16.3.0 network, and it will use the interface with the address 192.168.2.4 to reach them.

D. The command "ip route 172.16.3.0 255.255.255.0 192.168.2.4" also configures the router to send any traffic for an unknown destination out the
interface with the address 192.168.2.4. This is because it's a default route (also known as the gateway of last resort), which means if the router
doesn't have a specific route for a destination, it will send the traffic out through this interface.

The other options (B, C, E, and F) do not accurately describe the behavior of the given command.
upvoted 9 times

& & Richard_nLogic 1 month, 2 weeks ago
D is incorrect because it is not a default route/last resort. The answer is A and E
upvoted 1 times

© & MauroC19 [IELIEIE) 1 year, 8 months ago

Selected Answer: AE

ip route command has the following order: (destination IP) (mask) (next hop) (AD)
as the AD is not specified in the question, | asume that is using its default AD, so answer E is correct.
upvoted 2 times

E & gabyslim 1 year, 9 months ago
A and E are correct.
upvoted 1 times

E & PacketFapper 1 year, 11 months ago
so does the inverse applies here as well. Could i reverse the cmd and yield the same result
if

ip route 192.168.2.4 255.255.255.0 172.16.3.0

Will destination be to the 172.16.3.0 network from 192.168.2.4?
upvoted 1 times

& & CheMetto 1 year, 10 months ago
as first, as ip route you need to follow network rules, so it's not 192.168.2.4 but it is 192.168.2.0. As second, if you invert it, it means that you'll
reach 192.168.2.4 through 172.16.3.0
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upvoted 1 times
B & Bhrino 1 year, 11 months ago
The command for static routes are “ip route (destination) (subnet mask) (next hop)” making 3.0 the destination network (A). E also is correct
because the question did not add a custom administrative distance making it the default of 1.
upvoted 4 times

E & cormorant 2 years, 6 months ago
ip route destination_address + subnet mask + next hop
it's a static route. the administrative distance for static routes is 1
upvoted 1 times

B & keokkeo_123 2 years, 6 months ago
AE answer
upvoted 2 times

E & VarDav 2 years, 7 months ago
A&E
See floating static route:
upvoted 1 times

B & AWSEMA 2 years, 9 months ago
Router(config)#int f1/0
Router(config-if)#ip ad
Router(config-if)#ip address 192.168.2.1 255.255.255.0
Router(config-if)#no sh
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

Router(config-if)#
Router(config-if)#int f2/0
Router(config-if)#ip ad
Router(config-if)#ip address 192.168.2.2 255.255.255.0
% 192.168.2.0 overlaps with FastEthernet1/0
upvoted 1 times

E & RedSeven4 3 years, 6 months ago
Why is D not correct?
upvoted 2 times

& & laurvy36 3 years, 4 months ago
unknown destination means that the router will send the packet most probably to the gateway of last resort 0.0.0.0/0 if it doesnt know the
destination
upvoted 2 times

B & Coffeezw 3 years, 6 months ago
Coz it says unknown destination, of which the question gives us the known destination network address (172........ )
upvoted 4 times

& & Taku2023 2 years, 2 months ago
D is correct for me also. it is the next hop ip.
upvoted 1 times

© & shiv3003 2 years ago
yes it can be D.. AD can be manually be set
upvoted 1 times

B & Alsaher 4 years ago
AE is correct
upvoted 2 times
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B & ZUMY 4 years ago
A & E are correct!
upvoted 2 times

© & jerry19 3 years, 12 months ago
Keep trying. This is a recursive ip route which essentially says, any traffic going to this network and this subnet, go here!
upvoted 1 times

E & UmbertoReed 4 years ago
Ais correct because "ip route” works with the format "destination-address mask [ exit-interface | next-hop-address ].

B is correct because it doesn't explicitly specify an administrative distance at the end of the command, so it uses the default AD of 1.
upvoted 5 times
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Question #55 Topic 1

What are two benefits of private IPv4 IP addresses? (Choose two.)

A. They are routed the same as public IP addresses.

B. They are less costly than public IP addresses.

C. They can be assigned to devices without Internet connections.
D. They eliminate the necessity for NAT policies.

E. They eliminate duplicate IP conflicts.

Suggested Answer: BC

Community vote distribution
BC (87%) 13%

& & zumy 4 years, 6 months ago
B & C are correct!
upvoted 19 times

© & lucky1559 [[TITRIRRLY 4 years, 2 months ago
E is not quite that wrong. If not the private adresses, there would be less adresses overall to use, so it would increase the chance of someone
assigning address that is already in use. By using private IPs, there is no chance, someone assigns diplicate public address inside LAN cuz there is a
special IP scope for that.
Therefore | would say B&E.

C is like yes and no. 0 is always less that something grater than it, but here it suggests that privates costs something which is wrong.
upvoted 16 times

E & Portcullis 2 months, 3 weeks ago

B. They are less costly than public IP addresses - because private IPs are free and don't require purchasing from an ISP.
C. They can be assigned to devices without Internet connections — making them ideal for internal networks.

The other options are incorrect because private IPs aren’t routed on the Internet, require NAT for external access, and can still cause conflicts if not
managed properly.
upvoted 2 times
B & Joshua25 1 year ago

Selected Answer: BE

B & E are the best options for the question asked.

A and D are apparently wrong.

B. Correct, because private IPs do not cost money, while public IPs need to be purchased from ISP.

E. The same IP address can be used in multiple private networks without causing conflicts. This is actually a purpose of NAT.

C. Incorrect, because you can assign public IPs to devices if they have no connections to the internet. For example, in an isolated lab environment,
you can assign any IPs (except special addresses like network ID, broadcast, multicast) to devices, and they can function well within the environment.
upvoted 1 times

© & croftg1 2 months ago
But ip conflicts are still possible with ipv4, within the same private network.
upvoted 1 times

E & repinger 1 year, 1 month ago
B&C is the correct answer, but gosh, the wording is terrible; private IPv4 addresses are FREE to use.
upvoted 2 times
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& & croftg1 2 months ago
Exactly. Saying less expensive implies they still cost.
upvoted 1 times

© & PCONBOARD 1 year, T month ago
A. Incorrect - Private IPv4 addresses are not routable.
B. Private addresses can be used without the need for getting it from the ISP by paying for it.
c. They can be assigned to devices where connecting to internet is not necessary.
d. To my knowledge NAT translations are needed to communicate over internet when devices in our LAN are using private addresses.
e. We can use duplicate private addresses over different networks nut not in a same LAN.
upvoted 1 times

B & 1b609cc 1 year, 2 months ago
idk I think these are right
upvoted 1 times

B & xtraMiles 1 year, 3 months ago
Definitely C. I'm actually considering D as my second answer as using ONLY private IPv4 addresses for off-grid operations does not need any NAT,
therefore eliminating the necessity for it?
upvoted 1 times

© & Arinamohammed 1 year, 4 months ago
B & C, E isn't correct because Private IP addresses alone don't prevent duplicate IP conflicts. It's actually the use of DHCP, careful planning, and
diligent network management that helps avoid and resolve these conflicts within a network.
upvoted 2 times

B & mamamamamammaa232414 1 year, 8 months ago
I thought A is correct but it was not. since they are not routed through public address.
upvoted 1 times

B & tigertoo 2 years, 1 month ago
B & C Are correct
upvoted 1 times

B & utshav 2 years, 2 months ago
The correct answers are:

B. They are less costly than public IP addresses.
C. They can be assigned to devices without Internet connections.
upvoted 1 times

E & Utshav 2 years, 2 months ago
. Correct. Private IPv4 addresses are less costly because they are not globally unique and can be used within private networks without requiring
registration or assignment from Internet authorities.
Correct. Private IPv4 addresses can be assigned to devices within a local network that do not require direct Internet access. This is useful for
internal communication or isolated network segments
upvoted 1 times

E & AndreaGambera 2 years, 2 months ago
B e C are correct !
upvoted 1 times

E & lamm 2 years, 3 months ago
A and C are correct, or better answer considering other options.
B refers to private address with some kind of cost, but unlike public squeme, there is no cost at all for private addressing squeme. So i believe this is
a trick option.
upvoted 1 times

& & Marius_Mario 2 years, 5 months ago
| think the right answer are C and E.
upvoted 4 times

B & Jorro99404 2 years, 5 months ago

Selected Answer: BC
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B and C are correct
upvoted 2 times
& lsuzu 2 years, 6 months ago
Al Say
The two benefits of private IPv4 IP addresses are:

C. They can be assigned to devices without Internet connections: Private IPv4 addresses can be assigned to devices that do not need to connect to
the internet, such as devices that only need to communicate with other devices on the same local network. This conserves public IP addresses for

devices that need to connect to the internet.

E. They eliminate duplicate IP conflicts: Private IPv4 addresses are used within a local network, so there is no possibility of a conflict with public IP
addresses used on the internet. Using private IP addresses eliminates the need for organizations to coordinate with other organizations to ensure
that their IP addresses are unique.

upvoted 1 times

© & Bhrino 2 years, 5 months ago
While it helps to eliminate duplicate up problems it doesn't fix it completely and using private address are free making b correct instead of e

upvoted 1 times
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Question #56 Topic 1

What are two benefits that the UDP protocol provide for application traffic? (Choose two.)

A. UDP traffic has lower overhead than TCP traffic

B. UDP provides a built-in recovery mechanism to retransmit lost packets

C. The CTL field in the UDP packet header enables a three-way handshake to establish the connection
D. UDP maintains the connection state to provide more stable connections than TCP

E. The application can use checksums to verify the integrity of application data

Suggested Answer: AE

Community vote distribution
AE (100%)

O & Ali526 [[TITTERL) 4 years, 4 months ago
AE are correct.
upvoted 13 times

= & zZumy 4 years ago

A & E are correct!
upvoted 10 times

© & Hanagaki_Shinjiro ([(IEeate) 1 year, 8 months ago
There's no doutb about A&E
upvoted 2 times

E & BehEARD 1 year, 10 months ago
AE Correct
upvoted 2 times

B & Tobilest 1 year, 12 months ago
AE are correct
upvoted 2 times

E) & MSTAHIR 2 years, 3 months ago
A & E are correct
upvoted 3 times

B & Nebulise 3 years, 3 months ago
A and E are correct!
upvoted 4 times

© & SUKABLED 4 years, 3 months ago
AEsy...
upvoted 2 times

& & Nicocisco 3 years, 2 months ago
EAsy :D
upvoted 1 times
B & Zerotime0 4 years, 3 months ago

Deff not bed those describe tcp. Another way to answer.
upvoted 3 times
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Question #57 Topic 1

Which two goals reasons to implement private IPv4 addressing on your network? (Choose two.)

A. Comply with PCI regulations

B. Conserve IPv4 address

C. Reduce the size of the forwarding table on network routers
D. Reduce the risk of a network security breach

E. Comply with local law

Suggested Answer: BD

Community vote distribution
BD (90%) 10%

© & CiscoTerminator [T IRLLTL g 4 years, 3 months ago
I think the answer B should be more specific like "To conserve IPv4 Public Addresses" - otherwise you cant conserve IPv4 addresses by using IPv4
addresses.
upvoted 28 times

& & nastynasty 3 years, 10 months ago
haha true
upvoted 4 times

G & zumy CZITEZETT) 4 years, 6 months ago
B & D are correct!

upvoted 11 times

& & Portcullis 2 months, 3 weeks ago

Some people seem confused why it isnt C:

C is wrong because using private IPv4 addresses does not reduce the size of the forwarding table on routers. Routers still need to maintain routing
information for all reachable subnets, whether they use public or private IPs. Forwarding table size is more influenced by network design and route
summarization than by address type.

upvoted 1 times

E & kminh9999 4 months, 3 weeks ago
AE is clearly wrong. BD makes the most sense among BCD
upvoted 1 times

B & xtraMiles 1 year, 3 months ago
B definitely, and D is reasonable since private addresses are non-routable (externally).
upvoted 1 times

B & a67c04a 1 year, 9 months ago
It'sBD
upvoted 2 times

E & vktsupport 1 year, 9 months ago
For meis "C", look at what RFC1918- IP-Public said
" One challenge is a concern within the community that globally unique
address space will be exhausted. A separate and far more pressing
concern is that the amount of routing overhead will grow beyond the
capabilities of Internet Service Providers. Efforts are in progress
within the community to find long term solutions to both of these
problems. Meanwhile it is necessary to revisit address allocation
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procedures, and their impact on the Internet routing system."

Referens: https://datatracker.ietf.org/doc/html/rfc1918
upvoted 1 times
B & djflexyb 2 years, 3 months ago
C and D, the question asks why do you implement it, you don't implement something to conserve it
upvoted 3 times

& & Ted_Chiu 1 year, 9 months ago
| think it makes sense. Public IP address is not free.
upvoted 1 times

B & [Removed] 2 years, 8 months ago
I'm a little confused, per The CCNA Official Cert Guide Vol1 (page 278):

mAvoiding/Delaying IPv4 Address Exhaustion: To delay the day in which all public IPv4 addresses were assigned to organizations as public
addresses, RFC 1918 calls for the use
of NAT along with private networks for the addresses internal to an organization.

m Reducing Internet Routers’ Routing Table Size: Using private networks also helps reduce
the size of the IP routing tables in Internet routers. For instance, routers in the Internet do
not need routes for the private IP networks used inside organizations (in fact, ISPs filter
those routes)

upvoted 6 times

& & Salvador_dali 2 years, 7 months ago
I was thinking the same, I'm using the same book to study for exam and it seems a lot of answers contradict what is in Cisco's OFFICIAL cert
guide.
upvoted 1 times

& & properchad 2 years, 5 months ago
Question is asking the benefits of using private ipv4 on OUR NETWORK . From this perspective it doesn't matter to us whether the size of routing
table of ISP or other public routers are less or large.
We need to assess the benefits it provides to us. And on that note security is one good reason as our networks can't be accessed from internet
unless NAT is in use.
And it does save the ipv4 address exhaustion.
upvoted 6 times

B & properchad 2 years, 5 months ago
and also the forwarding tables of routers in our network won't be any less. We do need to route packets using routing table.
upvoted 1 times

© & MrBadger 3 years, 7 months ago
Terribly worded question, the answers actually tell you what the question is.
upvoted 5 times

B & setarehsabz 3 years, 9 months ago
B and D are correct
upvoted 3 times

E & Doopfenel 3 years, 11 months ago
Why does it reduce the breach security?
upvoted 6 times

&) & WINDSON 3 years, 5 months ago
if your network don't have internet connectivity, how can i hack you ?
upvoted 6 times

E & ismatdmour 3 years, 8 months ago
private addresses are hidden behund a Nat hence they are not exposed to external reconnaissance attacks from outside the network
upvoted 3 times

& & Chupacabro 3 years, 10 months ago
In a scenario that the network isn't connected to the internet.


https://www.examtopics.com/user/djflexyb/
https://www.examtopics.com/user/djflexyb/
https://www.examtopics.com/user/djflexyb/
https://www.examtopics.com/user/Ted_Chiu/
https://www.examtopics.com/user/Ted_Chiu/
https://www.examtopics.com/user/Ted_Chiu/
https://www.examtopics.com/user/Salvador_dali/
https://www.examtopics.com/user/Salvador_dali/
https://www.examtopics.com/user/Salvador_dali/
https://www.examtopics.com/user/properchad/
https://www.examtopics.com/user/properchad/
https://www.examtopics.com/user/properchad/
https://www.examtopics.com/user/properchad/
https://www.examtopics.com/user/properchad/
https://www.examtopics.com/user/properchad/
https://www.examtopics.com/user/MrBadger/
https://www.examtopics.com/user/MrBadger/
https://www.examtopics.com/user/MrBadger/
https://www.examtopics.com/user/setarehsabz/
https://www.examtopics.com/user/setarehsabz/
https://www.examtopics.com/user/setarehsabz/
https://www.examtopics.com/user/Doopfenel/
https://www.examtopics.com/user/Doopfenel/
https://www.examtopics.com/user/Doopfenel/
https://www.examtopics.com/user/WINDSON/
https://www.examtopics.com/user/WINDSON/
https://www.examtopics.com/user/WINDSON/
https://www.examtopics.com/user/ismatdmour/
https://www.examtopics.com/user/ismatdmour/
https://www.examtopics.com/user/ismatdmour/
https://www.examtopics.com/user/Chupacabro/
https://www.examtopics.com/user/Chupacabro/
https://www.examtopics.com/user/Chupacabro/

upvoted 5 times
= & AlexMD 4 years ago
B & D are correct
upvoted 1 times

& & DavidFitzgerald 4 years, 5 months ago
Think there is a typo in the question shouldn't it be: "which two goals ARE reasons..?"
upvoted 2 times

& & Ali526 4 years, 10 months ago
BD are correct.
upvoted 4 times

& & il_pelato_di_casalbruciato 4 years, 6 months ago
grazie ar cazzo
upvoted 6 times
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Question #58 Topic 1

Which WAN access technology is preferred for a small office / home office architecture?

A. broadband cable access
B. frame-relay packet switching
C. dedicated point-to-point leased line

D. Integrated Services Digital Network switching

Suggested Answer: A

Service providers provide Internet access using broadband services such as DSL, cable, and satellite access. Broadband connections are
typically used to connect small offices and telecommuting employees to a corporate site over the Internet. Data traveling between corporate
sites over the public WAN infrastructure should be protected using VPNs.

Community vote distribution
A (100%)

c & Zumy 4 years ago

Alis correct!
upvoted 14 times

& & Portcullis 2 months, 3 weeks ago
For a small office or home office (SOHO), broadband cable access is the preferred WAN technology because it is cost-effective, widely available, and
provides sufficient speed for typical SOHO needs like internet access, cloud services, and VolP.
The other options: Frame Relay, leased lines, and ISDN, are older, more expensive, or outdated technologies not commonly used in modern SOHO
setups.
upvoted 1 times

B & kyut99 1 year, 1 month ago
really obscure question. can't find anything about SoHo WAN tech on official sites.
upvoted 1 times

B & Marcos9410 2 years, 10 months ago
I think D is the correct answer.
Integrated services digital network (ISDN) is a WAN technology that offers increments of 64-Kbps connections most often used by SOHO (small
office/home office) users.

upvoted 2 times

O & flash93933 2 years, 3 months ago
ISDN is dial up man....
upvoted 10 times

E & alldone 2 years, 3 months ago
hahaha
upvoted 1 times

&) & NSA_Poker 1 year, 5 months ago
D was the correct answer!.. 30 years ago. | have a SOHO router, internet provider is a cable company & | get 470-Mbps. (more than 7000 times
faster than 64K)

This reminds me of Dr. Evil holding the world hostage and demanding $1-million dollars.
upvoted 3 times

& & hippyjm 4 years, 2 months ago
Public WAN infrastructure: Service providers provide Internet access using broadband services such as DSL, cable, and satellite access. Broadband
connections are typically used to connect small offices and telecommuting employees to a corporate site over the Internet. Data traveling between
corporate sites over the public WAN infrastructure should be protected using VPNs.
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upvoted 4 times
B & echarles10 4 years, 3 months ago
A .broadband is correct for Small office.
upvoted 3 times
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Question #59 Topic 1

Which two WAN architecture options help a business scalability and reliability for the network? (Choose two.)

A. asychronous routing

B. single-homed branches
C. dual-homed branches
D. static routing

E. dynamic routing

Suggested Answer: CE
Reference:
https://www.cisco.com/c/dam/en/us/td/docs/nsite/wan_optimization/WANoptSolutionGd.pdf

Community vote distribution
CE (84%) AC (16%)

B & sinear ([[TIITECLY 4 years, 9 months ago
Should be C and E for me.

Dynanic routing serves scalability as compared to static routing.
upvoted 35 times

©) & Zerotime0 4 years, 9 months ago
Agree here too e provides and defines scalability in this scenario.
upvoted 3 times

E & Arinamohammed 1 year, 4 months ago
A. Asynchronous routing is not a standard term in networking. It might be a confusion with asynchronous transfer mode (ATM) or other
concepts, but it does not directly relate to WAN architecture options that improve scalability and reliability.
upvoted 4 times

© & SUKABLED 4 years, 9 months ago
C and E for me too..who the hell come up with those questions
upvoted 18 times

& & SUKABLED 4 years, 9 months ago
However, | guess in the real exam, A and C will count for correct..
upvoted 6 times

© & BTK0311 ([ZETRNEY 1 vear, 6 months ago
why is anyone chosing ‘A" changing the answer from asychronous to asymmetric? Asynchronous Routing Protocols:
Also known as distance vector routing protocols.
Exchange routing information periodically at set intervals, regardless of whether there are changes in the network topology.
Use simple metrics like hop count to determine the best path to a destination.
Examples include RIPv1, RIPv2, IGRP, and EIGRP (which has characteristics of both distance vector and link-state protocols).
Dynamic Routing Protocols:
Also known as link-state routing protocols.
Exchange routing information immediately or in response to changes in the network topology.
Use more complex metrics (e.g., bandwidth, delay, cost) and detailed network topology information to calculate optimal paths.
Typically have faster convergence times and better scalability than asynchronous protocols.
Examples include OSPF, IS-IS (Intermediate System-to-Intermediate System), and BGP.
upvoted 1 times

B & dampfnudel 1 year, 8 months ago
I think A&C is correct. But "Asynchrnous routing” is the wrong term. | think they mean something like Asynchronous Transfer mode. So you can split
your traffic via 2 lines, maybe Frame Relay and Internet.
upvoted 1 times

& & rozekjablkowy 2 years ago

Selected Answer: CE


https://www.examtopics.com/user/sinear/
https://www.examtopics.com/user/sinear/
https://www.examtopics.com/user/sinear/
https://www.examtopics.com/user/Zerotime0/
https://www.examtopics.com/user/Zerotime0/
https://www.examtopics.com/user/Zerotime0/
https://www.examtopics.com/user/Arinamohammed/
https://www.examtopics.com/user/Arinamohammed/
https://www.examtopics.com/user/Arinamohammed/
https://www.examtopics.com/user/SUKABLED/
https://www.examtopics.com/user/SUKABLED/
https://www.examtopics.com/user/SUKABLED/
https://www.examtopics.com/user/SUKABLED/
https://www.examtopics.com/user/SUKABLED/
https://www.examtopics.com/user/SUKABLED/
https://www.examtopics.com/user/BTK0311/
https://www.examtopics.com/user/BTK0311/
https://www.examtopics.com/user/BTK0311/
https://www.examtopics.com/user/dampfnudel/
https://www.examtopics.com/user/dampfnudel/
https://www.examtopics.com/user/dampfnudel/
https://www.examtopics.com/user/rozekjablkowy/
https://www.examtopics.com/user/rozekjablkowy/
https://www.examtopics.com/user/rozekjablkowy/

Cand E
upvoted 1 times
E & Natalia89_er 2 years, 2 months ago

Selected Answer: CE

Ais not correct

A. asynchronous routing isn't a standard term related to WAN architecture. You might be thinking of "asymmetric routing,” where packets between two
points might take different paths for the outbound and return traffic. While this can happen in complex networks, it's not specifically a method for
improving scalability and reliability.

upvoted 3 times

B & BJ221 2 years, 2 months ago
I think A and C are corresc answers. In WAN architecture with dual-homed branches it is not problem and it can even increased network capacity and
improved load balancing
upvoted 1 times

& & xbololi 2 years, 4 months ago
Based on scalability you need dynamic not static its too much work. Dual-homed is necessery for relaibilty. So C&E sounds more accurate for these
rules.
upvoted 2 times

B & Isuzu 2 years, 6 months ago
C&E are correct
C. Dual-homed branches: This architecture involves connecting each branch office to two different routers or switches, allowing for redundancy in
case of a network failure. This design ensures that if one of the network connections fails, the other can take over without any disruption, providing
high availability and improved network reliability.

E. Dynamic routing: Dynamic routing is a type of routing protocol that allows routers to dynamically exchange information about network topology
changes. This capability enables routers to adapt to network changes automatically and select the most efficient path for data transmission. Dynamic
routing ensures network scalability, as new routers or network segments can be added without manual intervention, and it also improves network
reliability by automatically rerouting traffic in the event of a network outage.

upvoted 15 times

B & Ciscoman021 2 years, 7 months ago

Selected Answer: CE

The two WAN architecture options that help a business scalability and reliability for the network are:

C. Dual-homed branches: Dual-homing involves connecting each branch office to two or more different WAN links, such as two different service
providers, in order to provide redundancy and increase reliability. This architecture option enables the business to maintain network connectivity even
if one of the WAN links fails. In addition, it can also provide better performance and scalability by balancing traffic across the multiple links.

E. Dynamic routing: Dynamic routing protocols enable routers to dynamically exchange information about the network topology and find the best path
for data to travel. This allows for faster convergence in case of network changes and improves network scalability by automatically adjusting to
changes in the network. Dynamic routing protocols also increase network reliability by providing redundancy and failover mechanisms.

upvoted 6 times

B & ipvoice 2 years, 9 months ago
| am guessing this answer; but | do not think dynamic routing is not an architecture
upvoted 3 times

B & Kosheema 2 years, 10 months ago
Should be Aand C
upvoted 1 times

E & HMaw 2 years, 10 months ago

Selected Answer: CE

Question: Which two WAN architecture options help a business scalability and reliability for the network?
Keyword: Reliability
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Here is some reading to consider for Asynchronous routing
Issues to Consider with Asymmetric Routing

Asymmetric routing is not a problem by itself, but will cause problems when Network Address Translation (NAT) or firewalls are used in the routed
path. For example, in firewalls, state information is built when the packets flow from a higher security domain to a lower security domain. The firewall
will be an exit point from one security domain to the other. If the return path passes through another firewall, the packet will not be allowed to
traverse the firewall from the lower to higher security domain because the firewall in the return path will not have any state information. The state
information exists in the first firewall.
Ref: https://www.cisco.com/web/services/news/ts_newsletter/tech/chalktalk/archives/200903.html

upvoted 3 times

& & rivera82 2 years, 11 months ago

According to Google

upvoted 2 times

& & TR3Y 2 years, 5 months ago
Asynchronous routing is not *reliable* according to the keyword of the questions here. The wording almost got me too. Comparing the definitions
with each other can provide more clarity. @HMaw posted the def. above.
upvoted 1 times

B & esther18 3 years ago
A & Cis the correct answer, you guys can google it
upvoted 2 times

B & AWSEMA 3 years, 4 months ago
| guess c&e
upvoted 1 times

B & ScorpionNet 3 years, 6 months ago
A and C are correct because it's asking for 2 WAN architecture
upvoted 3 times
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Question #60 Topic 1

What is the binary pattern of unique ipv6 unique local address?

A. 00000000
B. 11111100
C. 111111
D. 11111101

Suggested Answer: B

A IPv6 Unique Local Address is an IPv6 address in the block FC00::/7, which means that IPv6 Unique Local addresses begin with 7 bits with
exact binary pattern as 1111 110 -> Answer B is correct.

Note: IPv6 Unique Local Address is the approximate IPv6 counterpart of the IPv4 private address. It is not routable on the global Internet.

Community vote distribution
B (67%) D (33%)

© & Santhoshabraham1969 4 years, 9 months ago
According to latest RFC, unique local address is FD00::/8. Hence option should be D
upvoted 51 times

© & Rob2000 ([[ITIEEETY 4 years, 1 month ago
Correct answer: B
IANA actually reserves prefix FC00::/7, and not
FDO00::/8, for these addresses. FC00::/7 includes all addresses that begin with hex FC
IPv6 Unique local address are in the block of FC00::/7
So, the pattern is composed of the bits that don’t change
F-1111
C-1100
/7-1111110 Letter B
Letter D is
11111101 - FD, not a Unique Local Address
upvoted 29 times

& & 6dcf910 1 year, 10 months ago
SOURCE: CCNA 200-301 Official Cert Guide Library - Volume1 page 551

>

"IANA actually reserves prefix FC00::/7, and not FD00::/8, for these addresses. FC00::/7 includes all addresses that begin with hex FC and FD.
However, an RFC (4193) requires the eighth bit of these addresses to be set to 1, which means that in practice today, the unique local addresses
all begin with their first two digits as FD"

Therefore, option D 11111101 (Hex FD) is the only correct answer
upvoted 6 times

& & dearc 2 years, 7 months ago
Al said: Thank you for providing the search results. Based on the majority of search results, the correct answer to this question is B. 11111100, as
it refers to the first 7 bits of an IPv6 Unique Local Address which have an exact binary pattern of 1111 1100
upvoted 2 times

& & Sublime_Cheese 1 year, 5 months ago
/7-1111110 Letter B *& Letter D*
upvoted 1 times

E & ascj09 2 months ago

initailly it was suppsoed to be FC00::/7 but then later it was standardised that the 8th bit must be set to one so its fd00 now so | think D is the correct
answer
upvoted 1 times
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& & Chrissy102 2 months, 3 weeks ago
Correct answer: D
upvoted 1 times

& & Portcullis 2 months, 3 weeks ago
A Unique Local Address (ULA) in IPv6 always starts with the binary pattern 11111100, which corresponds to the FC00::/7 address block. These
addresses are similar to private IPv4 addresses, used for internal networks and not routable on the public Internet.

In practice, only FD0O0::/8 is currently used for generating ULAs. These are locally assigned addresses using a random 40-bit global ID.
FCO00::/8 was reserved for future use, possibly for centrally managed ULA space (though this was never implemented!).
upvoted 1 times

&) & Rado_Piatek 3 months, 1 week ago

Selected Answer: B

ofcitis B-FC00:/7
As simple as it can be FC00::/7 COVERS two blocks FC00::/8 and FD00::0/8 while option D covers only FD0O::/8 block.
upvoted 1 times

© & ¢3711ec 3 months, 2 weeks ago
I'm not the only one who thought it as D
upvoted 1 times

© & kminh9999 4 months, 3 weeks ago
The correct answer should be D because unique local address starts with FD.
Convert to binary is 11111101
upvoted 1 times

& & Hwis 6 months, 3 weeks ago
From an updated answer. The correct answer now is D.
upvoted 1 times

& & JSMM 7 months, 1 week ago
unique local - FC
Link local -FD
upvoted 2 times

&) & BanuDisii 8 months, 2 weeks ago
The 8th bit of a Unique Local Address (ULA) in IPv6 is always set to "1", which is often referred to as the "L" (Local) bit, indicating that the address is
locally assigned and not routable on the public internet; this translates to the hexadecimal value "D" in the prefix "fd00::/8" where the first 8 bits are
"11111101"
upvoted 2 times

&) & MeysamDavabi 11 months, 2 weeks ago
Option D is Correct: According to RFC 4193 section 3.2.2, the 8th bit of a Unique Local Address should be set to 1. Therefore, there is no room for
other discussions since RFC clearly stated that.
upvoted 3 times

& & e95be0d 11 months, 3 weeks ago

Selected Answer: D

FDO00::/8 is the block for ULA
upvoted 1 times

& & RafaelZB 11 months, 3 weeks ago

Selected Answer: D

D for in my POV is the better answer
upvoted 1 times

& & nebacudnezzer 12 months ago
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No, the correct answer is indeed B. 11111100.

This prefix (11111100 in binary) corresponds to fc00::/7, which is reserved for IPv6 Unique Local Addresses (ULAs). ULAs are designated for use in
private networks and are not meant to be routable on the public internet. The prefix 11111101 (option D) is not used for ULAs and does not
correspond to any specific IPv6 address type.

upvoted 2 times

© & DEIMJ 1 year ago

According to RFC
upvoted 1 times

E & Joshua25 1 year ago

Another poorly designed Cisco question. IANA reserved FC00::/7 range but RFC4193 requires FD00::/8. In reality all unique local addresses are
FDO00::/8. The question does not give the context. Both B and D are possible.

Since network knowledge is intended to be applied in actual work, I'd choose D, which is more useful and correct in reality.
upvoted 1 times
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Question #61 Topic 1

Which two options are the best reasons to use an IPV4 private IP space? (Choose two.)

A. to enable intra-enterprise communication
B. to implement NAT

C. to connect applications

D. to conserve global address space

E. to manage routing overhead

Suggested Answer: AD

Community vote distribution
AD (70%) DE (20%) 10%

O & Ali526 [[TITTERL) 4 years, 10 months ago
AD correct.
upvoted 12 times

& & Pierre_Mon_Frere 2 months ago
This one is difficult based on their wording. Most of us agree that private IPv4 enables us to conserve global address space. RFC 1918 states as
much if you read it. So D is one of the answers beyond a doubt.

A and E are good contenders for the 2nd option.

Answer A uses the word "enable”, which would not necessarily be a "reason" to use to IPv4 private addresses over other options. You could use IPv6
to "enable" intra-enterprise communication.

E states that it would be good for managing routing overhead. There are a lot of unspecified details here because IPv4 private addresses are not used
to "manage"” routing overhead either. Does it imply that a router that uses public IPs would have to have a routing table using BGP (which at the time
of this comment has around 1 million route entries in the table).

| am split between A & E, but would probably pick E if | was forced to chose one.
upvoted 1 times

B & liptechBR 12 months ago
A. To enable intra-enterprise communication: Private IP spaces allow devices within an enterprise to communicate with one another without the need
to have globally unique IP addresses. This makes it easier to manage the internal network, and reduces the risk of IP address conflicts.

B. To implement Network Address Translation (NAT): NAT allows devices on a private IP network to communicate with devices on a public IP
network. It allows a device on a private network to use a single unique public IP address to connect to the internet or other public IP networks.
upvoted 1 times

© & DB_Cooper 1 year, 1 month ago

Selected Answer: AB

A. To enable intra-enterprise communication: Private IP spaces allow devices within an enterprise to communicate with one another without the need
to have globally unique IP addresses. This makes it easier to manage the internal network, and reduces the risk of IP address conflicts.

B. To implement Network Address Translation (NAT): NAT allows devices on a private IP network to communicate with devices on a public IP
network. It allows a device on a private network to use a single unique public IP address to connect to the internet or other public IP networks.

Using private IP space in conjunction with NAT allows organization to keep their internal network private, while still providing access to the internet or
other public IP network. It conserve global address space as it is not needed to use globally unique IP addresses for all internal devices.
upvoted 2 times

& & DB_Cooper 2 years, 9 months ago
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i change my answer to AD. disregard my comment
upvoted 11 times

B & dearc 1 year, 1 month ago

Selected Answer: AD

Al said:The correct answers to the question "Which two options are the best reasons to use an IPv4 private IP space?" are:
A. To enable intra-enterprise communication D. To conserve global address space

Private IP addresses can be used within an organization for communication between devices without the need for unique public addresses . This
helps to conserve the limited supply of IPv4 addresses available globally, which is a finite resource. Private IP addresses are not routable on the
public internet and can be used within an organization without conflicts with public addresses. Therefore, options A and D are the best reasons to use
an IPv4 private IP space.

Option B- to implement NAT, option C- to connect applications, and option E- to manage routing overhead don't refer to the use of private IP
addresses directly. However, NAT can be used to translate private addresses to public addresses for access to the internet.
upvoted 3 times

B & cyrusjhurley 1 year, 5 months ago
There's no way the answer is A and D. The answers are D and E. You
don't need private ip addresses for intra-enterprise communication. You can use public ipv4 addresses, or ipv6 addresses. And for B. NAT is
necessary in order to convert private to public, but NAT is not a reason in and of itself to use IPv4. The two best reasons to use IPv4, are D and E.
Using a private ip address will help conserve global address space and E, you can manage routing overhead by not having to pay for public ipv4
addresses.
upvoted 4 times

& & PCONBOARD 1 year, 1 month ago
Managing routing overhead is more about efficient network design (e.g., using route summarization) rather than being a specific reason for using
private IP addresses. Routing overhead can be minimized through various methods that don't necessarily require private IP addresses. So E can't
be a right answer
upvoted 1 times

B & sabsyed 1 year, 7 months ago
AD correct
upvoted 1 times

B & last1904 1 year, 12 months ago
AD is correct
upvoted 2 times

B & Utshav 2 years, 2 months ago
A. Correct In an organization, using private IP space allows for communication within the enterprise without the need for globally unique IP
addresses. Private IP addresses are not routable on the public Internet, so they are suitable for internal network communication.
C. Incorrect. Connecting applications does not specifically require the use of private IP space. Applications can use IP addresses from public or
private address spaces, depending on the scenario
upvoted 3 times

© & Utshav 2 years, 2 months ago
D. Correct. One of the key reasons for using private IP space is to conserve global address space. IPv4 addresses are limited, and using private IP
space for internal communication reduces the consumption of publicly routable addresses.
upvoted 2 times

& & BarkingSpider 2 years, 3 months ago
NAT does indeed solve the problem of non-routable private addresses on the public internet, which serves a purpose related to the question. But it is
not, in and of itself, a REASON to implement private IPv4 addresses. So it is definitely not the correct answer. A&D are correct.
upvoted 2 times

B & kyleptt 2 years, 3 months ago
Can't intra-enterprise communication be done with IPV6 ?
upvoted 1 times
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© & Isuzu 2 years, 6 months ago
| see no one is looking at E.... Correct Answer: D & E
upvoted 3 times

& & iMo7ed 2 years, 9 months ago
A and D are correct
upvoted 3 times

& & Bilal1992 2 years, 9 months ago
AD IS CORRECT
upvoted 2 times

& & onikafei 3 years, 8 months ago
A and D are correct
upvoted 1 times

© & ZUMY 4 years, 6 months ago
A & D are correct
upvoted 3 times
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Question #62 Topic 1

Refer to the exhibit. When PC1 sends a packet to PC2, the packet has which source and destination IP address when it arrives at interface Gi0/0
on router R2?

10.10.1.0/30 10.10.2.0/30
> Gi0/0 GioM Gi0/0
R1 A 2 A 2
GioM | .1 GioM | .1
192.168.10.0/24 192.168.20.0/24
10 10
PC1 PC 2

A. source 192.168.10.10 and destination 10.10.2.2
B. source 192.168.20.10 and destination 192.168.20.1
C. source 192.168.10.10 and destination 192.168.20.10

D. source 10.10.1.1 and destination 10.10.2.2

Suggested Answer: C
The source and destination IP addresses of the packets are unchanged on all the way. Only source and destination MAC addresses are
changed.

Community vote distribution
C (100%)

B & Aie_7 2 years, 3 months ago

C is the only one correct. MAC source and destination change, not ip source destination.
upvoted 5 times

© & drdrunk3nst3in 10 months, 2 weeks ago

Selected Answer: C

Diagram doesn't show any NAT activity so the packet source IP address won't change at router R1.
upvoted 3 times

& & last1904 1 year, 5 months ago
Source and destination IP will not change.
upvoted 3 times

= & newyorkkam22 1 year, 6 months ago
It's for sure C.
upvoted 1 times

& & Hanagaki_Shinjiro 1 year, 8 months ago
ONLY C
upvoted 1 times

© & LeeBlack 2 years, 11 months ago
C is the correct answer
upvoted 2 times
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= & Cyberops 2 years, 12 months ago
cis correct answer
upvoted 1 times

& & sovafal192 3 years, 3 months ago
No NAT in place, so C is OK.
upvoted 2 times

& & Heymannicerouter 3 years, 8 months ago
C is correct
upvoted 4 times
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Question #63 Topic 1

What is the same for both copper and fiber interfaces when using SFP modules?

A. They support an inline optical attenuator to enhance signal strength
B. They accommodate single-mode and multi-mode in a single module
C. They provide minimal interruption to services by being hot-swappable

D. They offer reliable bandwidth up to 100 Mbps in half duplex mode

Suggested Answer: C

Community vote distribution
C (100%)

E & zumy CTITTERI) 4 vears, T month ago
Cis correct
Hot-Swap-Component that of device can be removed or install without powering down the device.
upvoted 14 times

O & Utshav (TITIERL) 2 years, 2 months ago
C. They provide minimal interruption to services by being hot-swappable.

Explanation:
SFP (Small Form-factor Pluggable) modules are used to provide flexibility in connecting networking equipment, such as switches and routers, to
various types of network media, including both copper and fiber interfaces. One of the key features of SFP modules, whether they are used with
copper or fiber connections, is their hot-swappable nature. Hot-swappability means that you can remove or replace the SFP module while the
equipment is powered on, minimizing interruption to network services. This is a significant advantage for maintenance and upgrades in a network
environment.

upvoted 5 times

© & Utshav 2 years, 2 months ago
The other options are not universally true for both copper and fiber interfaces with SFP modules:

A. Inline optical attenuators are typically used in fiber connections to reduce the signal strength and avoid overloading the receiver. This is not a
common practice for copper connections with SFP modules.

B. SFP modules for fiber connections come in both single-mode and multi-mode variants, but the same module doesn't typically accommodate
both types. Copper interfaces use different types of SFP modules altogether.

D. The bandwidth capability mentioned here (up to 100 Mbps in half duplex mode) doesn't accurately represent SFP modules. SFP modules can
support a wide range of data rates, from 100 Mbps to 10 Gbps or even higher, depending on the specific module and the type of interface (copper
or fiber).

upvoted 2 times

O & LazizS [EINIE) 1 year, 2 months ago

i new the answer but i didnt understand in english
upvoted 1 times

B & last1904 1 year, 12 months ago

Selected Answer: C

Cis correct
upvoted 1 times

B & dearc 2 years, 7 months ago

Selected Answer: C

Based on the search results, the correct answer to the question "What is the same for both copper and fiber interfaces when using SFP modules?" is:

C. They provide minimal interruption to services by being hot-swappable
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The other options mentioned in the search results refer to specific features of SFP modules, such as supporting an inline optical attenuator (option
A), accommodating single-mode and multi-mode (option B), offering reliable bandwidth up to 100 Mbps in half duplex mode (option D).
upvoted 1 times
B & Ciscoman021 2 years, 7 months ago
right answer is ¢
upvoted 2 times

B & Jberggddfhh 3 years, 5 months ago
"SFP modules are hot swappable and contain ID and system information for the switch."

upvoted 3 times

& & theRock2022 3 years, 6 months ago
A hot swap describes the act of removing components from or plugging them into a computer system while the power remains switched on. This
means that parts can be changed without shutting down or rebooting a computer or server.
upvoted 4 times
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Question #64 Topic 1

What are two functions of a server on a network? (Choose two.)

A. handles requests from multiple workstations at the same time

B. achieves redundancy by exclusively using virtual server clustering

C. housed solely in a data center that is dedicated to a single client achieves redundancy by exclusively using virtual server clustering
D. runs the same operating system in order to communicate with other servers

E. runs applications that send and retrieve data for workstations that make requests

Suggested Answer: AE

Community vote distribution
AE (100%)

© & Sutokuto 2 years, 4 months ago

If an answer choice has definitive language like "exclusively" or "solely" it's usually wrong.
upvoted 10 times

© & Utshav ([XITTECLY 1 vear, 8 months ago
The correct answers are:

A. Handles requests from multiple workstations at the same time.
E. Runs applications that send and retrieve data for workstations that make requests.

A. Correct .Servers are designed to handle requests from multiple clients or workstations simultaneously. This is one of their primary functions in a
network environment. Examples of server types include web servers, file servers, and database servers.

E. Correct. One of the main functions of a server is to run applications that serve data and services to workstations that request them. This can
include applications like web servers, email servers, and database servers.
upvoted 5 times

& & Utshav 1 year, 8 months ago
B. Incorrect. Virtual server clustering involves grouping multiple virtual servers together for improved availability and fault tolerance. While it can
achieve redundancy, it's not the exclusive way to achieve redundancy, and it's not a direct function of a server.

C. Incorrect. This option does not describe a general function of servers on a network. While dedicated data centers and virtual server clustering
might be strategies used for redundancy, this option is not a common function of servers.

D. Incorrect. Servers on a network can run different operating systems depending on their roles and the needs of the network. Communication
between servers does not necessarily require them to run the same operating system.
upvoted 3 times

E & Masterip [TEIuqe) 1 vear, T month ago
Correct responses are A and E

upvoted 1 times

E & huykg009 2 years, 5 months ago
the Correct Answer is B and C
upvoted 1 times

& & huykg009 2 years, 5 months ago
Sorry the correct Answer is A and E
upvoted 3 times
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Question #65 Topic 1

Which function is performed by the collapsed core layer in a two-tier architecture?

A. enforcing routing policies
B. marking interesting traffic for data policies
C. applying security policies

D. attaching users to the edge of the network

Suggested Answer: A

Community vote distribution
A (100%)

© & Ciscoman021 [[TIIEECL 2 vears, T month ago

In a two-tier network architecture, the collapsed core layer typically combines the core and distribution layers of a three-tier architecture into a single
layer. The main function of the collapsed core layer is to provide high-speed switching and routing of traffic between the distribution layer switches
and the access layer switches. Therefore, the answer to your question is A. enforcing routing policies.

upvoted 19 times

© & Benjamin8189 (IR 3 years, 8 months ago
low cost at first but will be difficult to scale in future, because cable requirement increase, each new site require full mash to other building due no to
centralize core, also increase routing complexity and addition routing peer needed in new protocol. Three-tier will be more efficient.
upvoted 14 times

O & Lausell [IEIZNE) 1 year, 6 months ago

Alis correct. Routing!! The access layer is the one that attaches users to the edge of the network.
upvoted 3 times

B & Utshav 1 year, 8 months ago
D. Attaching users to the edge of the network.

Explanation:

In a network design that follows a collapsed core architecture, the core and distribution layers are combined into a single layer. This design is often
used in smaller networks to simplify the network architecture and reduce complexity.

The collapsed core layer primarily focuses on connecting end-user devices or access switches to the network. It aggregates traffic from the access
layer and provides connectivity for users, servers, and other network devices. It's responsible for attaching users and devices to the edge of the

network.

The other options (A, B, and C) are not typically specific functions performed by the collapsed core layer in a two-tier architecture. They may be
associated with other layers or components in the network architecture.
upvoted 3 times

& & Sublime_Cheese 1 year, 1 month ago
D is wrong, D is for the access layer. access layer does not get collapsed in this model
upvoted 2 times

& & Sajeda_Deeb 1 year, 7 months ago
primary function is to provide high-speed connectivity for the distribution layer switches and to attach the users to the edge of the network
upvoted 2 times

B & Isuzu 2 years ago
Correct Answer is D. Attaching users to the edge of the network.
In a two-tier network architecture, the collapsed core layer serves as the middle layer between the access layer and the distribution layer. Its primary
function is to provide high-speed connectivity for the distribution layer switches and to attach the users to the edge of the network.
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Option A is incorrect because enforcing routing policies is typically done at the distribution layer.
Option B is incorrect because marking interesting traffic for data policies is also typically done at the distribution layer.

Option C is incorrect because applying security policies is typically done at the access layer, distribution layer, and sometimes the core layer,
depending on the network design.
upvoted 1 times
© & moise_amo 2 years, 3 months ago
Ais the corect answer
upvoted 5 times

B & JulietaMT98 3 years, 2 months ago
In collapsed core architecture, the core and distribution layers are combined, simplifying the design.
upvoted 6 times

B & ZUMY 3 years, 8 months ago
Alis correct
upvoted 4 times
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Question #66 Topic 1

What is the primary function of a Layer 3 device?

A. to transmit wireless traffic between hosts
B. to analyze traffic and drop unauthorized traffic from the Internet
C. to forward traffic within the same broadcast domain

D. to pass traffic between different networks

Suggested Answer: D

Community vote distribution
D (100%)

© & Bhrino [[TITIERLY 11 months, 4 weeks ago
Layer 3 = different network
Layer 2: same network
upvoted 11 times

© & Ciscoman021 [JETaqeY 1 year, T month ago
The primary function of a Layer 3 device is to pass traffic between different networks.
upvoted 1 times

B & Aie_7 1 year, 3 months ago
You could be wrong answering A thinking about firewalls, but the primary function of layer 3 devices is precisely to forward traffic between networks.
upvoted 3 times

E & kenCapt 1 year, 6 months ago
Layer 3 devices are Routers which is used to pass traffic between different LANs, whereas layer 2 devices are Switches that only broadcast traffic in
its domain but not to other LANS.D is absolutely correct
upvoted 4 times

E & ScorpionNet 1 year, 12 months ago
Basically functions between Routers, Layer 3 switches especially the Firewall enabled
upvoted 2 times

B & RichyES 2 years, 3 months ago
D is the the answer
upvoted 4 times

B & Hodicek 2 years, 5 months ago
ROUTER FUNSTION IN SUMMARY
upvoted 3 times

E & ZUMY 2 years, 8 months ago
D is correct
upvoted 2 times
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Question #67 Topic 1

Which two functions are performed by the core layer in a three-tier architecture? (Choose two.)

A. Provide uninterrupted forwarding service

B. Inspect packets for malicious activity

C. Ensure timely data transfer between layers

D. Provide direct connectivity for end user devices

E. Police traffic that is sent to the edge of the network

Suggested Answer: AC
Reference:
https://www.mcmcse.com/cisco/guides/hierarchical_model.shtml

Community vote distribution
AC (100%)

© & ricky1802 [TITTERT) 2 years, 3 months ago

In a three-tier architecture, the core layer is the central part of the network that provides high-speed switching and routing services to other network
segments. The core layer is responsible for forwarding data between distribution layers and other network segments, and for ensuring efficient and
reliable data transmission.

The core layer is designed to be highly available, scalable, and redundant, and typically uses high-speed network switches and routers. The core layer
provides the backbone for the network, and is critical to the overall performance and reliability of the system. It is usually placed at the center of the
network, and is optimized for speed and low latency to provide high-speed connectivity between the distribution layers. The core layer also provides a
centralized point for network management and monitoring.

upvoted 15 times

© & Jberggddfhh 2 years, 12 months ago
"Core layer: This layer is considered the backbone of the network and includes the high-end switches and high-speed cables such as fiber cables. This
layer of the network does not route traffic at the LAN. In addition, no packet manipulation is done by devices in this layer. Rather, this layer is
concerned with speed and ensures reliable delivery of packets."

upvoted 9 times

O & josegarrido ([IEL1e) 8 months, 2 weeks ago

Cisco is very clear about the purpose of this layer. Its only role is to forward traffic, the fastest it can. Here you don't apply any policy, as you must try
to reduce the load of the core so it can focus on routing.
upvoted 1 times

B & sany11 2 years ago
this layer is concerned with speed and ensures reliable delivery of packets.
upvoted 4 times

B & Sauceboyzzjp 3 years, 2 months ago
this design is very clear it only meant to forward traffic as fast as possible
upvoted 5 times

E & ZUMY 3 years, 8 months ago
A,C Correct
upvoted 3 times

© & ZUMY 3 years, 8 months ago
Core - also referred to as the network backbone, this layer is responsible for transporting large amounts of traffic quickly. The core layer provides
interconnectivity between distribution layer devices it usually consists of high speed devices, like high end routers and switches with redundant
links.
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upvoted 3 times
B & Shaz313 3 years, 9 months ago
Core - also referred to as the network backbone, this layer is responsible for transporting large amounts of traffic quickly. The core layer provides

interconnectivity between distribution layer devices it usually consists of high speed devices, like high end routers and switches with redundant links.
upvoted 2 times

B & Shaz313 3 years, 9 months ago

The function of the core layer is to provide fast and efficient data transport. Characteristics of the core layer include the following: The core layer is a
high-speed backbone that should be designed to switch packets as quickly as possible to optimize communication transport within the network
upvoted 2 times

B & 4quysgaming 3 years, 10 months ago
given answers are correct
upvoted 2 times

E & lordnano 4 years, 1 month ago
Things like packet inspection is a separate network service and is not part of the 3-tier architecture model.

Also think about network design with network virtualization. The inspection of the workload traffic can be completely decoupled of the the physical
layers.

| would stick to A and C. That fits also to the reference link.
upvoted 4 times

= & 1Mohit1 3 years, 10 months ago
Agreed A and C make the most sense.
upvoted 2 times

B & Shaaaaane 4 years, 1 month ago
Agreed, answer is A and B
upvoted 2 times

& & Nicocisco 3 years, 2 months ago
Policy is in distribution layer
upvoted 1 times

B & imad 4 years, 2 months ago
correct answers are a and b
upvoted 3 times

& & Nicocisco 3 years, 2 months ago
Policy is in distribution layer
upvoted 1 times
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Question #68 Topic 1

What is a recommended approach to avoid co-channel congestion while installing access points that use the 2.4 GHz frequency?

A. different nonoverlapping channels
B. one overlapping channel
C. one nonoverlapping channel

D. different overlapping channels

Suggested Answer: A

Community vote distribution
INCERD) C(17%)

© & Scooter96 [TIAEELY 3 years, 8 months ago
| agree, A. it is. Each AP operates in one channel. The goal is that neighboring APs don't use the same channel, so you need multiple non-overlapping
channel, or you have co-channel interference, which slows down your wireless operation. (Adjacent channel interference causes collisions)
upvoted 20 times

B & zZumy 3 years, 8 months ago
A is correct

upvoted 8 times

& & Porteullis 2 months, 3 weeks ago

Correct answer: A. different nonoverlapping channels

To avoid co-channel congestion when installing access points using the 2.4 GHz band, the recommended approach is to use different nonoverlapping
channels. Specifically, channels 1, 6, and 11 in most regions. These channels do not interfere with each other, reducing signal overlap and improving
overall Wi-Fi performance. Using overlapping or the same channels causes interference, leading to degraded network quality.

Answer C is wrong because using one nonoverlapping channel everywhere means all access points would be on the same channel, causing them to
overlap with themselves and create co-channel interference.
upvoted 1 times

& & josegarrido 8 months, 2 weeks ago
C is corret one nonoverlapping channel
upvoted 1 times

B & Lausell 1 year, 6 months ago
Correct Answer is A. The only way to avoid any overlap between adjacent channels is to configure APs to use only channels 1, 6, and 11. Even though
there are 14 channels
available to use, you should always strive for nonoverlapping channels in your network.
upvoted 1 times

B & dearc 2 years, 1 month ago

Selected Answer: A

The correct answer to the question "What is a recommended approach to avoid co-channel congestion while installing access points that use the 2.4
GHz frequency?" is:

A. different non-overlapping channels

This is a commonly recommended approach to avoid co-channel interference when deploying multiple access points that use the 2.4 GHz frequency
band . Channels 1, 6, and 11 are non-overlapping channels that are commonly used for this purpose.

Options B, C, and D are not recommended because they involve using overlapping channels, which can lead to interference and reduced performance.
upvoted 5 times
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& & vnn777 2 years, 2 months ago
1,6,11 channels to avoid co-channel interruption.
upvoted 2 times

= & Mokonyana 2 years, 2 months ago
i think the keyword is "co-channel". | would say the right answer is A.
upvoted 2 times

& & Fab79 2 years, 4 months ago
A correct
upvoted 5 times

= & Abdullahalbsheesh 2 years, 4 months ago
C is correct
upvoted 2 times

& & dendentester 2 years, 6 months ago
C IS CORRECT
upvoted 1 times

& & saeed_huhu 2 years, 9 months ago
The question said " co-channel " so 1-6-11 is already in use
best answeris C.
upvoted 1 times

& & BitterOldMan 2 years, 11 months ago
Seems like C is a better choice, as 2.4Ghz uses one channel and A refences channels. So, basically move it to one other nonoverlapping channel.
upvoted 1 times

& & Smaritz 2 years, 11 months ago
| think they are referring to multiple access points, not just 2.
upvoted 2 times

& & Nebulise 3 years, 3 months ago
Channels 1, 6 and 11 are the non-overlapping channels used in the 2.4GHz range
upvoted 2 times


https://www.examtopics.com/user/vnn777/
https://www.examtopics.com/user/vnn777/
https://www.examtopics.com/user/vnn777/
https://www.examtopics.com/user/Mokonyana/
https://www.examtopics.com/user/Mokonyana/
https://www.examtopics.com/user/Mokonyana/
https://www.examtopics.com/user/Fab79/
https://www.examtopics.com/user/Fab79/
https://www.examtopics.com/user/Fab79/
https://www.examtopics.com/user/Abdullahalbsheesh/
https://www.examtopics.com/user/Abdullahalbsheesh/
https://www.examtopics.com/user/Abdullahalbsheesh/
https://www.examtopics.com/user/dendentester/
https://www.examtopics.com/user/dendentester/
https://www.examtopics.com/user/dendentester/
https://www.examtopics.com/user/saeed_huhu/
https://www.examtopics.com/user/saeed_huhu/
https://www.examtopics.com/user/saeed_huhu/
https://www.examtopics.com/user/BitterOldMan/
https://www.examtopics.com/user/BitterOldMan/
https://www.examtopics.com/user/BitterOldMan/
https://www.examtopics.com/user/Smaritz/
https://www.examtopics.com/user/Smaritz/
https://www.examtopics.com/user/Smaritz/
https://www.examtopics.com/user/Nebulise/
https://www.examtopics.com/user/Nebulise/
https://www.examtopics.com/user/Nebulise/

Question #69 Topic 1

A manager asks a network engineer to advise which cloud service models are used so employees do not have to waste their time installing,
managing, and updating software that is only used occasionally. Which cloud service model does the engineer recommend?

A. infrastructure-as-a-service
B. platform-as-a-service
C. business process as service to support different types of service

D. software-as-a-service

Suggested Answer: D

Community vote distribution
D (100%)

& & jojolabubu 10 months, 3 weeks ago
SaaS$ of course, but "only used occasionally"? Not just irrelevant, it's pretty much incorrect.
upvoted 1 times

E & Elmasquentona963 1 year, 7 months ago
In Saas (Software-as-a-Service):
+ The user:

- Does not manage any aspect of the cloud services except for limited user-specific application settings.

- Only needs to provide their data.
upvoted 4 times

E & mugtaba 1 year, 12 months ago
aswer D
upvoted 1 times

& & Ciscoman021 2 years, 1 month ago
The cloud service model that the network engineer would recommend for employees to avoid wasting time installing, managing, and updating
software that is only used occasionally is "software-as-a-service" (Saa$).
upvoted 4 times

B & Peterpiper 3 years, 6 months ago
D is the right answer.
upvoted 2 times

& & Hanagaki_Shinjiro 1 year, 8 months ago
TELL ME WHY
upvoted 2 times

& & PaddyInNZ 1 year, 4 months ago
Each model has the provider creating certain services.
With laas, the provider does the: Networking, Hardware, Virtualisation.
The client adds the 0/S, Data, and Applications.
With Paas, the provider does the: Networking, Hardware, Virtualisation, and 0/S.
The client adds the Data, and Applications.
With Saas$, the provider does the: Networking, Hardware, Virtualisation, 0/S, Data and Application.
The client just works on it.
upvoted 6 times

B & ZUMY 3 years, 8 months ago
D is correct
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upvoted 3 times
© & DonnerKomet 3 years, 8 months ago
Saa$ provides te required Software, operating system and network:
Provides ready-to-use application or software
upvoted 3 times
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Question #70 Topic 1

What are two functions of a Layer 2 switch? (Choose two.)

A. acts as a central point for association and authentication servers
B. selects the best route between networks on a WAN

C. moves packets within a VLAN

D. moves packets between different VLANs

E. makes forwarding decisions based on the MAC address of a packet

Suggested Answer: CE

Community vote distribution
CE (100%)

O & ismatdmour ([[TITEEEL Y 3 years, 8 months ago
C and E. Little confusion at first about E because of the use of the word "Packet" which is a layer 3 term rather than using "Frame" for a layer 2
concept. However, we need to remember that packet is a general term that is also used to replace other terms like a "frame" of other layers. CISCO
questions like this tend to use it as well. Also, a L3 packet encapsulates a L2 frame which in turn embed a frame.
upvoted 16 times

& & PaddyInNZ 1 year, 10 months ago
Ah, a L3 packet does NOT encapsulate a L2 frame.
upvoted 2 times

B & squagmire 1 year, 8 months ago
its kind of the opposite, right?
A packet is encapsulated by Layer 2, which turns into a Frame. Correct me if im wrong
upvoted 1 times

& & Ineedicecreamdaily 1 year, 1 month ago
@squagmire You are right.

The Layer 3 (L3) packet, such as an IP packet, is encapsulated within a Layer 2 (L2) frame, such as Ethernet. This means the L2 frame
contains the L3 packet, and that's how data is transmitted across local networks or physical networks.
upvoted 1 times

© & Hanagaki_Shinjiro ([T e) 2 years, T month ago
C and E are correct. If you want to move packets between many VLANS, you have to use layer 3 devices.
upvoted 1 times

& & bikila123 2 years, 3 months ago
not a packet its frame...since its layer 2
upvoted 1 times

B & Ciscoman021 2 years, 7 months ago

Selected Answer: CE

C. Moves packets within a VLAN, and E. makes forwarding decisions based on the MAC address of a packet.
upvoted 1 times

B & saeed_huhu 3 years, 3 months ago
You need Router On Stick to route VLAN - so A-E
D isincorrect
upvoted 1 times

E & ismatdmour 3 years, 8 months ago
| meant to say "encapsulates a L2 frame which in turn embed a MAC address"”
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upvoted 2 times
B & panagiss 3 years, 11 months ago
Is it not possible to transfer packets between different VLANs? In case a 2 Vlans are in the same Subnet of course
upvoted 1 times

& & Nicocisco 3 years, 8 months ago
We need L3 switches to transfer different VLAN
upvoted 3 times

B & ScorpionNet 3 years, 6 months ago
Or a Router with subinterfaces configured
upvoted 1 times

E & babaKazoo 3 years, 12 months ago
C and E are correct put a switch moves frames and not packets.
upvoted 3 times

B & ZUMY 4 years, 1 month ago
C,E are correct
upvoted 2 times
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Question #71 Topic 1

DRAG DROP -
Drag and drop the TCP/IP protocols from the left onto their primary transmission protocols on the right.
Select and Place:

DNS TCP

HTTP

RTP

SMTP

ubDP

SNMP

Telnet

DNS TCP
HTTP
HTTP
DNS
RTP
Telnet
SMTP
Suggested Answer:
UDP
SNMP
SMTP
Telnet
RTP
SNMP

© & splashy ([TITTERLY 3 vears, T month ago
HTTP

SMTP
Telnet (can be used to test tcp connectivity not udp)

DNS

RTP
SNMP

DNS is mostly UDP Port 53, but as time progresses, DNS will rely on TCP Port 53 more heavily. DNS has always been designed to use both UDP and
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TCP port 53 from the start1, with UDP being the default, and fall back to using TCP when it is unable to communicate on UDP, typically when the
packet size is too large to push through in a single UDP packet.
upvoted 97 times

& & Juniro 10 months, 4 weeks ago
TCP : HTTP/HTTPs - FTP - SMTP - POP3/IMAP - Telnet - SSH - BGP - SMB (DNS sometimes)

UDP : DNS - DHCP - TFTP - SNMP - RIP - NTP - VolP - Streaming - QUIC
upvoted 3 times

© & esther18 3 years ago
TCP- HTTP, SMTP, Telnet

UDP- DNS, RTR, SNMP
upvoted 37 times

B & Fakecon 3 months, 2 weeks ago
Fuuny because DNS is TCP and UDP
upvoted 1 times

B & kminh9999 4 months, 3 weeks ago
the answer provided is wrong.
TCP should be: HTTR, SMTP, Telnet
UDP should be: SNMP, RTP and DNS (although DNS can be both UDP and TCP, there are only 3 slots for each option)
upvoted 2 times

B & eb63e5a 1 year, 7 months ago
DNS uses UDP, and SMTP uses UDP.
upvoted 2 times

E & TNgen9 1 year, 7 months ago
SMTP are typically uses TCP port 25 for communication
DNS primarily uses UDP as its transport protocol, specifically on port 53. UDP is preferred for DNS because it is faster and more efficient for simple
queries, where a reliable connection is not necessary.
However, DNS can also use TCP for larger queries or zone transfer operations that exceed the 512-byte limit of UDP packets.
upvoted 4 times

B & 4ffc2ad 1 year, 8 months ago
DNS utilize UDP for query and TCP for estabilishe a connection. In my Opinion the correct answer is
TCP -> HTTP, Telnet and SMTP
UDP -> DNS, SNMP, RTP
upvoted 3 times

& & Belachew 1 year, 9 months ago
This choice will be the consensus.
TCP: HTTP, SMTP, and Telnet
UDP: DNS, RTP, SNMP

upvoted 3 times

B & JulesAZ 1 year, 10 months ago
RTP was the one that got me here. 1stly was it Real Time Transport protocol or Reliable Transport Protocol?

On review | think its Real TIme Transport Protocol.
This matches with the consensus

TCP - HTTPR, SMTP, Telnet
UDP - DNS, RTP, SNMP

1st post complete, happy days....
upvoted 1 times

B & Sajeda_Deeb 2 years ago
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the correct answer is not coerrect !!

SMTP (Simple Mail Transfer Protocol) is a TCP/IP protocol used in sending and receiving email.
upvoted 9 times

B & Sajeda_Deeb 2 years ago
i think it is typo ,,, DNS should under UDP NOT TCP
HTTP
SMTP
Telnet

DNS
RTP
SNMP
upvoted 2 times

B & rop_kip_12 2 years, 1 month ago
SMTP uses TCP port 25.
DNS uses both UDP and TCP, but each differently. It uses UDP for normal DNS queries by users because DNS has to be really fast, and TCP for bulk
queries such as zone transfers between DNS servers. So the accurate answer is:
TCP-HTTPR, SMTP, TELNET
UDP - DNS, RTP, SNMP
upvoted 2 times

B & Koda88 2 years, 1 month ago
The question reads "primary transfer protocol”. | am certain DNS would have UDP considered as its primary.

Also, SMTP uses TCP for its protocol. So | believe the DNS (under TCP) and SMTP (under UDP) need to be swapped in the Correct Answer for it to be
actually correct.
upvoted 4 times

B & xbololi 2 years, 4 months ago
"primary transmission protocols” DNS uses UDP firstly then uses TCP in case.
HTTP
SMTP
Telnet/SSH

DNS
RTP
SNMP
upvoted 2 times

E & Bingchengchen236 2 years, 4 months ago
RTP use UDP, the answer is incorrect. correct me if i am wrong.
upvoted 3 times

B & Danishh 2 years, 6 months ago
TCP - HTTP, SMTP, Telnet,FTP, SSH, POP3, HTTPS

UDP - DHCP, DHCP(client), TFTP, SNMP,

TCP & UDP - DNS (53)
upvoted 4 times

E & Hope_12 2 years, 6 months ago
SMTP is TCP port 25. SMTP should be in TCP bracket not in UDP.
DNS is UDP/TCP port 53. However it is initially UDP unless the messages are larger than 512 bytes then it will use TCP.
upvoted 1 times
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Question #72 Topic 1

An engineer observes high usage on the 2.4GHz channels and lower usage on the 5GHz channels. What must be configured to allow clients to
preferentially use
5GHz access points?

A. Client Band Select

B. Re-Anchor Roamed Clients
C. OEAP Spilt Tunnel

D. 11ac MU-MIMO

Suggested Answer: A

Community vote distribution
A (100%)

& & Shaz313 3 years, 9 months ago
Band Select is Cisco's terminology for Band Steering. When enabled it encourages stations onto the 5 GHz band. This is achieved by suppressing 2.4
GHz probe response frames to station probe requests and by responding with 5 GHz probe response frames first.
upvoted 26 times

& & Portcullis 2 months, 3 weeks ago
The correct answer is A. Client Band Select. This feature encourages dual-band clients to prefer connecting to 5GHz access points instead of
overcrowded 2.4GHz ones, improving performance by balancing the load across bands. B. Re-Anchor Roamed Clients deals with client roaming
management and doesn't influence band preference. C. OEAP Split Tunnel relates to traffic routing in overlay access points, not band steering. D.
11ac MU-MIMO enhances throughput and capacity on 5GHz but doesn’t control which band clients choose to connect to.
upvoted 1 times

E & AymanShawky 1 year, 2 months ago
Client Band Select is a feature in wireless networks that allows access points to encourage or force dual-band clients to connect to the less
congested 5GHz band instead of the more crowded 2.4GHz band. This helps optimize the utilization of both frequency bands, as the 5GHz band
typically offers higher data rates and less interference compared to the 2.4GHz band. By configuring Client Band Select, clients will preferentially
connect to 5GHz access points, which can help balance the load across the network and improve overall performance
upvoted 2 times

E & PaddyInNZ 1 year, 5 months ago
Oops - option 'c" has a typo.
It should read: "C. OEAP Split Tunnel"
upvoted 1 times

E & Utshav 1 year, 8 months ago
A. Client Band Select
To encourage clients to preferentially use 5GHz access points over 2.4GHz access points, the "Client Band Select" feature should be configured. This
feature helps in steering clients to the less congested and higher-performance 5GHz frequency band, which typically offers more available channels
and less interference compared to the often crowded 2.4GHz band.
upvoted 1 times

E & geober 2 years, 6 months ago
Band select enables client radios that are capable of dual-band (2.4 and 5-GHz) operations to move to a less congested 5-GHz access point so the
answer is A
upvoted 2 times

E & Vlad_Is_Love_ua 2 years, 8 months ago
What is client band select?
Band Select is Cisco's terminology for Band Steering. When enabled it encourages stations onto the 5 GHz band. This is achieved by suppressing 2.4
GHz probe response frames to station probe requests and by responding with 5 GHz probe response frames first.
upvoted 2 times

& & ZuMy 3 years ago
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Ais correct
upvoted 2 times

B & AlexMD 3 years, 6 months ago
Ais correct answer
upvoted 1 times

B & Shaz313 3 years, 9 months ago
Band select enables client radios that are capable of dual-band (2.4 and 5-GHz) operations to move to a less congested 5-GHz access point. The 2.4-
GHz band is often congested.
upvoted 4 times
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Question #73 Topic 1

Which networking function occurs on the data plane?

A. processing inbound SSH management traffic
B. sending and receiving OSPF Hello packets
C. facilitates spanning-tree elections

D. forwarding remote client/server traffic

Suggested Answer: D

Community vote distribution
D (94%) 6%

O & shaz313 [TIIIECL 4 years, 3 months ago
Networking devices operate in two planes; the data plane and the control plane. The control plane maintains Layer 2 and Layer 3 forwarding
mechanisms using the CPU. The data plane forwards traffic flows
upvoted 22 times

& & DonnerKomet 4 years, 2 months ago
| think, this question refers to SDN terminology, so the data plane takes care of forwarding ans uses the tables created by control plane to do it.
upvoted 3 times

© & Kane002 3 years, 9 months ago
The data plane is also sometimes referred to as the "Forwarding plane".
upvoted 17 times

© & zbeugene7 (TR 1 year, 4 months ago
Really ? Well It doesn't process SSH or OSPF , it certainly doesn't facilitate STP elections, but forwarding remote client/server traffic ? It must be
remote | guess and client/server ? So two peers can't have TCP/IP connection ? And what is remote ? Different subnet ? Not very bright people...
upvoted 1 times

B & Utshav 2 years, 2 months ago
D. forwarding remote client/server traffic

The data plane, also known as the forwarding plane or user plane, is responsible for the actual forwarding and processing of network traffic. This
includes forwarding user data packets between network devices. Option D, "forwarding remote client/server traffic," is the networking function that
occurs on the data plane. It involves moving data packets from one interface to another based on their destination addresses, without involving
decisions related to network management or control protocols.

upvoted 2 times

B & Ciscoman021 2 years, 6 months ago

Selected Answer: D

The networking function that occurs on the data plane is forwarding remote client/server traffic.

The data plane is responsible for forwarding user traffic through the network, and it is implemented by forwarding devices such as switches and

routers. The other options listed, such as processing inbound SSH management traffic, sending and receiving OSPF Hello packets, and facilitating

spanning-tree elections, are functions that occur on the control plane, which is responsible for managing and configuring the network devices.
upvoted 5 times

B & iMo7ed 2 years, 9 months ago

Selected Answer: D

Itis D
upvoted 1 times

B & Fab79 2 years, 10 months ago

Selected Answer: D

D is correct
upvoted 3 times

B & guynetwork 3 years, 1 month ago
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ItisD
upvoted 1 times

& sasquatchshrimp 3 years, 3 months ago
I am reading the question as "What network operation operates on the data plane(osi layer 2). STP is strictly a layer 2 protocol. So | would go with
that since the other options are vague and D includes remote client/server forwarding, and those connections would be TCP which is layer 3. Crappy
question, but STP is the only option that strictly adhears to layer 2, unless the question needs to be "interpreted” by aliens and "technically" means
something no one would ever intent those words to mean.

upvoted 1 times

& & sasquatchshrimp 3 years, 3 months ago
| recant my answer. D sounds better with how silly the question and answers are worded.
upvoted 2 times

& & splashy 3 years, 2 months ago
Dont answer this questions with the osi layers, its not about that. Its about functions in the data plan vs control plane. Nothing to do with osi
layers.
upvoted 5 times

& Jbcerggddfhh 3 years, 5 months ago
D is correct since traffic forwarding is in the data plane:
"The data plane is the forwarding plane, which is responsible for the switching of packets through the router (that is, process switching and CEF
switching)."
Reference: https://www.ciscopress.com/articles/article.asp?p=2272154&seqNum=3
upvoted 1 times

& & Jberggddfhh 3 years, 5 months ago
Ais incorrect since SSH management traffic is in the management plane:
"The management plane is used to manage a device through its connection to the network.
Examples of protocols processed in the management plane include Simple Network Management Protocol (SNMP), Telnet, File Transfer Protocol
(FTP), Secure FTP, and Secure Shell (SSH)."
Reference: https://www.ciscopress.com/articles/article.asp?p=2272154&seqNum=3

B is incorrect since OSPF is in the control plane:
"The control plane is the brain of the router. It consists of dynamic IP routing protocols (that is OSPF, IS-IS, BGP, and so on)"
Reference: https://www.ciscopress.com/articles/article.asp?p=2272154&seqNum=3

Cis incorrect since STP is in the control plane:
"Typically, STP, VTP, and routing protocols are used in the control plane to create routing tables, forwarding tables, and other tables."
Reference: https://www.ciscopress.com/articles/article.asp?p=2928193&seqNum=3

upvoted 11 times
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Question #74 Topic 1

Under which condition is TCP preferred over UDP?

A. UDP is used when low latency is optimal, and TCP is used when latency is tolerable.
B. TCP is used when dropped data is more acceptable, and UDP is used when data is accepted out-of-order.
C. TCP is used when data reliability is critical, and UDP is used when missing packets are acceptable.

D. UDP is used when data is highly interactive, and TCP is used when data is time-sensitive.

Suggested Answer: C

Community vote distribution
C(91%) 9%

© & i_am_confused 3 years, 4 months ago
C explains why you would pick TCP over UDP. A explains why you would pick UDP over TCP.
upvoted 22 times

© & hammy1924 3 years, 1 month ago
| think while A and C are both true, C is correct in this context as the question asks for when TCP is preferred.
upvoted 5 times

G & Yinu [ZEIEEE) 1 year ago

C
The reason option C is better is that it clearly emphasizes the difference in terms of reliability of data transmission, which is the primary factor when
choosing between TCP and UDP.

upvoted 2 times

© & bymrdas 1 year, 4 months ago
cis correct.
upvoted 1 times

B & jousef9 1 year, 9 months ago
| think A is also correct
upvoted 1 times

B & kevy250 2 years, 2 months ago
C is correct
upvoted 1 times

B & iMo7ed 2 years, 9 months ago
C is correct
upvoted 2 times

© & remoto 2 years, 10 months ago
ok the answer
upvoted 2 times

E & santoshSre 3 years ago
Both A and C are correct, since udp is connection less the latency will be much lower compared to TCP.
upvoted 3 times

& & Cyberops 3 years, 6 months ago
C is the correct answer
upvoted 1 times

© & ZUMY 3 years, 6 months ago
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C:is correct
upvoted 1 times

=) & JonCCNA12 3 years, 7 months ago
| hate how A is worded ...What do you mean by optimal ? But C is correct.| look at UDP as gaming and TCP as simply browsing the internet.
upvoted 3 times

= & DuncanDUNC 3 years, 7 months ago
C is the most correctness.
upvoted 1 times

& & chrisp31 3 years, 8 months ago
C is most correct. Connection based, need to get packets and verify.
upvoted 2 times

& & ismatdmour 3 years, 8 months ago
C is correct for the current question context "Under which condition is TCP preferred over UDP?". However, A will be the answer for alternative
question context of "Under which condition is UDP preferred over TCP?". Be ware
upvoted 5 times

= & onikafei 3 years, 8 months ago

Selected Answer: C

A and C are both correct, however in this case your going to want to tcp to transmit critical data. You arent going to pick TCP or UDP over latency
upvoted 3 times

& & Namek 3 years, 9 months ago

Selected Answer: C

The correct answer is C
upvoted 2 times
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Question #75 Topic 1

SiteRfshow interface TenGigabitEthernet0/1/0
TenGigabitEthernet0/1/0 is up, line protocol is up
Hardware is BUILT-IN-EPA-8x103, address is 780c.f02a.db%1 (bia 780a.f02b.db91)
Description: Connection to SiteB
Internet address is 10.10.10.1/30
MTU 8146 bytes, BW 10000000 Ebit/sec, DLY 10 usec,
reliabhility 166/255, txload 1/255, rxload 1/255
Full Duplex, 10000Mbps, link type is force-up, media type 1s SFP-LR
S minute input rate 2647%7000 bits/sec, 26672 packets/sec
5 minute output rate 122464000 bits/sec, 15724 packets/sec

SiteB#show interface TenGigabitEthernet0/1/0
TenGigabitEthernet0/1/0 is up, line protocol is up
Hardware 1s BUILT-IN-EPA-8x103, address is 780c.f0Zc.db?6 (bia 780c.f02c.db2é)
Description: Connection to Sitel
Internet address is 10.10.10.2/30
MTU 8146 bytes, BW 10000000 Ebit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Full Duplex, 10000Mbps, link type is force-up, media type is SFP-LR
S minute input rate 122464000 bits/sec, 15724 packets/sec
S minute output rate 2647%7000 bits/sec, 26672 packets/sec

Refer to the exhibit. Shortly after SiteA was connected to SiteB over a new single-mode fiber path, users at SiteA report intermittent connectivity
issues with applications hosted at SiteB. What is the cause of the intermittent connectivity issue?

A. Interface errors are incrementing.
B. High usage is causing high latency.
C. Anincorrect SFP media type was used at SiteA.

D. The sites were connected with the wrong cable type.

Suggested Answer: A

The only indicator of any issues here is the reliability 166/255 on SiteA. When the input and output errors increase, they affect the reliability
counter. This indicates how likely it is that a packet can be delivered or received successfully. Reliability is calculated like this: reliability =
number of packets / number of total frames.

The value of 255 is the highest value meaning that the interface is very reliable at the moment. The calculation above is done every 5 minutes.

Community vote distribution
INGD) B(16%) 9%

© & Zara2stra 4 years, 4 months ago
reliability 255/255: When the input and output errors increase, they affect the reliability counter. This indicates how likely it is that a packet can be
delivered or received succesfully. Reliability is calculated like this: reliability = number of packets / number of total frames. The value of 255 is the
highest value meaning that the interface is very reliable at the moment. The calculation above is done every 5 minutes.
So answer A is correct.
upvoted 33 times

© & LordScorpius 3 years, 6 months ago
Yes but, this definition is for "Reliability" which could be composed of unknown factors, none of which are specifically stating, "Interface Errors".
Could be. What is the CAUSE? The only indication is throughput is blowing up the link. High volume of frames.
upvoted 3 times

B & zbeugene7 2 years, 4 months ago
Interface errors could be the cause for whatever unknown reason, , because of problems with the interface, it's not saying counter is the cause
upvoted 1 times

© & RougePotatoe 3 years ago
Why aren't people reading the question? It asks what is causing the issue not can you confirm the issue. Yes the reliability is down BUT WHY IS IT

DOWN? That is the question not if there is an issue with reliability. We know there is a problem with reliability the question stated it and is confirmed
by the reliability counter.
upvoted 15 times

& & Fakecon 2 months, 3 weeks ago
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| will pick C here

upvoted 1 times

& & Porteullis 2 months, 3 weeks ago
This question is incredibly stupid. If we refer to the exhibit as per the instructions, A is the only logical answer. If we use our common sense and
again, refer to the question, A is not a CAUSE.

Although | disagree with answer A and would of chosen answer D, | have seen some official answers and when the question asks you to refer to the
exhibit, *always* use information from the exhibit rather than extrapolating an answer. This exam often test your ability to interpret the given data, not
your broader technical judgment...

upvoted 1 times

B & 1Abel1 4 months, 2 weeks ago
According to the output of interface0/1/0 , option A shows the problem that site A is experiencing (reliability 166/255). But the question is asking for
the "CAUSE of the problem". As we know, cable related issues can cause intermittent connectivity.

Although, the output also shows that the right cable was used, but, it's worth checking the cable which is likely the CAUSE instead of focusing on the
output of the cause.
upvoted 2 times

E & befa13c 5 months ago
The most likely cause is an incorrect fiber cable type. Although both sides report using SFP-LR (which is meant for single-mode fiber), the issue
began after installing a new fiber path. Site A shows degraded reliability (166/255) while Site B is fine (255/255), indicating a one-sided physical
issue. This is consistent with using multi-mode fiber with single-mode optics, which can result in intermittent connectivity without fully dropping the
link. Therefore, the wrong cable type is the root cause — not interface errors (which are symptoms).
upvoted 3 times

B & ClaudeBalls 7 months, 1 week ago
What is the cause...?
A just confirms an issue, not the cause.
C SFPs are the same LR which you use on SM Fiber
D wrong cable will connect sites but cause issues.
upvoted 1 times

B & jojolabubu 8 months, 4 weeks ago
Will go for D. The question is unusually long as it insists on the single mode finer path. Using a multi mode cable would result in some packet loss
and probably this degraded reliability in the stats.
upvoted 2 times

E & Simrankoor 10 months, 4 weeks ago
Value of 166/255: This value translates to approximately 65% reliability. This means that the interface is experiencing some issues that affect its
ability to deliver or receive packets reliably
upvoted 2 times

B & Omooba_Adeposi 12 months ago
D is Al's response. Using the appropriate SFP modules as is the case here does not explicitly imply that the right fibre cable (single-mode or multi-
mode) has been used for this point to point connection.
upvoted 1 times

& & askar430 1 year, 6 months ago

Error increments is the result of the reason, the question ask about the reason not the result or what happen, the answer D
upvoted 3 times

E & Sublime_Cheese 1 year, 8 months ago
one cause will effect the interface errors and connectivity issues, therefore interface errors is not the cause. A is wrong.
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upvoted 1 times
5 & caminf 1 year, 8 months ago
Ais not correct because it shows the effect of the problem and NOT the connectivity issue cause (that is what the question requires)
B is not correct because, according to the TxLoad and RxLoad values (1/255) there is a very low usage.
C is not correct because the used SFP are equals both side.

The correct answer is D. Probably the sites distance is 5km but are connected with an 0S1 single-modal type that support 10G on maximum distance
of 2km.
upvoted 2 times

B & zahari_zaen 1 year, 9 months ago
physical issue
upvoted 2 times

B & Ixxxxxxxxx 1year, 11 months ago
Can someone explain how its A? Thats the outcome isnt it?
upvoted 1 times

E & zbeugene7 1 year, 12 months ago
Looks like a case of bad English to me, apparently operations moved out of the US.... A cause and effect are two different things, incrementing errors
is an "effect" caused by some underlying issue, it can't be a "cause" by itself, incrementing errors is an equivalent to connectivity issues, it's
nonsensical to define it as a cause for technician reporting it
upvoted 3 times

B & Hope_12 2 years, 6 months ago
Ais result not the cause which is the one asked in the question.
upvoted 3 times

© & Rydaz 2 years, 5 months ago
txload and rxload are low... so it can't be high usage right?
upvoted 3 times
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Question #76 Topic 1

A network engineer must configure the router R1 GigabitEthernet1/1 interface to connect to the router R2 GigabitEthernet1/1 interface. For the
configuration to be applied, the engineer must compress the address 2001:0db8:0000:0000:0500:000a:400F:583B. Which command must be
issued on the interface?

A. ipv6 address 2001::db8:0000::500:a:400F:583B
B. ipv6 address 2001:db8:0::500:a:4F:583B

C. ipv6 address 2001:db8::500:a:400F:583B

D. ipv6 address 2001:0db8::5:a:4F:583B

Suggested Answer: C

Community vote distribution
)

B & efd6482 1 year, 3 months ago
All the IP Addresses starting with 0's cant be compressed
upvoted 2 times

© & Vinnnie 1 year, 5 months ago
correct
upvoted 1 times

E & tonnylion 1 year, 7 months ago
Cis correct
upvoted 1 times

B & Jorro99404 1 year, 11 months ago
The correct one
upvoted 2 times

B & cormorant 2 years, 6 months ago
at last a question with a correct answer that makes sense
upvoted 4 times

B & keokkeo_123 2 years, 6 months ago
C is correct
upvoted 4 times

B & ZUMY 3 years ago
Cis correct!
upvoted 2 times

B & onikafei 3 years, 3 months ago
Dumbed it down to c or a, a however was incorrect. 0000 should have been shortened
upvoted 1 times

E & priya17 3 years, 6 months ago
C correct answer
upvoted 1 times

B & Sonieta 3 years, 7 months ago
Yes, C is the better way to compress
upvoted 1 times

E) & NZIAKOU 3 years, 8 months ago
Good "C"
upvoted 2 times
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Question #77 Topic 1

What is a network appliance that checks the state of a packet to determine whether the packet is legitimate?

A. Layer 2 switch
B. LAN controller
C. load balancer

D. firewall

Suggested Answer: D

Community vote distribution
D (100%)

O & hp2wx [TIIESE) 2 years, 9 months ago
Answer is D as a firewall is used for stateful packet inspection.

upvoted 10 times

© & Kirby87 10 months, 1 week ago
Correct answer
upvoted 1 times

E & sabsyed 1 year, 1 month ago
d is correct answer
upvoted 2 times

B & dearc 2 years, 1 month ago
D is correct!
upvoted 3 times

B & ZUMY 3 years ago
D is correct!
upvoted 4 times

B & AlexMD 3 years, 6 months ago
D is correct answer
upvoted 3 times

E & ABIboyscorner 3 years, 6 months ago
| believe that this is where security comes into play.
upvoted 4 times
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Question #78 Topic 1

What is a role of access points in an enterprise network?

A. integrate with SNMP in preventing DDoS attacks
B. serve as a first line of defense in an enterprise network
C. connect wireless devices to a wired network

D. support secure user logins to devices on the network

Suggested Answer: C

Community vote distribution
)

& & YoniEth 3 years, 9 months ago
Cis correct.
upvoted 12 times

© & Kirby87 2 months, 1 week ago

C is correct
upvoted 1 times

E & Fakecon 3 months, 2 weeks ago

Selected Answer: C

you have activated my trap card
upvoted 1 times

B & Petermwathe 2 years, 3 months ago
Cis correct
upvoted 1 times

B & ZUMY 3 years ago
Cis correct!
upvoted 4 times
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Question #79 Topic 1

An implementer is preparing hardware for virtualization to create virtual machines on a host. What is needed to provide communication between
hardware and virtual machines?

A. router
B. hypervisor
C. switch

D. straight cable

Suggested Answer: B

Community vote distribution
B (100%)

© & ABlboyscorner 3 years, 6 months ago
A computer that hosts VMs requires specialized software called a hypervisor. The hypervisor emulates the computer's CPU, memory, hard disk,
network and other hardware resources, creating a pool of resources that can be allocated to the individual VMs according to their specific
requirements. The hypervisor can support multiple virtual hardware platforms that are isolated from each other, enabling VMs to run Linux and
Windows Server 0Ses on the same physical host.
upvoted 18 times

© & Hanagaki_Shinjiro ([Tl aqe) 1 year, 8 months ago

B is 100% correct

upvoted 1 times

B & iMo7ed 2 years, 3 months ago

Selected Answer: B

Itis B
upvoted 2 times

B & sasquatchshrimp 2 years, 9 months ago
read it as, "what give a virtual computer access to physical hardware?" Hypervisor.
upvoted 1 times

B & ZUMY 3 years ago
B is correct
upvoted 2 times
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Question #80 Topic 1

How does a Cisco Unified Wireless Network respond to Wi-Fi channel overlap?

A. It allows the administrator to assign the channels on a per-device or per-interface basis.
B. It segregates devices from different manufactures onto different channels.
C. It analyzes client load and background noise and dynamically assigns a channel.

D. It alternates automatically between 2.4 GHz and 5 GHz on adjacent access points.

Suggested Answer: C
Reference:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/dca.html

Community vote distribution
C (81%) D (19%)

© & ciscoman021 [TITEEEL D 2 years, 7 months ago
The Cisco Unified Wireless Network is designed to dynamically manage and optimize wireless coverage and performance by constantly monitoring
and adjusting to changing conditions. In the case of Wi-Fi channel overlap, the network will analyze client load and background noise and dynamically
assign channels to minimize interference and optimize throughput. This ensures that the network can provide reliable and high-performance Wi-Fi
connectivity to all clients, even in challenging environments with high levels of interference.
upvoted 10 times

O & poning [IEIENE) 11 months, 1 week ago
lika a shit.192.168.100.32/27 isn't include vlan 100(192.168.100.1/27)

upvoted 1 times

E & JulesAZ 1 year, 8 months ago

Selected Answer: C

Totally C

In a Cisco Unified Wireless Network, the response to Wi-Fi channel overlap is managed through Radio Resource Management (RRM). Here's how it
works:

Automatic Channel Selection:

Cisco APs (Access Points) use RRM to automatically select channels for operation.
When APs detect channel overlap or interference, RRM dynamically adjusts the channel assignments.
It aims to minimize interference and optimize performance.

Amongst other things.
upvoted 2 times

E & Da_Costa 2 years ago

Selected Answer: D

Dis correct
upvoted 1 times

E & Da_Costa 2 years, 1 month ago

Selected Answer: D

| think D is appropreate
upvoted 1 times

E & Da_Costa 2 years, 2 months ago

Selected Answer: C

dynamic channel assignment, manual channel assignment by the administrator, alternating channels, and device segregation.
upvoted 1 times
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& & oatmealturkey 2 years, 8 months ago
These questions are often worded in a very deliberate way. Because this asks how the Cisco Unified Wireless Network RESPONDS to channel overlap,
I go with C over D. The way Band Select works is to cause 5ghz-capable clients to join the 5ghz band, but it does this all the time when Band Select is
enabled, not as a response to any conditions. DCA is a response to channel overlap.
upvoted 2 times

B & moise_amo 2 years, 9 months ago
the question is for channel overlapps principaly, not for band select
upvoted 1 times

E & Anas_Ahmad 2 years, 9 months ago
A Cisco Unified Wireless network does not alternate automatically between 2.4 GHz and 5 GHz on adjacent access points. The network instead
analyzes the client load and background noise on different channels and dynamically assigns a channel that will provide the best performance for the
wireless network. It does not make use of switching between 2.4 and 5GHz as this is not how it's designed to handle channel overlap. This helps to
ensure that there is minimal channel overlap and that the wireless network is operating at optimal performance. that is why D is not correct
upvoted 1 times

E & mzu_sk8 2 years, 11 months ago
D on another site without explanation
upvoted 1 times

& & splashy 3 years, 1 month ago
| think it's C... Can be found in provided link: DCA Algorithm
Same Channel Contention—other AP's/clients on the same channel - also known as Co-Channel interference or CCI
Foreign Channel - Rogue—0ther non RF Group AP's operating on or overlapping with the AP's served channel
Noise—Non-Wi-Fi sources of interference such as Bluetooth, analog video, or cordless phones - see CleanAir for useful information on using CleanAir
to detect noise sources
Channel Load—through the use of industry standard QBSS measurements - these metrics are gathered from the Phy layer - very similar to CAC load
measurements.
DCA Sensitivity—A sensitivity threshold selectable by the user that applies hysteresis to the evaluation on channel changes

Answer D doesn't fix problem 2 and 3 resulting in overlap.
upvoted 1 times

B & GohanF2 3 years, 3 months ago
It Must be option C due that for accomplish option D the feature of "band select " needs to be enabled and that it's not enabled by default
upvoted 1 times

E & vuhidus 3 years, 3 months ago

| think it's D
upvoted 1 times

& & saeed_huhu 3 years, 3 months ago
Selected Answer: C
C - Dynamic Channel Assignment DCA
upvoted 1 times

B & SH_ 3 years, 4 months ago
Selected Answer: C
Best choice is C. Dynamic Channel Assignment (DCA)
upvoted 1 times

B & LordScorpius 3 years, 6 months ago
Selected Answer: C
Dynamic Channel Assignment DCA. Cisco is a for-profit company. Teaching us about all their features is part of our "Certification”.
upvoted 2 times

& & jahinchains 3 years, 6 months ago

Selected Answer: D
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the paramater on C are client load and background noise? how does it conncern in channel overlap? D is good...
upvoted 1 times

& & DOnkey_hOt 3 years, 4 months ago
when channels overlap the noise level is high
upvoted 1 times
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Question #81 Topic 1

In which situation is private IPv4 addressing appropriate for a new subnet on the network of an organization?

A. The network has multiple endpoint listeners, and it is desired to limit the number of broadcasts.
B. The ISP requires the new subnet to be advertised to the Internet for web services.
C. There is limited unique address space, and traffic on the new subnet will stay local within the organization.

D. Traffic on the subnet must traverse a site-to-site VPN to an outside organization.

Suggested Answer: C

Community vote distribution
C (86%) 9%

© & babaKazoo 3 years, 9 months ago
A. Use separate VLAN to reduce broadcast traffic.
C. Use separate subnet to conserve address space.

So for this question C.
upvoted 8 times

E & Marcos9410 3 years, 4 months ago
C is correct
upvoted 6 times

& & Portcullis 2 months, 3 weeks ago
Ignoring how poorly this question is worded, private IPv4 addressing is appropriate when public IPs are limited and the subnet doesn't need to be
reachable from the Internet, such as for internal-only traffic. This makes C the best choice. Options like B require public IPs, and D would typically
involve NAT. A relates to broadcast control, which isn't directly tied to private vs. public addressing.
upvoted 1 times

E & karanjass 1 year, 1 month ago
C is correct
upvoted 1 times

B & ZUMY 3 years, 6 months ago
Going with C:
upvoted 3 times

E & awashenko 3 years, 8 months ago

Selected Answer: C

Best answers is C
upvoted 2 times

B & ian77ex 3 years, 8 months ago

Selected Answer: C

C is correct.
Ais also good, but when you have two possible answers you should select the best one.
upvoted 3 times

B & hector255 3 years, 9 months ago

Selected Answer: C

Sorry, | checked that the correct one is C.
upvoted 2 times

B & hector255 3 years, 9 months ago

Selected Answer: D

Sorry, | checked that the correct one is C.
upvoted 1 times
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E & hector255 3 years, 9 months ago

Selected Answer: A

Option A is the correct.

upvoted 1 times

& & kijken 3 years, 9 months ago

Selected Answer: C

C is almost the definition of the reason why we subnet and why we use private addresses with NAT

upvoted 2 times

= & chin_rao 3 years, 9 months ago

Selected Answer: C

Private IP address are used to conserve IP addresses

upvoted 1 times

= & gvofke 3 years, 10 months ago

Selected Answer: A

Subnetting is used to limit the broadcast domain, i think the right answer is A

upvoted 1 times

& & eddy_bigirwa 3 years, 11 months ago
i thin c is the correct answer since private ip are used only on local network and cant be used over the internet(WANO
upvoted 3 times

& & marked 4 years ago
As far | know subnet is done to save and utilise address space in the network. So | opt C
upvoted 1 times
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Question #82 Topic 1

DRAG DROP -

Drag and drop the characteristics of network architectures from the left onto the type of architecture on the right.
Select and Place:

Collapsed Core
single device handles the core and the distribution layer
enhances network availability
more cost-effective than other options
most appropriate for small network designs Thiee Tier
separate devices handle the core and the distribution laver
Suggested Answer:
Collapsed Core

single device handles the core and the distribution layer

single device handles the core and the distribution layer

more cost-effective than other options

enhances network availability

most appropriate for small network designs

more cost-effective than other options

most appropriate for small network designs Three-Tier

enhances network availability
separate devices handle the core and the distribution layer

separate devices handle the core and the distribution layer

& & gnaix 1 year, 6 months ago
Given answer is correct
upvoted 3 times

&) & ELHAZ 2 years, 1 month ago
Collapsed core :
Single device handles the core and the distribution layer
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more cost-effective than other opton
most appropriate for small network designs

Tree-Thier:

enhances network availability
separate devices handles the core and the distribution layer
upvoted 3 times
© & harkindeylee 2 years, 2 months ago
Correct
upvoted 2 times
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Question #83 Topic 1

Which 802.11 frame type is indicated by a probe response after a client sends a probe request?

A. data
B. management
C. control

D. action

Suggested Answer: B

Community vote distribution
B (100%)

E & zZumy 3 years ago

B is correct

Management frames: Used for joining and leaving a wireless cell. Management frame types include association request, association response, and
reassociation request, just to name a few. (See Table 7-2 for a complete list.)
Control frames: Used to acknowledge when data frames are received.
Data frames: Frames that contain data.
upvoted 30 times

& & TA77 2 years, 11 months ago
Thank you
upvoted 2 times

B & TinKode [[TIITERLY 2 years, 5 months ago

Duplicate with question nr. 7
upvoted 5 times

© & syougun200x [TELEERNEY 1 year, 4 months ago
Types of Data, control and management frames in the below if anyone else is interested.

https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-frames-a-starter-guide-to-learn-wireless-sniffer-traces/ta-p/3110019
upvoted 1 times

B & VirtuaTech 1 year, 11 months ago
repeated question
upvoted 3 times

E & harkindeylee 2 years, 2 months ago
B is correct
upvoted 1 times

B & Marcos9410 2 years, 10 months ago

Selected Answer: B

B is correct
upvoted 2 times


https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/TA77/
https://www.examtopics.com/user/TA77/
https://www.examtopics.com/user/TA77/
https://www.examtopics.com/user/TinKode/
https://www.examtopics.com/user/TinKode/
https://www.examtopics.com/user/TinKode/
https://www.examtopics.com/user/syougun200x/
https://www.examtopics.com/user/syougun200x/
https://www.examtopics.com/user/syougun200x/
https://www.examtopics.com/user/VirtuaTech/
https://www.examtopics.com/user/VirtuaTech/
https://www.examtopics.com/user/VirtuaTech/
https://www.examtopics.com/user/harkindeylee/
https://www.examtopics.com/user/harkindeylee/
https://www.examtopics.com/user/harkindeylee/
https://www.examtopics.com/user/Marcos9410/
https://www.examtopics.com/user/Marcos9410/
https://www.examtopics.com/user/Marcos9410/

Question #84 Topic 1

What is the difference in data transmission delivery and reliability between TCP and UDP?

A. TCP transmits data at a higher rate and ensures packet delivery. UDP retransmits lost data to ensure applications receive the data on the
remote end.

B. TCP requires the connection to be established before transmitting data. UDP transmits data at a higher rate without ensuring packet
delivery.

C. UDP sets up a connection between both devices before transmitting data. TCP uses the three-way handshake to transmit data with a
reliable connection.

D. UDP is used for multicast and broadcast communication. TCP is used for unicast communication and transmits data at a higher rate with
error checking.

Suggested Answer: B
UDP speeds up transmissions by enabling the transfer of data before an agreement is provided by the receiving party. As a result, UDP is
beneficial in time- sensitive communications, including voice over IP (VoIP), domain name system (DNS) lookup, and video or audio playback.

Community vote distribution
B (100%)

= & zZumy 3 years, 6 months ago
B is correct
upvoted 11 times

E & Smaritz 3 years, 8 months ago
B is correct
upvoted 6 times

E & xtraMiles [TETEAIE) 1 year, 3 months ago

TCP - connection-oriented
UDP - connectionless
upvoted 1 times

© & Hanagaki_Shinjiro 2 years, 1 month ago
UDP speeds up transmissions by enabling the transfer of data before an agreement is provided by the receiving party. As a result, UDP is beneficial in
time- sensitive communications, including voice over IP (VolP), domain name system (DNS) lookup, and video or audio playback.
upvoted 2 times


https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/ZUMY/
https://www.examtopics.com/user/Smaritz/
https://www.examtopics.com/user/Smaritz/
https://www.examtopics.com/user/Smaritz/
https://www.examtopics.com/user/xtraMiles/
https://www.examtopics.com/user/xtraMiles/
https://www.examtopics.com/user/xtraMiles/
https://www.examtopics.com/user/Hanagaki_Shinjiro/
https://www.examtopics.com/user/Hanagaki_Shinjiro/
https://www.examtopics.com/user/Hanagaki_Shinjiro/

Question #85 Topic 1

e0/1 e0/0

PC-A: 10.10.10.0 PC-B: 10.10.100.0
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

Refer to the exhibit. When PC-A sends traffic to PC-B, which network component is in charge of receiving the packet from PC-A, verifying the IP
addresses, and forwarding the packet to PC-B?

A. router
B. Layer 2 switch
C. load balancer

D. firewall

Suggested Answer: A

Community vote distribution
A (100%)

© & Belinda [[TITEERL ) 2 years, 3 months ago
A 1S CORRECT. PC--A and PC-B are not in the same network. Switches send traffic in layer 2 and within the same VLA while routers route traffic to
different subnet and at layer 3.
upvoted 5 times

© & harkindeylee [TELEEe) 1 year, 2 months ago
Packet is recieved by the router. A is perfect
upvoted 2 times

E & country_rooted 2 years ago
From the time the question asks to verify you already know the answer is A.
upvoted 2 times

B & ZUMY 2 years ago

A is correct!
upvoted 3 times

B & rictorres333 2 years ago

Selected Answer: A

The key word is "packet".
upvoted 3 times
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Question #86 Topic 1

What is the maximum bandwidth of a T1 point-to-point connection?

A. 1.544 Mbps
B. 2.048 Mbps
C. 34.368 Mbps
D. 43.7 Mbps

Suggested Answer: A

Community vote distribution
A (100%)

& & Chupacabro 3 years, 4 months ago
ATl
B. E1
C.E3
D.T3
upvoted 18 times

© & shauntilyard 2 years, 11 months ago
Why is this even tested if it is specific to the US?
upvoted 7 times

O & sasquatchshrimp 2 years, 9 months ago
They got to make their money somehow, and real questions would allow all network admins to get the ccna with no study.
upvoted 10 times

© & Hanagaki_Shinjiro 1 year, 8 months ago
that's true
upvoted 1 times

© & Vlad_Is_Love_ua 2 years, 8 months ago
What Does Point-to-Point T1 Mean? Point-to-point T1 is a direct and/or a private T1 network connection between two or more networks or locations.
It is a secure, private and unshared network connection that provides a T1 network at a speed of 1.544 mbps between multiple networks/locations.
upvoted 5 times

B & Smaritz 3 years, 2 months ago
Correct answer is A. This is old technology, also discussed in the Networking Essentials module in MCSE that | did in 1999
upvoted 4 times

B & hassanhhady 3 years, 4 months ago
what is T1 means ?
upvoted 2 times

& & Yasin_Alsabah 3 years, 3 months ago
a T1 link supports 1.544 Mbps, an E1 supports 2.048 Mbps, a T3 supports 43.7 Mbps, and an E3 connection supports 34.368 Mbps. Optical
Carrier (OC) transmission rates are used to define the digital transmitting capacity of a fiber-optic network.
upvoted 11 times
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Question #87 Topic 1

What are two similarities between UTP Cat 5e and Cat 6a cabling? (Choose two.)

A. Both support speeds up to 10 Gigabit.

B. Both support speeds of at least 1 Gigabit.
C. Both support runs of up to 55 meters.

D. Both support runs of up to 100 meters.

E. Both operate at a frequency of 500 MHz.

Suggested Answer: BD

Community vote distribution
BD (96%) 4%

© & Marcos9410 3 years, 4 months ago
B and D are correct.

UTP Cables CAT 5e:
Frecuency: 100 MHz
Max. Bandwidth: 1 Gbps
Max. Distance: 100 m

UTP Cables CAT 6a:
Frecuency: 500 MHz
Max. Bandwidth: 10 Gbps
Max. Distance: 100 m
upvoted 21 times

B & ricky1802 IR Y 2 years, 9 months ago

Here are the common specifications for some popular UTP categories:
Cat5:

Frequency: Up to 100 MHz
Bandwidth: 100 Mbps (Fast Ethernet)
Max Distance: 100 meters (328 feet)
CatSe:

Frequency: Up to 100 MHz
Bandwidth: 1 Gbps (Gigabit Ethernet)
Max Distance: 100 meters (328 feet)
Catb:

Frequency: Up to 250 MHz

Bandwidth: 10 Gbps (10 Gigabit Ethernet)

Max Distance: 55 meters (180 feet) for 10 Gbps, 100 meters (328 feet) for 1 Gbps
Catba:

Frequency: Up to 500 MHz

Bandwidth: 10 Gbps (10 Gigabit Ethernet)
Max Distance: 100 meters (328 feet)
Cat7:

Frequency: Up to 600 MHz
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Bandwidth: 10 Gbps (10 Gigabit Ethernet)
Max Distance: 100 meters (328 feet)
Cat8:

Frequency: Up to 2 GHz
Bandwidth: 25/40 Gbps (25/40 Gigabit Ethernet)
Max Distance: 30 meters (98 feet)

upvoted 20 times

& & 573be71 1 year, 4 months ago
Your Freq are wrong.
upvoted 1 times

E & bymrdas [IEIERReY 1 vear, 4 months ago

B & D are correct
upvoted 1 times

E & NASIROCITV 1 year, 7 months ago

Selected Answer: BC

UTP CATSE CAN ONLY SUPPORT UPTO 55M
upvoted 1 times

B & RougePotatoe 3 years ago
Ahh another bad question. Cat5e can support 10gig at shorter distances so both could support 10gig. Both could support 100 meter runs. So
Technically A,B, and D are correct.
upvoted 3 times

B & iGlitch 3 years, 6 months ago
B should be: Both support a maximum speed of 1 Gigabit.
upvoted 3 times

& & Bonesaw 3 years, 1 month ago
The maximum speed on Cat6a is 10G, so that would be incorrect
upvoted 1 times

B & ZUMY 3 years, 6 months ago
B & D are fine.
upvoted 1 times

B & Smaritz 3 years, 7 months ago
At least 1 Gbps is a bit misleading, they support at least 10 Mbps also.
upvoted 9 times
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Question #88 Topic 1

What is a characteristic of cloud-based network topology?

A. onsite network services are provided with physical Layer 2 and Layer 3 components
B. wireless connections provide the sole access method to services
C. physical workstations are configured to share resources

D. services are provided by a public, private, or hybrid deployment

Suggested Answer: D

Community vote distribution
D (100%)

& & onikafei 3 years, 3 months ago
D would be correct

Definitly not A as its physical when we are talking about cloud services

B talks about access to a service but doesn't talk about topologies.

C feels like its refering to shared resources on a network between workstations and not on cloud.
upvoted 6 times

& & onikafei 3 years, 3 months ago
Correctme if im wrong :)
upvoted 2 times

& & Kirby87 2 months, 1 week ago

D is correct
upvoted 1 times

E & KuyaErik101 1 year, 1 month ago
Correct
upvoted 1 times

B & Vlad_Is_Love_ua 2 years, 5 months ago
D is correct
upvoted 2 times

B & ZUMY 3 years ago
D is fine
upvoted 4 times

B & AvroMax 3 years, 2 months ago

Selected Answer: D

D correct
upvoted 3 times
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Question #89 Topic 1

Which network action occurs within the data plane?

A. reply to an incoming ICMP echo request
B. make a configuration change from an incoming NETCONF RPC
C. run routing protocols (OSPF, EIGRP, RIP, BGP)

D. compare the destination IP address to the IP routing table

Suggested Answer: D

Community vote distribution
D (88%) 12%

© & Dante_Dan [IIAEEL Y 3 years, 9 months ago
Extracted from Book #2, page 359:
"... the following list details some of the more common actions that a networking device does that fit into the data plane:
- De-encapsulating and re-encapsulating a packet in a data-link frame (routers, layer 3 switches).
- Adding or removing an 802.1Q trunking header (routers and switches).
- Matching an ethernet frame's destination MAC address to the MAC address table (layer 2 switches).
- Matching an IP packet's destination IP address to the IP routing table (routers, layer 3 switches).
- Encrypting the data and adding a new IP header (for VPN processing).
- Changing the source or destination IP address (for NAT) processing).
- Discarding a message due to a filter (ACLs, port security).

All the items in the list make up the data plane, because the data plane includes all actions done per message."
upvoted 31 times

E & sgashashf 3 years, 8 months ago
This blows my mind, considering I've read from multiple different sources that "the Control plane refers to all functions and processes that
determine which path to use to send the packet or frame." | now have no idea how to differentiate between these two planes.
upvoted 12 times

B & jose01210 3 years, 5 months ago
igual me pasa a mi
upvoted 1 times

B & ¢6006 1 year, 7 months ago
the lookup is done at the data plane. the population of the routing table is done by the control plane
upvoted 1 times

E & MDK94 CTITIERIY 3 vears, 4 months ago
ICMP = internet CONTROL message protocol

"The role of ICMP is to provide information about the path the data is taking from its point of origin to its destination. It has the same basic structure
as an IP packet, but despite that, it's not really goodput. It's there to control 'how things are done', therefore, is part of the control plane.”

upvoted 18 times

& & michael1001 2 years, 10 months ago
Underrated
upvoted 2 times

O & KamZet [TELEAEE) 1 month, 2 weeks ago
A. reply to an incoming ICMP echo request
This happens in the data plane, because the router or switch is directly handling and forwarding packets. An ICMP echo request (ping) is processed
at the packet-forwarding level, so the device responds without involving routing protocols or configuration processes.
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D. compare the destination IP address to the IP routing table
This does not occur in the data plane. The control plane uses the routing table to build the forwarding information base (FIB). The data plane then
uses the FIB—not the full routing table—to forward packets efficiently.

upvoted 1 times

B & riteshm42 8 months, 4 weeks ago

Both A and D comes under data plane.
D : Comparing a destination IP address to an IP routing table falls under the data plane in networking terminology; this is because the data plane is
responsible for the actual forwarding of packets based on the information in the routing table, which includes looking up the destination IP address to
determine the next hop
A: While the control plane would be responsible for determining the routing path for the ICMP echo request, the actual sending and receiving of the
echo request and reply happens on the data plane.

upvoted 3 times

© & Omooba_Adeposi 12 months ago
The correct answer is:
A. reply to an incoming ICMP echo request
Explanation:
The data plane (also known as the forwarding plane) is responsible for the actual movement of data packets across the network. Actions in the data
plane include forwarding packets, filtering packets, and responding to certain protocol requests, such as ICMP echo requests (i.e., ping responses).
Here's a breakdown of why the other options are incorrect:
B. Making a configuration change from an incoming NETCONF RPC is a control plane activity. The control plane handles management and control
tasks like configuration changes.
upvoted 1 times

& & Omooba_Adeposi 12 months ago
C. Running routing protocols (like OSPF, EIGRP, RIP, BGP) is a control plane function, as it involves creating and maintaining the routing table rather
than forwarding individual packets.
D. Comparing the destination IP address to the IP routing table is part of the control plane operation as well, where decisions are made on the best
path to forward packets. However, the actual forwarding of packets based on that decision happens in the data plane.
Thus, replying to an ICMP echo request is a direct network action that occurs in the data plane.
upvoted 1 times

B & MistyUnicorn 1 year ago
Alis correct
upvoted 1 times

B & onyia.edward 1 year, 5 months ago
Think of the control plane as being like the stoplights that operate at the intersections of a city. Meanwhile, the data plane (or the forwarding plane) is
more like the cars that drive on the roads, stop at the intersections, and obey the stoplights.
I hope this help someone understand better
upvoted 2 times

© & KuyaErik101 1 year, 7 months ago
Correct
upvoted 1 times

B & 1stAid 1 year, 10 months ago
Data plane layer2= ICMP... Layer3= control plane, IP, routing
upvoted 1 times

B & Ixxxxxxxxx 1year, 11 months ago
control plane runs routing protocols, thus the answer is D
upvoted 1 times

© & Hangulmal 2 years, 2 months ago
The data plane is accountable for the actual transmission of data packets across a network. It entails determining, based on a packet's destination
address, the appropriate outgoing interface for it. This procedure typically involves looking up the destination IP address in the routing table to
ascertain the next network hop for the packet. The comparison of the destination IP address with the IP routing table is a crucial data plane
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operation.

Answer: D
upvoted 2 times
B & iMo7ed 2 years, 8 months ago
It'sD
upvoted 2 times

E & splashy 2 years, 9 months ago

Selected Answer: D

https://ipwithease.com/cisco-express-forwarding-cef/

I think it's a CEF question: FIB and adjacency tables are in data plane, once these are "established" the data won't pass through the cpu any more.
upvoted 6 times

E & LordScorpius 3 years, 6 months ago
If you can subnet from /20 to /30 and you know the contrast between TCP and UDP, and you learn the data types for the three planes...you WILL pass
the CCNA.
upvoted 5 times

& & xbololi 2 years, 4 months ago
DHCP, ipv6, DTP, VTP, ACL, Static Routing: Am i a joke to you? xD
upvoted 4 times

B & ZUMY 3 years, 6 months ago
Going with D

Think of the control plane as being like the stoplights that operate at the intersections of a city. Meanwhile, the data plane (or the forwarding plane) is
more like the cars that drive on the roads, stop at the intersections, and obey the stoplights.
upvoted 4 times

B & pagamar 3 years, 6 months ago
Tumbative: | saw this question in a recent Exam, and the RIGHT answer is D, 100% correct in Topic 6 of the Exam.
upvoted 2 times

E & Knobbler 3 years, 8 months ago

I'm going with A )
upvoted 1 times
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Question #90 Topic 1

Host A
10.10.14.10/24

Host B
10.10.13.10/25

Rl (config) #ip route 0.0.0.0 0.0.0.0 10.10.10.2

Rl (config) #ip route 10.10.13.0 255.255.255.128 10.10.10.2 111
Rl (config) #ip route 10.10.13.0 255.255.255.128 10.10.10.6 112
Rl (config) #ip route 10.10.13.0 255.255.255.128 10.10.10.10 108
Rl (config-router) #router ospf 1

Rl (config-router) #router-id 1.1.1.1

Rl (config-router) #network 10.10.10.5 0.0.0.0

R1 (config-router) #inetwork 10.10.10.1 0.0.0.0 area
Rl (config-router) #network 10.10.14.1 0.0.0.0 area 0

0
0

Refer to the exhibit. R1 has just received a packet from host A that is destined to host B. Which route in the routing table is used by R1 to reach
host B?

A.10.10.13.0/25 [1/0] via 10.10.10.2

B. 10.10.13.0/25[108/0] via 10.10.10.10
C.10.10.13.0/25[110/2] via 10.10.10.6
D.10.10.13.0/25[110/2] via 10.10.10.2

Suggested Answer: B

Community vote distribution
B (81%) A (19%)

© & Jberggddfhh 3 years, 5 months ago
B is correct; it uses the lowest AD out of all the routes presented that go to the 10.10.13.0/25 subnet. A is a default route and would only be used if
there wasn't a route to that subnet in the routing table.
upvoted 38 times

© & AbdullahMohammad251 1 year, 9 months ago
A'is not listed in the routing table

Based on the default route entry configured on R1 from the exhibit, a default route would look like this:
0.0.0.0/0[1/0] via 10.10.10.2

B is a valid entry + it has the lowest AD (given that all route entries have the same prefix length)
upvoted 5 times

© & properchad 2 years, 5 months ago
Longest prefix match is preferred over any AD value.

Here, although the default route uses AD of 1 ,it isn't the proper match for the destination.

Destination address is 10.10.13.10 and the longest prefix match for that is 10.10.13.0/25.

There are currently 3 routes configured for that destination each with different AD value and also OSPF is running.

Now when you first have the longest prefix match then only you check the AD value. So that would make the route with AD of 108 the perfect path for
the destination.

Router make decision based on the following checklist in order.

1. Longest prefix match

2.AD

3. Metric

This is just a high level overview but for the CCNA I think this will suffice.
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upvoted 12 times

& & AbdullahMohammad251 1 year, 11 months ago
Default routes are only used when there's no route in the routing table that matches our destination.
upvoted 2 times

E & RafaelzB [IEIEERE) 11 months, 3 weeks ago
The default route 0.0.0.0 via 10.10.10.2 is not chosen by R1 to reach Host B because specific routes take precedence over the default route. In
routing decisions, routers always prefer the most specific match for a destination in the routing table. SO Routers always choose a route with the
longest prefix length (the most specific match) over a less specific one.
upvoted 1 times

=) & Omooba_Adeposi 12 months ago
Ais the answer because it is a static route indicated by an administrative distance of 1, being the lowest of all routes to Host B (others being
dynamically learnt via OSPF), it is chosen as the preferred route.
upvoted 2 times

& & mlody85 10 months, 2 weeks ago
There is manually configured distance for each specific static route. Entry with 108 will win as OSPF has 110. Answer B is correct
upvoted 1 times

= & bymrdas 1 year, 4 months ago

Selected Answer: B

B is correct
upvoted 1 times

© & a67c04a 1 year, 9 months ago

It's B
upvoted 2 times
& & JulesAZ 1 year, 9 months ago
Just so blooming sneaky isn't it. You think you are getting it and it seems like you are not as there are just so many tricky/ trap questions.

So read the questions fully and make sure you are aware of the keywords in the question.
If choice ‘A" was in the routing table, that would be the route used.

However it is not so the answer is B!
upvoted 3 times

& & AbdullahMohammad251 1 year, 9 months ago

Selected Answer: B

A'is not even listed in the routing table.

B is a valid route in the routing table and it is the one with the lowest AD , therefore; it will be used to reach host B
upvoted 3 times

= & An00s 1 year, 10 months ago
AD in option A must be 111 not 11!
upvoted 1 times

& & 1stAid 1 year, 10 months ago
B. Static rout with lowest AD takes precedence over default route.
upvoted 1 times

&) & SAAVYTECH 2 years ago

router will always trust you more than any routing protocols. the answer is A.
upvoted 3 times

& & Cynthia2023 2 years, 2 months ago

Selected Answer: A
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Since the network 10.10.10.8/30 is not advertised in the OSPF configuration and there is no specific route to 10.10.10.10 in the routing table, R1
wouldn't have a direct route to reach 10.10.10.10. In this scenario, RT would typically follow the default behavior of selecting the best match in its
routing table. The best match among the routes listed would be the default route

upvoted 2 times

© & skullomania 2 years ago
R1 sees 10.10.10.10 directly since they are in the same network (10.10.10.8/30). Correct answer is B.
upvoted 1 times

& & AbdullahMohammad251 1 year, 11 months ago
A default route is a route that takes effect when no other route is available for an IP destination address. In our case, we have a route that
matches the destination and thus the default route won't be used.
The correct answer is B
upvoted 3 times

B & bikila123 2 years, 3 months ago
different routing protocol to the same destination will be selected by AD so the answer is B
upvoted 1 times

B & AbizZ17 2 years, 10 months ago
Choice B coz it has lowest AD and it is the most specific one
upvoted 3 times

E & BlkWatches 2 years, 11 months ago
Very tricky haha
upvoted 2 times

B & RougePotatoe 3 years ago
OSFP routing, indicated by area 0 routing command, has AD of 110. There is a floating static route configured with 108 AD. As the configured static
route's AD is lower (108) than the OSPF's default AD (110) it will route the traffic via 10.10.10.10 because it has the lowest AD and thus will be put
into the routing table.
upvoted 5 times

B & ptfish 3 years, 3 months ago
Because all routes point to the same subnet (10.10.13.0/25). So the route with the smallest AD value will be added to the routing table.
AD: OSPF (110), 10.10.10.10 (108), 10.10.10.6 (110), 10.10.10.2 (110)
upvoted 2 times
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Question #91 Topic 1

Which two network actions occur within the data plane? (Choose two.)

A. Run routing protocols.

B. Make a configuration change from an incoming NETCONF RPC.
C. Add or remove an 802.1Q trunking header.

D. Match the destination MAC address to the MAC address table.

E. Reply to an incoming ICMP echo request.

Suggested Answer: CD

Community vote distribution
[DICER) 4%

© & Anas_Ahmad ([[TITTEREY 2 vears, 11 months ago
- De-encapsulating and re-encapsulating a packet in a data-link frame (routers, Layer 3 switches)
- Adding or removing an 802.1Q trunking header (routers and switches)
- Matching an Ethernet frame’s destination Media Access Control (MAC) address to the MAC address table (Layer 2 switches)
- Matching an IP packet’s destination IP address to the IP routing table (routers, Layer 3 switches)
- Encrypting the data and adding a new IP header (for virtual private network [VPN] processing)
- Changing the source or destination IP address (for Network Address Translation [NAT] processing)
- Discarding a message due to a filter (access control lists [ACLs], port security
upvoted 17 times

E & mantest ([FITIEELY 3 years, 6 months ago
C&D are correct ans..
upvoted 12 times

O & Nmk173 [IEIENE) 1 year, 10 months ago
Please read this article and understand why E is not correct answer. Last paragraphs..
from Control Plane Traffic is Relative
upvoted 5 times

E & JulesAZ 1 year, 8 months ago
Good article, thanks
upvoted 2 times

E & c9957e3 1 year, 3 months ago
Brilliant. Thank you.
upvoted 1 times

E & oranjo 1 year, 11 months ago
DandE
upvoted 1 times

B & pietre 1 year, 11 months ago
A&D

so that the data plane has all

the data it needs when making a forwarding decision? To summarize:

m Traditional Layer 2 switches learn possible destinations by examining the source MAC

addresses of incoming frames, storing those MAC addresses as possible future destinations in the switch’s MAC address table. When new frames
arrive, the Layer 2 switch

data plane then attempts to match the Ethernet frame’s destination MAC address to an

entry in its MAC address table.

m Traditional Layer 3 routers learn destination IP subnets using routing protocols, storing

routes to reach each subnet in their routing tables. When new packets arrive, the Layer 3
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data plane attempts to match the IP packet's destination IP address to some entry in the
IP routing table.
upvoted 2 times
B & AbdullahMohammad251 1 year, 11 months ago
ICMP echo request or PING is done in the control plane.
routing protocol is done in the control plane.
Netconf is used to install, manipulate, and delete the configuration of network devices, so | believe it's part of the control plane.

adding 802.1Q headers to identify the VLAN the packet belongs to which is part of switching, is done in the data plane.
Matching the MAC address is part of switching and is done in the data plane

upvoted 3 times

& & Da_Costa 2 years, 2 months ago
ABC are not associated with dataplane
upvoted 1 times

E) & Da_Costa 2 years, 3 months ago

My opinion
upvoted 1 times

E & kyleptt 2 years, 3 months ago
Just adding some though into this topic ICMP won't be the forwarding of traffic ? | understand C & D are correct but E seems correct to me
upvoted 1 times

B & Isuzu 2 years, 6 months ago
Is E can also be Correct... Reply to an incoming ICMP echo request: occurs when a device receives an ICMP echo request (ping) and needs to send an
ICMP echo reply back to the source IP address.

Correct me if am wrong
upvoted 2 times

& & CnAguiar 2 years ago
is Internet CONTROL message protocol, thats mean is in the data control
upvoted 1 times

B & saeed_huhu 3 years, 3 months ago

Selected Answer: CD

CandD
Please currect it
upvoted 2 times

E & MDK94 3 years, 4 months ago
The correct answers are C and D 100% (there are 2 other questions that are part of this dump that are very similar to this question and the answers
have never used ICMP as part of the control plane. Also remember that ICMP means internet CONTROL message protocol.

"The role of ICMP is to provide information about the path the data is taking from its point of origin to its destination.

It has the same basic structure as an IP packet, but despite that, it's not really goodput. It's there to control ‘how things are done’, therefore, is part of
the control plane."

upvoted 2 times

© & MDK94 3 years, 4 months ago
Apologies | meant that there are 2 other questions that are part of this dump that are very similar to this question and the answers have never
used ICMP as part of the DATA plane)
upvoted 1 times

B & ZUMY 3 years, 5 months ago
Going withC&D
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upvoted 2 times
B & jossyda 3 years, 5 months ago
Data Plane:
m De-encapsulating and re-encapsulating a packet in a data-link frame (routers, Layer 3
switches)
m Adding or removing an 802.1Q trunking header (routers and switches)
m Matching an Ethernet frame’s destination Media Access Control (MAC) address to the
MAC address table (Layer 2 switches)
m Matching an IP packet's destination IP address to the IP routing table (routers, Layer 3
switches)
m Encrypting the data and adding a new IP header (for virtual private network [VPN]
processing)
m Changing the source or destination IP address (for Network Address Translation [NAT]
processing)
m Discarding a message due to a filter (access control lists [ACLs], port security)
upvoted 4 times

E & mytime 3 years, 5 months ago
ALL of the explanations that people have posted do not say anything about ICMP (weather it's replying or sending) so is that a correct answer or not?
I understand the mac thing that is spelled out very well but, it does not say anything about ICMP specifically
upvoted 1 times

B & MikeNY85 3 years, 5 months ago
C&D are the answers. ICMP is part of control plane
upvoted 1 times

B & msomali 3 years, 6 months ago
Correct answers are CD

Here are the actions that occur at the Data Plane:-
- De-encapsulating and re-encapsulating a packet in a data-link frame (routers, Layer 3 switches)
- Adding or removing an 802.1Q Trunking header (routers and switches).
- Matching an Ethernet frame’s destination Media Access Control (MAC) address to the MAC address table (Layer 2 switches).
- Matching an IP packet's destination IP address to the IP routing table (routers, Layer 3 switches).
- Encrypting the data and adding a new IP header (for virtual private network [VPN] processing).
- Changing the source or destination IP address (for Network Address Translation [NAT] processing).
- Discarding a message due to a filter (access control lists [ACLs], port security.
upvoted 4 times
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Question #92 Topic 1

What are network endpoints?

A. support inter-VLAN connectivity
B. a threat to the network if they are compromised
C. act as routers to connect a user to the service provider network

D. enforce policies for campus-wide traffic going to the Internet

Suggested Answer: B

Community vote distribution
B (100%)

B & Smaritz 2 years, 11 months ago
Strangely worded question and answer
upvoted 39 times

© & TA77 2 years, 11 months ago
Indeed
upvoted 3 times

& & 16BitRun 1 year, 5 months ago
It really is. This is the kinda of question you might see on a CompTIA Security+ or CySA+ Exam.
upvoted 3 times

5 & [Removed] GFIALCL D 2 years, 4 months ago
Selected Answer: B

A. support inter-VLAN connectivity

A Layer 3 switch's job.
And an L3 switch is an intermediary device.
Wrong answer.

B. a threat to the network if they are compromised

Your PC is an end device. Another user retrieves your username and your password, and has unauthorized access to your computer.
What could happen to your network?
Correct answer.

C. act as routers to connect a user to the service provider network

A router is an intermediary device.
Wrong answer.

D. enforce policies for campus-wide traffic going to the Internet

A firewall's job.
And a firewall is an intermediary device.
Wrong answer.

upvoted 16 times

&) & COLONEL_MAJOR 1 year, 6 months ago
You're Good With that
i wish the best for your life Mr genius
upvoted 3 times

O & kyleptt [TEIIENE) 1 year, 8 months ago

This a silly question
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upvoted 8 times
= & xbololi 1 year, 10 months ago
Definetely not a question for knowledge more like a verbal test.
upvoted 5 times

= & Wes_60 2 years, 1 month ago
The most useless question so far
upvoted 13 times

= & Marcos9410 2 years, 10 months ago

The correct answer is B.
upvoted 4 times

& & ZUMY 2 years, 11 months ago
Going with B
upvoted 1 times

E & jose01210 2 years, 11 months ago
| think that is A
upvoted 2 times

& & CCAL 2 years, 12 months ago
aucun sens
upvoted 4 times
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Question #93 Topic 1

PC1 .
Manual settings
100 speed
full duplex
fa0
fa0/1

Switch#show interfaces status
Port Name Status Vlan Duplex Speed Type
Fa0/1 connected 1 auto auto 10/100BaseTX

Refer to the exhibit. The link between PC1 and the switch is up, but it is performing poorly. Which interface condition is causing the performance
problem?

A. There is an issue with the fiber on the switch interface.
B. There is a duplex mismatch on the interface.
C. There is an interface type mismatch.

D. There is a speed mismatch on the interface.

Suggested Answer: B

Community vote distribution
B (100%)

& & Jberggddfhh 3 years, 5 months ago
The answer is B.

The PC's port runs in full duplex, while the Fa0/1 port on the switch is in auto-negotiate mode.
This results in a duplex mismatch that causes the switchport to operate as half-duplex, which culminates in poor performance on the link.

"A duplex mismatch occurs when two connected devices are configured in different duplex modes.

This may happen, for example, if one is configured for autonegotiation while the other one has a fixed mode of operation that is full duplex (no
autonegotiation). In such conditions, the autonegotiation device correctly detects the speed of operation, but is unable to correctly detect the duplex
mode.

As a result, it sets the correct speed but assumes half-duplex mode.

When a device is operating in full duplex while the other one operates in half duplex, the connection works reliably only at a very low throughput.”

Reference: https://en.wikipedia.org/wiki/Autonegotiation#Duplex_mismatch
upvoted 33 times

© & PyoJH [TITTERIT) 1 year, 11 months ago
The switch interface negotiates half-duplex when the speed is 10/100 mbps, and full-duplex when the speed is 1000 mbps.

upvoted 10 times

© & croftgl 2 months ago

10 mb/s ports auto-negotiate at half duplex. Speed mismatch the port will be down
upvoted 1 times

B & boog 8 months, 3 weeks ago

Selected Answer: A
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| don't get it being B. The purpose of the 'auto’ setting is to match with the other end? 'Auto’ is on duplex and speed, so why isn't D also correct?
upvoted 2 times

© & Ciprian2410 7 months, 1 week ago
Because, CISCO and IEEE have 2 conventions, from which one says: if autonegotiate is on, then you are supposed to use the lower speed.
However, it is not true for the second one regarding duplex. The second convention states that if the speed is either 10 or 100, use Half Duplex. So
in other words, on PC you have Full Duplex ( manually set ), but on the switch is Half ( due to the 2nd convention ). This causes a duplex
mismatch.
upvoted 2 times

B & skullomania 1 year, 1 month ago

Selected Answer: B

Answer is B.

One of the most common causes of performance issues on 10/100 Mb Ethernet links occurs when one port on the link operates at half-duplex while
the other port operates at full-duplex. This occurs when one or both ports on a link are reset and the auto-negotiation process does not result in both
link partners with the same configuration. It also can occur when users reconfigure one side of a link and forget to reconfigure the other side. Both
sides of a link must have auto-negotiation on, or both sides must have it off. Cisco recommends to leave auto-negotiation on for those devices
compliant with 802.3u.

upvoted 1 times

E & Nmk3216 1 year, 11 months ago
B is correct answer but D is also correct answer.
upvoted 2 times

B & skullomania 2 years ago
I'm not sure B is the right answer. Switch port is configured in auto mode, so it would be able to negotiate to full duplex. Why can not be C the right
answer?
upvoted 2 times

E & hp2wx 3 years, 3 months ago
B is correct. Had there been a speed mis-match, the port would be in the down/down state and traffic would not be able to flow at all over the link.
upvoted 4 times

B & ZUMY 3 years, 5 months ago
B is correct!
upvoted 2 times
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Question #94 Topic 1

Why was the RFC 1918 address space defined?

A. conserve public IPv4 addressing
B. support the NAT protocol
C. preserve public IPv6 address space

D. reduce instances of overlapping IP addresses

Suggested Answer: A

Community vote distribution
A (100%)

E & hp2wx 3 years, 3 months ago
Ais correct. Private IPv4 addresses were developed to conserve IPv4 address space. NAT was developed as a way to use private addresses and

allow for them to be able to communicate with other hosts outside of their LAN. C & D do not deal at all with private IP addresses
upvoted 7 times

& & MauroC19 2 years, 2 months ago

Answer is A. RFC 1918 was about private ipv4 addressing
upvoted 5 times

© & uselessscript [TELEaaIe) 2 years, 1 month ago
What is the difference between A and C?

upvoted 2 times

& & TheFivePips 1 year, 1 month ago
ipv6 doesnt need any preservation or conservation. It's got a metric fuck ton to the power of bazillion addresses. Whereas ipv4 is essentially
already depleted.
upvoted 2 times

B & ZUMY 3 years, 5 months ago
A is correct!
upvoted 3 times

E & erikkkkkka 3 years, 5 months ago
Alis correct

An RFC1918 address is an IP address that is assigned by an enterprise organization to an internal host. These IP addresses are used in private
networks, which are not available, or reachable, from the Internet.
upvoted 2 times

B & Jberggddfhh 3 years, 5 months ago
Answer is A.

"With the described scheme many large enterprises will need only a
relatively small block of addresses from the globally unique IP

address space.”

upvoted 4 times
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Question #95 Topic 1

DRAG DROP -

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the right.
Select and Place:

Answer Area

fransmitted based on data contained in the packet TCP
without the need for a data channel

requires the client and the server to establish a
connection before sending the packet

provides best-effort service

supports reliable data transmission

Suggested Answer:

Answer Area

transmitted based on data contained in the packet TCP
without the need for a data channel

requires the client and the server to establish a
connection before sending the packet

requires the client and the server to establish a
connection before sending the packet

supports reliable data transmission

provides best-effort service

UDP

) - transmitted based on data contained in the packet
supports reliable data transmission without the need for a data channel

provides best-effort service

© & LazizS 1 year, 2 months ago
correct
upvoted 1 times

& & yousfs1212 2 years, 1 month ago
The question is simple and the answer is correct
upvoted 3 times

& & NetStef 2 years, 4 months ago
Answer is correct
upvoted 4 times
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Question #96 Topic 1

DRAG DROP -
Drag and drop the IPv6 addresses from the left onto the corresponding address types on the right.
Select and Place:

Answer Area

Global Unicast

2001:db8:600d:cafe::123

fcha:926a:e8e:7a25:b1:¢c6d2:1a76:8fdc

fd6d:c83b:5cef:b6b2::1

Unique Local

3ffe:e54d:620:a87a::f00d

Suggested Answer:

Answer Area

Global Unicast

2001:db8:600d:cafe::123

2001:db8:600d:cafe::123

fcha:926a:e8e:7a25:b1:c6d2:1a76:8fdc
3ffe:e54d:620:a87a::f00d

fded:c83b:5cef:b6b2::1

Unique Local

3ffe:e54d:620:a87a::f00d fcha:926a:e8e:7a25:b1:c6d2;:1a76:8fdc

fd6d:c83b:5cef:bbb2::1

Reference:
https://learningnetwork.cisco.com/s/question/0D53i00000Kt6kl/ipv6-unique-local-addresses

B & netzwork ([[TITEEZLY 2 years, 7 months ago
Unique local addresses will begin with either FC or FD:

The first 7 bits indicate that we have a unique local address. 1111 110 in binary is FC in hexadecimal. However, the L bit (8th bit) has to be setto 1 so
we end up with 1111 1101 which is FD in hexadecimal.

upvoted 22 times

© & bugmenot240410 [TITREL Y 1 year ago
| find a way to memorize it, in anime Inital D, Rotary Brothers drive Mazda RX-7 FC and FD.
those cars are Unique Local
upvoted 13 times

E & Netstef ([TEIET0E) 2 years, 4 months ago
Answer is correct
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upvoted 5 times



Question #97 Topic 1

Which type of organization should use a collapsed-core architecture?

A. small and needs to reduce networking costs
B. large and must minimize downtime when hardware fails
C. large and requires a flexible, scalable network design

D. currently small but is expected to grow dramatically in the near future

Suggested Answer: A

It is ideal for small companies: The collapsed core model is a reduced version of the three-tier model. The deduction was made to create a
network for small and medium-sized campuses. Therefore, smaller institutions can get the advantage of using a collapsed core network while
still gaining the same benefits they would if they were using a three-tier model. Small organizations often cannot afford the hardware and
human resources to run the network can benefit greatly with less oversight necessary.

And reduces cost: In a traditional three-tier campus network, the core layer is typically a complex and expensive piece of hardware. This layer is
eliminated with collapsed core architecture, reducing both cost and complexity.

Community vote distribution
A (100%)

© & Jberggddfhh 1 year, 1 month ago

A is correct.

It is ideal for small companies: "The collapsed core model is a reduced version of the three-tier model. The deduction was made to create a network
for small and medium-sized campuses. Therefore, smaller institutions can get the advantage of using a collapsed core network while still gaining the
same benefits they would if they were using a three-tier model. Small organizations often cannot afford the hardware and human resources to run the
network can benefit greatly with less oversight necessary."

And reduces cost: "In a traditional three-tier campus network, the core layer is typically a complex and expensive piece of hardware. This layer is
eliminated with collapsed core architecture, reducing both cost and complexity."
upvoted 3 times

B & 21c069a 1 year, 2 months ago

Selected Answer: A

Aaaaaaaaaaaa
upvoted 1 times

E & Nmk3216 1 year, 11 months ago

Selected Answer: A

Ais correct answer.
upvoted 3 times

B & ZUMY 3 years, 5 months ago
A'is correct
upvoted 3 times
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Question #98 Topic 1

A network administrator is setting up a new IPv6 network using the 64-bit address 2001:0EB8:00C1:2200:0001:0000:0000:0331/64. To simplify
the configuration, the administrator has decided to compress the address. Which IP address must the administrator configure?

A.ipv6 address 2001:EB8:C1:22:1::331/64

B. ipv6 address 21:EB8:C1:2200:1::331/64

C. ipv6 address 2001:EB8:C1:2200:1:0000:331/64
D. ipv6 address 2001:EB8:C1:2200:1::331/64

Suggested Answer: D

Community vote distribution
D (100%)

B & Laziz$ 1 year, 2 months ago
Correctis D
0000 shortened :
upvoted 1 times

B & soe_life 1 year, 10 months ago
d is correct
upvoted 1 times

B & Eyad_Alotaibi 2 years, 4 months ago
Correct answer is D
upvoted 3 times

B & MisterK_77 2 years, 8 months ago
DDDDDDDD
upvoted 3 times

B & Quantum14 2 years, 9 months ago
are these the real answers? or are answers given in this forum?,
| want to know if this is a forum error or the real test has this same error
The correct answer is the letter D, without a doubt
upvoted 1 times

E & vuhidus 2 years, 9 months ago
DDDDDDDDD
upvoted 3 times

B & coralreef 2 years, 9 months ago
The correct answer is the letter D.
In The suggested answer or letter A there is an error in the fourth field because trailing zeros were omitted.
The rule in IPv6 addresses for omitting zeros indicates that only leading zeros can be omitted.
upvoted 1 times

& & hp2wx 2 years, 9 months ago
The given answer is 100% wrong. You are not allowed to remove non-leading/floating Os in an IPv6 address. D is the only answer choice that properly
abbreviates the IPv6 Address as it only removes leading Os and uses :: notation properly.
upvoted 1 times

E & Haider660 2 years, 9 months ago

Selected Answer: D

It's 2200. D
upvoted 1 times
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© & ratu68 2 years, 10 months ago

Selected Answer: D

D 100% sure!

upvoted 4 times

© & SH_2 years, 10 months ago

Selected Answer: D

D because 2200 cannot be shortened to 22
upvoted 3 times

&) & MDK94 2 years, 10 months ago
D is 100% correct, no way its wrong
upvoted 1 times

© & battery1979 2 years, 10 months ago
A would be correct if the fourth octet was 0022.
upvoted 2 times

& & Patrick69 2 years, 10 months ago

Selected Answer: D

D only!
upvoted 3 times

= & Marcos9410 2 years, 10 months ago

Selected Answer: D

D is the correct answer.

Only LEADING 0s can be removed (compressed)
upvoted 2 times

& & ctoklu 2 years, 10 months ago
D is correct for 100% sure
upvoted 1 times

& & thazmalt 2 years, 10 months ago

Selected Answer: D

2200 is different to 22
upvoted 2 times


https://www.examtopics.com/user/ratu68/
https://www.examtopics.com/user/ratu68/
https://www.examtopics.com/user/ratu68/
https://www.examtopics.com/user/SH_/
https://www.examtopics.com/user/SH_/
https://www.examtopics.com/user/SH_/
https://www.examtopics.com/user/MDK94/
https://www.examtopics.com/user/MDK94/
https://www.examtopics.com/user/MDK94/
https://www.examtopics.com/user/battery1979/
https://www.examtopics.com/user/battery1979/
https://www.examtopics.com/user/battery1979/
https://www.examtopics.com/user/Patrick69/
https://www.examtopics.com/user/Patrick69/
https://www.examtopics.com/user/Patrick69/
https://www.examtopics.com/user/Marcos9410/
https://www.examtopics.com/user/Marcos9410/
https://www.examtopics.com/user/Marcos9410/
https://www.examtopics.com/user/ctoklu/
https://www.examtopics.com/user/ctoklu/
https://www.examtopics.com/user/ctoklu/
https://www.examtopics.com/user/thazmalt/
https://www.examtopics.com/user/thazmalt/
https://www.examtopics.com/user/thazmalt/

Question #99 Topic 1

DRAG DROP -
Drag and drop the IPv6 addresses from the left onto the corresponding address types on the right.
Select and Place:

| fe80~a00-27f feeb-89aa ‘

‘ ffere54d:620:a87a:f00d ‘

‘ ff05:1:3 |

‘ 2001:db8:600d:cafe:123 ‘

—
—_—
—

Jffe.e54d:620-a87a::f00d ‘

‘ fe80-a00-27ff feeb-89aa | 2001:db8:600d cafe123

Suggested Answer: ‘ Sffere54d:620:a87a:f00d ‘
fe80::a00:27fffeeb:8%aa
‘ ff05:1:3 ‘

‘ 2001:db8:600d:cafe: 123 ‘

© & Netstef ([[TITEERLY 2 vears, 10 months ago
Answer is correct
upvoted 8 times

© & karanjass [TELnate) 1 year, 1 month ago
Correct

upvoted 1 times

B & 21c069a 1 year, 2 months ago
Correct
upvoted 1 times

B & JunsK1e 2 years ago
answer is correct
upvoted 3 times

E & Danielki 2 years, 7 months ago
the address 3ffe:e54d:620:a87a::f00d might have been considered a global unicast address during the 6bone testing period, it is not considered a
valid global unicast address in the current IPv6 address space.
upvoted 2 times

E & DoBronx 3 years ago
Im just going to assume Link Local starts with FE cuz of SNEAKEEEE Link
upvoted 3 times
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Question #100 Topic 1

What is an appropriate use for private IPv4 addressing?

A. to allow hosts inside to communicate in both directions with hosts outside the organization
B. on internal hosts that stream data solely to external resources
C. on the public-facing interface of a firewall

D. on hosts that communicate only with other internal hosts

Suggested Answer: D

Community vote distribution
D (100%)

& & ridhoc 2 years, 12 months ago
It's obviously D!!
upvoted 7 times

© & karanjass [TELaate) 1 year, 1 month ago
Correct answer is D
upvoted 1 times
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